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This Privacy Policy relates to all of American Express’ businesses and activities in
Australia.

Our commitment to Privacy

The privacy of our customers and clients is of utmost importance to American Express.
As a global organisation, we are committed to company-wide internal processes to
protect your privacy, including the American Express Data Protection and Privacy
Principles which means that no matter where you are in the world, you can expect the
same commitment from American Express. In Australia we also adhere to the Privacy Act
(1988) and the Australian Privacy Principles.

About this Privacy Policy

This Privacy Policy sets out our policies for managing your personal information across
the American Express businesses operating in Australia.

The information we collect from and about you, depends on which American Express
products and services you use (for example, we may collect different information
depending on if you use an American Express consumer credit card, a corporate charge
card you use for work or if you are a merchant who uses our merchant services).

We have separate privacy statements relating to particular products or services, for
example you will be provided with a separate privacy statement or notice which provides
more detail when you use or enrol for a particular product or service (for example, our
Online Privacy Statement describes how we use online information when you use our
website and our Card Member Privacy Statement describes how we use information
when you use one of our cards).

Additional Privacy notices and statements

Generally, we will give you more specific details about how we will use your personal
information in relation to a particular American Express product or service around the
time when you apply for it.

At the bottom of this statement, we explain how we use artificial intelligence (Al),
automated decision-making systems, analytical tools, and predictive models (including
statistical and machine learning models) in our business. Click here to learn more.



AMERICAN EXPRESS

Types of personal information we collect and hold

American Express collects personal information about you when you use our services.
We may collect your name, email address, residential address, telephone number, and
other contact details. Depending on the type of account, product, or service you use, we
may also collect other information such as date of birth, employment details, bank
account details, income details, information about your credit worthiness and credit
history.

We also collect information about how you use our products and services, for example,
we collect information about where you use your card and transactions on your account.

We will only collect sensitive information (such as information relating to ethnic origin,
religious or philosophical beliefs, membership of a political or trade association, sexual
preferences, or health) with your consent.

How we collect personal information

Generally, we collect personal information directly from you, such as when you apply for
a product or service, when you enter a competition or promotion, when you complete a
survey or when you call us for assistance with something.

We may also collect personal information through third parties such as:

e creditreporting bodies when you apply for an American Express Card or other credit
facility.

e abusiness that provides commercial credit worthiness information.

e merchants, when you request or make purchases using an American Express Card.

o referees (if you give us the name of someone who can give a reference about you);
and

e publicly available sources of information.

We may also collect your personal information from your use of our websites or when you
use our mobile apps and services. For more information about how collect information
online, see our Online Privacy Statement.

We and our service providers may collect or use your biometric information, such as your
image, to verify your identity with your express consent. We and our service providers will
collect and use such biometric information lawfully and will only store such data for so
long as is strictly necessary to verify your identity. All biometric information will be
deleted by no later than within 12 months of collection.
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Why we collect, hold, and use personal information

We collect personal information in order to provide our products and services to you and
to conduct our business. This includes collecting information for the following purposes
and may be used the following ways:

e to process applications for products and services.

e to manage and administer those products and services.

o for market research and analytics purposes and to develop, improve and better
target our products and services.

e for training, quality control, and verification purposes (including monitoring and
recording your telephone conversations with us from time to time).

e to provide you with information about our products and services, offers and
promotions and to determine which ones are most relevant to you (however, you
can always opt-out from receiving direct marketing communications we send by
email and mobile); and,

e to meet our legal obligations (including verifying your identity with certain
authorities and government bodies).

How we store personal information

We store personalinformation in a combination of secure computer storage facilities and
paper-based files and other records. We take a number of steps to protect the personal
information we hold from misuse, loss, and unauthorised access, modification, or
disclosure. We have processes in place to ensure technology and security complies with
accepted standards so that we are satisfied that your information is transmitted safely to
us through the internet or other electronic means. We will take reasonable steps to
securely destroy or permanently de-identify personal information when we no longer
need it.

Who we share personal information with
Generally, we share personal information in the following circumstances:

e to provide you with products and services you request and to inform you about
other American Express products and services.

e to our related companies (including other American Express companies outside
Australia).

e to companies and organisations that provide services to us to help run our
business. This may include butis not limited to processing applications or orders,
marketing support, deliveries, analytics and research and debt collection. These
service providers may be within or outside Australia.

e to credit reporting bodies in connection with us providing credit to you or
recovering from you amounts that you owe under any contract you have with us.
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e where you have a corporate or government card membership, we may exchange
personal information with your employer or government agency.

e to comply with our legal obligations (including identity verification) and where we
suspect that unlawful activity has been or may be engaged in and the personal
information is a necessary part of our investigation or reporting of the matter.

We will disclose personal information about you only with your consent in the following
circumstances:

e toour business partners who cooperate with us in offering products and services
such as co-brand partners (we will notify you of that disclosure and obtain your
consent on the application form).

e to meet your request for services such as American Express Travel Services
(including emergency services), and merchant services.

e to anyone else you authorise us to disclose information to, from time to time.

We impose strict requirements of security and confidentiality on all third parties as to
how they handle personal information. We provide our outside contractors only with
information they need to perform their services - they are not permitted to use the
information for any purpose except to provide the service to us. The Privacy Act also
strictly controls the information we exchange with credit reporting bodies.

Global transfer of data

American Express is a global organisation and we may use international entities to help
our business functions. As a result, American Express may need to share your
information outside of Australia. It is impracticable for American Express to list out each
and every country that we may share your information to, but such countries include the
United States of America, Mexico, Argentina, Malaysia, India, and the United Kingdom.
American Express will ensure that any transfer of your personal information is subject to
appropriate conditions of confidentiality to ensure your information is handled
consistently with the Australian Privacy Principles.

Keeping your information up-to date

We will take reasonable steps to make sure that the personalinformation we collect, use,
or disclose is accurate, complete and up-to-date. If your personal details change, such
as your telephone number or billing address, please contact us to ensure that your
personalinformation is up to date.
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You can access your personal information (and ask to correct it if it’s not accurate)

You can request for us to provide you with a copy of personal information which we hold
aboutyou. We may charge a fee for retrieving this information however we will inform you
of the fee before providing the information. You can also request us to correct your
personal information if you believe it is inaccurate, incomplete, or out-of-date. Please
note that there are some circumstances set out in the Privacy Act where we may refuse
your requests.

Complaints about our handling of your personal information

American Express is committed to customer satisfaction as part of its service philosophy.
American Express has established internal procedures to resolve complaints, whilst also
being a member of an external dispute resolution service.

If you have a complaint about the provision of our services or any privacy related matters,
please take the following steps:

e Please contact usvia chator call the number on the back of your card, or alternatively
please call the following numbers:

1300 132 639 (Consumer Card Members)
1300 363 614 (Merchants)

1300 362 639 (Corporate Card Members)
1300 366 549 (Small Business Card Members)

e If your complaint is not satisfactorily resolved within twenty (20) business days,
please address your complaint in writing to:

The Customer Relations Manager
American Express Australia Limited
GPO Box 1582

Sydney, NSW 2001

e American Express makes every endeavour to resolve complaints in a prompt and fair
manner, having regard to the law. If, however you continue to remain dissatisfied with
American Express’ decision, you may seek to have your complaint considered by the
Australian Financial Complaints Authority (AFCA), an independent, external dispute
resolution service of which American Express is a member. You may contact AFCA by
the following means:



AMERICAN EXPRESS

Australian Financial Complaints Authority
GPO Box 3

Melbourne

Vic 3001

Tel: 1800931 678

Fax: (03) 9613 6399

Email: info@afca.org.au

Website: afca.org.au

Updating this Privacy Policy

We may update our Privacy Policy from time to time. The latest version is published on
our web site or by contacting us using the details below.

How to contact us about Privacy matters
If you:

e have any questions about our policies,

e wish to update or access the information we hold about you, including information
aboutthe ways in which personal data has been used or disclosed within a year of the
request,

e wish to make a related complaint, or to receive a copy of our most current Privacy
Policy,

please contact us via chat or call us on:

1300 132 639
1300 363614
1300 362 639
1300 366 549

Consumer Card Members)
Merchants)

Corporate Card Members)
Small Business Card Members)

P

or write to us at:

The Privacy Officer,

American Express Australia Limited,
GPO Box 1582,

Sydney, NSW 2001


mailto:%20info@afca.org.au
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Artificial intelligence and automated decision making

We use artificial intelligence (Al), automated decision-making systems, analytical tools,
and predictive models (including statistical and machine learning models) (“ADM
Systems”) to assist with certain decisions and to support the delivery, security and
management of our products and services.

Our ADM Systems analyse patterns and relationships in data to generate risk scores,
classifications, predictions, or recommendations. These systems help us assess the
likelihood of certain outcomes (such as credit risk or potential fraud) based on patterns
identified in personal information.

Some of our decisions are made solely by ADM Systems, while others are supported or
informed by ADM Systems and are reviewed or confirmed by our staff.

Our ADM Systems may operate at different stages of your relationship with us, including
when you apply for a product, during the ongoing management of your account, and in
connection with fraud prevention, risk management, and marketing activities.

We use ADM Systems where it is reasonably necessary to provide our products and
services, to support our legitimate business activities (such as risk management and
fraud prevention), or where otherwise permitted by law.

Decisions we make using ADM Systems
We use ADM Systems in connection with:

e assessing eligibility and applications for Cards and other financial products (for
example, assessing the likelihood that you may be able to meet your repayment
obligations).

e setting and adjusting credit limits (for example, based on your financial
circumstances, account activity and repayment history).

e assessing creditworthiness and financial risk.

e ongoing account monitoring and management, including spending capacity and risk
management.

e detecting, preventing, monitoring, and managing fraud, scams, and suspicious
transactions, including in real-time (for example, identifying unusual transactions or
behaviours that may indicate fraud).

e identity verification and authentication.

e providing customer service and support; and

e personalising or determining eligibility for certain benefits, offers and promotions.

Some decisions made using ADM Systems may have a significant impact on you. For
example, the decision may affect your ability to access or use our products or services,
meaning you may not have access to credit. This may include refusing or approving an
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application, setting, or adjusting your credit limit, restricting, or declining transactions,
suspending, or limiting account functionality, or determining whether you are eligible for
certain products or offers.

Types of personal information used by ADM Systems

The personalinformation used in our ADM Systems may include:

e application information (such as income, employment, and financial details).

e credit reporting information, including credit history, repayment information, and
credit scores.

e accountand transaction information.

e identification and contact information.

e device, network, and behavioural information (such as IP address or indicators of
unusual activity); and

e information obtained from third parties, such as credit reporting bodies or service
providers, where permitted by law.

We may also combine information from different sources to improve the accuracy and
reliability of our assessments.

How ADM Systems are used in decision-making

Depending on the type of decision, decisions may be made solely by an ADM System or
substantially using an ADM System (with human involvement). Some decisions are made
using ADM Systems without mandatory human review. This may include:

e automated approvals or declines of applications for products or services.
e identifying transactions or activity that may be fraudulent or suspicious; and
e determining eligibility for certain offers, benefits, or promotions.

Inthese cases, model outputs are applied using predefined rules, thresholds, or criteria.

In other cases, ADM Systems are used to generate scores, alerts or recommendations
that are considered by our staff when making a decision. This may include decisions
relating to credit limits, account management, or risk monitoring. In these cases, our staff
may review available information and may override or adjust outcomes generated by
ADM Systems where appropriate.
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Real-time decisions

For certain decisions, particularly those made in real time (such as fraud, security, or risk
controls), it may not be possible for a decision to be reviewed by a human before it takes
effect.

Further information

If you have questions about how we use ADM Systems, or about a decision that has been
made using these systems, you may contact us to request further information. We will
take reasonable steps to provide additional information where appropriate.

Governance and safeguards

We do not disclose proprietary algorithms or technical details about our ADM Systems.
However, we take reasonable steps to ensure our ADM Systems are appropriately
designed, tested, monitored, and governed.

We maintain governance and risk management processes for ADM Systems, which may
include:

e modelrisk management and oversight.

e ongoing monitoring, testing, and validation.

e processes designed to identify and mitigate potential bias or unintended impacts.

e controls designed to assess accuracy, reliability, and appropriate use.

e data minimisation, access controls, and security measures; and

e oversight of third party or vendor provided models, including contractual and
governance safeguards.



