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General Overview

American Express operates its own global card payment
network acting itself as a card issuer and a merchant
acquirer. American Express has developed a strategy for
engaging (on a self-selection basis) a limited range of
financial institutions for Cards Issuing services, Merchant
Acquiring services and the provision of ATM services.
Financial institutions so selected (also called Licensees)
enter into relevant agreements with American Express
for obtaining issuing, acquiring or ATM licenses and the
provision of related services. American Express interacts
with each of such Licensees on an individual basis.

These American Express Payment System rules have
been developed in accordance with Federal Law No 161-
FZ dated 27 June 2011 “On the National Payment
System” (as amended). These American Express
Payment System rules are effective in the Russia
Federation and apply to:

- Participants located in the Russian Federation for
local (domestic) transactions only;

- Operational and Payment Clearing services
provided by Joint Stock Company National Payment
Card System (hereinafter "NSPK OPCC"), as
specified in the Rules for provision by NSPK OPCC
of operational services and Payment Clearing
services (the "NSPK OPCC Rules") and Guidelines
on Connection to and Interaction with the NSPK
OPCC (hereinafter “NSPK OPCC Guidelines”) ;

- Settlement services provided by the Central Bank of
the Russian Federation, as specified in the bank
account agreements and addendums to them
between Direct Participants and the Central Bank of
the Russian Federation.

For all other services as specified in the American
Express License Agreements and except as otherwise
provided,the provisions of the American Express global
business and operational policies American Express
global business and operational policies will continue to
apply, regulating use of American Express’s brand,
products, services and all International Transactions.

BeepneHue

AMepuksH  Okcrpecc  ynpasnseT  COBCTBEHHOW
rnobanbHOM KapTOYHOM MNAaTEXHOW CeTblo, B KOTOPOM
CaMOCTOATENbHO OCYyLeCTBNSAeT YHKUMN 3MUTEHTa
KapT 1 ocywectBnsetr 3SKBaWpuHr NpeanpusaTuii
Topronu/ycnyr. AmepukaH Jkcnpecc paspaboTan
rnobanbHylo CcTpaTermio npuereveHuss (Ha OCHoBe
CaMOCTOATENbHOro BbIGOPa) y3KOro Kpyra oMHaHCOBbIX
opraHusauvin Ans okasaHus ycnyr no amwuccun Kapr,
OCYLLECTBIEHNSA 3KBaMpUHra 1 npeaocTaBrneHns ycnyr

no obcnyxmBaHuio kapT B OaHkomaTax. Takue
oToOpaHHble  (buHaHCOBbIE  opraHu3aumMn  (Takke
UMeHyemble JlnueHanatamn) 3aknto4arTt

COOTBETCTBYHOLLME cornalleHnss ¢ AMEepUKaH Jkcnpecc
Ha nonyyeHue nuueH3Wn Ha  Bbinyck  Kapr,
OCyLLEeCTBNEHNE 3KBaWpWHra wnu npefocTaBneHne
ycnyr no o6cnyxunBaHuio kapT B 6aHKoMaTax 1 okasaHve
CONYTCTBYHOLLUX yCnyr. AMepuKaH Okcnpecc
B3aMMOAENCTBYET C KaXablM U3 Takux JlMueHanaToB Ha
WHAOVBWAYanbHOW OCHOBE.

Hactoswwe lMpaBuna nnatexHon cuctembl AMEpUKaH
Okcnpecc  pas3paboTaHbl B~ COOTBETCTBMM  C
depepanbHbiM 3akoHOM Ne 161-®3 ot 27 moHa 2011
roga  «O  HauuoHanbHOW  MNNATEXHOM  CUCTEMEX
(3meHeHuamMK n gononHeHuamn). Hactoswwme Mpasuna
NNaTexHom cucteMbl AMEpUKIH JKCnpecc AeNCTBYIOT

WCKMIOYNTESTBHO Ha Tepputopumn Poccuinckon

denepaunm n NPUMEHSIIOTCS:

- UCKMOYUTENBHO K Y4yacTHukam,
3aperncTpupoBaHHbIM Ha Tepputopun Poccuiickon
denepaunmn " pacnpocTpaHsalTCs Ha
OCYLUEeCTBNIEHNE  onepauui  Ha  TeppuTopuu

Poccuiickon depgepaunm;

- onepauuoHHble ycnyru u ycnyru [lnaTexHoro

KnupuHra,  npepoctaBnsiemble  AKLMOHEPHbIM
obuwectBom «HaunoHanbHasa cuctema nnaTexHbIX
kapT» (nmeHyemoe B ganbHenwem «OMNKL, HCIK»)
B COOTBETCTBMM C ycnosusmu [lpaBun okasaHus
OMepaLMOHHbIX YCAYT U YCAYT NNATEXHOro KMMpUHra
AO «HCIIK»  (MmeHyemble B  ganbHenem
«Mpasuna OlKY, HCIMK») n PykoBogctsa no
nogknoyeHuto n Bzammogenctaumio ¢ OMNKL HCIK
(umeHyemble B ganbHenwem «Pykosogctso OlMKLL
HCIMK»);

- pacyeTHble ycnyru, npegocTaBnsiemMble
LleHTpanbHbiM BaHkom Poccuickon ®epepauun B
COOTBETCTBUM ¢ YCNOBUSIMM Aorosopamu
6aHkoBCKOro cyeTa " [OMONHUTENBHBIMA

cornaleHnsIMN K HUM, 3aKnioyaemMbIM Mexay Mexay
NPsSIMbIMM  y4aCTHUKaMM MMaTEeXHOW CUCTEMbl U
LieHTpanbHbimM BaHkom Poccuickon Pegepaumm.

Bce ocTtanbHble ycnyrm B COOTBETCTBUM C YCMOBUSMMU
JInueHsnn Ha Bbinyck KapT unv BegeHne aKkBanpuHrosom
nedatenbHOCTU AMEepukaH JKCnpecc U perynupyroTcd
noGanbHbIMK GU3HEC N ONepaLMOHHBIMY NOUTUKAMN
AmepukaH 3kcnipecc. [lenctBne 3TUX [OKYMEHTOB
pacnpocTpaHaeTcs Ha  WUCMONb3oBaHWE  TOProBbIX
3HAKOB, NNATEXHbIX MNPOAYKTOB W ycnyr AMEpUKaH
3kcnpecc, a Takke Ha BCe TpaHCrpaHWYHbIE NepeBoapbl.
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The American Express Payment System does not
constitute and is not managed as a “four-party” payment
system. The American Express Payment System is not
an association. Payment System Participants of the
American Express Payment System do not make
decisions on tariffs or on approval of rules and do not
have any participation interest in any American Express
entities and do not participate in the management of the
American Express Payment System. Moreover, the
Payment System Participants are not involved in making
decisions on admission of new members to the American
Express Payment System. The participation in the
American Express Payment System is being built on a
contractual basis by way of joining these American
Express Payment System Rules and acceptance of
other American Express global business and operational
policies.

The American Express Payment System rules, including
tariffs and other fees/commissions payable within the
American Express Payment System (hereinafter referred
to as Tariffs) are publicly available.

The American Express Payment System rules will be
updated periodically. The current version of the
American Express Payment System rules will be
available from Payment System Operator upon written
request and is also published at the official website
https://business.americanexpress.com/ru. The Russian
text of these American Express Payment System Rules
shall prevail.

The American Express Payment System rules contain
the requirements, indicators and parameters which
Payment System  Participants and Payment
Infrastructure Service Operators must adhere to or be
compliant with, to ensure the continuity of operations in
the American Express Payment System.

Payment System Participants are obliged to accede to
the NSPK OPCC Rules. In addition to the Payment
System Rules:

- Settlement services provided by the Settlement
Center are goverened by the bank account
agreements between Direct Participants and the
Central Bank of the Russian Federation and
addendums to them.

To the extent the Bank of Russia acts as Settlement
Center and a central payment clearing counterparty in
the payment system, each Participant must execute a
supplemental agreement to its account agreement with
the Bank of Russia in the form and substance
satisfactory to the Bank of Russia providing for:

- performance by the Bank of Russia of the settlement
services;

- performance by the Bank of Russia of the functions
of the central payment clearing counterparty and
Settlement Center;

MnaTexHas cuctema AMepukaH Jkcrnpecc He siBnsieTcst
M He ynpaBnsieTcs  Kak  «4eTbIPEXCTOPOHHSAY
nnatexHasa cuctema. [MnatexHas cuctema AMEpPUKIH
Okcnpecc He sBngeTca accouuwaumen. B lMnatexHon
cucteme AMEpPUKIH JKCnpecc YYacTHUKM NraTexHON
CUCTEMbl HE MPUHMMAIOT peLleHVn 06 yCTaHOBMEHWUM
TapndoB UNM YCTaHOBIEHUWN MpaBwUil, OHN TaKKe He
MMEKT y4yacTus B KakON-nnbo M3 KOMMNaHun AMEpPUKIH
JKcnpecc M He y4yacTBYKOT B ee ynpaBneHun. Takke
Y4yacTHUKM nnaTexHOW CUCTeMbl He Yy4yacTBylT B
NPUHATAUN pPELUEHUN O MPUHSATUM HOBbLIX 4YNEHOB B
MnatexHyto cuctemy AmepukaH Jkcnpecc. YyacTtue B
MnatexHon cucteme AMeEpPUKIH SKCMPeCcC CTPOUTCH Ha
[OroBOPHON OCHOBE MyTEM MPUHATUS Y NPUCOEANHEHUS
KaXgbiM  YYacTHMKOM  MNNaTexHoW  cuctembl K
HacToAwwmm lMpaBunam nnaTexHon cuctembl AMEPUKIH
Okcnpecc M WHbIM  rmobanbHelM  6u3HeC U
onepaumoHHbIM NonuTukam AMepukaH Jkcnpecc.
[MpaBuna nnatexHon cuctembl AMEPUK3IH JKcrpecc,
BKIOYasi Tapudbl U UHbIE BUAbI NNAT 3a YCNyru B paMkax
[MnaTtexHon cuctembl AMepukaH Jkcnpecc (panee -
Tapudbl), aBNa0TCA NyOGNNYHO JOCTYMHBIMMU.

MpaBuna nnatexHon cucteMbl AMEpPUK3IH JKcnpecc
obHoBNAOTCA BpeMs OT BpemeHu. [NocneaHss Bepcusi
[MpaBun nnaTexHouW cuctembl AMEpPUK3H Jkcnpecc
MoXeT BbITb NpeaocTaBneHa no NMCbMEHHOMY 3anpocy,
HanpasneHHomy OnepaTtopy nnaTexHon cucTembl, a
Takke nybnukyetcs Ha  oduumManbHOM - canTe
https://business.americanexpress.com/ru. TekcT
Hactoawmx [lpaBun Ha pycckoM A3blke SABRAETCH
OCHOBHbIM.

MpaBuna nnatexHon cuctembl AMeEpUK3H Jkcnpecc
cogepxaT nepeyeHb TpeboBaHWiA, MokasaTenen w
napameTpoB dYHKLUMOHMPOBaHNA YyacTHuKoB
nnaTexHow cuctembl n OnepaTopoB ycnyr NnaTexHon
NHPaCTPYKTYpHI, BbINOMHEHNe KOTOPbIX n
COOTBETCTBME KOTOPbIM obecneynsaet
b6ecnepeboriHocTb  paboTbl  [naTexHoM CcUCTEMBI
AmMepukaH Jkcnpecc.

Y4yacTHUKM NNaTeXHOW cucTeMbl AOIMKHbI cobniopgaTtb
TpeboBanus Mpasun OlKL, HCIMK. B pononHeHve k
TpebosaHusm MNpaBun NNaTexHON CUCTEMBI:

- YCNOBMWSA OKa3aHWs pacyeTHbIX ycnyr PacyeTHbIM
LIeHTPOM YKasaHbl B JoroBope 6aHKOBCKOro cyeta,
3aknioyaemoro mexgy [psmbiMKM yyacTHUKaMn u
LieHTpanbHbim BaHkom Poccunckon depepauun m
[OMONHUTENBHBIX COrMaLLeHN K HUM.

B Tex cnyvasx, korga baHk Poccum BbicTynaet B
kayectBe PacyeTHOro uUeHTpa W  LEHTpanbHOro
NNaTexHoro KMMPUHIOBOTO KOHTpareHTa B paMkax
NIaTeXHoOW CUCTEeMbl, Kaxabll Y4yacTHUK 00s3aH
3aKMNYUTb AOMOSNHUTENbHOE COrnalieHne K CBOeMy
poroBopy cuyeta ¢ baHkom Poccuun, no dopme un
cojepxaHuto ypoBneTtBopsitowlee baHk Poccun  un
npegycMaTpuBatoLLee:

- npepoctaeneHne baHkom Poccum pacyeTHbIX yCnyr;
- BbIMONHEHne BaHkom Poccun

LEeHTpalribHOro nnaTtexHoro
KOHTpareHTa u PacueTHoro LeHTpa;

dyHKLMI
KMYPUHIOBOTO
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- anobligation to pay to the Bank of Russia an amount
of its Uncovered Payment Clearing Position due to
insufficiency of funds on its Settlement Account
opened with the Bank of Russia; And

- an obligation to pay a fine to the Bank of Russia for
any day of non-payment of an Uncovered Payment
Clearing Position in the amount of key interest rate
of the Bank of Russia (“Penalty”);

Services provided by the Operational Center and
Payment Clearing Center are governed by the NSPK
OPCC Rules and the NSPK OPCC Guidelines.

The scope of these American Express Payment System
rules is limited to domestic transactions of Payment
System Participants in Russia that have a licence from
American Express.

All Payment System Participants must ensure its stable
and secure functioning in accordance with local
applicable law, the American Express Payment System
rules and other operational or technical documents
issued by American Express and applicable globally.

References to Other Publications. Additional
References in the American Express Payment
System Rules

The American Express Payment System rules
sometimes refer to other American Express global
publications. Information in these global publications is
generally of a technical or operational nature and applies
if a Payment System Participant participates in its
respective  services and constitute confidential
information of American Express pursuant to Federal
Law No. 98-FZ dated 29 June 2004 “On Commercial
Secrets”. American Express global publications can be
found on http:/corp.americanexpress.com/gcs/gns/, to
which only Payment System Participants shall have
access. The American Express Payment System rules
govern in the event of any inconsistency or contradiction
with American Express global publications.

Contact Details (Moscow Banking Hours):

American Express Bank LLC,

American
Department

33-1 Usacheva Str, Moscow 119048
Tel: +7 495 933 8400

Express Payment System Operations

Email: AEPSRUSSIA@aexp.com

- 006s3aTenbLCTBO NO BbinNnarte BaHKy Poccun CYMMbI

ceoen Henokpbiton [naTexHOM KIMPUHIOBOW
nosvumMm BBUAY HEJOCTATOMHOCTM CPEeACTB Ha
cBoeM PacyeTHoM cueTe, OTKpbiITOM B bBaHke
Poccun; n

- obsizatenbcTBo Mo ynnate wrpada baHky Poccuu

3a Kaxgbll JdeHb HennaTtexa Mo  Kakon-nnbo
HenokpbiTon MnatexHon KNUpMHroBON NO3vuLuK B

pasvepe knw4yeBon cTtaBkm baHka Poccum
(«WTpad»);
Ycnosusa npepoctaeneHuss  ycnyr  OnepaumoHHbIM
ueHTpoM U [natexHbiM  KnMpuHroBbIM  LIEHTPOM

ykasaHnbl B Npasunax OlKL HCIK n B PykoBoacTtee
OrKL, HCIK.

Hactoswmwme lMpaBuna nnatexHon cucteMbl AMEPUKIH
JKcnpecc perynvpyloT TOMbKO Onepaumy Y4YacTHUKOB
nnaTexHowm CUCTEMBI, MMELLNX NNLIEH3WIO,
pacnpocTpaHsiowyoca Ha  Tepputopun  Poccuu,
coBepluaemble Ha Tepputopumn Poccuu.

Bce YyacTHuKM nnaTexHOW  CUCTEMbI  OOSMKHbI
rapaHtuposaTb  GecnepeboiHoe 1 Ge3onacHoe
YHKLUMOHUPOBaHME B COOTBETCTBUMU c
3aKoHOJaTeNbCTBOM Poccuinckon depepauun,
HacToswumn  [lMpaBunamm  NNATeXHOW  CUCTEMBI
AMepurkaH JKcnpecc UM MHbIMM  OnepauMOHHbIMU
TEXHUYECKNMMU OOKyMeHTamu, BbINyCKkaeMbIMn
AMepUKaH JKkcnpecc 1 NpUMeHsieMbIMU rnobansHo.

CcbInkm Ha npo4ue OOKYMEHThI.
DononHutenbHble ccbinkn B [paBunax
nraTtexHom cucteMbl AMepuKkaH dkcnpecc
MpaBuna nnatexHom cucteMbl AMEPUKIH JKcnpecc
MOryT coAepXaTb CCbiIKM Ha Apyrve 6OusHec w
onepauuoHHbIe NoNUTUKN AMEPUKIH Okcnpecec,
umeroLmne rnobanbHbIi XapakTep U NPUMEHSIEMbIE MO
BcemMy mupy. [aHHble OOKYyMEHTbl HOCAT TeXHUYECKUi
UNN ONEepauMOHHBIA XapakTep U OEWCTBYIOT TOMbKO B
OTHOLUEHMM KOHKPETHbIX YCnyr, npegocTaBnsieMbIX
YyacTHMKam NnaTexHoW CUCTEMbl U SABRSAKOTCS
MHOpMaLMen, COCTaBNAOWEN KOMMEPYECKYID TanHy
AmepukaH Skcnpecc cornacHo PegepanbHOMY 3aKoHY
No. 98-®3 ot 29 wmona 2004r. "O komMep4eckom
TarHe". [nobanbHble ©6M3HEC UM  onepauMOHHbIe
nonuMTUKN AMepukaH Jkcnpecc nybnmkylTca Ha canTe
http://corp.americanexpress.com/gcs/gns/, poctyn K
KOTOpPbIM npepocraBnseTcs WCKINIOYMTENBHO
Y4yacTHuKkam nnaTexHou cuctembl. B cnyyae nobbix
pacxoXOeHWn WUnu  NpOTUBOPEYMIA  MeXOAy 3TUMU
[okyMeHTamu [NpaBuna nnaTexxHon cucteMbl AMEPUK3H
3Kcnpecc MMEKT NPUOPUTETHOE 3HAYEHME.

KoHTakTHass uHdopmauus (B pabouue yacbl no
MOCKOBCKOMY BpPeMeHM!):

000 «AmepukaH Jkcnpecc baHk»

OnepaunoHHbIn  genaptameHT [1natexHon cucTemsl
AmMepukaH Jkcnpecc

Yn. YcadeBa, 33-1, MockBa 119048
Ten: +7 495 933 8400

9. noyta: AEPSRUSSIA@aexp.com
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Contact Details (24 x 7):

American Express Global Network
Tel: +1-602-794-9903

Definitions:

“American Express” refers to any American Express
entity in the American Express group of companies,
including American Express Bank LLC, American
Express Travel Related Services Company, Inc.,
American Express Limited and American Express
Europe Limited as applicable.

“Payment System Operator” — American Express
Bank LLC setting American Express Payment System
rules and carrying out other obligations as stipulated in
the Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System”.

“Operational Center” — Joint Stock Company National
Payment Card System (hereinafter "NSPK OPCC"), as
specified in the Rules for provision by NSPK OPCC of
operational services and Payment Clearing services (the
"NSPK OPCC Rules") and Guidelines on Connection to
and Interaction with the NSPK OPCC (hereinafter “NSPK
OPCC Guidelines”) providing for the Payment System
Participants and their clients with respect to the
American Express Payment System, access to the funds
transfer services including those with use of electronic
methods of payment, as well as electronic message
exchange.

“Payment Clearing Center” NSPK OPCC, as
specified in the NSPK OPCC Rules and NSPK OPCC
Guidelines carrying out with respect to the American
Express Payment System Participants’ payment orders
acceptance for execution and other actions as stipulated
in the Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System”.

“Central Payment Clearing Counterparty” - the
Central Bank of the Russian Federation, as specified in
the bank account agreements and addendums to them
between Direct Participants and the Central Bank of the
Russian Federation, being in accordance with the
Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System”, a payer and beneficiary of
the Payment System Participants’ funds transfer.

KoHTakTHaa wuHcpopmaumsa 6e3

BbIXOOHbIX)
mobanbHas ceTb AMepPUKaH Jkcnpecc

Ten: +1-602-794-9903

(kpyrnocyTou4Ho,

OnpepgeneHus:

«AMepuKaH Jkcnpecc» O3HavaeT Nobyl KOMMaHuio
rpynnel AMepukaH Jkenpecc, Bkntoyas OO0 «AMepukaH
Okcnpecc  bank», AmepukaH Skcnpecc  Tpasan
Punanten Komnanu, MWHK., AmMepuksH 3kcnpecc
Jinmnten n AmepukaH Okcnpecc KOpon Jlumuten, B
3aBMCMMOCTM OT KOHTEKCTa.

«Onepartop nnatexHon cuctembi» - OO0 «AMEpPUK3IH
Okcnpecc BaHk», onpegenstowee MNMpaBuna nnaTexHon
cmcTemMbl AMEPUKIH SKCMpece, a Takke BbINOMHALLLee
WHble 006S3aHHOCTW, NPEeAYCMOTPeEHHbIE DefeparnbHbIM
3akoHoM Ne 161-®3 ot 27 wuwoHa 2011 roga «O
HauWOHanbHOW NnaTexHon cucteme»

«OnepauMoHHbIN UeHTP» - AKLMOHepHoe O06LIecTBO

«HauunoHanbHas cucTtema nnaTexXHbIX KapT»
(nmeHyemoe B panbHenwem «OrlKL, HCIMK») B
cooTBEeTCTBMM C  ycroBusmu  [paBun  okasaHus

onepaumMoHHbIX YCAyr 1 ycnyr nnaTexHoro knupuHra AO
«HCIK» (umeHyemble B ganbHenwem «MNpasuna ONMKL|
HCIMK») wn PykoBoacTBa N0  MNOAKMIOYEHNIO ©
B3anmopgencteuo ¢ OlKL, HCIMK (nveHyembie B
[anbHenwem «PykoBoacTtBO OrKu HCIMK»),
oGecneuymBatollee B pamkax [lnaTtexHonm cucTemsl
AMepukaH Okcnpecc Ana  YYacTHUMKOB MNaTeXHOM
CUCTEMbI U UX KMMEHTOB OOCTYN K yCnyram no nepesoay
OEeHeXHbIX CpeacTB, B TOM 4ucre C MUCMNonb30BaHWEM
ANEeKTPOHHbIX CPEeACTB Mnarexa, a Takke obmeH
3NEKTPOHHBLIMU COOBLLEHMAMN.

«MnaTtexHbIW KNUPUHroBbIn UeHTp» - ONKL HCMK
cootBeTcTBUM ¢ ycrnoBusimu [Mpaeun ONMKL, HCMK wu
PykosogctBom OrlKL, HCIIK; ob6ecneunBatowee B
pamkax [MnatexHon cucteMbl AMEpPUKIH JKcrnpecc
NMPUEM K WCMOMHEHWIO PACMOPSKEHUN YYaCTHMKOB
nnaTtexHon cuctembl 06 oOcCyllecTBNeHUM nepesoaa
OEHEXHbIX CPeaCTB W BbINOMHEHUE WHBLIX OEWACTBUN,
npeaycMoTpeHHbIX PenepanbHbiM 3akoHOM Ne 161-D3
oT 27 wioHsa 2011 roga «O HauMoHanbLHOW NnaTeXHon
cuctemey.

«UeHTpanbHbIN NJaTeXHbIN KINMUPUHIOBbIN
KOHTpareHT» - LleHTpanbHbln baHk Poccunckon
depepaunm B COOTBETCTBUM C YCIOBUSMWU SOrOBOpPaMU
©aHKOBCKOro cyeTta " AOMNOMHUTENbHBIMA
cornalleHusiMM K HUM, 3aKiio4aeMbIM Mexay npsiMbiMu
yYyacTHMKaMu nnaTexHon cuctembl n LleHTpanbHbiM
BaHkom Poccuiickon depepaumn, BbICTYyNawWMA B
cooTtBeTCcTBUMN ¢ PepepanbHbiM 3akoHOM Ne 161-P3 ot
27 wioHa 2011 ropa «O HauMoHanbHOW nnaTeXHomn
cucTeMe» MNaTUNbLUMKOM U MnosfyvaTtenem CpeacTB no
nepeBodam AeHEXHbIX CPeAcTB YUYaCTHUKOB NiaTeXHOM
CUCTEMBI.
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“Settlement Center” —the Central Bank of the Russian
Federation, as specified in the bank account agreements
and addendums to them between Direct Participants and
the Central Bank of the Russian Federation providing
with respect to the American Express Payment System
Direct Participants’ payment orders execution via
debiting and crediting the Payment System Direct
Participants’ Bank Accounts as well as delivery of the
payment execution confirmations

“Payment System Participants” or “Direct Payment
System Participants” (“Participants”, “Direct
Participants”) are funds transfer operators who meet the
criteria defined by these Rules, to whom American
Express has granted a licence. American Express Bank
LLC is a Direct Payment System Participant.

“Payment System Participant Acquirer” is a Payment
System Participant who has been granted a licence by
American Express to acquire merchants and/or ATM
providers who will accept the American Express card.

Payment System Participant Issuer” is a Payment
System Participant who has been granted a licence by
American Express to issue American Express cards to
its customers.

“American Express Card” or “Card” means a
payment card bearing an American Express trademark
or logo and issued by a Payment System Participant or
any other American Express card product (including
virtual card).

“Cardmember Data” means Information about
cardmember arising from its application for and/or use of
a Card including, its full name, expiration date and/or
service code, account number, account status, type of
card, country code, postal code, gender, date of birth,
and fee services/enrolments.

“Sensitive Authentication Data” means security-
related information (including but not limited to card
validation codes/values, full magnetic-stripe data, PINs,
and PIN blocks) used to authenticate cardmembers
and/or authorize payment card transactions.

“Authorisation” means the process whereby a
Payment System Participant Issuer provides a decision
on a transaction initiated by one of their cardmembers at
a merchant location (includes on-line transactions)
and/or in ATMs of a Payment System Participant
Acquirer.

«PacuyeTHbIN LeHTp» - LleHTpanbHbIn BaHk Poccuiickom
denepauynm B COOTBETCTBUM C YCIOBUSIMU JOrOBOpaMu
GaHKOBCKOro cyeTa " OOMONHUTENBHBIMA
cornalleHusIMU K HAM, 3akrtodaemMbiv mexay MpsmMbimu
yyacTHMKaMu nnaTtexHon cuctembl n LleHTpanbHbiM
BaHkom Poccuiickon depepaummn, obecneunBarolmi B
pamkax [MnatexHol cucteMbl AMEpUKaH JKcrnpecc
UCMOIHEHUE PaCMOPSPKEHUIN YUYACTHUKOB MNNaTeXHown
CMCTEMbl MOCPEACTBOM CMMCaHWA W 3a4MCreHus
OeHexHbIx cpeacts no baHkosckum Cuetam [Npambix
YyacTHukoB nnaTexHom  CUCTeMbI, a Takke
HanpasneHve noaTBepXaeHun, KacaroLLmxcsi
UCMONMHEHUS Pacnops>KeHUn YYaCTHUKOB MNNaTexHown
CUCTEMBI.

«Y4YaCTHUMKM nnaTtexXHou cuctembl» unu «lMpsamble
YYacTHUKM NNATEXHOM cUCTEMbI» («YYaCTHUKNY,
«MpsiMble y4yacTHUKW») - onepaTopbl MO NepeBoay
OEHeXHbIX CPeACTB, COOTBETCTBYHOLLME KPUTEPUSM,
yCTaHOBIEHHbIM [MpaBunamu, NonAyYMBLUME FULEH3UIO
oT AmepukaH Jkcnpecc. OO0 «AMepukaH Jkcrpecc

BaHk» Takke gaBnsetca  [paAMbIM  Y4acTHWKOM
nnaTexHowm CUcTembl.
«YYacTHMK nNnaTeXHOM CUCTEMbl — 3KBanep» -

YyacTHUK nraTeXXHon cucteMbl AMEpPUKIH JKChpecc,
NOMyYMBLLUIA NULEH3MI0O OT AMEpPUKIH JKCrmpecc Ha
3KBAWPUHI TOProBO-CEPBUCHBLIX NPEAnpuUATAN  n/vnu
npegocTaBneHvwe ycnyr no obCcnyXuBaHUO KapT B

6aHkomatax, npuHMMawmux  Kaptel  AMEpUK3H
Okecnpecc.
“YYyacTHUK nNNaTeXHOM CUCTEeMbl — 3MUTEHT’ -

Y4yacTHUK nnaTexHon cuctembl AMEpUKaH JIKCnpecc,
NOMYYMBLUMIA NULIEH3NIO OT AMEPUKIH JKCrpecc Ha
Bbinyck KapT AMepukaH Jkcnpecc.

“Kapta AmepukaH Jkcnpecc” wunm “Kaprta” -
nnartexHas kapta ¢ n3obpaxeHnemMm TOBapHOro 3Haka u
norotuna AMEpPUK3H Skenpecc, BbIMyLLEHHas
Y4yacTHMKOM NnaTexHOoW CUCTEMbI MU MHOW KapTOYHbIN
npoaykT AMeprKaH JKcrpecc (BKMoYas BUPTyanbHYHO
KapTy).

“NaHHble gepxatensa KapTtbl AMepukaH dkcnpecc” -
UHopMauus o fepxatene KapTbl, nonyyaemasi B CBs3n
C nopadven 3asBneHnss Ha Bblgady Kaptel w/mnu
nonb3oBaHuem Kapton, Bkrtodas PUNO, gaty okoH4YaHUA
cpoka penctBua wu/vnm kop obcnyxuBaHusa, Homep
cyeTa, cTaTyc cyeTa, TN KapTbl, KO CTPaHbl, MOYTOBLIN
WHOEKC, Mnon, AaTy pOXAEHWUs, a Takke [aHHble O
KOMMUCCUSX 3a yCnyru, npefocTaBnsieMble AepxaTento
KapTbl.

“AyTeHTUDUKaUNOHHbIE AaHHble” - WHpOopMaLus,
Kacawowasics  6esonacHocTu  (BKM4as,  MOMUMO
npoyero, KoAbl/Undpbl NOATBEPXKAEHWUS MOANMHHOCTU
KapT, MOMHble AaHHble Ha marHuTHou nonoce, NUH-
koAbl 7 MANH-6n0kN), ncnonb3yemast ansa
ayTeHTuduKaumm gepxatenen Kapt n/unmn astopmsaumm
onepauui no nraTeXxHbIM KapTam.

“ABTOpuU3auma” - npouecc, NoCpeacTBOM KOTOPOro
YYyacTHUK NNaTexHoW CUCTEMbI-SMUTEHT MNPUHUMAET
pelweHne 06 opobpeHun WMnu OTKase B COBEPLUEHUN
TpaH3akuun, MHULUMPOBAHHON OOHVMM U3 AepxaTenen
KapT pgaHHOro VY4acTHuMka, B TOProBO-CEPBUCHBIX
npeanpuaTMax (BKMoYasi OHNaH-TpaH3akuun) wu/munm
OaHkomaTax Y4yacTHuKa akBariepa.
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“Uncovered Payment Clearing Position” — debit
Payment Clearing Position for the execution of
instruction of which the monetary funds on Settlement
Account are not sufficient.

Banking day - Central Bank of Russia business day.

“Henokpbitas MNnaTtexHasa knupuHrosas Mosnuma” —
pebetoBasi [naTexHas KNMpuHroBas nosvuus, Ans
WCNOMNHEHUS PacnopshKeHUs1 MO KOTOPON [OeHeXHble
cpeactBa Ha PacyeTHOM cyeTe He4OCTaTOuHbI.

BaHkoBckuM AeHb - pabounin feHb baHka Poccun.
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Chapter 1 - The American Express Payment
System
1.1. Payment System Governance

1.1.1. Payment System Operator

As a Payment System Operator, American Express
Bank LLC will:

. Define the American Express Payment System
rules and ensure adherence and compliance to
those rules;

. Maintain in writing and make publicly available
the list of Payment Infrastructure Service
Operators upon written request to the Payment
System Operator;

. Upon engaging new Payment Infrastructure
Service Operators or terminating existing
arrangements, the Payment System Operator
will submit an updated list of Payment
Infrastructure Service Operators to the Central
Bank of Russia within 10 days of introducing
changes to the list;

. Manage and monitor the performance of the
Payment Infrastructure Service Operators to
ensure adherence to the American Express
Payment System rules;

° Manage and monitor the performance of the
Payment System Participants to ensure
adherence to the American Express Payment
System rules;

. Implement the system for assessing and
managing risks in the American Express
Payment System including specifying the
requirements of Payment System Participants
to manage risk in the American Express
Payment System, including risks assessment
and management in the American Express
Payment System;

. Ensure operation continuity of the American
Express Payment System in accordance with
the requirements of the Central Bank of Russia;

. Manage disputes with Payment System
Participants and Payment Infrastructure
Service Operators in accordance with the
American Express Payment System rules.

1.1.2. Payment Infrastructure Service Operators

Within the scope of activities of the American Express
Payment System, the Payment System Operator
reserves the right to:

MaBsa 1
Akcnpecc
1.1. Crtpyktypa [natexxHon cucteMbl AMEpPUK3H
dkcnpecc

1.1.1. OnepaTop NnaTexHon CUCTEMbI

Onepatop nnaTtexHon cuctemMbl - OO0 «AMepuKaH
Skenpecc baHk»:

— [lnatexHaa cuctema AMepPUK3H

e onpegensier lNpaBuna nnaTexHoi CUCTEMbI
AwmepukaH  3Jkcmpecc U ocyllecTBnsieT
KOHTPOJIb 3a UX cobnoaeHneM;

e Beger nepeyeHb OnepaTtopoB ycnyr
nraTexHomn MHPACTPYKTYpPbI "
npenocTaBnsieT ero BCeM 3auHTEPECOBaHHbIM
nuam  nNo  MUCbMEHHOMYy  obpalleHuto,
HanpasneHHoMmy  Onepatopy  nnaTexHon
CUCTEMBI;

e B cnyvyae npusreyeHns Hosbix OnepaTopos
ycryr nnaTeXHOW  MHMPACTPYKTypbl  WUnn
pacTopXXeHWs CyLLeCTBYIOLWMX [OroBOpoB C
HAMW HanpaensieT OGHOBMEHHbIA NepeyeHb
OnepaTopos ycnyr nnaTexHown
uHdpacTpykTypbl B LleHTpanbHbii  6aHk
Poccuiickon ®epepaumm B TedeHue 10 aHen ¢
MOMEHTa TaKOro M3MEeHeHUs NepeyHs;

e obecneuvBaeT KOHTpONb 3a cobniogeHnem
MpaBun nnaTexHoh cucTtemMbl AMEPUK3IH
Okcnpecc OnepaTopamu ycnyr nnaTexHon
NHPaCTPYKTYpbI;

e obecneyvBaeT KOHTpONb 3a cobnogeHnem
MpaBun nnatexHonm cuctembl AMEPUKIH
Jkcnpecc YyacTHMKamu NnaTexxHoN CUCTEMBI;

e  OpraHu3oBbIBaeT cucTemy ynpasneHusi
puckamn B lnatexHon cucteme AMEPUK3IH
Jkcnpecc, Bkntoyas onpegeneHne tpeboBaHuii
K YyacTHMKam nnaTexHoW CucTembl Mo
ynpaBneHuio puckamu B lnatexHon cucteme
AMEpUMK3H JKCnpecc, OLEHKY PUCKOB W
ynpaBsneHve puckamun B naTexHon cucteme
AmMepukaH Jkcnpecc;

e obecneumBaeT 6ecnepeboiHOCTb
dYHKUMOHMpPOBaHNSA  [naTtexHon  cuctembl
AMEpPUK3H Okcnpecc B nopsgke,
ycTaHosrneHHom BaHkom Poccuy;

e paccmaTpuBaeT cropebl c yyacTtvem
Y4yacTHuKoB nnaTexHowm cucTemebl "
OnepaTopamu ycnyr nnaTexHowm

WHMPaCTPYKTYpbI B COOTBETCTBUMN c
MpaBunamn nnatexHon cuctembl AMEPUK3IH

Skenpecc.
1.1.2. OnepaTtopbl ycnyr nnaTexxHown
MHdPaCTPYKTYpbI

C yuyeToM MacwTaboB [feATenbHOCTU [naTexHou
cuctembl AMepukaH 3kcnpecc OnepaTtop nnaTeXxHoM
cucTeMbl ocTaBnsieT 3a coboil npaBo MpUHUMATh
peLleHue:
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e Select the organizations providing Payment
Infrastructure Services;

e Specify and approve the functions they provide
or undertake.

The Payment Infrastructure Service Operators are the
Operations Centre, the Central Payment Clearing
Counterparty, the Payment Clearing Centre and the
Settlement Centre. The Payment Infrastructure Service
Operators interact with each other, the Payment System
Operator and the Payment System Participants.

The list of Payment Infrastructure Service Operators is
maintained by and made publicly available from the
Payment System Operator upon written request.

Payment Infrastructure Service Operators are retained
on the basis of the payment infrastructure services
agreement concluded between the Payment System
Operator and each Payment Infrastructure Service
Operator, excepting where the Payment System
Operator has integrated its activities with those of a
Payment Infrastructure Service Operator.

The Payment System Operator will organize Payment
Infrastructure Service Operators (except when the
Payment System Operator also acts as a Payment
Infrastructure Service Operator) based on the nature
and scope of operations within the American Express
Payment System acting in compliance with the Federal
Law No 161-FZ dated 27 June 2011 “On the National
Payment System”

The American Express Payment System rules are an
integral part of the agreement between Payment System
Operator and Payment Infrastructure Service Operators.

The Payment System Operator may further specify the
terms of Operational Services, Payment Clearing
services, or Settlement Services through Operational
Services Agreements, Settlement Agreements, or other
agreements.

The Payment Infrastructure Service Operators are
responsible for ensuring the performance and timeliness
of the payment process within the American Express
Payment System and for ensuring its continuous
operation and restoration of its proper operation in the
event of its failure.

Payment Infrastructure Service Operators must provide
information about their activities in writing either by mail
or electronic mail:

. 0 HeobxogumocTn npueneyeHns OpFaHMSaLI,I/IIZ

- OnepaTtopos ycnyr nnaTexHon
WH(PACTPYKTYPHI;
e 00 onpegeneHnn unu onobpeHun
BbINOMHSAEMbIX UMW (DYHKLNIA.
OnepaTopamy ycnyr nnaTtexHon WHAPaCTPYKTyphbl
anaTca OnepauMoHHbI  LeHTp, LleHTpanbHbIn
NNaTeXHbI  KMUPUHIOBLIA  KOHTpareHT, [1naTtexHbin

KNUPUHIOBbLIN LEHTp M PacuyeTHbIn LEHTp, KoTopble
HanpsiMyto  MNu  OMOCPEef0oBaHHO  B3auUMOAENCTBYIOT
mMexay cobon, a Takke ¢ OnepaTopoM nnaTexHoOm
CUCTEMbBI U YYaCTHUKaMM NAaTeXHON CUCTEMbI B pamKax
OCYLLECTBMEHNSA CBOEW AeATeNbHOCTY.

Cnuncok OnepaTtopos ycnyr nnaTexHon
NHPACTPYKTypbl MOXeT ObiTb npedocTaBneH Mo
NMMCbMEHHOMY 3anpocy, agpecosBaHHoMmy Onepatopy
NNaTeXHOWN CUCTEMBI.

Mpn npuBneyeHun nnaTexHon
nHdpacTpykTypbl OnepaTtop nNNaTeXHOW CUCTEMbI
3aknioyaetr ¢ OnepaTtopom  ycnmyr — nnaTexHoOW
MHPACTPYKTypbl AOrOBOP O NpeAoCTaBfieHnn ycnyr
nnaTeXxXHoW MHMPaCTPYKTYpbl, KpOMe Ccryyaes, Korga
OnepaTop nnNaTtexHoOMW CUCTEMbl COBMELLAET CBOK
fesaTenbHOCTb C AeaTenbHocTblo Onepartopa ycnyr
nnaTexHon MHpPaCTPyKTypbI.

Onepatopa ycnyr

Onepatop  nnaTexHoOm CUCTeMbl  OCyLUecTBnseT
npueneyeHne  OnepaTopoB  ycrnyr  MnaTexHOM
WMHPPACTPYKTYpbl (3@ MCKIIOYEHMEM cryyasd, korga

OnepaTop NnaTexHown cucTembl COBMELLAeT (yHKUMM
OnepaTopa ycnyr nnaTexHon nHpacTpyKTypbl) MCXOAS
M3 xapaktepa M obbema onepauui B [natexHom
cucteme AMEpUK3IH JKCrpecc U B COOTBETCTBUM C
depnepanbHbiM 3akoHoM Ne 161-d3 ot 27 moHs 2011
roga «O HaunoHanbHON NIAaTEXHON CUCTEMEY.

MpaBuna nnatexHon cucteMbl AMeEpUKaH Jkcnpecc
ABNATCA HEOTbEMISIEMOW YacTbio JOrOBOpa OKasaHUs
ycnyr mexgy OnepaTopom MnaTexHOW CucTembl Wt
OnepaTtopom ycnyr nnaTexHon MHPPaCcTPyKTypbl.

[ononHuTenbHble ycroBusi npegocTaeneHus
onepaLMoHHbIX YCIyT, MNaTeXHbIX KIMPVHIOBbLIX YCNyT,
a TawkKe pacyeTHbIX YCNyr MoryT ObiTb YyKasaHbl
OnepaTopoM MNraTexHoh CUCTEMbI B COOTBETCTBYHOLLIMX
[0roBopax Ha NpeaocTaBreHne onepauyoHHbIX YCIyT,
pacyeTHbIX YCIyr, a Takke MbbiX ApYrux LOroBOpax.

Onepatopbl  ycnyr  nNnaTeXHOW  UHAPaCTPyKTypbl
oTBevYaloT 3a obecnedyeHne  Hagnexawero u
CBOEBPEMEHHOIO COBEPLUEHUSI MEPEBOAOB AEHEXHBLIX
cpeacts B pamkax [lnaTtexHonm cuctembl AMEpUKIH
Okcnpecc, 3a obecneveHne 6GecnepebonHocTn ee
(bYHKUMOHUPOBaHNS, a Takke BOCCTaAHOBMEHNE ee
Hagnexawero yHKUMOHMPOBaHMSA B Crnyvae €ro
HapyLLeHus.

Onepatopbl  ycnyr  nnaTeXHOW  UHGPaCTPyKTypbl
AOMKHbI  NPepocTaBnsaATe  WMHoOpMauMio O  CBOEW
[eATenbHOCTM B MUCbMEHHOM  BuAe  (BKMovas
npegocTaBneHne  WHgopMaumum nNo  noyte  unu
3MNEKTPOHHOW noyte):
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e As and when required by the Payment System
Operator

e As and when required by American Express
global business and operational policies

e In the course of their daily interaction with the
Payment System Operator

e When any loss (suspension) of service is
preventing, whether technical or otherwise, a
Cardmembers from using their Card for
purchases or cash withdrawal (including
authorisation, settlement  and clearing
procedures), except where such service is
withdrawn (suspended) pursuant to the
provisions of the American Express Payment
System Rules and/or applicable Russian Law.

e As and when required in accordance with
applicable Russian Law.

e Provisions relating to an audit of the Payment
Infrastructure Service Operators by the
Payment System Operator may be agreed
between the Payment Infrastructure Service
Operators and the Payment System Operator in
the agreements executed between them. This
provision is not applicable to the Bank of
Russia.

1.1.3. Operations Centre:

Shall be engaged by the Payment System Operator
according to the clause 1.1.2 and the Chapter 3 hereof.

Provides Operational Services in a safe, secure and
sound manner

Provides Payment System Participants and their
individual clients with access to funds transfer services
within the framework of the American Express Payment
System.

Ensures the exchange of electronic messages occurs
including electronic means of payment:

e between Payment System Participants and
their Individual Clients, the Payment Clearing
Centre and the Settlement Centre;

e and between the Payment Clearing Centre and
the Settlement Centre as specified in Chapter 4
and NSPK OPCC Rules.

Carries out core processing activities by providing
network capability and information processing as
required for the operation of the American Express
Payment System and as provided for in the American
Express Payment System rules;

e no TpeboeaHuio Onepatopa nnaTexHon
CUCTEMBI;

e B nopsgke W cryyasix, npeaycMOTPEHHbIX
rnoGancHbIMM  MONUTMKAMU U NpaBUnamu

AMepWKaH JKcnpecc;

. B XO4Ee €eXeOHEeBHOro B3aMMOAEWUCTBUS C
OnepaTopOM NIaTeXHON CUCTEMBI;

e B cnyvae, ecnu npekpatieHve
(NpuocTaHOBNEHWE) oOKasaHua  ycnyr, o
TEXHUYECKUM UMW  KaKUM-NUGO  UHbIM

npu4mMHaMm, Bne4veT 3a coOON HEBO3MOXHOCTb
ucnonb3oBaHnsa Kaptbl OepxaTtenamu KapThbl
ONA  COBEepLUEeHUA MOKYMOK WU CHATUA
Hanu4HbIX CpeacTB (BkM4as npoueaypbl
pacyeTa, KIMPUMHIra W pacyeToB), 3a
WCKMNIOYEHNEM Cry4vaeB, Korga Takue ycnyru
npekpawaiTca  (NnpuMocTaHaBnNuBalTCA) B
COOTBETCTBUM C HacTosAwmmmu [lpaBunamu
n/vnn B COOTBETCTBMM C 3aKOHOAATENHbCTBOM
Poccuiickon depgepauum;

e B nopsake W crnyvasx, npeayCMOTPEHHbIX
3akoHogaTenbcTBOM Poccuickon ®egepaumm.

e nopsgok  ayguTa OnepaTtopoB  ycnyr
nnatexHon uHgpacTpykTypel OnepaTopom
NNaTeXHOW CUCTEMbI MOXET BbITb COrmacoBaH
OnepaTopamm ycnyr nnaTeXxxHon
nHdpacTpykTypbl 1 OnepaTopomM nnaTexHon
CMCTeMbl B 3aK/OYaeMbIX MeXay HUMU
[orosopax. HanHoe nonoxeHune He
pacnpocTtpaHsieTcst Ha BaHk Poccum.

1.1.3. OnepaumnOHHbIN LIEHTP:

Mpuenekaetcs OnepaTopom NNaTeXHOM CUCTEMbI B
nopsigke, NpeaycMoTpeHHoM nyHktom 1.1.2 n Mnaeon 3
HacToswux MNpasun;

ObecneynBaet rapaHTUpPOBAHHbLIN
©ecnepeboriHocTu " 6e3onacHocTu
onepaumoHHbIX YCNyr;

ypOBeHb
okasaHus

MpenoctaBnsieT BO3MOXHOCTb MEpPEBOAA [OEHEXHbIX
cpeacTB  YyacTHMKaM NNaTeXHOW CUCTEMbl UM UX
KnueHTam B pamkax [MnatexHon cucteMbl AMEPUKIH
Okcnpecc;

ObecneynBaeT OOMEH 3MEKTPOHHBLIMU COOBLLEHMAMM,
BKITHOYasi 3MEKTPOHHbIE cpeacTBa nnaTexa:

. Mexay YyacTHuMKamMu nnaTeXXHOW CUCTEMbl U
X KnueHtamu, [naTexHbIM KAVPUHIOBLIM
LEeHTPOM n PacueTHbIM LEeHTPOM, a Takxe

e Mexay NnaTexHbIM KNMPUHIOBLIM LIEHTPOM U
PacyeTHbIM LEHTPOM B COOTBETCTBUM C
nonoxexHnsmu Masbl 4 n lMpasunamm ONMKL|

HCIK;
OcyluecTBnsieT uHble [OENCTBUS, CBSA3aHHble C
ncnonb3oBaHneM MHOpMaLIMOHHO-

KOMMYHUKaLUMOHHBIX TEXHOMOorMn, Heobxogumble Ans
YHKUMOHMpPOBaHNA [1naTexxHon cucteMbl AMEpPUKIH
3kcnpecc 1 npegycMoTpeHHble MpaBunamm nnaTexHon
cucTembl AMEpPUKaH JKcnpecc;

16



lpasuna nnamexHoul cucmembl AMEPUKIH SKcrpecc

American Express Payment System Rules

Remains liable for damages caused to ayment System
Participants as a result of the failure to render and/or
improper rendering of services as defined by NSPK
OPCC Rules, agreement with Payment System Operator
and Payment System Rules.

1.1.4. Payment Clearing Centre
The Payment Clearing Centre:

Provides Payment Clearing services in a safe, secure
and sound manner;

Ensures within the framework of the payment system,
the acceptance of instructions for execution from
Payment System Participants to effect funds transfers,
as specified in Chapter 4;

Determines the payment clearing position on a net basis
including the appropriate method for calculation for each
Payment System Participant; calculates and sends a net
position register for settlement once a day not later than
12.00 Moscow time the working day following the day of
net position register generation;

Ensures delivery of confirmations on acceptance for
execution and execution of instructions of Payment
System Participants;

Monitors the results of daily settlement;

Conducts all activities as specified in Chapter 4 of the
Payment System Rules and NSPK OPCC Rules;

Remains liable for damages caused to Payment System
Participants as a result of the failure to render and/or
improper rendering of services as defined by NSPK
OPCC Rules, agreement with Payment System Operator
and Payment System Rules;

Remains liable for damages caused to the Settlement
Center and Payment System Operator as a result of the
failure to render and/or improper fulfillment of obligations
related to the provision of notifications, memo and
information to the Payment System Operator from the
Settlement Center and from the Settlement Center to the
Payment System Operator as defined by the current
agreements.

1.1.5. Settlement Centre:

Provides Settlement Services in a safe, secure and
sound manner;

Executes the Payment System Participants’ Instructions
received from or on behalf of the Payment Clearing
Center, by way of debiting and/or crediting funds in the
bank accounts of the Payment System Direct
Participants, as well as sending confirmations on the
execution of Payment System Participants’ Instructions,
as specified in in Chapter 4.

HeceT o0TBeTCTBEHHOCTb nepes YyacTHukamm
nnaTeXHoW CUCTeMbl 3a HeokasaHue (HeHagnexaiiee
okasaHue) ycnyr B cootseTcTBun ¢ lNMpasunamu ONKL,
HCIK, gorosopom ¢ OnepaTtopoM NNaTexHon cUCTeMsI
n MNMpaBnnamu NnaTexHon CUCTEMBI.

1.1.4. MnaTeXHbIA KIIMPUHIOBbLINA LEHTP
[naTeXXHbIN KNMMPUHIOBLIN LEHTP:

obecneumBaeT rapaHTMpOBaHHbIN
OecnepeboriHocTu " 6e3onacHocTu
NNaTEXHbIX KIMPUHFOBbIX YCIYT;

ypoBeHb
okasaHus

B pamkax [lnatexHon cuctembl AMEpUKaH Jkcnpecc
OCYLLEeCTBMAET nNpuMeM MoAanexawimx WUCMOSHEHWUIO
pacnopspkeHW YJYacTHUKOB MMaTeXHOW CUCTEMbl B
COOTBETCTBMU C NOnoxeHnaMmn [Mnasebl 4;

onpegensieT nnaTeXxHble KIMPUHIOBbIE MO3MLUK Ha
HEeTTO-OCHOBE, (HOPMUPYET W HanpaensieT pacyeTHOMY
ueHTpy PeecTpbl HETTO-NO3MUMIA ANS OCYLLECTBNEHUS
pacyeToB OAMH pa3 B AdeHb He no3gHee 12.00
MOCKOBCKOrO BpPeMeHW paboyero AHs, cregytoLlero 3a
OHem cpopmupoBaHus OTYETOB;

obecneumBaeT OTMpaBKy Y4yacTHUKAM NaTeXHON
CUCTEMbl MOATBEPXKAEHUNA, KacawLwmMxcs npuema K
WCMOJTHEHWIO Y UCTIOSNTHEHUS PACTNOPSPKEHNIA YYACTHUKOB
nnaTeXHOW CUCTEMBI;

ocyuwiecTenaeT €XeOHEBHbIN KOHTPOJIb pe3ynbTaToB
npoBeAeHHOro pac4yera,

OCYLLeCTBSET CBOI AESATENbHOCTb B COOTBETCTBUMN C
nonoxeHnsiMu rnaebl 4 MpaBun NNaTexHoOn cucTemsl 1
Mpasunamn OMNKL, HCIK;

HeceT  OTBETCTBEHHOCTb nepen  YyacTHukamum
nnaTeXHoW CUCTEMbl 3a HeokasaHue (HeHagnexaiiee
okasaHue) ycnyr B cootseTcTBum ¢ lNMpasunamu ONKL,
HCIK, gorosopom ¢ OnepaTtopoM NNaTexHon cUcTeMsl
1 MNpaBunamu NNaTexHON CUCTEMbI;

HeceT OTBETCTBEHHOCTb neped PacyeTHbIM LEHTPOM 1
OnepatopoM  nnaTeXHoOW  CUCTEMbl B Crnyvae
HencnonHeHns (HeHagnexaluero MCMOMHEHNS)
06s13aHHOCTEN No HanpasneHunto OnepaTopy NnaTexHon
CUCTEMbl MOSyYeHHbIX OT PacuyeTHoro ueHTpa u no
HanpasneHuio PacyeTHOMY LEHTPY MOMyYeHHbIX OT
Onepatopa nNaTexHom CUCTEMbI  YBEAOMIIEHWNA,
n3BeleHn, uHdopmaumm B COOTBETCTBMM  C
AEeNCTBYOLLMMN SOrOBOPaMMU.

1.1.5. PacyeTHbIN LeHTp:

obecneumBaeT rapaHTMpOBaHHbIN
©ecnepeboriHocTu " 6e3onacHocTH
pacyeTHbIX YCnyr;

ypoBeHb
okasaHus

UCMONHSIeT NocTynuBeLLKe oT MNnaTtexHoro KnupuHrosoro
LEHTpa  pacrnopshkeHWst  YYacTHUMKOB  MNaTexHoWn
CUCTEMBbl MOCPEACTBOM  CMUCAHUS W 3a4UCIIEHMS
OEeHeXHbIX cpeactB no 6aHKOBCKMM cyeTam [1psiMbix
YYaCTHUKOB MJaTEXHOW CUCTEMbI W MNPEeLOCTaBnseT
noaTBEPXAEHUS NPOBeAEeHUs [OaHHbIX onepauun B
cootBeTCTBMM ¢ PacnopsikeHusiMum  Y4aCTHUKOB
NraTeXHoW cUCTEMbI, B TOM 4Yucre, B COOTBETCTBUN C
nonoxeHumsmun Maebl 4.
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1.1.6 Payment System Participant

American Express Bank LLC is a Direct Payment System
Participant.

All Payment System Participants must comply with
applicable laws and any transaction must be legal in the
Russian Federation. In the event of any conflict between
the American Express Payment System rules and any
applicable law or regulation, the requirements of the law
or regulation govern.

Payment System Participants are not obliged to enter
into an agreement with Payment Infrastructure Service
Operators except for the correspondent account
agreement with the Settlement Centre. All relations
between Payment Infrastructure Service Operators and
Payment System Participants are regulated by the
American Express Payment System rules.

The American Express Payment System rules govern
the relationship between the Payment System Operator
and its Payment System Participants. All Payment
System Participants shall adhere to the American
Express Payment System rules only by way of accepting
them in their entirety.

In addition to the Payment System Rules Payment
System Participants are obliged to accede to the NSPK
OPCC Rules:

e Settlement services provided by the Settlement
Center are goverened by the bank account
agreements between Direct Participants and
the Central Bank of the Russian Federation and
addendums to them

e Services provided by the Operational Center
and Payment Clearing Center are governed by
the NSPK OPCC Rules and the NSPK OPCC
Guidelines.

Each Payment System Participants is liable to the
Payment System Operator for any damages caused to
it, by its actions or omissions, including any breaches of
the Payment System Rules or applicable legislation.

Payment System Participants of American Express
Payment System are Direct Participants only.

Direct Payment System Participants are required to open
Bank Account with the Settlement Centre.

Direct Payment System Participants of the American
Express Payment System are also Licensees of
American Express and must comply with any applicable

1.1.6 YYyacTHUKMN nNnaTeXXHOW cucTeMbl

OO0 «AmepukaH Jkcnpecc baHk» asnseTca Mpambiv
Y4YacTHUKOM NaTeXHOW CUCTEMBI.

Bce VYuyacTHMKM nnaTexHolW cucteMbl 06s53aHbl
cobnogatb TpeboBaHus OENCTBYHOLLENO
3akoHogaTtenbcTBa Poccuiickon degepauun, u Bce
OCyLLeCTBNSAEMbIE Onepaumm AOIMKHbI ObiTb pa3peLleHbl
3aKkoHopaTenbcTBoM Poccuiickon Pepepaumm. B cnyyae
BO3HWKHOBEHUS nobblx  NpoTUBOpPEUUN Mexay
[MpaBunamu nnaTexxHomn cuctembl AMEPUKIH SKCMpecc n
nobbiMM HOpMamMu OencTBYIOLWEro 3akoHodaTenbCcTBa
Poccuiickon depepaunn nocnegHue nMmeroT
NPUOPUTETHOE 3HAYEHUE.

Y4acTHUKM NNaTexXHoN cucTembl He 06513aHbl 3aknovaThb
Kakme-nnbo cornawenns ¢ OnepaTtopamu ycnyr
nnaTexHo MHAPACTPYKTYpbl (Kpome cornaweHuin ob
OTKPbITUW KOPPECMOHAEHTCKOro CYeTa, 3aKMioyaemblX C
PacyetHbiM  LeHTpoMm). Bce oOTHOWweHUs  mexay
Y4yacTHukamy nnatexHon cuctembl M Onepatopamu
yCnyr nnaTtexHon WHAPaCTPYKTypbl perynupyloTcs
MpaBunamu nnatexHon cuctemol AMEpUKaIH JKCrnpecc.

MpaBuna nnatexHom cucteMbl AMEPUKIH JKcnpecc

perynupytoT OTHOLLEHUSA mMexay Onepatopom
NNaTeXXHom CuUCcTeMbl W YYacTHUKaAMWU NnaTexHoun
CUCTEMBbI. Bce VYvyacTHMkM nnaTexHom cucTemsbl

npucoeauHaTca K [paBunam nnaTtexHom CUCTEMbI
AMepUKaH JKCnpecc TONbKO NyTEM WX MPUHATUS B
Lernom.

B pononHeHne k TpeboBaHusm [MpaBun nnatexHom

cMcTEMbl YYacTHMKM NNaTeXHOM CUCTEMbl OOIKHbI
cobniopatb TpebosaHus Mpasun OMNKL, HCIK:
e YCMNOBUSI  OKasaHUsl  pacyeTHbIX  Yycryr

PacuyeTHbIM LEHTPOM YyKkasaHbl B [OroBOpe
OaHKOBCKOrO c4yeTa, 3akmyaemoro mexay
MpsiMbIMK ~ y4acTHUKamMn 1 LleHTpanbHbIM
BaHkom Poccuiickon depepaunn "n
[ONOMHUTENbHbBIX COrMalleHn K HUM;

e  yCrnoBus npeaocTaBneHus ycnyr
OnepaumoHHbIM  LIeHTPOM U [naTexHbIm
KnvpuHroBbiM LeHTPOM ykasaHbl B lMpaBunax
OMKL, HCIMK n B PykoBoacTtee OMKL| HCIMK.

Kaxgbin  Y4yacTHMK  NNaTeXHOW CUCTEMbI  HeceT
OTBETCTBEHHOCTb neped OnepaTopoM nNraTeXxHon
cuctembl 3a ywepb B pesynbtate AOEWCTBUST UMK
OespencTemMe BKYas HecobnopgeHne TpeboBaHMN

[MpaBun nnatexHon cuctembl wWNU NPUMEHUMOrO
3aKkoHopaTenbCTBa.
B lnaTtexHon cucteme  AMepukaH  Jkcnpecc

npegycMoTpeHo TONbKO NnpsAaMoe ydactue.

MpsiMble Y4yacTHUKM nNNaTexHoW cuctembl 006si3aHbI
OTKpbITb BaHkoBckuin CyeT B PacyeTHOM LieHTpe.

MpsiMble  YyacTHUMKM MNaTeXHOMW CUCTEeMbl Takxe
asnsTca JiueHsnatamm AMepurkaH dkenpecc (MmeroT
nuueHsmio  oT  AMepukaH 3kcnpecc) W 0bs3aHbl
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American Express global business and operational
policies.

1.2. Modifications to the American Express Payment
System Rules

The Payment System Operator may amend, modify,
delete, or otherwise change the American Express
Payment System Rules. Payment System Participants
will be notified at least two months before the changes
come into force by sending the draft amendments to the
American Express Payment System Rules to all
Payment System Participant’s contact email addresses.
Payment System Participants will be asked to consider
the draft amendments and submit their comments to the
draft to the Payment System Operator within one month
after notification. The comments received from the
Payment System Participants will be taken into
consideration by the Payment System Operator prior to
the submission of those changes to the Central Bank of
Russia to verify compliance with the requirements of the
Federal law No. 161-FZ “Russian Law on National
Payment System” dated 27 June 2011.

Changes will be reflected in the next edition of the
American Express Payment System Rules.

1.3. Compliance with American Express Global
Business and Operational Policies

All Participants of the American Express Payment
System are also Licensees of American Express and
must also comply with any applicable American Express
global business and operational policies. The American
Express global business and operational policies specify
the common operational rules for the American Express
Global Network with which Payment System Participants
must comply when operating and participating in the
American Express Payment System.

American Express global publications can be found on
http://corp.americanexpress.com/gcs/gns/, to which only
Payment System Participants shall have access. The
American Express Payment System Rules govern in the
event of any inconsistency or contradiction with
American Express global publications.

In the event of unusual or unexpected circumstances
beyond the control of Payment System Participants that
affect the consistent operation of the American Express

cobnioaatb Bce AencTByloLiMe rnobarnbHble Bu3Hec U
onepauMoHHbIE NONMUTUKN AMEPUKIH JKCnpecc.

1.2. BHeceHne nameHeHun B lNpaBuna nnartexHomn
cuctemMmbl AMepuKaH dkcnpecc

OnepaTtop nnaTexHoW CUCTEMbl B OAHOCTOPOHHEM
nopsigke  MMeeT  NpaBO  MCKMIOYUTb  OTAEfNbHbIe
nonoxexnsa [MpaBun nnaTexHon cuctembl AMEpPUKIH
JKcnpecce, a Takke BHOCUTb B HUX 0Oble JOMONHEHNS
N W3MEHEeHWs. YYacTHWMKM NNaTeXHOW CUCTEeMbl
npegynpexgaroTcs O npegnonaraemblX U3MEHEHUAX U
OOMNOMHEeHNAX He nosgHee 4Yem 3a ABa Mecsaua Ao
BCTYNNEHNSA U3MEHEHWUI B CUIY NyTEM PaCCLINKN BCEM
Y4yacTHVKaM nnaTexHon CUCTEMbI NPOEKTa UBMEHEHNI B
[MpaBuna nnatexHon cuctembl AMEPUKIH JKCnpecc no
KOHTaKkTHbIM agpecaM 3reKTPOHHOM noyTbl. Onepartop
nnaTexHon cuctembl obecneumBaeT  YyacTHMKam
NNaTeXHOW CMCTeMbl BO3MOXHOCTb MpeaBapuTeribHOro
O3HaKOMMEHUs C npeanaraeMbiMM U3MEHEHUAMU U
HarnpaBneHus CBOMX KOMMEHTapuMeB K MPOEeKTy
OnepaTopy nnaTexHoOW CUCTEMbl B CPOK He nosgHee
OQHOro Mecsila ¢ aatbl yBeaomnenus. NonyyeHHsle ot
Y4acTHMKOB NNaTexXHOW CMCTEMbl KOMMeHTapum 6yayT
paccmoTtpeHbl OnepaTtopoM NNaTtexHoW CucTembl [0
npeacTaBneHns  [aHHbIX u3meHeHun B [lpasBuna
nnaTexHon  cucteMbl  AMeEpuUKdH  Jkcrnpecc B
LleHTpanbHbii  6aHk  Poccuiickorn  Pepepaumm  Ha
NpoBepKy COOTBeTCTBMA TpebosBaHusam PepepanbHOro
3akoHa Ne 161-d3 ot 27.06.2011 «O HaumoHanbHOM
nnaTexHon cucteme.

M3ameHeHns1 oTpaxalTcs B Kaxaon nocnepyowen
pepakumn [lpaBun nnaTexHoW cucteMbl AMEpUKaH
3kenpecc.

1.3. CobnroaeHune rnod6anbHbIX OuU3Hec 7]
ornepaunoHHbIX NONUTUK AMepUK3H Jkcnpecc

Bce YuyacTHUKM nnaTexHOW CUCTEMBI TaKkKe SIBMSOTCS
JInueHanatammn AMepukaH Skcnpecc (MMeT NULEH3NI0
AmepukaH OJkcnpecc) u 06s3aHbl  cobnogaTe Bce
nevicteytowme rnobanbHele GU3HEC M onepaumoHHbIE
nonuTukn AmepukaH dkcnpecc. nobanbHble O6M3HeC n

onepauuvoHHble  MOMUTMKM  AMEPUKIH  DKcmpecc
onpepensiT  oblwMe  onepauMoOHHble  MpaBuna
rnobanbHoi ceTM AMEpUKaH JKcrpecc, KoTopble

[OMKHbI cobntogath Bce YyacTHUKM nnaTexHomn
CUCTEMbI MPU OCYLLECTBMEHUN CBOEN AeATENbHOCTU B
pamkax NnaTexHon cuctembl AMEPUKIH JKcnpecc.

mobanbHble ©OuW3HEC n onepauuoHHble NOJIUTUKAU

AMEPUK3H Okcnpecc nybnukyroTes Ha caute
http://corp.americanexpress.com/gcs/gns/, poctyn K
KOTOpoMy npegocTaBnseTcs UCKIMIOYUTENBHO

YyacTHMKam nNnaTexHom cuctembl AMEpPUKIH JKcnpecc.
B cnyyae niobbix pacxoxgeHuin unum npoTuBOpeYunin
Mexagy aTuMu aokymeHTamu [lpaBuna nnatexHom
cuctembl AMEPUK3H JKCMpecc MMEKT NpUuopuTeTHoe
3HayeHue.

B cnyyae HenpeaBUaeHHbIX 06CTOATENBLCTB,
HaxoAsLMXC BHe NpeaerioB KOHTPONs YYacTHUKOB
nnaTexHown CUCTEMB, KoTopble HapyLiatoT
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Payment System, Payment System Participants must
immediately contact the Payment System Operator on
the following contact details:

Contact Details (Moscow Banking Hours):

American Express Bank LLC,

American
Department

Express Payment System Operations

33-1 Usacheva Str, Moscow 119048

Tel: +7 495 933 8400

Email: AEPSRUSSIA@aexp.com

1.4. Conflicts

In the event of any conflict between the American
Express global business and operational policies and the
Payment System Rules, the Payment System Rules will
govern.

In the event of any conflict between the Payment System
Rules and any applicable Russian laws or regulations,
the requirements of such law or regulation will govern.

In case of any conflict between the Payment System
Rules, on the one hand, and the NSPK OPCC Rules and
the NSPK OPCC Guidelines, on the other hand, the
NSPK OPCC Rules and the NSPK OPCC Guidelines
shall prevail insofar as they pertain to issues expressly
required to be governed by the NSPK OPCC Rules, as
required in article 30.6(4) of the Federal law No. 161-FZ
“Russian Law on National Payment System” dated 27
June 2011, and relating to the provision of services by
the Operational Center and Payment Clearing Center to
Payment System Participants;

the Payment System Rules shall prevail in relation to all
other matters.

In the event of any conflict between the American
Express global business and operational policies and
any applicable Russian laws or regulations, the
requirements of such law or regulation will govern.

1.5. Confidentiality Requirements

A Payment System Participant must:
Maintain the integrity of confidential information

Not disclose any confidential information, save for such
disclosures as required by the Russian legislation or
pursuant to a demand by a regulatory body

OGecnepeboriHyto  paboty  naTtexHom  cucTeMbl
AMepUKaH JKcrpecc, YYacTHUKM NNaTexHoOn cuctemsbl
OOMKHbI He3aMeanuTenbHO yBeAOMUTb 00 MHUMOEHTe
Onepatopa nnaTexHOW CcuUCTeMbl MO CregyoLwmm
KOHTaKTHbIM AaHHbIM:

KoHTakTHas uHdopmaumsa (B paboume 4acbl no
MOCKOBCKOMY BpPEMEHM):

000 «AmepukaH Jkcnpecc baHk»

OnepaunoHHbIi  genapTameHT [MnaTtexHon CcucTembl
AmepukaH Jkcnpecc

¥Yn. Ycayesa, 33, ctp.1, rop. Mockea, 119048

Ten: +7 495 933 8400

9. noyta: AEPSRUSSIA@aexp.com

1.4. Bo3HUKHOBEHME NPOTUBOPEYUNI

B cnyyae BO3HMKHOBEHWUS Kakmx-nnbo npoTmsopeyni
mMexgy rrnobanbHbiMM  GM3HEC M OnepauvoOHHbLIMM
nonutukamn  AmepukaH 3kcnpecc wu  [lpasunamu
nnaTexHon cucteMbl AMEpUKaH JKcnpecc, nocnegHue
OyayT umeTb NpeobnagatoLLyto cuny.

B crnyyae BO3HMKHOBEHMS Kakux-Nnbo MpoTMBOpEYuii
Mexgy [lpaBunamu nnaTeXxHon cucTemMbl AMEPUKIH
Okcnpecc ¥ no6GbIMA  HOpMamu  [OEWCTBYIOLLENO
3aKkoHogaTenbCcTBa Poccuinckon depepaunn,
nocnegHve 6yayT nMeTb NpeobnagaroLLyto cuny.

B cnyyae Bo3HWKHOBEHUS NMOBLIX MPOTUBOPEUUNIA MEXTY
MpaBunamyn nnaTexHoW cuUcTeMbl U TpebGoBaHUAMMU
Mpasun OlKL HCIK n Pykosoactea OIKL, HCIK,
nocnegHne MMEIT NPUOPUTETHOE 3HAYEHNE B CBS3N C
TeM, 4YTO perynupylT Ty [esTenbHOCTb, KOTOPYHO
[OIMKHBI onpefensaTe nmeHHo Mpasuna OMKL HCIMK B
cooTtBeTcTBMM co crTaThenn 30.6(4) PepepanbHoro
3akoHa oT 27.06.2011 Ne 161-®3 «O HaumoHanbHom
nnaTexHom cucTemMe» U B paMkax NpenocTaBeHust
ycnyr  OnepaumoHHoro  uUeHTpa U [natexHoro
KnupuHroeBoro uUeHTpa ANs y4acTHMKOB MNnaTexHown
CUCTEMBI;

MpaBuna nnatexHom cucTeMbl AMEPUKIH JKcnpecc
UMEIOT MPUOPUTETHOE 3Ha4YeHMe BO BCEX OCTallbHbIX
cnyyvasix.

B cnyyae BO3HWMKHOBEHWSI Kakux-nubo MpoTMBOpeYni
mMexay rrnobanbHbiMM  OM3HEC M ONepauvoHHbIMM
nonutukamm AmMepukaH Jkcnpecc u NobbiMU HOpMamMm
OencTBytoLLero 3aKkoHoOaTenbCTBa Poccuiickon
®epepaunn, nocnegHne byoyT umeTb npeobnagaroLLyto
cuny.

1.5. TpeboBaHMA KOH(pMAEHUNANBHOCTHU

Y4YacTHUK NNaTeXHoM CUCTEMbI 06513aH:

cTporo cobniogaTte YCNOBMSA  KOHMAEHLMANBHOCTU
WHopMaLmu;

He packpblBaTb KOHUAEHUMANbHY0 MHOPMaLMo, He
noanexallylo pasrfalleHno B  COOTBETCTBUM C
TpeboBaHUAMHN 3aKoHogaTenbCcTBa Poccuinckon
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Store and handle confidential information in such a way
as to prevent unauthorized disclosure

Take reasonable measures to protect confidential
information and treat it with at least the degree of care
with which a Payment System Participant treats its own
confidential and proprietary information.

Disclose confidential information those

employees with specific need to know.

only to

In addition, and without prejudice to the obligations of the
Payment System Participants with regard to American
Express confidential information, the Payment System
Participants shall be in compliance with article 10(1) of
the Federal Law No. 98-FZ “On commercial secrets”
dated 29 July 2004 and article 26 of the Federal law No.
161-FZ “Russian Law on National Payment System”
dated 27 June 2011.

1.6. Payment System Operator and American
Express Right to Monitor, Audit, Inspect and
Investigate

The Payment System Operator or American Express
may according to the procedure set in the Chapter 6 of
the American Express Payment System Rules:

Request Payment Infrastructure Service Operators
(except for the Central Bank of Russian Federation) and
all Payment System Participants to provide the Payment
System Operator with financial and compliance
information, as specified in the American Express
Payment System Rules and American Express global
business and operational policies. Such details including
information on their activities should be provided to the
Payment System Operator upon the request, in a means
defined by the Payment System Operator including but
not limited to hard or soft copy, by mail or via electronic
mail and within the time frames defined by the Payment
System Operator.

degepauum  UAM  YNOMHOMOYEHHBIX  PEryrnmpyrLLmX
opraHos;

XpaHUTb U oBpabaTbiBaTb  KOH(MAEHUMATbHYO
MHbOpMaLMio TakuM o6pasom, YToObl He JAOMYCTUTL ee
HECaHKLMOHNPOBaHHOIO pasrnalleHus;

npunarate Bce pasyMHble Mepbl ANsi NpeAoTBpaLleHns
pasrnaweHusi KOHuAeHUnansHon uHgopMaumm u
cobnogatk BCe Te Mepbl NPEAOCTOPOXKHOCTH, YTO M MPU

pabote c coOCTBEHHON KOH(mnaeHUnansHom
WHopmaLmen;
npenocTaBnsTe  KOHUAEHUMAnNbHY  MHopMaLmio

TONMbKO TeM COTpyAHWKaM, KOTOPbIM OHa HYyXHa AOnA
NCNOJTHEHNA CBOUX CJ'Iy)KeGHbIX obsa3aHHoCTEN;

B pononHenne Kk obsi3aTtenbcTBaM  YYaCTHUKOB
nnaTexHomn CUCTEMBbI no cobntogeHno
KOH(bmaeHUnansHoOCTH, YKa3aHHble YyacTHUKn

06s3ytoTcs Takke cobnogats TpebosaHus cT. 10(1)
depepanbHoro 3akoHa Ne 98-93 ot 29.07.2004 r. «O
KOMMepUecKko TarHe» u cTaTbu 26 depepanbHOro
3akoHa Ne 161-d3 ot 27.06.2011 «O HaumoHanbHOM
nnaTexHown cucteme.

1.6. MpaBo Onepatopa nnNaTexxHoM CUCTEMbI U
AmepukaH Jkcnpecc Ha NnpoBeaeHUe ayaAuTOPCKUX 1
NpoYnX NPOBEpPOK

Onepatop nnatexHom cucTembl UM  AMEpUKaH
3Kenpecc B COOTBETCTBUM C NpoLEeaypon, ykasaHHON B
[naBe 6 HactoAwmx [paBun nMaTeXHON CUCTEMBI
AMepUKaH JKcrpecc nMeeT nNpaso:

3anpocuTb Yy BCEX YYaCTHMKOB NNATEXHOW CUCTEMbI U
OnepaTopoB ycrnyr nnaTexHOW WHMPaCTPYKTypbl, 3a
ucknoveHnem LlentpanbHoro BaHka  Poccuiickoin
depepaunn, duHaAHCOBYO MWHOpMaUMIo, a Takke
noareepxaeHus cobnogeHusa [MpaBun  nnatexHom
cuctembl AMEpUKaH OJKcrpecc B COOTBETCTBUM C
MpaBunamu nnaTexHomn cuctemMbl AMEPUKIH KCrpecc u
rnobanbHbiMM BM3HEC 1 OMepaLOHHBIMU MONUTUKAMMU
AmepukaH 3Akcnpecc. [aHHas MHgopMauums, BKrovasi
WHOPMaLMIO O AeATENbHOCTM YYaCTHUKOB NaTexHown
cuctembl, gomkHa OblTb npegoctaBneHa Onepatopy
NnaTexHon cCUCTEMbI N0 3anpocy B hopme 1 C NOMOLLIbIO
CpeAacTB, ykadaHHbIX OnepaTtopom nnaTexXHoN CUCTEMBI,
BKIOYasi npefocTaBrieHne MHgopmauun B BymaxHOM
UNN 3NEKTPOHHOM BWAE, MO MOYTE WUIN MO ANEKTPOHHOW
noyte B CPOKW, ykasaHHble OnepaTopom nnaTexHown
CUCTEMBI.
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Conduct audits of any Payment System Participant and
Payment Infrastructure Service Operators (except for the
Central Bank of Russian Federation) upon giving a
Payment System Participant and Payment Infrastructure
Service Operator thirty (30) days advance written notice
in case or serious and/or repetitive disruption of the
operation of the American Express Payment System in
contravention of the American Express Payment System
Rules by either a Payment System Participant or a
Payment Infrastructure Service Operator. Should such
serious and /or repetitive disruption not be rectified in
the abovementioned notice period, the Payment System
Operator will have a right to request an inspection by
external advisers at the expense of the respective
Payment System Participant or Payment Infrastructure
Service Operator;

Conduct regular/periodic audit of a Direct Payment
System Participant and Payment Infrastructure Service
Operators (except for the Central Bank of Russian
Federation) at their the Payment System Operator's
expense at least on annual basis upon giving a Payment
System Participant and Payment Infrastructure Service
Operator thirty (30) days advance written notice;

Monitor and Conduct security inspections in order to
mitigate fraud activity.

All  Payment System Participants and Payment
Infrastructure Service Operator must cooperate fully with
the Payment System Operator in an investigation or
onsite review. This cooperation includes providing
access to the premises and to all pertinent records and
releasing any information to the Payment System
Operator upon request.

1.7. A list of the payment systems with which
interaction takes place and the procedure for such
interaction

None.

1.8. Unique Payment System Participant Reference

After successful registration of each Participant in the
American Express Payment System, the Payment
System Operator assigns a unique Organization
Identification Number in the range of numbers from
00001 to 99999. This unique Organization Identification
Numbers allows to uniquely identify the Participant of the
Payment System.

NpoBOAUTL MPOBEPKU TOBOro YyacTHUKa NnaTexHown
cucTeMmbl " Onepatopa ycnyr nnaTexHown
WHMPACTPYKTYpbl. 3@  UCKNoYeHnem LleHTpanbHoro
BaHka Poccunckon ®epepaumm, Ha OCHOBaHuu
NMMCbMEHHOTO yBeAOMIEHNS, HanpaBrneHHoro
Y4yacTHuKy nnaTexHon cuctemsl unu OnepaTopy ycnyr
nnartexHon nHdpacTpykTypsbl 3a 30 (TpuauaTtsb) AHENR, B
cryyae  CyLIeCTBEHHONO  umnu HEeOHOKPaTHOro
(nosTOpStOLLErOCH) HapyLUeHus Y4yacTHrKOM
NnaTexHom CcucTembl UNu Onepatopom  ycnyr
nnaTexHon WHPPaACTpykTypbl  paboTbl [natexHowm
cuctembl  AMEpPUMK3H  OKCMpecc, CBSA3aHHOTO  C
HecobntogeHnem ummn ycnosuii [NpaBun nnaTexHon

cuctembl AmMepukaH Okcripecc. B cnyyae ecru
yKa3aHHOe  CyLIEeCTBEHHOE WM HEO[HOKpaTHoe
(noBTOpsitOLLEECA)  HApPYLUEHWE  HE  YCTpaHeHo

YyacTHMKOM nnaTexHon cuctembl unu Onepatopom
yCcnyr nnatexHom MHAPaCTPyKTypbl B TeYeHue
yKa3aHHOro Bbile cpoka ysegomnexus, To Onepatop
nnaTexHon cuctembl Bnpase notpeboBaTtb NpoBeaeHne
ayauMTa  BHELWHWMW  KOHCyNbTaHTamu  3a  cyeT
COOTBETCTBYIOLLEr0 Y4YacTHMKA NNaTeXHOM CUCTEMBI
unm OnepaTopa ycnyr NnaTexHown MHPaCTPYKTypbl;

nNpoBOAUTb perynsipHble / nepuoanyeckne MnpoBepKu
MpsiMbIX ~ Y4aCTHMKOB  MNNATeXHOW  CUCTEMbI MU
OnepaTopoB ycrnyr nnaTexHonW WHAPacTPyKTypbl, 3a
ncknoyeHnem  LeHtpanbHoro baHka Poccunckon
®epepaunm, 3a cyeT Onepartopa NnaTeXHON CUCTEMBI
He pexe, 4YeM OOMH pa3 B rof, Ha OCHOBaHUU
NMCbMEHHOTO yBeAOMIEHs, HanpaBneHHoro
Y4yacTHuKy nnaTexHon cuctemsl unu OnepaTopy ycnyr
nnaTtexHon nHppacTpyktypsbl 3a 30 (TpyauaTe) AHEW;

npoBOAUTb NPOBEPKU cobntogeHus mep 6esonacHocTu
BO n3bexaHve CnyyaeB MOLLUEHHUYECKNX TPaH3aKUMN.

Bce YuyacTHukm nnatexHon cuctembl M Onepartopbl
YCNyr NraTexXHONW HPaACTPYKTYPbl AOSMKHbI OKa3biBaTb
nonHoe cogencrtene OnepaTopy NNaTeXHOM CUCTEMBI
npu npoBedeHUN TMpPOBEPOK WM pPEeBU3NA B KX
noMelleHnsx. JITO 03HayaeT, YTO OHU  [OSIKHbI
npefocTaBnsaTe AOCTYN K CBOMM MOMELLEHUAM U BCEM
OTHOCALLMMCSH K TNPOBEpPKE [AOKyMEHTaMm, a TaKke
npenocTaBnsaTh Mobyo nHopmaLumio, 3anpallimBaemyo
OnepaTopoMm MraTexHOW CUCTEMBbI.

1.7. TMepeyeHb NNATEXHbIX CUCTEM, C KOTOPbIMMU

ocyllecTBnsieTCA B3auMoAeucTBMe, U MNOPA[OK
Takoro B3aumogencTBus

TakoBbIX HE UMeeTCs.

1.8. lopspok npucBoeHusi kopma (Homepa),

Nno3BonNAKLEero 04HO3HA4YHO YCTAaHOBUTL Y4YacTHUKA
nnaTéXHow cucTemMbl

Mocne ycnewHow peructpaumm B MNMnatexHon cucteme
AMepUKaH Jkcnpecc Kaxgoro Y4yacTtHuka, OnepaTtop
NNaTeXxHol CUCTEMbl  MPUCBAMBAET  YHUKAIbHbIN
MpoeHTngnkaumoHHbIn Homep opraHusaumm B
ananasoHe umncen ot 00001 go 99999, nossondawLWmMiA
O[HO3HAYHO  YCTAHOBUTb  Yy4yaCTHMKA  NNaTeXHON
CUCTEMBI.
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Chapter 2 - Participation in the American

Express Payment System

2.1. Criteria for Direct Payment System Participants

To participate in the American Express Payment System
as a Direct Payment System Participant, the applicant
must comply with the following criteria:

Have or obtain a license from American Express;

Be able to comply with general financial soundness
principles (to be assessed at the time of obtaining a
license from American Express as well as assessed
whilst the organization holds a Payment System
Participant status) on a regular basis but, in any event,
not less than once per year or as law requires. In
reviewing such financial soundness principles the
documentation required according to the local legislation
and American Express global standards will be
examined.

Be able to execute measures (by provision of procedures
for examination) concerning the Counteraction of the
Legitimization (Anti- Money Laundering) of the Proceeds
of Crime and the Financing of Terrorism

Have the technical ability to connect to American
Express’s technology infrastructure (American Express
Global Network [AEGN]) or confirmation of the ability
and/or intent to appoint a third-party processor who will
connect to American Express’s technology infrastructure
(AEGN)

Be able to comply with bank secrecy rules and Data
Protection standards;

Be able to have a Bank Account(s) at the Settlement
Centre and follow sound settlement practices to ensure
the operational continuity of the American Express
Payment System;

Have executed the relevant addendum to its bank
account agreement with the Central Bank of the Russian
Federation, in its capacity as the Settlement Center, and
acceded to the NSPK OPCC Rules in their entirety;

Conduct their business and operations in a way judged
compatible with  American Express corporate
reputational standards, such as but not limited to,
demonstration of policies and procedures for
examination, as follows:

e Fraud and security controls

e Corporate & ethics governance

masa 2 - Yuyactue B [nartexHonm cucrteme
AmepukaH Jkcnpecc
21. Kputepun yuvactua B [lnatexHon cucrteme

AmepukaH Jkcnpecc - MpAmble YYacTHUKKU

Onsa ydactma B [natexHonm cucteme AMEPUKIH
Okcnpecc B kayectBe [NpsiMOro YyacTHuKa nnaTexxHOn
CUCTEMbI, 3asBUTENb  [OMMKEH  COOTBETCTBOBATb
CrnenyoLWwmmM KpUTepusim:

MmeTb nuueH3nto AMepukaH 3Kcnpecc NN HaxoauTca B
npouecce NonyyYeHns NuueHsnm AMEpPUK3H SKcnpecc;

CooTBeTcTBOBaTH MpUHUMNAM obue duHaHCOBOM
YCTOMYMBOCTU, OLEHKA KOTOPOW MNPOBOAMTCH Kak Ha
MOMEHT MONyYeHNs NULIEH3MN OT AMEPUKIH JKcnpecc,
Tak M Ha perynspHon OCHOBe, MokKa onepatop Mo
nepeBoy [OEHEXHbIX CPEACTB ABMAETCA YYaCTHWKOM
NNaTeXHoW CUCTEMbI, HO HE PeXe O HOro pasa B rof, unm
B COOTBETCTBUM C TpeboBaHMAMK 3aKOHOAaTeNnbCTBa
Poccuiickon depepaumn. [JaHHaa oueHka npoBoauTcs
Ha OCHOBaHWW NPOBEPKN AOKYMEHTOB, 3anpallnBaemblX
B COOTBEeTCTBUM C Poccunckum 3akoHogaTenbCTBOM U
rnobanbHbIMK CTaHAapTamMm AMepUKaH Jkcnpecc.

WmeTb 1 cobntofate npolenypsl (M NpeaocTaBnsTe UX

ONs 03HaKOMMEHUs)) U MpuMHUMaTb  Mepbl MO
NpOTUBOAENCTBUIO neranusaumm (oTMbIBaHMIO)
[OXOAOB,  MOMYYEHHbIX  MPECTYMHbIM  MNyTeM WU

hrHaAHCMPOBaHWIO TEPPOPU3MA;

MMeTb TexXHWYecKylo BO3MOXHOCTb MOAKIIOYEHUSA K
TEXHOMOrM4YeCcKon " TeneKoMMYHWKaLMOHHON
nHpacTpykType rnobanbHon ceTn AMepukaH Jkcnpecc
UnM nNoATBEPAWUTL BO3MOXHOCTb WM  HaMepeHue
YMONTHOMOYUTL TPETbE NULO ANSA NOAKMIOYEHNS K Takown
TENEKOMMYHUKALMOHHON UHMPaCTPYKType AMEpUKaH
dkecnpecc;

Cobniogate TpeboBaHMA B OTHOLWEHUN OGaHKOBCKON
TalHbl U 3aWUTbI NEPCOHarbHbIX AaHHbIX;

OTkpbiTb PacyeTHbii CueT B PacyeTHOM UeHTpe

nnaTexHon cucTembl UK cobniogatb  cTaHAapThl
npoBedeHuss pacyeToB B  UensAx obecneyeHus
H6ecnepebonHoCcTM  PYHKUMOHMPOBaHMA  natexHoun
cuctembl AMEpPUK3H Kcnpecc;

Moanucate  cooTBeTCTBYKWOLWEE  AOMOMHUTENbHOE
cornaweHne Kk pgoroBopy 6aHkoBckoro cuyeta C
LlenTpanbHbiv - BaHkom  Poccunckon — ®depepaumm,

BbINOMHSAOWeEro dyHKuun Pac4yeTHOro ueHTpa, wu
npucoeamHntbcsa Kk [lMpasunam OMKL HCIMK nytem
NPUHATUS UX B LieNoM;

OcyLlecTBNATb CBOW [AeATENbHOCTb W onepauun B
COOTBETCTBUW C BbICOKOW [EMOBOWM W KOPMOPaTUBHOM
penyTauven AMEpVK3H Okenpecc, BKIIOYas
npegocTaBneHNe  COOTBETCTBYIOLMX  BHYTPEHHMX
npoueayp U NonuTuK, KOTopble 3asiBUTENb cobupaeTtcs
1cnonb3oBaTh B CBOE AeATENBHOCTU U KACatoLLUXCS:

e MeTogoB 41 crnocobos
MOLLEHHNYecTBa

KOHTpONA  puUCKa

. KOprIOpaTI/IBHbIX CTaHO4apToB nNnoBeaeHua u
3TUKU
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e Sound Business practices

e Business strategy

2.2. Application to join the American Express
Payment System as a Direct Payment System
Participant

To participate in the American Express Payment
System, and prior to the conclusion of obtaining a license
from American Express, the prospect must read the
American Express Payment System Rules publicly
available from Payment System Operator, NSPK OPCC
Rules and thereafter submit an American Express
Payment System application form together with all the
required documents according to section 2.1 hereof.
Submission of the application form represents
confirmation of the prospect's acknowledgement and
agreement to the American Express Payment System
Rules in their entirety.

The Payment System Operator shall review and
consider the application and all attached documents and
may request additional documents and information in
order to make the decision on the applicant’s accession
to the American Express Payment System as a Direct
Payment System Participant. The Payment System
Operator decides whether to approve or reject the
applicant’s accession to the American Express Payment
System as a Direct Payment System Participant and
shall notify the applicant of such decision.

Specific provision on accession to the American
Express Payment System of money transfer
operators that at the date hereof have a licence from
American Express to act as Issuers or Acquirers
(including ATM providers) prior to the registration of
the American Express Payment System by the
Central Bank of Russia in the register of operators of
payment systems and receipt of the Payment
System Operator of the registration certificate from
the Bank of Russia:

Accession of such Payment System Participants to the
rules shall be made pursuant to the notice sent by the
Payment System Operator and the American Express
entity with which the relevant card issuing or acquiring
(or ATM) licence has been signed,;

Such notification shall be sent after registration by the
Central Bank of Russia of the Payment System Operator
in the register of operators of the payment systems and
receipt of the registration certificate from the Central
Bank of Russia;

Accession to the rules means entering into the
contractual relationships with the Payment System
Operator and the Payment Infrastructure Service
Operators on the terms set out in these rules.

e [lo6ponopsigoyHbixX
OusHeca

npuHUMNOB BeaeHunsaA

. BbusHec ctpaTteruu

2.2. MNMpoueanypa nopayM 3asiBrieHUs1 Ha yvyactue B
MnatexHon cucteme AMepuUKaH Jkcnpecc B
kavecTtBe [pAmoro YyacTtHMKa nnaTtexXHom cCUCTeMbl

Ons uenen yyactms B lNnatexHon cucteme AMEPUKIH
Jkcnpecc U A0 MOMyYeHUs NUUEH3MU OT AMEPUK3H
Okcnpecc, 3asBuTenb 0053aH  03HAKOMUTbLCH  C
[MpaBunamu nnatexHon cuctemobl AMEpUKaH JKcnpecc,
KoTopble MOXHO nonyunTb y OnepaTtopa nnaTtexHown
cuctembl, [Npasunamn OMNKL, HCMNK w© HanpasBuTb
3asiBneHne o6 yyactum B MnatexHon cucrteme
AmepurkaH Okcnpecc B kadectBe [Mpsimoro YyacTHuka
NnaTtexHom CcucTembl BMeCTe C [OKyMEHTamMu B
cooTBeTcTBMM € N. 2.1 lNMpaBun. HanpaesneHne Takoro
3asABrneHns ABNseTCS NnoaTBepPXAEeHNEeM "
[okasaTenbCTBOM (hakTa O3HaKOMMEHUs 1 cornacus ¢
MpaBunamu nnatexHon cuctemsl AMEpUKaH JKcrnpecc.
OnepaTop nnaTtexHoOW CUCTEMbl paccmaTtpuBaeT
3asBreHne U NpeaocTaBrieHHbIE OOKYMEHTbl U MOXeT
3anpocuTb y 3asBuUTENst npenocTaBneHust
OOMONHUTENBHBIX  JOKYMEHTOB M CBeAeHun ans
NPUHATUS  pelleHnss O  MPUCOEeAMHEHUM  Takoro
3asaBuTENs B Kayectse [psMOro YyacTHuMka nnaTexxHon
cuctembl. OnepaTop NNaTexHoONn CUCTEMbI MPUHUMAET
pelweHne 06 ogobpeHMn NpUCOeaMHEHNsT 3asBUTENS B
kayectBe [IpAMOro Y4yacTHuKa NNaTEXHOW CUCTEMBI,
nmbo npuvHUMaeT pelweHve 06 oTkase B 0go6peHun
npucoeavHeHnsa 3asBuTens B KadectBe [pamoro
YyacTHMKa NnaTexHoW CUCTEMbl WU HarnpasfsieT CBOe
peLleHune 3asiBUTENIO.

CneunanbHass OroBopka O nNpuUcCOeAUHeHUn K
MnatexHon cucreme AMepUK3H Akcnpecc
onepaTtopoB NO MnepeBOoAY [MAEHEXHbIX CpenacTs,
NONy4YuBLINX NULEH3UM OT AMEpPUKIH JKcnpecc Ha
[eATEeNbHOCTL B KavyecTBe JMMUTEHTa KapT wnu
JkBamnepa TOProBO-CePBUCHbIX npeanpuaTUn
(BknoYan 3KBaMpuHr 6aHKOMaToB) A0 MOMEHTa
peructpauumn OnepaTopa nnaTeXHoOW CUCTEMbI
LleHTpanbHbIiM 6aHkom Poccuiickon ®epepauuum B
Peectpe onepaTtopoB nnaTteXxHbIX CUCTEM U
nony4eHus OnepaTtopom perMcTpauuoHHOro
cBugetensctBa baHka Poccuu:

npucoeavHeHne K ycrioBusaM HacToswmx Mpasun Takux
Y4acTHVMKOB MNaTEXHOW CUCTEMbl OCYLLECTBMSETCS B
nopsiake, YCTAaHOBMEHHOM YBEAOMIIEHMEM, KOTOpOe
HanpasnseTca OnepaTtopoM MMaTeXHONW CUCTEMBbI Y
KoMnaHuewn rpynnsl AMEpUKaH JKcrnpecc, OT KOTOpon y
Takoro [lpamoro Y4yacTHuka nonyyeHa nuUEH3us Ha
Bbinyck  Kapt  unm BeJeHNe  3KBaMpPUHIoBOW
OesTenbHOCTY;

Takoe yBeJOMIeHNe HanpaBnseTcs nocne perucrpaumnm
Onepartopa nnatexHon cuctembl baHkom Poccun B
PeecTtpe onepaTopoB nnaTexHbIX CUCTEM W NOSyYeHUs]
perncrpaumoHHoro ceuaeTenscTea baHka Poccuu;

npucoeduHeHne K ycrnosuam [paBun nnatexHon
cucTeMbl AMEpPUKIH DKCMpecc o3HavyaeT BCTyNneHue B
[OroBOpHble OTHOWeHUs ¢ OnepaTopoM MNnaTeXxHon
cuctembl M OnepaTopoMm  ycryr  MyaTeXHOM
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2.3. Suspension and Termination of American
Express Payment System membership

2.3.1. Suspension of American Express Payment
System membership

The American Express Payment System Participation
cannot be suspended.

2.3.2. Termination of American Express Payment
System membership

Participation in the American Express Payment System
can be terminated in one of two ways: the termination by
the Payment System Operator and upon specific request
by the Payment System Participant subject to the
provisions of clause 2.3.4. of the American Express
Payment System Rules.

Payment System Participant must remain liable for the
financial and other obligations arising from its activity in
the American Express Payment System following
termination.

2.3.3. American Express Payment System
Participation termination by Payment System
Operator

The Payment System Operator has the right to
terminate a Payment System Participant's membership
in the American Express Payment System in
accordance with clause 6.3 of the Payment System
Rules. The Payment System Operator has the right to
terminate a Payment System Participant’s membership
in the American Express Payment System if Payment
System Participant has remained inactive during 12
month.

The moment of termination of participation in the
American Express Payment System is considered the
date of notification sent by Payment System Operator
to the Payment System Participant on termination of its
participation in the American Express Payment System.

Participation in the American Express Payment System
is automatically terminated from the moment of the
revoke of license, issued by the Central Bank of Russia
to the Participant.

Termination (or suspension) of Participant’s in the
foreign payment system of American Express may not
in itself constitute a ground for termination (suspension)
of Participant’s participation in the American Express
Payment System.

MHPaCTPYKTYpbl Ha ycnoBuax Hactosawmx [lpasun
nnaTexHon cuctemol AMEpUK3H SKcnpecc.

2.3. MNMpuoctaHoBNeHNe U npekpalweHne yyactvsa B
MnaTtexxHon cucteme AMepuK3IH Jkcnpecc

2.3.1. TMpwuocTtaHoBneHue yuyactusa B [naTtexHown
cucrteme AMepuKaH dkcnpecc

MpuocTtaHoBneHne y4yactns B [lnaTexHon cucteme
AMepUKaH JKCnpecc He NpuMeHsieTcs.

2.3.2. MNpekpauweHune y4yactus B lnaTtexHon cucreme
AmMepuK3aH Jkcnpecc

YyacTtne B lNMnatexHon cucteme AMEpUKIH Jkcnpecc
MOXeT OblTb NpekpalleHo OAHVMM M3 OBYX Crocob6oB:
npekpaweHne yvactua B [lnatexHon cucteme
AmepukaH 3kcnpecc no wuHuumatuee Onepartopa
NNaTtexHon CUCTEMbl W MpeKpalleHne yyactus B
MnatexHon cucteme AMepukaH 3kcnpecc Mo
UHUUMaTUBE YYacTHMKA NNaTeXHOW CUCTEMbI C YYETOM
nonoxeHun n. 2.3.4. HacTtoAwwmx [pasun nnartexHon
cmctembl AMEpPUKaH JKcnpecc.

I'IperaLueHme yqyactna B nnaTtexHom Ccucteme He
ocBoboxaaeT Y4yacTHMKA MnaTeXHoW Ccuctembl OT
dI)VIHaHCOBbIX M  WHbIX 0053aTENbCTB, BO3HMKLLMX
BCreACTBME ero AesaTeNbHOCTU B NNaTEXHON cucteme.

2.3.3. MNpekpauweHune y4yactus B lNnaTtexHon cucreme
AmepuKaH 3kcnpecc no uHuumatmBe OnepaTopa
nnaTeXXHon CUCTeEMbI

Yyactne B lnatexHon cucteme AMepukaH Jkcnpecc
MOXeT ObiTb  MpekpaweHo Mo  egUHONUYHOMY
ycmoTpeHmio  Onepatopa nnaTeXHOW CUCTEMbI B
COOTBETCTBUM C M. 6.3 HacToAwmMX MNpaBun nnaTexHon
cucteMbl AMepUKaH Jkcnpecc. Yyactue B NnaTexHon
cucteme AMepurkaH Jkcnpecc MoXeT ObiTb NpekpaLleHo
no eanHONNYHOMY YCMOTpeHuto Onepartopa nnaTexHomn
CUCTEMbBI B Crlyvae OTCYTCTBMSA Onepauuin no nepesogy
OEeHeXHbIX cpeacTB B TeyeHne 12 mecsiues.

MoMeHTOM npekpalleHust yyacTusi B MnaTexHOM
cucteme ABNsSeTCA Aata MNomyyeHus yBeOOMIeHUs
COOTBETCTBYIOLMM YYACTHUKOM, €ClM WHas daTta He
ykasaHa B yBegoMneHun, Hanpasnsemom Onepatopom
NNaTeXHOW CUCTEMbI YYaCTHUKY NNaTeXHON CUCTEMbI O
npekpawieHnm ero yvactus B [lnatexHon cucteme
AmMepukaH Jkcnpecc.

Yyactne B lnatexHon cucteme AMepukaH JKcnpecc
aBTOMaTM4eCKn npekpallaeTcs C MOMeHTa OT3biBa Y
YyacTHuKa nuueHaun, BolgaHHon bBaHkom Poccuu.

MpekpalwieHne (MM NPUOCTAHOBIIEHME)  y4yacTus
YyacTHMKa B WHOCTpPaHHOM nNnaTexHoW cucrteme
AMepUnK3H SKcnpecc camo no cebe He MOXET CyXuUTb
OCHOBaHMeM ans npekpaLleHns (nnn
npuocTaHoBNeHns) yyactma YyactHuka B [natexHown
cucteme AMepUKaH JKcnpecc.
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2.3.4. Termination by a Payment System Participant

Participation in the American Express Payment System
may be terminated upon specific request by the Payment
System Participant.

In order to voluntarily terminate as a Participant, the
Participant must give written notice with a minimum
period of 30 days addressed to the Payment System
Operator by registered or certified mail, return receipt
requested, or by personal or reputable courier service.
The moment of termination of a Payment System
Participant’'s participation in the American Express
Payment System is considered the date of the
notification on termination of its participation received by
Payment System Operator, unless any other date is
indicated by Participant in notification.

2.4. Payment System Participant Responsibilities to
their Customers

All Payment System Participants shall service their
customers in accordance with the terms and conditions
of the licence issued by American and in accordance with
the applicable law of the country of incorporation of the
Payment System Participant and in accordance with the
terms and conditions of agreements made between the
Payment System Participants and their customers.

In the process of providing services to their customers,
Payment System Participants shall fulfil the following
requirements:

e Provide network of payment terminals that
accepts American Express Cards in merchants
with which the Participant has entered into an
American Express Card Services Agreement.
and/or ATMs

A Payment System Participant Acquirer will ensure that
their merchant locations submit details of completed
transactions in accordance with the respective terms and
conditions of the agreements made.

A Payment System Participant Acquirer will be
responsible for the disbursement of payments for
completed transactions to their merchants in accordance
with the terms and conditions of the respective
agreements.

A Payment System Participant providing ATM services
will ensure that the network of ATM'’s at their locations is
able to accept American Express payment card
transactions during their hours of operation so that such
transactions can be routed to the Payment System
Participant Issuer for authorisation.

2.3.4. MNpekpaueHune y4yactus B lnaTtexHon cucreme
AmMepukaH Jkcnpecc no MHULMATMBE Y4yacTHMKa
nnaTeXxHom cucTembl

YyacTtne B lNMnatexHon cucteme AMEpUKIH Jkcnpecc
MoxeT BbITb NpekpaLleHo 4OOPOBOMbHO HAa OCHOBAaHWM
COOTBETCTBYIOLLEr0 3anpoca Y4yacTHWKa nnaTexHou
cMCTEeMBI.

B uensx npekpalyeHusi yqactus B [NnaTexHon cucteme
AMepUKaH Jkcnpecc, YYacTHUKY NnaTexHoW CucTemsbl
Heobxogumo  HanpaeBuTb OnepaTopy  nnaTexHom
CUCTEMbI MUCbMEHHOE yBEOOMIIEHNE HE MEHee YeMm 3a

30 (TpuauaTtb) AHeM [O AaTthl  npeanoriaraemoro
npekpawieHnss  y4acTus  3aKka3HbiM  MUCbMOM  C
yBeOOMIIEHMEM O  BpYyYEHWW, UNU  [OCTaBKOW
COBCTBEHHLIM  KypbepoM, WNW  [OCTaBKOW 4epes
N3BECTHYHO KypbepCKyto cnyxoy. MomeHTOoM
npekpaweHnsa ydactma B [lnatexHom cucteme
AmepurkaH Okcripecc sBnNgeTca gaTta  nonyyYeHusi

OnepaTopom nnaTeXHOW CUCTEMbl YBEAOMIIEHUSI OT
Y4yacTHuKa, ecnv uHasi faTa He ykasaHa Y4acTHMKOM B
yBEAOMIIEHUM.

2.4. OTBeTCTBEHHOCTb YYaCTHUKOB NNaTeXHoMn
CUCTEeMbI Nepen UX KIMeHTamm
Bce YYacTHUKM nnaTeXHOW CUCTEMbl OKa3blBalOT

YyCNyry CBOMM KIIMEHTAM B COOTBETCTBUM C YCMOBUSIMU
NULEH3UN, NPefoCcTaBneHHoNn AMepukaH JKcrnpecc u B
COOTBETCTBUM C MPUMEHUMbIM  3aKOHOLATENBCTBOM
CTpaHbl MecTa perucTpaumm Y4yacTHUKa nnaTexHon
CUCTEMbI, KacawLlMMNUCs Tuna(TUMnoB) UX yvyactusi, u B
COOTBETCTBUMN C YCMNOBUSIMU OOrOBOPOB, 3aKMOYEHHbIX
MexXay YdaCcTHUKaMy nnaTtexXHom CUcTembl U KX
KIMeHTamu.

B xode okasaHusi ycryr CBOMM KrMEHTam Y4acCTHUKM
nnaTexHoW cucteMbl 06s3aHbl cobnogaTb cneayowme
TpeboBaHus:

e OOGecneunTb ceTb MnaTEXHbIX TEPMUHAIOB,
npUHUMaKWNX K  obcnyxuBaHnio  KapTbl
AMEpUVK3H J3Kcrmpecc B TOProBO-CEPBUCHBIX
nNpeanpusaTUsX, C KOTOpbIMM Y YYacTHuMKa
3aknioyeHbl  [loroBopbl  06CNyXMBaHWSA KapT
AmepukaH Jkcnpecc n/nnm 6aHkoMmaToB

YuyaCTHUK NnaTexHon cUcTeMbI-aKBalep obecneunsaeT
nepepavy cBOVMU TOProBO-CEPBUCHBLIMU
npeanpusTUAMM cBefeHui o) 3aBepLUEHHbIX
TPaH3aKUMsX B COOTBETCTBUM C YCIIOBUSIMW [OrOBOPOB,
3aKIHOYEHHbBIX C TOPrOBO-CEPBUCHLIMU NPEANPUATUSIMU;

YyacTHMK  nnaTeXHOW  CUCTEMbI-9KBanep HeceT
OTBETCTBEHHOCTb 3a MEepeyucrneHne nnaTexen no
3aBepLUEHHbIM TpaH3akuusam CBOUM TOpProBo-
CepBUCHbIM  NpeanpuaTMaM B COOTBETCTBUM  C
YCNOBWSIMU COOTBETCTBYIOLLIMX LOrOBOPOB;

YyacTHuk, npefocTaBnsoLUI ycnyru no
obcnyxvBaHuio fepxatenein Kapt B 6GaHkomarax,
obecneunBaeT cnocobHOCTb ceT GaHKOMAaToOB B CBOMX
Toukax OGCHyXuBaHUsi NpuHUMaTb KapTbl AMepuKaH
3Kcnpecc AN OCYLECTBMNEHWSI TPaH3aKuMiA MO HUM B
TeyeHne Bcero paboyero BpeMEHU TakMx Todek
obcnyxvBaHus AN obecneveHus MapLupyTM3auum
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A Payment System Participant Issuer will ensure that
transactions initiated by  American Express
cardmembers at merchant locations or through ATMs
are validated and appropriate authorisation decisions are
provided in a timely manner during their hours of
operation.

A Payment System Participant Issuer will ensure that
their cardmembers are advised of completed
transactions in accordance with the terms and conditions
of agreements made with their cardmembers.

A Payment System Participant Issuer will be responsible
for the collection of payments from their cardmembers in
accordance with the terms and conditions of agreements
made with their cardmembers.

TpaH3aKuuin YYaCcTHUKY NIaTexHOW CUCTEMbI -OMUTEHTY
Ana ABTopusaumu;

Y4acTHUK NnaTexHol CUCTEMbI-AMUTEHT oGecneymBaeT
MPOBEPKY W BblOayy COOTBETCTBYIOLMX pelleHnin 06
ABTopu3aLuu B OTHOLLIEHWUU TpaH3aKuum,
VHULMWPOBAHHLIX AepxaTensaMu nnatexHbix KapT B
TOProBO-CEPBUCHbIX NPEAnpUsATUSX Unu 6aHkomaTax, Ha
CBOEBPEMEHHO OCHOBE B TEYEeHUE paboyero BpeMeHw;

Y4yacTHUK NNaTeXHOW CUCTEMbI-OMUTEHT obecneunBaeT
nHdopmmpoBaHve Aepxatenen KapT, sSMUTUPOBaHHbLIX
TakMM  YYacTHMKOM  MMaTeXHOW  CUCTEMbI, O
3aBEpLUEHHbIX  TPaH3aKuusix B  COOTBETCTBUM C
YCrOBMSIMW [JOrOBOPOB, 3aKMIOYEHHbIX C AepxaTensamm
KapT, aMUTMpOBaHHbLIX TakMM Y4aCTHUKOM MNnaTexHown
CUCTEMBI;

YyacTHuk nnaTexHon CUCTEMbI-OAMUTEHT HeceT
OTBETCTBEHHOCTb 3a B3nMmaHune nnaTtexen C
nepxartenen KapT, SMUTUPOBaHHbLIX TaKUM YYaCTHUKOM
NIaTeXHOMW CUCTEMbI, B COOTBETCTBUM C ycnosmamn

JOroBOpPOB, 3akKMYeHHbIX C Aepxartenamu  Kapr,
SMUTUPOBAHHBLIX  TakUM  YYacCTHUKOM  MNaTeXHON
CUCTEMBI.
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Chapter 3 - Procedure for engaging Payment
Infrastructure Service Operators and
maintenance of the list thereof

3.1. Procedure for engaging and requirements for
Payment InfrastructureService Operators

The Payment System Operator engages a legal entity as
the Operational Center in accordance with an agreement
for rendering operational services concluded between
the Payment System Operator and such entity. The
Operations Center renders operational services in
accordance with the AEPS Rules and respective
agreement.

The Payment System Operator engages a legal entity as
the Payment Clearing Center in accordance with an
agreement for rendering payment clearing services
concluded between the Payment System Operator and
such entity.

The Payment Clearing Center renders payment clearing
services in accordance with the AEPS Rules and
respective agreement.

The Payment System Operator engages a legal entity as
the Payment Clearing Center in accordance with an
agreement of settlement service and intraday settlement
on the territory of Russian Federation on money
transfers using international cards under American
Express trademark.

Payment Infrastructure Service Operators engaged by
the Payment System Operator must be able to provide
for uninterrupted functioning of the American Express
Payment System in Russia. For this purpose, the
Operations Centre and the Payment Clearing Centre
must have back-up facilities from which all services may
be provided if primary facilities go down.

Payment Infrastructure Service Operators must be able
to ensure the restoring the proper functioning of the
payment system within the period not later than 2 hours
from the moment of suspension (termination) of
services;.

The Settlement Centre must be able to remedy any
business interruption within maximum one calendar day
and have the adequate technological background which
guarantees American Express Payment System
business continuity.

Maea 3 - Nopsagok npuBneyvyeHna OnepaTtopoB
ycnyr nnaTéXxHowm nHgppacTpykTypbl U BeAeHUsA

nepeyHsa OnepaTopoB ycnyr nnaTéxHoOn
MHDPaCTPYKTYpbI
3.1. Topsnok npuBnevYyeHUs u TpeboBaHMA K

OnepaTtopam ycnyr nnaTéxHown nHpacTpyKTypbl

Onepatop NnaTéxHomn CUCTEMBI npvenekaeT
ropuanyeckoe nuuo B kavyectee OnepauUMoHHOro LieHTpa
B COOTBETCTBUM C LOrOBOPOM, MpedycmaTpuBaoLum
oKasaHue onepaumOHHbIX YCIyr, 3akrnyaemMbiM Mexay
OnepaTtopoM  MMAaTeXHOW  CUCTEMbl M Takum
ropuanyeckum JIMLIOM. OnepaunoHHbIn LeHTp
OKa3blBaeT OMnepauuoHHble YCryru B COOTBETCTBUM C
MpaBunammn NnaTexxHom cuctembl AMEpPUKIH DKCnpecc n
COOTBETCTBYHLLMM JOrOBOPOM.

Onepatop nnaTexHomn CUCTEMBI npuerekaeT
opuanyeckoe  nMuo B KadyectBe  [naTexHoro
KIMMPUHIOBOTO LIEHTpPa B COOTBETCTBUWM C [OrOBOPOM,
npegycMaTpuBaloLWLMM OKasaHue Ycryr nnaTexHoro
KnupuHra,  3aknoyaembiM  Mmexagy — OnepaTtopom
NNaTexHon CUCTEMbI U TaKUM IOPUANYECKUM NULIOM.

MnaTeXHbI KNUPWHIOBLIA LEHTP OKa3blBaeT YCnyru
NIaTeXHoro KMUpWHra B COOTBETCTBMM ¢ [paBunamu
nraTexHon  cucTtemMbl  AMEpPUKIH  Jkcnipecc U
COOTBETCTBYHOLLMM JOrOBOPOM.

Onepatop nnaTexHomn cucTeMbl npvenekaeT
topuanyeckoe nuuo B kadectse PacyeTHoOro LeHTpa B
COOTBETCTBUM C JOrOBOPOM OKa3aHWsi pacyeTHbIX yCnyr
n obecrnevyeHns  BHYTPWAOHEBHOrO  pacyeta Mo
ocywiecTenseMmbiM  Ha  Tepputopun  Poccuickon
depepaunm nepeBogaM  [AEHEXHbIX CPeAcTB, He
ABMSAOLWUXCA TPaHCrpaHW4HbIMK, C WUCMONb30BaHMEM
MEXOYHapOAHbIX MMaTeXHbIX KapT MNOA4 TOBapHbIMU
3HakaMu (3Hakamu obcnyxmBaHusa) AMeprkaH Jkcnpecc

n [lpaBunamn nnaTexHom cuctemMbl  AMEpPUKaH
Skenpecc.
OnepaTopbl  ycryr nnaTéxHoW  MHAPaCTPYKTypsl,

npueredyeHHole OnepaTtopomM MNNaTEXHON CUCTEMBbI,
OOIMKHbI ObITb CNOCOOHLI 06ecneunTb GecnepeboiHoe
dyHKUMOHUPOBaHNe [MnaTéxHon cuctembl AMEPUKIH
Okcnpecc B Poccuun. Ons aton uenn OnepauyoHHLIN
ueHTp u [lnaTexHbIn KAMPWHIOBBIN LEHTP AOSIKHbI
UMETb  pe3epBHYHD  CUCTEMy, KOTopasd  MOXeT
MCnonb3oBaTbCAd  ANA  NpefoCTaBMEeHUst  MOMHOro
obbema ycnyr B crny4yae, €Cnu OCHOBHblE€ CUCTEMbI
HEeOOCTYMHbI.

OnepaTopbl  ycnyr  nnaTéxHon  MHAPacTPYKTypbl
OOIDKHbI 6bITb B COCTOSHUM obecneunTb
BOCCTaHOBMEHWE Haanexawero gyHKLUMOHNPOBAHNS
NNaTeXHOW CUCTEeMbl B CPOK He MO3AHee 2 4acoB C
MOMEHTa NPUOCTaHOBIEHUs (MPeKpaLLeHns) oKasaHus
ycnyr.

PacyéTHbIN LeHTp fomkeH 6biTb B COCTOSHUM YCTPaHWUTb
cboii B npegocTaBneHnM ycrnyr B TeYeHWe O[HOro

KaneHgapHoro  OH4 7 MMeTb JocratoyHoe
TexHonormyeckoe  obecneyeHve, rapaHTMpyloLlee
OecnepeboiHoCTb  OYHKUMOHMPOBaHUS  naTexHon

cucteMbl AMepUKaH JKcrpecc.
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Payment Infrastructure Service Operators may not
unilaterally suspend (terminate) their payment
infrastructure services to the Payment System
Participants and their clients.

The Operational
Center must:

Center and Payment Clearing

- Use UFEBM Book formats when exchanging
information with the Settlement Center

- Implement control procedures in respect of a net
position register before it is sent to the Settlement
Center

- While rendering Operational services and Payment
Clearing services, perform the control procedures in
respect of each Domestic Transaction in order to
verify its compliance with Payment System Rules
and other documents promulgated by Payment
System Operator or other third parties engaged by
the Operational Center and/or Payment Clearing
Center as required by the agreement between the
Operational Center and Payment Clearing Center
and the Payment System Operator; for that
respective sections of the aforesaid agreement
constitute the instruction of the Payment System
Operator towards the Operational Center and
Payment Clearing Center for the fulfillment of control
procedures in respect of compliance with the
Payment System Rules as required in article 15.5(1)
of the Federal law No. 161-FZ “Russian Law on
National Payment System” dated 27 June 2011

- Suspend Operational and Payment Clearing
services provided to a Payment System Participant
with an Uncovered Payment Clearing position and to
the Payment System Operator with respect to such
Payment System Participant, and promptly notify the
Settlement Center and the Payment System
Operator accordingly

- Resume the Operational and Payment Clearing
services to a Payment System Participant with an
Uncovered Payment Clearing position and to the
Payment System Operator with respect to such
Payment System Participant, as of the receipt from
the Settlement Center of a notification or receipt of a
notice that the services to such Payment System
Participant have been resumed, and promptly notify
the Settlement Center and Payment System
Operator accordingly unless such Payment System
Participant’s participation in the payment system has
been terminated and/or suspended, or the Payment
System Operator has delivered a notice to the
Operational Center and Payment Clearing Center
with respect to termination and/or suspension of
Authorization Request processing and/or termination
and/or suspension of Payment Clearing Services for
funds transfers on any payment cards issued with
the defined BIN(s) and/or to block the funds transfers
made Payment System Participant-Acquirer

Onepatopbl ycnyr MnaTexHon WHMPacTPyKTypbl He
BNpaBe B OQHOCTOPOHHEM MOpsiAKe NpuocTaHaBNMBaTb
(npekpawiatb) okasaHue ycnyr nnaTexHon
WHMPACTPYKTYpbl YYacTHMKaM NNaTeXHON CUCTEMbI Y
UX KINIVMEHTaM.

OnepaunoHHbIN LeHTp U MnatexHbin KnupuHroBbin
LeHTP AOMKHbI:

- wncnonb3oBaTb dopmatbl Anbboma YPIBC npu

obmMeHe nHdopmaumel ¢ PacyeTHbIM LLEHTPOM;

- OCYLLeCTBMATb MpoLedypbl KOHTPOMNs peecTtpa
HeTTO-NO3NUUIN A0 ero HamnpasneHus B PacyeTHbIN
LleHTp;

- B paMKax OKa3aHWA onepaunoHHbIX ycnyr un ycnyr

MnaTexHoro KnupuHra ocywectBnaTb npoueaypbl
KOHTPONS B OTHOLUEHUW KaXXOOW onepaumn Ha
Tepputopun Poccuiickon ®depepauum C  Uenbio
KOHTpOmns cooTBeTCcTBMA TpeboBaHuam [lpaBun
NNaTexHon CUCTEMBI, @ TakKe NPoYMX JOKYMEHTOB,
yKasaHHbIXx OnepaTtopom nnaTexHon cucTemMbl NMbo

npoynmMmun CTOPOHHUMMU KOMNaHUAMMN,
npuBneYvYeHHbIMn OI'IepaLI,VIOHHbIM LEHTPOM nvnu
[MnaTexHbim KnnpuHrosbim LEHTPOM B

COOTBETCTBMM C YCIMOBUSIMM [0rOBOpa Mexay
OnepaunoHHbIM LleHTPOM, MnaTtexHbiM
KnupuHroeeim ueHTpom 1 OnepaTtopoM nnaTexHown
CUCTEMbI; NMPU 3TOM COOTBETCTBYIOLLME MOMOXEHUSA
BblLLEYKa3aHHOro JoroBopa npeacTaBnsioT cobon
pacnopsbkeHne Onepartopa nnaTtexHoW CUCTEMbI B
agpec OnepauvoHHoro ueHTpa wu [naTexHoro
KnupuHrosoro ueHTpa NPYMEHNTENBHO K
OCYLLECTBNEHUIO  Mpouedypbl  KOHTpomns  3a
cobnogeHvem [lpaBun nnaTtexHom cucTemMbl B
coOoTBETCTBUM C TpeboBaHuammu ctatbn 15.5(1)
depepanbHoro 3akoHa ot 27.06.2011 Ne 161-93 «O
HaLMOHanbHOW NNaTeXHON cucTeme»

- NPUOCTAaHOBUTb OKa3aHue onepauunoHHbIX YCIyr u

yenyr MNnatexHoro KnvpuHra YyYacTHUKY nnaTtexHomn
cuctembl ¢ HenokpbiTon MnatexHon KnupuHrosomn
nosuuven un OnepaTtopy MMaTeXHOW CUCTEMbI B
OTHOLLEHMM TaKoro YyacTHuKa NnaTexHom CUCTEMBbI,
a Tawkke HesameanuTenbHO WHpopmupoBaTb 06
aTom PacyeTHbIn LeHTp n OnepaTopa nnaTexHon
CUCTEMBI;

- BO306OHOBUTbL OKasaHue onepaunoHHbIX ycnyr wu

yenyr MNnatexHoro KnvpuHra YyYacTHUKY nnaTtexHomn
cuctembl ¢ HenokpbiTon MnatexHon KnupuHrosomn
nosuuven un OnepaTtopy MMaTeXHOW CUCTEMbl B
OTHOLLEHMM TaKoro Y4acTHUKa nnaTexHon cucTembl
CO [AHs nonyyeHusa oT PacyetHoro ueHTpa
yBedomMneHus unu nonyydeHuss ot  Onepatopa
nnaTexHon cucTembl WHcopmaLmu o]
BO30OHOBMNEHUN NPeAoCTaBneHUs yCcnyr AaHHOMY
Y4yacTHMKy nNnaTexHoW CucTembl; MNpu  3TOM
Heo6XxoanMOo HesameanuTenbHO
npovHdopMmnpoBatb 06 3TOM PacyeTHbIN LEHTP U
OnepaTopa nNnaTeXHoW CUCTEMBI (32 UCKITKYEHNEM
crnyyaeB, eCcnuM YyyacTue Takoro Y4yacTHuKa B
nnaTexHon cucteme ObiNo npekpaiieHo, nubo B
cnyyae HanpasneHus OnepaTtopoM nnaTexHoOn
cuctembl  OnepauuoHHomy — un  [natexHomy
KnupurHroBomy LEHTPY YBELOMIEHMS B OTHOLLEHUN
Takoro YyacTHuka nnaTexHowm CUCTEMBI,
Kacalollerocs npekpaweHis npuemMa 3anpocoB
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indicating the reasons for termination and/or
suspension and/or termination and/or suspension of
Authorization request processing and/or termination
and/or suspension of Payment Clearing Services for
funds transfers made by the specified Payment
System Participant indicating the reasons for
termination and/or suspension

- Stop accepting, without any additional instruction of
the Payment System Operator, any Authorization
Requests with respect to transfers carried out by the
Payment System Participant, whose banking license
has been withdrawn by the Central Bank of the
Russian Federation

- Atthe Payment System Operator's request, suspend
(terminate) acceptance of Authorization Requests
and/or Payment Clearing in respect of fund transfers
with the use of a Payment card issued with a
particular PAN, fund transfers with the use of
Payment card issued with a particular BIN or BINs
and/or fund transfers made with a particular
Payment System Participant-Acquirer BIN or BINs,
or fund transfers made as the Payment System
Participant-lssuer or Payment System Participant-
Acquirer .

The Settlement Center must:

- Act as a Central payment clearing counterparty
within the payment system

- Use UFEBM Book formats to exchange information
with the Operational Center and Payment Clearing
Center

- Accept from the Payment Clearing Center, the Net
position register composed for each Payment
Clearing period, as defined in the NSPK OPCC
Rules

- When accepting a Net position register for execution,
perform the control procedures with respect to Net
positions register stipulated by the UFEBM Book;

- Draw up collection orders or payment orders based
on Net position registers accepted for execution;

ABTOpU3auumn u (Mnn) ocyliectesnerHus NnatexHoro
KnupuHra no nepesogam ¢ Mcnonb3oBaHUEM NOObIX
NnaTexHbIX KapT, BbIMYLLEHHbLIX N0 onpeaeneHHbIM
HOMepOM unm HoMepamu BaHkoBckoro
MoeHtudgpmkaumonHoro Homepa (BUWHa), n (unn)
nepeeBoJaM, OCYLLIECTBMSEMbIM C OMpeaereHHbIM
HoMepoM wnu  Homepamu BWH  YyacTHuka
nnaTexHom cucTembl- OkBalpepa, C yKa3aHuem
MPUYMH Takoro MpUOCTaHOBNEHUS (MpekpalleHus),
nnbo npuocTtaHoBneHue (NpekpaleHue) npuema
3anpocos AsTOpMsaumm n (MnM) OCYLLECTBMEHUS
MnaTexHoro KnupuHra no nepesofam,
ocyLLecTBNseMbIM B KadyectBe  Y4yacTHuka
NNaTexHom CUCTEMbI-OMUTEHTA UNU  Y4YacTHMKa
NnaTexHom cucTeMbl-OkBanpepa onpeaeneHHbIM
Y4acTHMKOM MnaTeXHOW CUCTEMblI C YKaszaHWeMm
MPWYMH TaKOro NPUOCTAHOBIEHMS (NPeKpaLLeHns);
6e3 gononHMTEeNbHbLIX YBegomneHun ot OnepaTtopa
NNaTexHom CUCTEMbI NMPEKPaTUTbL NPMEM 3anpoCcoB
ABTOpU3auuM Mo NepeBodaM [EHEXHbIX CpeacTs
ans Y4yacTHUKOB NnaTeXHol cucteMbl , GaHkoBCKast
NVLEH3nsA KOTOopbIX Obina oTo3BaHa LleHTpanbHbiM
BaHkom Poccuiickon depepaumu;

no 3anpocy OnepaTtopa nnaTeXHOW CUCTEMBI,
NpUOCTaHOBUTb (NpekpaTnTb) npvem
ABTOPU3aLMOHHBIX 3anpocoB W/UNn CcooBbLLEHNI
MnaTtexHoro KnupuHra no nepeBofjam AEHEXHbIX
cpencTB ¢ naTexHbIMM KapTamu, BbIMYLLEHHbIX C
onpegeneHHbIMn Homepamn cyeToB (PAN), nnbo ¢
ucnonb3oBaHue MnaTexHblX KapT, BbIMYLEHHbIX B
paMkax OHOrO WM Heckonbkux BaHkoBCKUx
MpaeHTudmkaumorHHsix Homepos (BVMHos), nu6o
nepesodbl no onpegeneHHomy baHkoBckoMy
MpoeHtudmkaumonHomy  Homepy/oB  (BUHy/oB)
YyacTHMKa nnaTexxHol cucTeMbl-OkBanepa, nubo
NpoYMx NEPEBOAOB AEHEXHbIX CPEACTB Y4YacTHMKA
NNaTexHom CUCTEMbI-OMUTEHTA UNKU  Y4YacTHWKa
nnaTexHol cucTembl-OkBanepa;

PacuyeTHbIi LIeHTP AOIKEH:

BbICTyNnaTb B kadecTBe LleHTpanbHOro nnaTtexHoro
KMUPUHIOBOrO KOHTpareHTa B paMKax MraTexHon
CUCTEMBI;

ucnonb3oBatb dopmaTel Anbboma YO®IEC npu
obmeHe nHdopmaumer ¢ OnepaunoHHBIM LIEHTPOM
1 MNnaTtexHbM KNnMpuHroBbIM LIEHTPOM;

npuHUMaTb PeecTp HETTO-NO3NUUIA, COCTaBMEHHbIN
3a Kaxabin KnupuHroebl nepuogd, ot lNnaTtexHoro
KnupuHroBoro  uUeHTpa B COOTBETCTBUMU C
TpebosaHusimu Mpasun OKL, HCIK;

BbINOMHATL Npoueaypbl kKOHTpons PeecTpa HeTTo-
nosvuMn npu npueme PeecTpa HeTTO-NO3NUMA K
MCMOJTHEHUIO B cOOTBETCTBUMU ¢ AnbbomoM YOIBC;

COCTaBIATb nnaTtexHble nopy4yeHud mnm
MHKaccoBble Nopy4YeHunAa Ha OCHOBaHUU NMPUHATBIX K
MUCNOJTHEHUIO PeeCTpOB HETTO-NO3ULMIA;
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- Upon the Payment System Operator's request,
provide the Payment System Operator with
information relating to net position registers
accepted for execution and collection orders or
payment orders drawn up on the basis thereof; the
Payment System  Operator performs its
compensation obligation and for the purposes of
implementation of the Payment System Operator's
creditor rights the Payment System Participant with
respect to the compensation obligation

- Manage risks relating to the provision of Settlement
services, including interaction with the Operational
Center and Payment Clearing Center

- Ensure continuity of the provision of Settlement
services and information security pursuant to the
requirements of the laws of the Russian Federation,
including regulations of the Central Bank of the
Russian Federation.

Payment System Operator may, if it so elects, further
specify the terms of Operational Services, Payment
Clearing services, or Settlement services through
Operational services agreements, Payment Clearing
services agreements, Settlement agreements, or other
agreements as agreed with the Payment Infrastructure
Servicers.

The Operational Center and Payment Clearing Center
must manage all risks within the payment system,
relating to the provision of Operational and Payment
Clearing services.

The Operational Center and Payment Clearing Center
are directly responsible and liable to Payment System
Participants, for any disruptions or other failures relating
to the Operational and Payment Clearing services.

The Settlement Center must manage all risks within the
payment system, relating to the provision of Settlement
services. The Settlement Center is directly responsible
and liable to Payment System Participants for:

- Any disruptions or other failures relating to the
provision of Settlement services

- Failure to perform timely Settlement within the
American Express Payment system.

3.2. Banking Secrecy Provision

The Operations Centre, the Payment Clearing Centre,
the Central Payment Clearing Counterparty and the
Settlement Centre may not disclose data on transactions
and accounts of the Payment System Participants and
their clients, obtained through rendering of operational,
clearing and settlement services to the Payment System
Participants, except data transfer within the American
Express Payment System and instances provided for by
the federal laws.

- obecneuunBaTtb

- nwbble cbon B

- no 3anpocy OnepaTopa nNnaTexHoOW CUCTEMbI

npegocTaBnsATe  MHOPMaLMI0O O MPUHATBLIX K
NCMONHEHUIO peectpax  HeTTO-MO3ULMiA "
COCTaBMEHHbIX Ha OCHOBaHWN TaKMX PeecTpoB
NraTeXHbIX MOPYYEHWIA UMM MHKACCOBbIX MOPYYEHUI
(Ha ocHOBaHWK Taknx AaHHbIX OnepaTop NnaTexHown
CUCTEMbI BbINOMHAET obssaTenscTBa no
BO3MELLEHNIO [EHEXHbIX CPeAcTB M WUCNOMHSAeT
npaBo Kpeautopa B OTHOLEHUWM Y4acTHUKa
NMaTeXHOM CUCTEMBI O TaKOMY BO3MELLLEHMIO);

- OCyLLeCTBNATL ynpaBleHne puckamum, cBA3aHHbIMAU

C NpefocTaBfieHWEM pacyeTHbIX YCMyr, BKIovas
B3ammogenctene ¢ OnepaumoHHbIM LIEHTPOM U
MnatexHbiM KNUprMHroBbIM LEHTPOM;

6ecnepebonHOCTb oKkasaHus
pac4eTHbIX ycnyr " VMHOOPMaLVOHHYHO
0Oe3onacHOCTb B COOTBETCTBMM TpeboBaHUSAMMU
3akoHogaTenbcTBa Poccuiickon degepauun, B TOM

yucne HopMaTuMBHbIMKW  akTamu  LleHTpanbHoro
BaHka Poccuiickon ®epepaumm.
[ononHuTenbHble ycrosusi npegocTaBneHus

onepaumoHHbIX yenyr, MnaTtexHbix KnupuHrosbix ycnyr,
a TaKkke pacyeTHbIX ycnyr MoryT ObiTb onpefeneHbl
OnepaTopoM NNaTexHon CUCTEMbI B COOTBETCTBYOLLIMX
[oroBopax Ha npefocTaBfieHne OnepauMOHHbIX YCHyr,
ycnyr MNMnatexHoro KnupuHra, pac4eTHbIX YCryr, a Takke
nobbix  ApyrMx [oroBopax MO  COrnacoBaHWio C
OnepaTopamu ycnyr nnaTexHon MHppacTpyKkTypbl.

OnepaunoHHbIi LeHTp 1 [MnaTtexHsin KnupuHrosbin
LEHTP OCYLUECTBMSAIOT YyMpaBlieHMe BCEMU pUCKaMMU,
CBSI3aHHbIMY C NPEAOCTABEHNEM ONEPALMOHHbIN yCnyr
n ycnyr NnatexHoro KnupuHra B pamkax nnaTeXHOn
CUCTEMBI.

OnepaunoHHbIi LeHTp 1 [MnaTtexHbin KnupuHroskin
LEHTP HeCcyT OTBETCTBEHHOCTb Meped YyacTHUKamu
nnatexHom  cuctembl 3a  nwbble  cbon B
npegocTaBneHn WM 3a  He  NpefocTaBleHne
onepaumoHHbIX ycnyr u yenyr MNnatexHoro KnupuHra.
PacueTHbIi LIEHTP OCyLLeCcTBNsieT ynpaBrneHne BCEMWU
pycKamu, CBA3aHHbLIMW C NpefoCTaBNeHNEM pacHeTHbIX
ycnyr. PacyeTHbIn LEHTP HECET OTBETCTBEHHOCTL Nepes
Y4yacTHMKaMy NnaTexHowm CUcTeMbl 3a:

npegocraBneHnn wn  3a
npenocTtaBfieHne pacyYeTHbIX YCIyr;

He-

- cBOeBpeMeHHOe npoesegeHune pacyeToB B paMKax

MnatexHon cuctembl AMEPUKIH DKCnpecc.

3.2. CobnrogeHne 6aHKOBCKOM TalHbI

OnepaumoHHbIi  LUeHTp, [naTexHbli  KNUPUHIOBLIN
ueHTp, LeHTpanbHbIn nNnaTexHblh  KINUPUHIOBLIN
KOHTpareHT © PacyeTHbIi UEHTP He  [OSXKHbI

packpbiBaTb WHGOpMauuio o6 onepaumsx K cveTax
Y4YacTHMKOB NNaTeXHOM CUCTEMbl W WX KIINEHTOB,
MOMyYeHHy0 B pesynbTaTe OKasaHWs OnepauOHHbIX,
KMUPUHIOBBLIX WMAWM  pacyeTHbIX YCnyr Y4yacTHuKam
nnaTexHown CUCTEMbI, KPOME CryYaeB nepeaaydm AaHHbIX
BHYTpY lNnaTexHon cuctemsl AMEPUKIH DKCnpecc unu,
Korga nHoe npegycmoTtpeHo deaeparnbHbIMU 3aKOHaMK.
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3.3. Maintenance of the List of

Infrastructure Service Operators

Payment

The Payment System Operator shall maintain the list of
Payment Infrastructure Service Operators engaged by it.
The list is maintained in writing and held on the premises
of the Payment System Operator.

Any addition or deletion of a Payment Infrastructure
Service Operator should be reflected in the list within one
month after such change. Payment System Operator
must submit the updated List of Payment Infrastructure
Service Operators not later than 10 days after respective
changes.

3.3. BepmeHue nepeyHa OnepaTtopoB ycnyr
nnaTéxHom MH(pPacTPyKTypbl
OnepaTop nNNaTexHoW CUCTeMbl [OIDKEH BECTU

nepeyeHb NpuBrieYeHHbIX WM OnepaTopoB  ycnyr
NMaTéxHoh MHMPACTPYKTYpbl. ATOT CMMCOK BEAETCS B
NUCbMEHHOM BuAe W XpaHuTcs y OnepaTtopa nnaTexHom
CUCTEMbI.

JTtoboe BHeceHMe B CNUCOK HOBOMO UMW UCKMOYEHNE 13
cnvcka Onepartopa ycrnyr nnaTéxHon NHPPaCcTPYKTypbI
Npon3BOANTCS B TEYEHNE OOHOro Mecsia nocrie Takoro
nameHeHust. OnepaTop nnaTeXHoOM cuctembl 00s3aH
npeactaenaTe B baHk Poccun mameHeHust nepevHs
onepaTopoB YCNyr MNNaTeXHON WHMPaCTPyKTypbl He
nosaHee 10 gHeN CO AHA BHECEHUSA COOTBETCTBYHOLLMX
N3MEHEHUNA.
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Chapter 4 - Funds Transfer Procedure and
Transaction Processing

4.1. Procedure for interaction among the Payment
System Operator, Payment System, Participants and
Payment Infrastructure Service Operators. General
Process

American Express Cards allow Cardholders to make
payments or purchases without using cash, to withdraw
cash at Automated Teller Machines (ATMs) and in bank
branches, to make payments in ATMs and to send funds
to the Card or account of another person, perform other
payment operations, such as telecom (mobile, phone,
internet and hosting, long-distance and international
telecom).

A typical purchase transaction involves the following
parties: Cardholder, Merchant, Issuer and Acquirer. In a
typical purchase transaction, a Cardholder purchases
goods or services from a merchant using a card or other
payment device.

The following steps detail how the online authorization
process works for a single transaction processed by a
POS device in which an authorization response is
needed prior to completing the transaction.

A cardmember presents an American Express card or
payment card number to merchant.

The card information is captured by swiping the Card in
the POS device, manually keying the information into the
device, inserting a Chip-Card into a Chip-Enabled
Device, or tap-ping/waving an Express pay enabled Chip
Card or Mobile Proximity Payment Device over an
Express pay enabled device.

The POS device relays the transaction data (including
the card number, purchase amount, and other
information which the Participant Issuer is able to check
and so determine that the person performing the
transaction is an eligible Cardholder) to the Payment
System Acquirer.

The Payment System Acquirer's system formats and
transmits this data to the American Express Operational
Centre as an Authorization Request message.

When the American Express Operational Centre
receives this request, it identifies the Issuer by
comparing the Card prefix with AEPS BIN-tables and
forwards the request to the Issuer's host system for
Authorization.(no longer applicable)

The Issuer's Authorization system reviews the
transaction and Cardmember Information and provides
an authorisation response.

Maea 4 - [lepeBog [OeHEXHbIX cpencTs U
nopsaaok o6paboTkmn TpaH3aKUMn

4.1. NMopspok B3aumogencTemua mexay Onepatopom
NNaTéXHom cUcTemMbl, Y4YacTHUKaMM nNraTEéxXHon
cuctembl u OnepatopamMu ycrnyr nnaTéxHowm
MHdpacTpykTypbl. O6LMe NoNoXeHUs

KapTbl AMepurkaH Qkcnpecc No3BOoNST UX AepXaTensm
OCYLLEeCTBNATb nnaTexm unu MOKYMKN 6e3
MCNONb30BaHUSA HamnWyHbIX AEHEXHbIX CpeacTs wnm
CHUMaTb Hann4Hble AEeHEeXHble cpeacTBa B baHkomaTte
unu otaeneHusx 6aHka, oCyLLecTBNATE NNaTexu Yyepes
6aHkomaT, OCyLLEeCTBNSATb NEPEBOA OEHEXHbLIX CPeACTB
Ha gpyryto KapTy unu cyeTt apyroro nvua, ocyLecTBnsaThb
Opyrve nnaTexHble onepauuv nocpeacTBoM Tenekom /
MOBMMbLHOrO TenedoHa 1 MHTEPHET-OaHKMHra.

B Tynu4yHol onepaumm NOKynku y4acTBYIOT criegytoLme
CTOpPOHbI: AepxaTtenb KapTbl, ToproBo-cepBUCHOE
npeanpuatve, AMuTeHT w  JkeBanep. B TununyHom
onepaumu NoKynku gepxatens KapTel nokynaeT ToBapbl
n ycnyrn, ucnonb3ys KapTy unu pgpyroe nnartexHoe
cpencTBo.

Crepyowe wary  getanbHO — OMMCHIBAKOT — Kak
OCYLLECTBISIETCA  aBTOPU3ALMOHHBIA  Mpouecc Ans
TpaH3akuun, ocyllecteneHHon nocpeactesom [10C-

TepMuHana, Ans KOTOPOW aBTOPM3aLMOHHbIN OTBET
obsi3aTeneH ANs 3aBepLUeHNs TPaH3aKumm.

Hepxatens Kaptel npegbssnsetr Kapty AMepukaH
Okcnpecc nubo Homep KapTbl TOproBo-cepBUCHOMY
nNpeanpusATuio.

WHpopmauma ¢ KapTel  cuyuTbiBaeTcs MnocC-
TepMuHanoM, nmbo BHOCUTCS BPYYHYH B MraTeXHoe
yCTPONCTBO, KapTa co BCTPOEHHBLIM YMNOM BCTaBNseTCs
B  YCTPOWUCTBO AN CYMTBIBAHUS  yuma  umu
npuknagbiBaeTcs K YCTPOWCTBY ANsi GECKOHTaKTHOro
CUUTbIBAHMSA KapT.

MOC-TepMuHan nepefaeT uHbopmaunio ¢ KapThbl
Y4yacTHUKY nnaTexHoOW CucTeMbl-aKBanepy (BKknovasi
Homep KapTbl, CyMMy MOKyMKu 1 ApYryto MHdopmaumio,
KOTOPYt0 YYacCTHUK MAaTeXHOW CUCTEMbI-BMUTEHT B
COCTOSIHUM MPOBEPUTL M TakuM obpasoM onpenenuts,
YTO MMLO, OCYLLECTBMAOLWEEe TpaH3aKUMIO SBMASEeTCH
npaBoMepHbIM AepxaTtenem Kaptbl).

WMHpopmaunoHHaa cuctema YyacTHuka nnaTexXHon
cucTeMbl-akBariepa popmaTtupyeT n nepegaeT gaHHble
B OnepaumoHHbIV LIeHTP B Ka4eCTBe aBTOPU3aLMOHHOIO
3anpoca.

Kak Tonmbko OnepauuoHHbIN  LEHTp  nosyyaeT
ABTOPU3aLIMOHHBIN 3anpoc, npoucxoguT
uoeHTMuKkauna  OMUTeHTa  NyTeM  CpaBHEHUS

npedukca KapTbl ¢ Tabnuuen [aHHbIX Y4YaCTHUKOB
MnatexHon  cuctembl  AmepukaH  Jkcnpecc W
HanpaBnseT 3anpoc Y4YaCTHUKY NNaTeXHOW CUCTEMb-
AMUTEHTY Ha ABTOpM3aLMIO.

ABTOpM3aLUUMOHHAa cuctemMa JOMUTEHTa aHanusupyet
TpaH3aKUUOHHbIE AaHHbIe U MHOPMaLUIO O AepXaTene
KapTel 1 npepocTaBnsieT MONOXWTENbHBIA OTBET Ha
ABTOpPM3aLMIO NN OTKa3 B HEN.
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The American Express Operational Centre forwards the
response to the Acquirer. The Payment System
Acquirer’s system relays the appropriate action code to
the merchant’s POS device.

If the Issuer is unable to respond, the American Express
Operational Centre will respond in accordance with
default parameters specified by that Issuer.

Once the Cardmember goes ahead with the transaction,
the merchant confirms the transaction and records the
authorisation code returned. The Cardmember is
provided with their purchased goods or service. The
merchant batches their American Express card
transactions, once per day, and submits the transaction
file to their Payment System Acquirer.

Transaction

OnepaumoHHbIA LIeHTp nepecbinaeT OTBET YYacTHUKY
nnaTexHon cucTembl-akBanepy. WHdopmaunoHHas
cucTema JkBanepa nepefaeT COOTBETCTBYHIOLLMIN KOA Ha
[MOC-TepMurHan ToproBo-cepBUCHOIO NPeAnpUATUS.

Ecnn  YyacTHuk  nnatexHoun
HepocTyneH, OnepauuoHHbIN UEHTP OTBETUT Ha
aBTOPM3aUMOHHbIA  3anNpoC  OT MMeHW YyacTHuKa
NNaTexHon CUCTEMbl -3MUTEHTA B COOTBETCTBUU
napaMmeTpamu, YCTaHOBMEHHBbIMW MO YMOJSYAHWUIO MO
pacnopsbkeHno  YyacTHUKA NnaTeXHoM CUCTeMbl -
AMUTEHTA.

Kak Tonbko TpaH3akumsi yCnewHo npoBeaeHa, TOproBo-
CepBUCHOE MpeanpusTe nonyyaeTt NOATBEPXKAEHUE OT
YyacTHuka nnaTexHomn cucTeMbl-aKkBanepa 7
NOMNOXUTENbHbLIN aBTOPU3aLOHHbIA  KOA, AepXaTterb
KapTbl nony4aet ToBap unv ycnyru. ToproBo-cepBucHoe
npeanpuaTue cobupaet BCE TpaH3aKuuu,
ocyulectBneHHble no Kaptam AmepukaH Jkcnpecc,
OAVH pa3 B AeHb, 1 nepefaet dann ¢ TpaH3aKuMsamMu
YyacTHUKY NnaTexHon CUCTEMbI-IKBaMEpYy.

CUCTEMbI-OMUTEHT

Batch File/
TpaH3aKkyMOHHbIN
dann

Payment System

American Express

Payment System Payment System

Participant
Acquirer/
YyacTHuk QkBanep

File Validation
and Acceptance/

L

Operational Centre/
OnepauuoHHbIN LEeHTP
AMepunkaH Jkcnpecc

Participant
Issuer/
Y4YacTHUK-OMUTEHT

C MpoBepka u NpuHATNE
| @ danna
Transaction
Batch File/
TpaH3aKkUNOHHBbIN
dann
Merchant ™ Goods or Services/
or ATM/ M) ToBapel v ycnyru > Cardmember/
Toprosas Touka unm [OepxxaTtenb kapThbl
ATM
\
\

The Payment System Acquirer will collate American
Express cardmember transactions submitted by their
merchants and submit a file to the Operational Centre
(usually on a daily basis).

The Operational Centre validates the incoming files and
acknowledges receipt to the Payment System Participant
as accepted, partially accepted or rejected. For both
partially accepted and rejected files, explanations will be
provided for the cause of the issues.

YyacTHMK MnaTexHOM CUCTeMbl-aKkBarep cobupaet
OaHHble 0 TpaH3akumsx no Kaptam, COBEPLUEHHbLIX B
o6cnyxmBaembix um TOProBO-CEPBUCHbBIX
NPeanpuaATUNAX, U HanpaensetT ux B Buae davina B
OnepaunoHHbIN LEHTP Ha eXeLHEeBHON OCHOBE.

OnepaunoHHbIf LLEHTP NPOBEpSIET BXoasLme dannbl
M noaTBepXOaeT  MX  MOMy4YeHue, YacTUyHoe
noflyyeHMe wunu oTkas B MOMyYEHUU Y4YacCTHUKY
nnaTexHon cuctemsl. B cnyyae 4acT4HOro NpuHATUA
unn oTkasa B nonyyeHuu cpannos, Gyayt
npefocTaBneHbl COOTBETCTBYHOLLME NOACHEHNS.
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Validated transaction files from American Express
participants are collated and sorted into transaction and
reconciliation files for each Participant bank. The
transaction and reconciliation files are then sent to each
Payment System participant. In addition, transactions in
these collated and sorted files are used to calculate the
net clearing position for each Payment System
participant. The Payment Clearing Centre also sends the
report of the net clearing position to each Payment
System Participant.

MoaTBepxaeHHble hannbl, cogepXkawue [aHHble O
TpaH3akuusax, nonyyeHHble OT Y4aCcTHUKOB AMepUKIH
Okcnpecc, cobuparTcs U COPTUPYHTCS MO KaXaomy
Y4yacTHUKYy nNNaTtexHom CUCTEMbI-AMUTEHTY. 3aTem
Gannbl, cogepXxawme OaHHble O  TpaH3aKuusXx,
OTNpaBnAlT YyacTHUMKaAM nnaTtexHon cuctembl. Ha
OCHOBe TpaH3aKuui, yKa3aHHbIX B Takunx
OTCOPTUPOBAHHbIX dannax, paccuMTbIBalOTCA
nnaTtexHble KIWPUHIOBbIE MO3WMUMN  ANSl  KaXXOAOoro
Y4yacTHuKa nnaTexHon cuctembl. KnmpuHrosbin oTyeT

NNaTexHon CUCTEeMbl, codepXaliMh  nraTexHble
KIUPUHIoBble nosvumm, Takke oTnpasnseTcs
[MnaTtexHbim KITMPUHIOBbLIM LeHTpoM KaXkgomy
Y4YacTHUKY NnaTexxHon CUCTEMBI.
Acquiring American Express
Participant/ Payment Clearing Centre/ > Issuing Participant/
Y4yacTHuK OnepaunoHHBIN LEHTP YYacCTHUK-OMUTEHT
OkBaviep AmepukaH Jkcnpecc
Payment System Payment System
\ Report/ Report/
[ ExepnHeBHbIN OTueT ExepHeBHbIN OTyeT
O AeATeNlIbHOCTU O AeATeNnbHOCTU
Statements/ Statements/
Bbinucku Bbinucku
Merchant
or ATM/ Cardmember/
Toproeas Touka Oepxarenb
v ATM KapTbl
\
\
In accordance with the net clearing position, the Ha OCHOBaHUn BbICTaBEHHbIX nnaTexHbIX

Settlement Centre will as appropriate:

e Credit those Payment System Participants to
whom funds are owed in line with the pre-set
arrangements;

e Debit those Payment System Participants
from which funds are due in line with their pre-
set arrangements.

As previously, defined, Payment System Participants
will be required to open a Bank Account with the
Settlement Centre. All settlement actions referred to
below are within the American Express Payment
System and between Payment System Participants.

KITMPUHIOBbIX MO3MLMIA, PacyeTHbIN LIEHTP:

e KpegutyeT Tex VY4yacCTHWKOB MMaTeXHOW
CMUCTEMbI,  KOTOpbIM  Mogfexar  ynnaTe
AeHexHble cpeacTBa;

e [lebGeTyeT Tex YYaCTHUKOB MNATEXHOM
CUCTEMbI, KOTOpble [AOSKHbI  BbINNATUTL

OeHeXHble cpeacTea.

Kak ykasaHO Bbllwe, Y4YacCTHUKM NNaTeXHOW CUCTEMbI
06sa3aHbl  OTKpbITb PacyeTHbin CyeT B PacueTHOM
LeHTpe. Moo  pacyetamu,  yNOMSHYTBIMA WU
perynvpyembiMu B HacToswwmx NpaBunax, noHumaroTcs
pacdeTbl B pamkax [lnatexHon cuctemon AMEpPUK3H
Skcnpecc Mexay YyacTHMKaMu NnaTexXHoOW CUCTEMbI.
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4.2. Procedure for Payment Clearing and Settlement
within the American Express Payment System

Procedure for defining Payment System Participant
Obligations

The Payment Clearing Centre and the Central
Payment Clearing Counterparty clear Payment
Instructions submitted by the Payment System
Participants for payment clearing within the American
Express Payment System. The Payment Clearing
Center also determines the sufficiency of funds to
execute payment instructions prepared in relation to the

Payment Clearing Positions in the following manner.

The Payment Clearing Center determines the
Payment Clearing Position and sends it to the
Settlement Center as provided below.

Each Participant is required to have sufficient funds on
its Settlement Account to meet its Settlement
Obligation. The Payment Clearing Center assumes that
each Direct Participant is in compliance with this
requirement. If funds held by a Participant on its
Settlement Account are not sufficient to meet its
Settlement Obligation, then the Settlement Center
informs the Payment Clearing Center and the Payment
System Operator thereof as provided for by agreements
entered into between them.

Each sending Participant (i.e. Participant sending
Clearing Files) creates and sends to the Payment
Clearing Center Clearing Files recording its
Transactions via the Operations Center.

The Payment Clearing Center verifies that the inbound
Clearing Files conform to established requirements,
validates them and sorts the files for sending
Transactions to each receiving Participant.

The Payment Clearing Center informs each Participant
that sends a Clearing File whether its inbound files have
been approved or rejected. This information is being
sent via the Operations Center.

The Payment Clearing Center merges all Transactions
addressed to a receiving Participant; generates and
sends outbound files (comprising such Transactions)
via the Operations Center to the relevant receiving
Participant..

The Payment Clearing Center calculates the Payment
Clearing Position on net basis.

4.2. TMopspok  ocCyllecTBMEHUA  MIATEXHOro
KNUpUHra u pacyéta B pamkax lNnatéxHon cucrembl
AmMepuK3H Jkcnpecc

Mopspok onpeneneHus 06s13aTenbCTB Y4yacTHUKA
NJIaTeXXHOM CUCTEMbI

MnatexHbln  KIUPUHIOBbIN LUEeHTp U  LleHTpanbHbIn
NNaTeXHblA KMUPUHIOBLIA KOHTPAareHT npeacTaBnsiioT
ycnyrm nnaTexHoro KNnpuHra nnaTexHbIX
pacnopsbkeHUi, nepefaHHblX YYacTHUKaMM NAaTexHom
cucTembl  ONS  MMAATEXHOro KIvMpMHra B paMKax
MnaTexxHon cUcTeMbI AmMepuKaH Okcnpecc.
MnaTéxXHbIN KIMPUHIOBBIN LIEHTP Takke onpeaensieT
[OCTaTOYHOCTb [AEHEXHbIX CPEACTB ANSA WCMOJHEHUS

NNaTexHbIX  PacropsPKEHUN,  MOATOTOBMEHHbLIX B
OTHOWEHNN  [naTexHbIX  KNUPUHIOBBLIX  MO3MLUNA,
cnegyrowmm obpasom.

MnatéxHbld  KMUMPUHIOBBIA  LEHTP  onpedenser

MnaTexHyto KNMPUHIOBYIO MO3ULMIO U HaMpaBrisieT ee B
PacuyeTHbIN LEHTP, Kak 3TO NpeyCMOTPEHO HUXE.

Kaxabih  YyacTHUK OOMmMKeH WMeTb [OOCTaTOYHO
OEHEXHbIX CpeacTB Ha cBoem PacyeTHOM cuyeTe Anst
ucnonHeHuss ceoero PacuyeTHoro obGsi3aTenscTBa.
[MNaTéxXHbIN KNUPUHIOBLIA LLEHTP MCXOAUT U3 TOrO, YTO
Kaxabli Y4acTHVK BbINOMHAET AaHHoe TpeboBaHue.
Ecnu y YyacTHuKa He[oCcTaTo4HO OEHEXHbIX CPEACTB
Ha ero PacyeTHOM cyeTe Ans ucnonHeHus PacyéTHoro
o6na3atenbCcTBa, PacyeTHbIi LeHTp MHdopMupyeT 06
aToM [MNaTéxHblA KNUPUHroBbIN LeHTp M OnepaTtopa
NNaTexHon cuUcTeMbl B Mnopsake, nNpegyCMOTPEeHHOM
cornalieHnaMN, 3aKNiYEeHHbIMU MEXAY HUMMU.

Kaxgbin oTnpaBnsiowmin YyacTHUK (T.e. Y4YaCTHUK,
Hanpaenswowmuin  KnupuHroeble daiinbl) CO34aéT u
oTnpaenseT KnvpuHrosble davinbl ¢ 3anncbid CBOMX
onepauui MNnNaTéxHOMy KNMPWHIOBOMY LIEHTPY 4Yepes
OnepaumoHHBINA LIEHTP.

MnatéxHbin KNUPUHIOBBIN LeHTp nposepseT
noctynatowue KnnpuHroBble gainbl Ha COOTBETCTBUE
yCTaHOBMNEHHbIM  TpeboBaHWsM,  MpoBepsieT  MX
AOCTOBEPHOCTb U COPTUPYET (haiinbl C Lenbio OTNpaBKu
Onepaunii kaxgomy nomny4varooLemMy Y4YacTHUKY.

MnaTéXHbIN KMUPUHIOBBLIN LIEHTP COOOLUaeT Kaxoomy
YyacTHuky, Hanpasnsiowemy KnupuHroBble avinbl,
opobpeHbl Unu HeT ero noctynatowye danel. JaHHas
nHdopmaumna nepepgaetca  yepes  OnepaumoOHHbLIN
LeHTp.

MnaTéxXHbli KNMPUHIOBLIA LIEHTP 0ObeauHseT Bce
Onepauun, agpecoBaHHble OZHOMY MOfyyarowemy
YyacTHuKy; co3gaéT 1 oTnpaBnseT ncxogsiime dannso
(c Takmmn Onepaumnsamun) Yepes OnepaumnoHHbIN LEHTP
COOTBETCTBYIOLLEMY NOmyyatoLwemMy YUYacTHUKY.

MnaTéxHbll  KNUPUHIOBBLIA  LIEHTP  paccyuTbiBaeT
MnaTéxHyto KNMPUHrOBYIO NO3NLIMIO HA HETTO-OCHOBE.
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The Payment Clearing Position shall be calculated in
RUB. If a Transaction currency is other than RUB, the
Payment Clearing Center applies a relevant official rate
of exchange established by the Bank of Russia as of the
date of calculation of the Payment Clearing Position.

The Payment Clearing Center sends to the Settlement
Center payment instructions in the form of register of net
positions based on each Participant’s Payment Clearing
Position or, if the Settlement Center acts as a central
payment clearing counterparty, Participants’ Payment
Clearing Positions in the form of register of net
positions. These payment instructions or Payment
Clearing Positions are being sent via the Operations
Center.

The Payment Clearing Center informs t Participants on
their Payment Clearing Positions being sent for
execution to the Settlement Center. This information is
being sent via the Operations Center.

Payment System Participants should ensure availability
of sufficient funds in their Bank Accounts, opened at the
Settlement Centre, and are responsible for the
monitoring of the execution of the collection orders and
timely funds allocation in such accounts to meet the
obligations arising from the calculation of net positions.

The Payment Clearing Process:

Each sending Payment System Participant creates and
sends to the Payment Clearing Centre, via the
Operations Centre engaged by the Payment System
Operator, inbound files recording its transactions.

The Operations Centre verifies that the inbound files
conform to established formatting and content
requirements, validates them, and sorts the files
(outbound files) for sending transactions to each
receiving Payment System Participant.

The Operations Centre informs each sending Payment
System Participant whether its inbound files have been
validated or rejected by sending an Acknowledgment
file.

MnatexHas KNUMPMHroBasi NO3MLMSA paccunTbIBaETCs B
pybnsx. Ecnv Bantoton Onepaumu He sBnsieTcs py6rb,
MnatexHbin KNUPUHIOBBIN LeHTp npuMmeHsieT
ocuumanbHbIi Kypc 0bMeHa, ycTaHOBMNEHHbI BaHkom
Poccun Ha paty pacyeta  COOTBETCTBYHOLLEN
[naTexxHON KNUPUHIrOBOW NO3nuuu.

MNaTtéxHbli  KNUPUHIOBLIA  LIEeHTP OTNpaBnseTr B
PacyéTHbIN LEeHTp nnaTexHble pacrnopsikeHus B Buae
peecTpa HeTTO-No3uumMi, OCHOBaHHbIe Ha [MnaTéxHomn
KNMUPUHIOBON MO3ULMK KaXaoro YyacTHuka, unm (ecnu

PacueTHbIN LUEeHTPp BbICTynaeT B Ka4vyecTBe
LeHTpalribHOro nnaTexHoro KIMUPUHIoBoro
KOHTpaFeHTa) [naTexHble KAWPUHIOBbIE NO3ULUKU

YyacTHMKOB B BMAE peecTpa HeTTo-no3nuun. [aHHble

nnaTexHble pacnopsikeHus unm MnatexHble
KNMUPUHIOBblE no3numm nepegatoTcs yepes
OnepaunoHHbIN LIeHTP.

MNatéxHbld  KIMUMPUHIOBLIA  LEHTP  MHAOpMUPYeT

YyacTHMKOB 00 mnx MnaTéxHbIx KIMMUPUHIOBbIX MNO3NUUAX,
oTnpasndemMbIX Ha MUCMOJIHEHUE B Pac4yéTHbIn LIEeHTP.

OaHHas MHcpopmaLma nepegaetcs yepes
OnepaunoHHbIV LEeHTP.
YyacTHuKK nnaTeXxxHown cucTemsl OOIMKHbI

obecneymBaTb HanNM4une CPeacTB Ha CBOMX BaHKOBCKMX
CueTax, OTKpbITbIX B PacyeTHOM LUeHTpe, B
[OCTaTo4HOM obbeMe M HecyT OTBETCTBEHHOCTb 3a
MOHWTOPUHI  UCMOMHEHUA WMHKACCOBbIX MOPYYEHWHN,
npeabaBneHHblx baHkom k ux BaHkoBckum CuyeTtam,
OTKpbITbIM B PacyeTHOM uUeHTpe, un obecneuynBatb

OOCTaTOYHOCTb  OEHeXHbIX  cpeacts  And  ux
CBOEBPEMEHHOIO UCMOSTHEHUS.

MowaroBas npoueaypa KNUpUHra:

Kaxabli  oTnpaBnsawowmn - Y4acTHUK  NraTexHon

CUCTEMbI CO34aéT U OTnpaBnseT ainbl C 3anucbio
CBOMX TpaH3akumin yepes OnepaunoHHbIR LEHTp,
npuBneYeHHbIn OnepaTopoM NNaTexXHOW CUCTEMBI.

OnepaunoHHbIA  LEHTp npoBepsieT nocTynawoLine
ainbl Ha COOTBETCTBUE YCTaHOBMNEHHbLIM
TpeboBaHUsIM, NpoBepsieT WX AEUCTBUTENbHOCTb, U
copTupyeT pannbl C Lenbi OTMApPaBKM TpaH3aKuuin

KakgoMy  monyyatoweMmy  YYacTHUKY — niaTexHoM
CUCTEMBI.
OnepaumoHHBbIi LieHTp coobLiaeT Kaxkgomy

oTNpaBnsoLleMy YyacTHUKY NNaTeXHOW CUCTEMBI,
npuM3HaHbl UMW HeT ero nocTtynawwue dannbl
OencTBUTENBHBIMU nytem HanpasneHus
noareepxaatoLlero danna.
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The Operations Centre loads all transactions to the
clearing database. The Payment Clearing Centre
merges all transactions addressed to each Payment
System Participant within the clearing database. The
Payment Clearing Centre then extracts and calculates
net clearing position for each Payment System
Participant, as the result of transactions processing by
Payment System Participants credit cards in Payment
System Participants acquire merchants and Payment
System Participants ATM providers.

Payment Clearing
Clearing session.

is performed daily within one

Payment Clearing and Settlement is performed in
accordance with the terms of respective agreements
between NSPK OPCC and Payment System Operator
and NSPK OPCC Rules.

The Clearing cycle is regulated by the NSPK OPCC
Rules and NSPK OPCC Guidelines.

On each day that is a business day (the “Net position
register acceptance day”), the Payment Clearing Center
shall:

- Prior to the register acceptance time, perform the
control procedures in respect of the net position
register prior to sending the net position register to
the Settlement Center;

- Prior to the register acceptance time, compile Net
position register for each Clearing Period and send
it to the Settlement Center;

- At the register acceptance time, if the net position
register is being sent with a delay of more than 30
minutes, inform the Settlement Center and
Payment System Operator of the register delay and
specific the time of sending of the net position
register.

4.3. Applicable Methods of Settlement

In accordance with Regulation of the Bank of Russia
No. 383-P dated 19 June 2012 “On the Funds Transfer
Rules” the forms of clearing settlements within the
American Express Payment System are as follows:

e Settlements in the form of money transfer as
requested by the payee (direct debit);

e  Credit transfer.

- p‘o

OnepaunoHHbIe LEeHTP 3arpyxaeT BCe TpaH3akuun B
KNMPUHroByto 6asy. lMnaTeXHbIn KMMPUHIOBLIN LEHTP
o6beanHseT BCe TpaH3aKkuMn, agpecoBaHHble OJHOMY
nonyvarwoweMmy Y4YacTHUKY nnaTeXHOW CUCTEMbI, B
KnvpuHroson 6ase. 3atem [NnaTexHbIN KNVPUHIOBLIV
LeHTp  ocywectBnser obpaboTky  OaHHbIX W©
onpegdensieT MnaTexHble KIMPUHTOBblE MO3ULMW Ha
HEeTTO-OCHOBE, B pe3ynbTate 06paboTkn 3aBepLUEHHbIX
TPaH3akuMi No nnaTeXxHbIM KapTaMm YYaCTHUKOB
nnaTeXxxHown cucTemsl B TOProBO-CEPBUCHbIX
npeanpuATMAX YYacTHUKOB NNaTeXHOW CUCTEMbI -
3KBaMepoB U YYaCTHUKOB MMATEXHOW CUCTEMbI,
npefocTaBNAoWmMX ycnyrn no obenyxusanuio Kapt B
H6aHkomarax.

MnatexHbin KnupuHr nNpou3BOAMTCA €XeOHEeBHO B
pamkax eanHON KIMPUHIOBOW CECCUMN.

MnaTexHbI KNMpuHr 1 pacyeTbl B NAATEXHOM cucteme
NPOBOAATCSt B COOTBETCTBUMN C YCMOBUSIMA [OrOBOPOB
mexagy OflKL HCIK un OnepaTtopom nnaTexHown
cucTteMmbl u TpebosaHuamu Mpasun OMNKL, HCTIK.

MNpoBeageHne KnupuHroBoro umkna perynupyercs
Mpasunamn OMKL, HCMNK wn Pykosogctsom OrKL,
HCIK.

Kaxabin pabounii aeHb («[eHb npuema Peectpa HeTTO-
no3uumi) MnaTtexHbin KNnMprHroBbIn LEHTP AOJDKEH:

- A0 HacTynneHuna BpeMeHu npuemMa peecTpa,

BbINOMHUTL NPOLIEAYPbl KOHTPOMNS peecTpa HeTTo-
nosvumMii 40 HanpaefeHuss OaHHOro peectpa B
Pac4yeTHbIV LeHTp;

HaCTynneHusl BPEMEHU npuema peecTpa
COCTaBMATb PEECTP HEeTTO-MO3NUUA 3a Kaxabln
KITMPWHIOBLIN NMepuoa U HanpaBuUTb PEeCcTp HETTO-
nosnuumn B PacyeTHbIn LIEHTP;

- Nno HacTynieHnn BpeMeHun npnema peecrtpa HeTTo-

nosvuuii M B Crnyvyae 3afdepxKd HanpaBneHus
peecTpa HeTTo-no3uumnii 6onee yem Ha 30 MUHYT
MHdopmupoBaTb PacuyeTHbIi LeHTp n Onepatopa
NNaTtexHon CUCTEMbl O 3afepxKe peectpa W
BPEMEHW HanpaBleHns peectpa HeTTO-No3NLMNA.

4.3. NMpumeHnmMble PopMbl pacyeToB

B MMnaTtexHon cucteme AMEpUKIH  Jkcnpecc
npuMMeHsiloTCs  cnegyowme  ¢opmbl  6e3HanM4YHbIX
pacyeTtoB B  cooTBeTcTBUM €  [lonoxeHuem

LlentpansHoro Banka Poccuiickon ®egepauumn ot 19
moHs 2012 roga Ne 383-1 «O npaBunax
OCYLLECTBINEHUS NepeBoaa AeHEXHbIX CPEACTBY:
e Pacyetbl B dopme nepeBofa LEHEXHbIX
cpencTB no TpeboBaHMo NonyyaTens cpeacTs
(npsimoe pebeToBaHue);

L] PacueTbl nnartexHsiMu nopy4vyeHnamn.
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4.4. Payment System Participants’ Settlements
Procedure within the American Express Payment
System

Each Payment System Participant shall open and
maintain a Bank Account with the Settlement Centre.

On the register acceptance day, the Settlement Center
shall:

- At the register acceptance time, accept the net
position register and perform the control procedures

- At the register acceptance time, if a register delay
communication was received, send an extension
communication to the Payment Clearing Center and
Payment System Operator (via the Payment
Clearing Center), stating the duration of such
extension

- At the time of execution, if the control procedures in
respect of the net position register have yielded an
positive result, prepare and execute instructions as
payee or payer;

- Upon to the time of an extension notice, deliver
such notice to the Payment Clearing Center and
Payment System Operator (via the Payment
Clearing Center)

- Prior to the time of a non-execution notice, send
such notice to the Clearing Center and Payment
System Operator (via the Clearing Center);

- Prior to the time of a notice of an uncovered position
in the event of debiting of funds from the bank
account of the Payment System Participant
equivalent to the uncovered position , inform the
Payment Clearing Center and the Payment System
Operator (via the Payment Clearing Center)
accordingly, within 15 minutes of such debiting

- Within15 minutes upon the time of a notice of an
uncovered position, send such notice and cancel
the payment order of the Central Bank of Russian
Federation issued in accordance of this section.

Each Payment System Participant will be advised by
the Payment Clearing Centre of their net clearing
position and their activity for the previous 24 hours by
receipt of the Payment System Report.

Each Participant shall open a Settlement Account with
the Settlement Center. In case of any inconsistency
between the Russia Rules, and any agreement

4.4. OcyuwecTtBrneHue pacyeta B [lnaTtexHon
cucteme AMepukaH Jkcnpecc € YyacTHUKaMu
nnaTeXHon CUCTeMbl

Kaxablh Y4YaCcTHUK NnaTeXHOW CUCTEMbl OTKpbIBaeT
BaHkoBckuin CYét B Pac4€THOM LiEHTpe.

B oeHb nprvema peectpa PacyeTHbIN LEHTP OOIMKEH:

- MO HacTynneHuM BpPEMEHW npuema peecTpa
MPUHSATb PEECTP HEeTTO-NMOo3VUMIA U BbIMNOMHUTb
npoueaypbl KOHTPONS;

- MO HacTynneHuu BpeMeHu rnpuema peectpa (npu
nony4yeHun uHGOpMauuM O 3afepxke peecTpa
HETTO-NO3NUMIN)  HanpasuTb  MHpoOpmMaumio o
npoaneHun B lMnaTexHbln KNUpUHroBbIA LEHTP U
Onepartopy nnaTexHon cucTembl (uepes
MnatexHbln KNUpUMHroBLIN LEHTP) C yKasaHWeM
BPEMEHW NPOANEeHUs;

- MO HaCTyMMEHUN BPEMEHM WCMOMHEHUs npu
NONoXMTENbHOM pesynbTaTte Mpoueayp KOHTpons
peecTpa HETTO-MO3WLUMIA COCTaBUTb W BbIMOMHUTL
pacnopspkeHus B KadecTBe nonydvaTtens CpeacTs
WY B Ka4ecTBe nnaTenbLUmKa;

- MO HacCTynfneHuuM BpemeHu u3BelweHuss 06
MCMOSIHEHUWN HanpaBuTb ykasaHHOEe W3BelleHue B
MnaTtexHein KnupuHroeeln ueHTp u OnepaTtopy

NNaTtexHon  cuUcTembl (4epes MnaTexHbIn
KnvmpuHroBbIn LeHTP);

- [o HacTynneHus BPEMEHU HanpaBneHust
MHdOpMaLMM O  HEWUCMOSIHEHUU  HamnpaBUTb
yKasaHHyo WHopmaLmo B MnaTexHbIn

KnupuHroBbin ueHTp 1 Onepatopy nnaTexHom
cucTembl (Yepes MNnaTtexHbi KnMpuHroBbI LEHTP);

- [00 HacTynneHWss BpPEeMEeHW YBEeOOMIIEHMS O
HEMOKPLITOM  NO3uUMM  YyacTHUKa nnaTexHomn
CUCTEMBI B CIlyvae CNu1caHusl 3KBMBaneHTa CyMMbl
HEMOKPbLITOA MNO3nMuMM CO  cyeTa  Y4YyacTHuKa
nnaTexHon CUCTEMBI, MHOpMMpOBaTh
MnatexHbin KnupuHroebin LeHTp n Onepatopa
NNaTtexHon  CUCTEMbI (4epes MnaTexHbIn

KnupuHroebln UeHTP) B TeyeHne 15 MUHYT C
MOMEHTA TaKoro CNCaHUs OEHEXHbIX CPEACTB;

- B TeyeHne 15 MWMHYT MO HaACTyNneHUN BPEMEHMU
yBEOOMIEHNSI O HEMOKPbLITOM MO3NLMN HanpaBUTb
AaHHOe yBeJOMIIEHUE 1N aHHYNMPOBaTh MIaTexXHoe
nopyyenne LleHTpansHoro baHka Poccuinckon

degepauun, CoCTaBneHHoe B  COOTBETCTBUM
OaHHbIM pasaenom.
Kaxgblh  YyacTHMK nnaTeXxHom cuctembl Oyaet
npovHOPMNPOBaH 0  CBOMX obs3aTenbcTBax

MnatexHblM KNUPUHIOBbIM LieHTPOM B KnvpuHrosom
oT4eTe NNaTeXHoN CUCTEMbI, COAepX)aLLeM MNaTexHyo
KIVPUHIOBYID  NO3NUMIO  YYyaCcTHUKaA  NnaTexHowu
CUCTEMBI W KOHCONWAMPOBAHHYIO MHAOPMaLuMo O
OeATenbHOCTM 3a npeablaylime 24 yaca.

Kaxpgblh YyacTHMK OTKpbiBaeT PacyéTHbii CYET B
PacuétHom ueHTpe. B cnyyae ntobbix HECOOTBETCTBUIA
mexgy  Poccuiickumn  npaBunamum v nobbiv
cornaweHveM Mmexgy Y4acTHUKOM W PacyéTHbiM
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between a Participant and the Settlement Center, the
former shall Prevail.

The Settlement Center executes funds transfers in
accordance with the payment instructions provided by
the Payment Clearing Center in the form of register of
net positions or, if the Settlement Center acts as a
central payment clearing counterparty, in accordance
with the payment instructions that the Settlement
Center prepared based on the Payment Clearing
Positions provided by the Payment Clearing Center in
the form of register of net positions to appropriately
debit or credit a Participant’'s Settlement Account. After
these funds transfers are executed, the Settlement
Center sends confirmations to Direct Participants as
provided for by agreements they have entered into or
by the rules of the Settlement Center to which
Participants adhered.

In case the functions of the Settlement Center are
performed by the Bank of Russia, on the day following
the day of receipt of the register of net positions, if the
Participant has Uncovered Payment Clearing Position,
the Settlement Center shall prepare and submit cash
letter to the Participant’s Settlement Account in the
amount of such position and Penalty.

Direct Participants must monitor fulfilment of any
payment instructions and cash letters of the Settlement

Mutual claims and obligations that result in net
settlements in the American Express Payment System
will be between the Payment System Participants and
American Express only.

The Funds Transfer Process is as follows:

On delivery of payment instructions the Settlement
Centre validates that payment instructions are in
accordance with Regulation of the Bank of Russia No.
383-P dated 19 June 2012 “On the Funds Transfer
Rules” and that all required information is present.

LEHTPOM NPEUMYLLECTBEHHYIO CUMY UMEIOT MONOXEHUS
Poccunckux npasun.

PacuyéTtHbin ~ LeHTp  ocyllecTBnsieT  nepesobl
AEHEeXHbIX CpeAcTB B COOTBETCTBMM C MNATEXHLIMU
pacnopsikeHusimu, npegoctaBnseMbiMu  [naTexHbim
KNMUPWHIOBbIM LEHTPOM B BuAEe peecTpa HeTTo-
nosnumn, unn (ecnn PacyeTHbIN LEHTP BbICTYNaeT B
KayecTBe LEHTPanbHOro nraTexHoro KIMpUHroBOro
KOHTpareHTa) B COOTBETCTBUM C  MNNATEXHbIMU

pacrnopsikeHUsIMW,  MOArOTOBMEHHbIMU  PacyeTHbIM
LEeHTPOM Ha ocHoBe [MnaTexHbiX KIMPWUHIOBbIX
No3nLni, npegocTaBneHHbIX MnaTexHbiM
KIMMPUHIOBbLIM LIEHTPOM B BUAE PeecTpa HeTTO-Mo3nuUuiA
ONsi COOTBETCTBYHOLLErO  CMMCaHWs  CPeacTB  C
PacyéTtHoro cuyéta YyacTHMKa wunuM 3a4McneHus

cpeactB Ha Hero. [locne ocylecTBNEHUA Takux
nepeBodoB [EHeXHbIX cpeacTB PacyeTHbli UeHTp
HanpaBnseT NOATBEPXKAEHUSA Y4yacTHUKaM B mnopsigke,
NPefyCMOTPEHHOM  3aKIIOYEHHBIMU  MEXAY  HUMMU
JoroBopamy unu npasunamu PacyeTHoOro ueHTpa, K
KOTOPbIM NPUCOEeANHUINCE YYACTHUKN.

B cnyyae BbINosHEHUA (yHKUMA PacyeTHOro ueHTtpa
BaHkom Poccun, B pgeHb, cnegywowmi 3a OHeM
Nnosfy4yeHUs peectpa HEeTTO-MO3ULMIA, NPU Hanmuuuun y
YyactHnka Henokpbiton [MnaTéxHonW KNUMpUHroBOW
nosnuuun PacuyeTHbIn LeHTp cocTtaBnset "
npeabsBnseT MHKAcCOBOE MnopyyeHue kK PacyeTHomy
cyeTy YyacTHuka, nmetoLLiero HenokpbiTyto NMnaTtéxHyto
KIMPUHIOBYIO MO3NLMIO, B pasmepe Takow nosvumu u
Wrpadcpa.

Mpamble  y4yacTHUKKU 06sa3aHbl  BecTn MOHUTOPUHT
WCMNOJSIHEHUS JOObLIX MNaTEXHbIX pacrnopsbkeHun wu
MHKacCcoBbIX MopyvyeHun PacyeTHOro LuUeHTpa B
OTHOLUEHUN NX PacyeTHbIX CHETOB.

BsanmHble TpeboBaHuA u obsi3aTensCcTBa NO KOTOPbLIM
npoBOAATCA pacyeTbl HA HeTTo-ocHOBe B [naTexHon
cucteMe AMEPUKIH Jkcrnpecc MOryT ObiTb TOMbKO
mMexay Y4acTHMKaMu nnaTexHon cucteMbl U AMEPUKIH
Jkcnpecc.

Mpoueaypa nepeBoaa AeHEXHbIX CPeACTB:

Mpu  nonyyeHUU  NNATeXHbIX  PaCMOPSHKEHMIA
PacyeTHbIl LEHTp nNpoBepsieT, YTO NnaTeXHble
pacnopskeHVsi  COCTaBrieHbl B COOTBETCTBUM C

MonoxeHnem baHnka Poccum o1 19 mioHs 2012 Ne 383-
M «O npaBunax ocyLecTBNeHUs nepeBoja AeHEXHbIX
cCpeacTB», WM BCcA  Heobxoaumasa  MHopMauus
npucyTCTBYET.
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The Settlement Center executes funds transfers in
accordance with the payment instructions provided by
the Payment Clearing Center in the form of register of
net positions or, if the Settlement Center acts as a
central payment clearing counterparty, in accordance
with the payment instructions that the Settlement
Center prepared based on the Payment Clearing
Positions provided by the Payment Clearing Center in
the form of register of net positions to appropriately
debit or credit a Direct Participant’s Settlement Account.
After these funds transfers are executed, the Settlement
Center sends confirmations to Participants as provided
for by agreements they have entered into or by the rules
of the Settlement Center to which Direct Participants
adhered.

4.5. Procedure for Handling a Funds Transfer within
the American Express Payment System

For the sole purpose of this section, the term
Cardholder refers to Payment System Participant’s
clients including private individuals, self employed or
corporate customers in accordance with the applicable
regulation of the Russian Federation.

Electronic means of payment includes all types of
payment cards and products issued under license of
American Express. For example, credit cards, debit
cards and pre-paid cards related to e-money products.

Payment System Participants effect funds transfers on
a bank account by way of various mechanisms:

e Debiting funds from the payer’s bank account
and crediting funds to the bank accounts of the
funds receiver (including the use of
intermediary  banks), based on the
Cardholders’ instructions made with the use of
electronic means of payment.

e Debiting funds from the payer's bank account
and increasing the balance of electronic
money of the receiver based on the clients’
instructions made with the use of electronic
means of payment, including Payment Cards.
This funds transfer procedure is applied for
funds transfers within one Payment System
Participant as well as for electronic means of
payment within the American Express
Payment System;

e Debiting funds from the payer's bank account
and cash withdrawal of funds by the Individual
Clients, based on the Cardholders’

Pac4étHbin LeHTp ocyllecTensieT nepesodbl
OEHEXHbIX CPeACTB B COOTBETCTBUU C MNaTEXHbIMU
pacnopsbkeHusimu, npegocTtasnsembiMyn  [naTexHbiM
KNUPWUHIOBBIM LIEHTPOM B BuAe peecTpa HeTTo-
nos3vummn, unm (ecnu PacyeTHbIi LEHTP BbICTYNaeT B
KayecTBe LEHTPANbHOIO MMaTEXHOrO KIMPUHIOBOMO
KOHTpareHTa) B COOTBETCTBUM C  MNNATEXHbLIMU

pacnopsbkeHnsiMM,  NOAroTOBMNEHHbIMM  PacyeTHbIM
LEeHTPOM Ha ocHoBe [MnaTexHbiX KIMPUHIOBbLIX
nos3nuun, npenocTaBrieHHbIX [natexHbim
KITMPUHIOBbLIM LIEHTPOM B BUE PEECTpa HETTO-MO3MLUIA
Ons COOTBETCTBYWOLLEro  CnucaHus  CpPeactB ¢
PacyéTtHoro cuyéta YyacTHuka wunu 3a4McneHus

cpeactB Ha Hero. Mocne OCyLeCTBNeHnAa TaKux
nepesogoB [AEeHEeXHbIX CcpencTts PacueTHbI LUEeHTPp
HanpaenqaeT noareepXxaeHua YyacTHukam B nopdaake,
npegycMoTpeHHOM  3aKni4YeHHbIMKU  Mexay  HUMU
porosopamMmun uUnu npasunamum PacueTtHoro LUeHTpa, K
KOTOpPbIM NpucoeanHnnncb Y4acTHUKN.

4.5. Nopspok ocyllecTBNEeHUs nepeBoaa AeHEeXHbIX
cpeacTB B pamkax lMnarexHon cuctembl AMepUK3IH
Akcnpecc

WcknountenbHO ANS Lenel HacTodALLero pasaena nog
TepMuHom [epxatenb KapTbl MOHMMAOTCA KIUEHTbI
Y4YacTHUKOB MNaTeXHoW cUCTeMbl — U3nYeckne nuua,

ropuamnyeckmne nvua, UHAMBMAYanNbHbIE
npeanpuHumarteny,  SBRASIOWIMECs  TakoBbIMUM B
COOTBETCTBUM C 3akoHogaTenbcTBOM Poccuiickon
depepayun.

OneKTpoHHbIE CPeACTBa Nnartexa BKIYaT BCE TUMbI
nnaTexHbIX KapT, 3MUTUPOBaHHbLIX B COOTBETCTBUM C
NNLUEH3NEN, TMNONYyYEeHHOM OT AMEpPUK3IH Jkcnpecc.
Hanpumep, kpeauTHble KapTbl, nebeToBble kapTbl U
npegonnayeHHble  KapTbl, a Takke MpPOAYKTbI,
OTHOCSILLMECS K SNEKTPOHHBIM AEHEXHbIM CpeACcTBaM.
YYacTHUKM  MNNaTeXHOW CUCTEMbl  OCYLLECTBMSIOT
nepeBos OEHEXHbIX CPeAcTB Mo GaHKOBCKUMM cyeTam
nyTem:

e CnucaHusi AeHeXHbIX cpeacTB ¢ GaHKOBCKMX
CYETOB MraTenbLUMKOB M 3a4UCIEHUs Ha
b6aHKoBCKMe cuyeTa noryvatenen cpeacts (B
T.4. C Mcnonb3oBaHuem 6aHKOB-NMOCPEAHUKOB)
Ha OCHOBaHuKW pacnopsbkeHun [epxatenewn
KapTbl, COCTaBneHHbIX C MNPYMEHEHUEM
3MNEeKTPOHHbIX CpeAcTB nnatexa, B T.u.
nnaTexHbIX KapT;

e CnucaHus geHexHbIX cpeacTB ¢ GaHKOBCKMX
CYETOB NNAaTENbLUMKOB U YBENMYEHNS ocTaTka
3MNEKTPOHHbIX OEHEXHbIX cpencTs
nonyyatene CpeactB Ha  OCHOBaHMU
pacnopsbkeHUn KNMEeHTOB, COCTAaBMEHHbIX C
npuMeHeHnem 9NEKTPOHHbIX cpeacts
nnaTtexa, B T.4. NnaTexHblx kapT. [aHHas
npouegypa nepeBoga [AEHEXHbIX CPeacTB
NPMMEHSIETCS Kak B OTHOLLUEHWW nepesBoja
cpeacTB B paMKax OfHOro  Y4yacTHuka
NnaTtexHon CUCTEMbI, TaK M B OTHOLUEHUU
nepeBoa 3NeKTPOHHbIX AEHEXHbIX CPeACTB B
[MnaTexHon cucrteme;

e CnucaHus geHexHbIX cpeacTB ¢ GaHKOBCKMX
CYETOB MraTenbLUKOB WM BbIAAYM HaNWUYHbIX
OEHEeXHbIX CpeacTB nonyyaTtensiM CpeacTB-
usmyeckum niuam Ha OCHOBaHMWK
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instructions made with the use of electronic
means of payment, including Payment Cards;

e Decreasing the electronic money balance of
the payer and crediting funds to the bank
accounts of the funds receiver (including the
use of intermediary banks), based on an
Individual

e Decreasing the electronic money balance of
the payer and disbursing cash funds to the
individual Cardholders based on such
Cardholder’s instructions made with the use of
the electronic means of payment, including a
Prepaid Payment Card. This funds transfer
procedure is only applicable for the personified
electronic means of payment;

e Decreasing the electronic money balance of
the payer and simultaneously increasing the
electronic money balance of the funds receiver
based on the Individual Cardholder's
electronic payment orders made with the use
of the electronic means of payment, including
a Prepaid Payment Card. This funds transfer
procedure is applied for funds transfers within
one Payment System Participant as well as for
funds transfers within the American Express
Payment System and should only allow the
use of personified electronic means of
payment by the receiver;

e Accepting cash on the basis of an Individual
Cardholders’ payment instructions made with
the use of electronic means of payment,
including Payment Cards, and crediting funds
to the bank accounts of the funds receiver
(including the use of intermediary banks) or
increasing the electronic money balance.

Funds ftransfers are initiated by Cardholders’
instructions captured with the use of electronic means
of payment (or its data fields), including Payment Cards.
All such operations are carried out in compliance with
the requirements of the Bank of Russia of 24.12.2004
No. 266-P "On the issue of bank cards and transactions
made with the use of payment cards" and the
requirements of these Payment System Rules.

pacnopspkeHumn Hepxatenen KapT,
COCTaBIIEHHbIX C NPUMEHEHNEM 3NEKTPOHHbIX
cpeacTB nnaTtexa, B TOM uYucne nnaTeXHbIX

KaprT;
e  YMeHblueHus ocTartka 3MEKTPOHHbIX
OEHEeXHbIX  cpedcTB  nnaTenblyka

3auucrneHnst cpeactB Ha OaHKOBCKWUIA cuyeT
nonyyartens AeHeXHbIX CpeacTB (BKMoyad
nepesoapl c yyactmem 6aHKoBCKOM
OopraHusauuu-nocpeiHnMKa) Ha  OCHOBaHWM
nnaTtexHblX  pacnopsbkeHnn  [epxatenewn
KapT, cocTaBneHHbIX C  NpMMEHeHueM
3MNEKTPOHHbIX CPEACTB Nnartexa, B TOM 4ucne
npefonnaYeHHbIX NaTexXHbIX KapT;

e  YMeHblUeHus ocTartka ANEKTPOHHbIX
OEHEeXHbIX  CPeACcTB  nnaTenbliMka U
npegocTaBneHust OEHEXHbIX cpeacTs
Oepxatenam KapT Ha oCHOBaHUM NnaTeXHbIX
pacnopsxeHun HepxaTtenen Kapr,
COCTaBIEHHbIX C NMPUMEHEHNEM 3NEKTPOHHbIX
cpeacTs nnarexa, B TOM yucne
npefonnadYeHHbIX NnaTexHbIX KapT. OaHHbIn
BUA nepesoja OEHEXHbIX cpencTs
npYMeHsieTcst TONbKO K
nepcoHNULIMPOBaHHbBIM 3MNEKTPOHHBIM
cpencTBam nnaTexa;

e  YMeHblUeHus ocTartka ANEKTPOHHbIX
OEHEeXHbIX  CPeACcTB  nnaTenbliuka U
O[HOBPEMEHHOTO yBENUYEHUs ocTartka
3MNEKTPOHHbIX AEHEXHbBIX CPEACTB nony4vaTens
OEHEXHbIX cpeacTs Ha OCHOBaHUK
ANEKTPOHHbLIX  MNATEXHbIX  PacnopPSKEHUN
Hepxatenen  KapT, cocCTaBfneHHbIX C
npvMeHeHneM ANEKTPOHHbIX cpencTs
nnatexa, B TOM 4uCre npefonnayvyeHHbIX
nnatexHblx kapT. [aHHbii Bua nepesopa
OEHEXHbIX CpeAcTB TMNPUMMEHSieTCs Kak B
OTHOLIEHNN MepeBoda CPeACcTB B paMkax
OAHOro Y4acTHMKa NraTexHOW CUCTEMBI, Tak U
B  OTHOLWEHWM nepeBoda  AMEeKTPOHHbIX
OeHexHbIX cpeacTts B lNnaTtexHon cucteme, n
TONbKO c MCMONb30BaHNEM
nepCcoHNMULIMPOBaHHbIX 3MNEKTPOHHbIX
CpencTB nnartexa nonyvatenem OEHEXHbIX
CcpencTs;

e [lpvemMa HanmW4HbIX [OEHEXHbIX CPEeACTB Ha
OCHOBaHUU pacropsbkeHua  [epxatens
KapTbl, 0OpMneHHOro C WCNonb30BaHNEM
3MNEKTPOHHbIX CPEACTB MNnartexa, B TOM Yucre
nnaTexHbIX KapT, U 3a4YNCIEHUS AEeHEXHbIX
cpeacTB Ha ©OaHKOBCKWMIA cyeT nonydartens
CpeacTB (B TOM 4ucne C UCMNONb30BaHWEM
6aHKOB-NOCPEAHMNKOB) UMW  YBENUYEHUS
ocTaTtka 3MeKTPOHHbIX AEHEXHbIX CPeaCcTB.

Onepaumm no nepeBoAy [AEHEXHbIX  CpPeacTB
OCYLLECTBNATCA NO pacnopshkeHunto [epxaTenen
KapT, 0pOpMMeHHbIX C UCMOMb30BaHNEM 3NEKTPOHHbIX
CpeAacTB nnaTtexa (MX pekBusnToB), B TOM uucne
nnatexHbIx kapT. Bce onepaummn ocyulectensioTcs ¢
yyeTom ocobeHHOCTeN, YykadaHHbIX B [lonoxeHun
BaHka Poccun ot 24.12.2006 r. Ne 266-1 «O6 amuccum
6aHKOBCKMX KapT M 00 onepauusix, CoBepLUaeMbIX C
MCMOMb30BaHNEM MNaTEeXHbIX KapT» u TpeboBaHui
HacTosAwwmx MNpaswun.
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Electronic money funds transfers performed by
Individual Cardholders within the American Express
Payment System are executed by simultaneously
decreasing the payer’s electronic money balance with
their Payment System Participant and increasing the
receiver's electronic money balance at their Payment
System Participant. Determining the Payment System
Participant's Payment Clearing Position is performed by
adding the equivalent of the funds transfer amount to
the net-basis Payment Clearing Positions of the
Payment System Participants. The Settlement for funds
transfers with the use of electronic means of payment is
standard as defined by American Express Payment
System Rules

In executing transactions Authorization, identification
and authentication may be performed in accordance
with the requirements of Russian legislation and these
Payment System Rules.

In case of suspicion that a transaction made using the
Card provided by an issuer registered in a foreign state
(hereinafter referred to as «foreign issuer») to a client
whose personal law is a foreign law and accepted in the
Russian Federation, is carried out for the purpose of
legalization (laundering) of criminal proceeds or the
financing of terrorism, the Payment System Participant
Acquirer has the right to request through the Payment
System Operator the information obtained by the
relevant foreign issuer when identifying such client, in
accordance with the requirements of the legislation of a
foreign state where the corresponding foreign issuer
operates, and which can be transferred to the Russian
Federation from the territory of such foreign state (to the
extent and under the conditions permitted by such
legislation).

Upon completion of the payment operation made with
Payment Cards, primary accounting documents
(receipts, slips) are created electronically and/or in hard
copy. These documents serve as the basis for the
compilation and transmission of payment instructions of
the holder of the electronic means of payment (including
Payment Cards) sent to the Payment System
Participants.

Such funds transfers become irrevocable from the
moment the Cardholders verifies its payment
instruction.

The irrevocability of a funds transfer via electronic
means of payment in POS terminals occurs at the time
of the submission of a transaction for clearing and
settlement procedures.

MepeBoabl  9MEKTPOHHbIX  [AEHEXHbIX  CPEACTB,
ocywectBnsgemble [epxatensmu KapT B pamkax
MnaTexxHon cUcTeMbl AmepunKaH Okcnpecc,

NPOBOAATCS C OAHOBPEMEHHBIM YMEHbLUEHNEM ocTaTka
ANEKTPOHHbIX AEHEeXHbIX CPeacTB nnartenblimka Yy
COOTBETCTBYHOLLEro YYacTHMKA NNaTeXHOW CUCTEMbI U
yBEMMYEHMEeM OCTaTKa  OMEKTPOHHbIX  AEHEXHbIX
CpeacTB norny4vaTens y COOTBETCTBYHOLLEro YyacTHuKa
nnatexHon cuctembl. OnpegeneHne  NNaTeXHoOW
KIMPUHIOBOW MO3MUMK YUYacTHUKA NaTEXHOW CUCTEMbI
ocyulecTtBnseTcs  nytem  gobaBreHus  CyMMBbl,
9KBMBANEHTHOW CYMMe [EHEXHOro nepesoda, K
NNaTexHoM KMMPWHIOBOW NO3ULMK, PACCYUTaHHON Ha
HETTO-OCHOBE, Y4YaCTHMKA NNaTeXHOW CUCTEMBI.
Mpouenypa pacyeTa CymMMm nepeBefeHHbIX AEeHEXHbIX
CPeACTB C MOMOLLBI 3MEKTPOHHbIX CPEACTB nnarexa
aHanormyHa npoueaype, OMUCaHHOW B HACTOSALLMUX
MpaBunax nnaTexxHom cucteMbl AMEPUKIH JKcnpecc.

Mpu coBeplueHUM onepauuii MOXET MPOM3BOAUTLCS
aBTOpM3auns, UOEHTUUKALUMSA U ayTeHTUdUKaALMSA C
cobnoaeHnem TpeboBaHui 3aKoHogaTenbCcTBa
Poccuiickon Pepepaunm n HacToswmx Mpaswun.

B cnyyae BO3HWMKHOBEHWSI NOJO3PEHUIA, YTO onepaums ¢
MCMonb30BaHMEM KapThl, npefocTaBneHHon
3MUTEHTOM, 3aperncTpupoBaHHbLIM Ha TeppuTopun
MHOCTPaHHOro rocyaapctsa (ganee — MHOCTPaHHbIN
SMUTEHT), KIMEHTY, JNYHbIM 3aKOHOM KOTOPOro
cyMTaeTCcs MpaBO MHOCTPaHHOro rocygapctea, W
npuUHUMaemMon Ha TeppuTopumn Poccuinckon
defepaunmn, ocyLLeCcTBRAETCS B Lensx neranvsauum
(oTMbIBaHMA) [0XOA0B, MOMYYEHHBLIX NPECTYMHbLIM
nyTemMm, unu (uHaHCUpOBaHWS TeppopuamMa, Y4acTHUK
NnaTexHon CUCTeMbl — 9KBaviep BrpaBe 3anpocuTb
yepes Onepartopa nnaTexHon cucTembl
npefocTaBneHne  CBeAEHWW, KOTopble  MOSyYeHbl
COOTBETCTBYIOLLMM  UHOCTPAHHLIM 3MWTEHTOM Npu
MAEeHTUUKAUMN TaKoro KNMeHTa, B COOTBETCTBUM C
TpeboBaHnAMM  3aKoHOAAaTENbCTBA  MHOCTPAHHOIO
rocygapctea, rae OCyLlecTBNsieT [OeAaTenbHOCTb
COOTBETCTBYIOLUA MHOCTPAHHBIA 3MUTEHT, U KOTOPblE
MoryT ObiTb nepedaHel B P® ¢ Tepputopum Takoro
MHOCTPAHHOro rocygapctea (B TOM 4ucrne B TOM
obbemMe M Ha Tex ycnosusix, KOTOpble AOMyCKakTCs
TaKUM 3aKOHOAATENbCTBOM).

Mocne cosepLueHns onepauun ¢ NOMOLLbIO NNATEXHbIX
KapT COCTaBMAOTCH NEPBUYHbIE paCYETHbIE JOKYMEHTHI
(4ekn, cnunbl), odopmasieMble B 9MEKTPOHHOM Buae
unu Ha OymaxHom HocuTene. [aHHble OOKYMEHTbI
crnyxaT OCHOBaHMEM [Ans COCTaBneHus U nepegayu
nnaTexHbIx MNHCTPYKLMI HepxaTtens KapTsl,
HanpasnseMbIX Y4acTHMKaM NnaTexHon CUCTEMBI.

Be30T3bIBHOCTb Takoro nepeBoga AEHEXHbIX CPeacTB
no pacnopsbkeHuam [depxaTtenen KapT HacTynaet B
MOMEHT YAOCTOBEPEHNS Oepxartenem Kapt
NNaTeXHbIX UHCTPYKLWIA.

Be30T3bIBHOCTL NepeBofa [AEHEXHbIX CPeacTB Mo

pacnopsikeHUsIM nepxaTtenen KapT npu
UCMOMb30BaHNM 3MNEKTPOHHOIO CPEeACTBa nratexa B
MOC-tepmuHane HacTynaet B MOMEHT

npenocrtaBlieHNd TpaH3akunn and npoueayp KnupuHra
n pacyeTta.
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Irrevocability of electronic money funds transfer comes
into effect when the Payment System Participant
receives the Cardholder's instruction and
simultaneously decreases or increases the balance of
electronic money available of the payer or receiver of
such funds transfer.

Funds transfers become unconditional when all the
conditions for the Authorization and verification of
operation, as well as identification and/or
authentication, in accordance with the requirements of
Russian legislation and Global American Express
business and operational policies have been satisfied.

Funds transfers are final when the funds are credited to
the bank account of the recipient (when the transfer is
effected for the same Payment System Participant), or
to the Account of the Payment System Participant that
provides services to recipient or the recipient’s
electronic money balance is increased (for electronic
money transfers) or when the equivalent of the amount
of the electronic money funds transfer is credited to the
Account of the Payment System Participant (for the
transfer of the full balance of the electronic money, or
part of it, to the bank account) that provide services to
recipient, in accordance with the payment instructions.

4.6. Irrevocability, Unconditionality and Finality in
settlement with the Payment System Participants.

Irrevocability of funds transfer occurs at the time of
debiting the payer's account, opened with the
Settlement Centre. The finality of funds transfer occurs
at the time the funds are credited to the beneficiary's
Account opened with the Settlement Centre.

Payment instructions are sent by the Payment Clearing
Centre to the Settlement Centre without conditions for
the receipt of funds by the Payment System
Participants.

4.7. American Express Payment System Hours of
Operation

The Payment System Participant Issuer is responsible
for responding to all Authorization Requests twenty-four
(24) hours per day, seven (7) days per week in
accordance with the policies set forth in the American
Express global business and operational policies.

Payment System Participant Acquirers are responsible
for routing Authorization Requests from merchants and
ATMs twenty-four (24) hours per day, seven (7) days
per week.

Be30T3bIBHOCTL NepeBOAa 3NEKTPOHHBIX AEeHEXHbIX
cpeacTB HacTynaeT B MOMEHT MOSy4eHUs: Y4acTHUKOM
nnaTexHom cuctembl pacnopsbkeHns  [epxatens
KapTbl M OOHOBPEMEHHOro yMeHbLUEHNSA/YBENNYeHUs
oCTaTKa 3MEeKTPOHHbIX AEHEXHbIX CPeACTB, AOCTYNHOIO
nnaTenbLUMKy unm nonyvarento nepesofa
3MEKTPOHHbIX AEHEXHbIX CPeACTB.

BesycnoBHOCTb nepeBoda [EHEXHbIX CPEACTB Mo
nnaTeXxHbIM PacropsPKeHUsIM HacTynaeT B MOMEHT
BbINONIHEHMSA BCEX YCMOBUWA MO aBTOpu3aumm u
yOOCTOBEPEHMIO Onepaunu, uaeHTudukaumm un/unm
ayTeHTUdmKauMm B COOTBETCTBUM C TpeboBaHMAMMU
3akoHogaTtensctBa  Poccuiickon  depepaummn wm
rmobanbHbIX OM3HEC UK OnNepauMOHHbIX  MOMAUTUK
AmMepukaH 3kcnpecc.

OkoHyaTenbHOCTb NepeBoda AEeHEeXHbIX cpeacTs Mo
nnaTeXxHbIM pPacropsPKeHWsIM HacTynaeT B MOMEHT
3a4MCNEHNA CPEeACTB Ha BAHKOBCKMIA CYET nony4vartens
cpeacTB (B cryyae OCyLeCTBMEHMS nNepeBoda B
pamKax oQHOro YyacTHMKa NnaTexXHoW cucteMbl) NnMbo
Ha Cuyert YyacTHuka nnaTexxHom CUCTEMBI,
obcnyxusatoLlero nonyyaTensi cpeacTs, UM B MOMEHT
yBENUYEHUS OCcTaTka 3NEeKTPOHHbIX OEeHEXHbIX CpeacTB
nonyyatens (B crnyyae nepeBoga  SNEKTPOHHbIX
OEHEeXHbIX cpeacTts), MO0 B MOMEHT 3a4MCneHus
CyMMbl,  9KBMBAneHTHOW CyMMe  MepeBeAeHHbIX
3NEKTPOHHbIX AEHEXHbIX CPeAcTB, Ha CyeT YyacTHuKa
nnaTexHon cuctembl (B criydyae nepeBoga MOMHOW
CYMMbI UM YaCTWN SNEKTPOHHBIX AEHEXHbIX CPEeACTB Ha
GaHKoBCKMIA cyeT), obcnyxwusarowero nonydvatens
OEHEXHbIX CPeAcTB, B COOTBETCTBUMMU C NIATEXHbIMU
pacnopsPKEHNSIMU.

4.6. Be30T3bIBHOCTD, Be3ycnoBHOCTb 7]
OKOHYaTeNnbHOCTb B pacyeTax C Y4acTHUKaMu
nfaTeXXHowu cucTeMbl

Be3oT3bIBHOCTL nepesona AEHEXHbIX cpencts
HacTynaeT C MOMeHTa cnucaHna AeHeXHbIX cpeacTs Co
cyeTa nnaTenbLuMKa, OTKPLITOro B PacyeTHOM UeHTpe.
OkoHYaTenbHOCTb nepeBoda [O€HEeXHblX CcpencTs
HacTynaeTt B MOMEHT 3a4UClieHna OeHEeXHbIX CcpeacTB

Ha cyeT y‘-IaCTHVIKa-I'IOJ']y‘-laTeJ'Iﬂ, OTKpbITONO B
PacuyeTHOM LeHTpe.
MnaTéxHble pacnopsxeHua, oTnpasndaemMble

MnatéxHbiM  KNUPWUHIOBbIM  LUeHTpoM PacdétHomy
LEHTPY, HE UMEIOT Kakmx-nmbo yCcrnoBuii BbINOMHEHNS
ANa MofyyYeHns cpeacts YYacTHUKaMy NnaTexHou
CUCTEMBI.

4.7. Pexum paboThbl
AmMepuK3H dkcnpecc

MnaTtexxHoW cuUcTeMbl

YYyacTHUMK  MnaTeXHOW  CUCTEMBbI-SMUTEHT  HeceT
OTBETCTBEHHOCTb 32 CBOEBPEMEHHOE NpeoCTaBleHne
oTBeTa Ha Bce ABTOpM3aLMOHHbIE 3anpockl 24 4aca
eXeaHeBHO, 7 AHEW B Hedento B COOTBETCTBUM C
rnobanbHbIMKM GU3HEC M OnepauMOHHLIMK NONMTUKaAMU
AmepukaH 3kcnpecc.

YyacTHMK  nNaTeXHOW  CUCTEMbI-3KBamep  HeceT
OTBETCTBEHHOCTb 3a KPYrfIOCYTOUHYI0 MapLUpyTU3auuto
ABTOPM3ALMOHHBLIX 3anpoOCOB M3 TOProBO-CEPBUCHLIX
npeanpusATuii n 6aHkomaToB, 24 Yaca B CyTkW, 7 OHEW B
Hepgento.
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Operational Center:

The Payment System Participant transaction data files
will be processed by the Operations Centre twenty-four
(24) hours per day, seven (7) days per week.

Operational center obliged to fulfil processing condition
at least 80% of authorization in the contour of the
Operations Center within 2 (two) seconds.

The calculation of the processing time of authorization
messages by the Operations Center includes
accounting for milliseconds and is determined for each
operational day.

The Payment Clearing Center:

(a) each calendar day clears the Domestic Transactions
included in the Clearing Files received before 9.00 a.m.
Moscow time;

(b) sends Clearing Files to Direct Participants within 6
hours relative to the time when the Clearing Files are
sent to Direct Participants. The start time for sending
Clearing Files to Direct Participants is 7:30 p.m.
Moscow time$

(c) by 12.00 midday Moscow time on the same Banking
Day sends to the Settlement Center:

(i) Payment instructions based on each Direct
Participant’s Payment Clearing Position or (ii) if the
Settlement Center acts as a central payment clearing
counterparty, Direct Participants’ Payment Clearing
Positions.

Settlement:

Subject to the below, the Settlement Center shall
execute the payment instructions, which were provided
by the Payment Clearing Center by 12.00 midday
Moscow time (may be extended by the Settlement
Center) on any Banking Day, on the same Banking Day.

If the Settlement Center acts as a central payment
clearing counterparty in the payment system, the
Settlement Center shall prepare the payment
instructions based on the Payment Clearing Positions,
which were provided by the Payment Clearing Center
by 12.00 midday Moscow time (may be extended by the
Settlement Center) on same Banking Day, and
appropriately debit or credit Participants’ Settlement
Accounts on the same Banking Day.

Participants have to reserve enough funds at their
Settlement Accounts with the Settlement Center before
12.00 midday Moscow time to ensure the performance
of its Settlement Obligation. Settlement is performed by
the Settlement Center from 12.00 midday Moscow time
till 01.00 p.m. Moscow time on the relevant Banking
Day.

OnepaunoHHbIV LEeHTP:

dannbl YyacTHUKOB nnaTe>xHomn CUCTEMBI,
coepxatine [aHHble o TpaH3aKuusx,
obpabaTbiBatoTcss OnepaunoHHbIM LIEHTPOM 24 yaca B
CYTKW, 7 OHEN B Heaento.

OnepaunoHHbIV LLEeHTPp 0653aH BbLINONHATL YCroBue no
obpaboTke He MeHee 80% aBTOpM3aLMA B KOHTYype
OnepaunoHHOro LeHTpa B npeaenax 2(4syx) CeKyHa,.

Pacyet BpemeHn 06paboTkM  aBTOPU3ALMOHHLIX
coobuweHnii OnepaumoHHbIM LIEHTPOM  BKIHOYaeT B
cebs y4eT MUNNNCEKYHA 1 ONpefensieTcs 3a Kaxabln
onepaunoHHbIN OeHb.

[naTexHbI KNMMPUHIOBLIN LEHTP:

(a) kaxagbii BaHKOBCKMIA AeHb OCYLLEeCTBRSIET KIMPUHT
nokanbHbIX onepauuii, BKMOYeHHbIX B KnupuHrosble
avinbl, nonyyeHHole Ao 9:00 N0  MOCKOBCKOMY
BPEMEHMU;

(b) ocywectBnsetr Hanpasnenue  KnvpuHrosbix
annos lNpsaMbIM YyacTHUKam B TedeHune 6-Tu Yyacos
OTHOCWUTENMbHO  BPEMEHW Hayana  HanpasfeHus
KnupuHrosbix darnnos [NpsambiM YyacTHukam. Bpems
Havyana HanpaeneHus KnupuHrosbix dannos MNpsmbiv
YyacTtHrkam — 19:30 N0 MOCKOBCKOMY BpPEMEHMU;

(c) o 12:00 no MOCKOBCKOMY BpeMeHu creaytoLero
BaHkoBckoro AHA HanpasnseT B PacyeTHbIN LEHTp:

(i) nnaTexHble pacrnopsXeHMs Ha  OCHOBaHWUMK
MnaTexHon KNMpUHroBoW no3vumu kaxgoro [psmoro
yyacTHuKa unu (ii) MnatexHble KNMMPUHroBble NO3NLUIA
Mpambix  YyacTHuKOB, ecnu PacyeTHbin  LEHTp
BbICTyNaeT B KayecTBe LEHTPanbHOro nnaTexHoro
KIMMPUHIOBOTO KOHTpareHTa.

PacyeTbl:

Mpu ycnoBum cobnogeHuss NONoXeHWUN, U3NOXKEHHbIX
HWKe, PacyeTHbIn UeHTp 00s3aH  UCMOSNHSATL
nnatexHble pacnopsikeHuns, npeaocTaBneHHbIe
MnaTexHbIM  KNUpUHroBbiM LeHTpoM Ao 12:00 no
MOCKOBCKOMY BpEMEHU (CPOK MOXeT ObiTb MpPOAneH
PacuyeTHbIM ueHTpom) B nioboni BaHkoBCkui AeHb, B
3T0T e baHKkOBCKMIN AeHb.

Ecnn PacyeTHbIn UEHTp BbICTynaeT B KayecTBe
LEHTPanbHOro MIaTEXHOro KMMPUHIOBOro KOHTpareHTa
B MMaTexHoW cucteme, PacyeTHbIi LeHTp 00s3aH
COCTaBMATb MNNATEXHbIE PACMOPSPKEHUsT Ha OCHOBE
MnaTeXxHbIX KIMPUHIOBLIX NO3MLMIA, NpeaoCTaBMeHHbIe
MnaTexHbIM  KNUpUHroBbiM LeHTpoM Ao 12:00 no
MOCKOBCKOMY BpemMeHMu (Cpok MoxeT OblTb npopaneH
Pac4yeTHbIM LieHTpOM) B 3TOT e BaHKkoBCkuiA AeHb, 1 B
COOTBETCTBYHOLLEM MOpsiAKe CnucbiBaTb CpPeacTBa C
PacyeTHbIx cyeTOB Y4YacTHMKOB UMW  3a4YUCNATb
CpeAcTBa Ha Takue cyeTa B 3TOT ke baHKOBCKWI OeHb.
YyacTHukM gormkHbl 4o 12:00 o MOCKOBCKOMY BPEMEHMU
obecneunTb Hanuune Ha cBoux PacuyeTHbIx cyeTax B
PacyeTHOM UuUeHTpe HeobxoamMMoro  KonmyecTBa
OEHEeXHbIX CpeAcTB ansa obecneyeHusi MCMOSTHEHMUS
CBOUX PacyeTHbIX oba3aTenbCTB. PacueTbl
npounsBoasaTcst PacyeTHbiM ueHTpom ¢ 12.00 go 13.00
Nno MOCKOBCKOMY BpPEMEHUM B COOTBETCTBYHOLUUA
BaHkoBckun oeHb.
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4.8. Procedure under which a funds transfer is to be
accompanied by information about the payer as
required by Russian anti-money laundering
legislation, if such information is not included in the
instruction of a Payment System Participant

This requirement does not apply to the American
Express Payment System as all money transfers in this
system are payment card transfers.

All Payment System Participants must ensure all
transactions and activities are undertaken in
compliance with the requirements of American Express
and applicable local law including the requirements of
Federal Law on Combating Money Laundering and the
Financing of Terrorism (No. 115-FZ of August 7, 2001).

4.8. Mopsaok COMpPOBOXAEHUA nepesoga
[EHEeXHbIX CPeAcTB CBEAEHUAMU O nnartenbLlunke B
COOTBETCTBUM C TpPebGOBaAHMAMM POCCUMNCKOro
3aKoHopgaTenbCcTBa o npoTUBOAENCTBUU
OTMbIBaHMIO [0XO0A0B, NMONY4YeHHbIX MPECTYNHbLIM
nytem, B criy4yae, ecrii OHU He coaepxaTtca B
pacnopsikeHUn YyacTHUKA NnaTexXHonW CUCTEMbI

K MnatéxHon cucteme AMEpUKIH SKCnpecc AaHHoe
TpeboBaHNMe He MNpuUMeHsieTCsl, MOCKOMbKY BCe
nepesoabl AEHEXHbIX CPEeACTB B [aHHOW cuUcTeme
OCYLLECTBNSAOTCA C UCMNONBb30BaAHUEM NNATEXHbIX KapT.

nnaTeXxxHom
cobnoaeHne

Bce YuacTHukn
rapaHTMpoBaTb

CcMCTEMbl  JOJIKHbI
Bcex TpeboBaHWi
AMepUKaH Okcnpecc " AencTBytoLLEero
3aKoHOAaTenNbCTBA, BKIOYast TpeboBaHus
depepanbHoro 3akoHa N 115-®3 ot 7 aBrycta 2001
roga "O npoTUBOAENCTBUM Neranusaum (OTMbIBaHWIO)
[OXOdOB, MOMYYEHHbIX MPECTyMHbIM  MyTeM, W
hrMHaHCUPOBaHUIO TEPPOPU3Ma» NPY NPOBEAEHNN BCEX
onepauuii 1 oCcyLLEeCTBMNEHUN NPoYel AeATeNbHOCTH.
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Chapter 5 - Risk Management

Payment System Operator coordinate activity of
all Payment System Participants and all Payment
Infrastructure Service Operators to ensure operational
continuity of the American Express Payment System
Operator, such activity includes risk management
system and operational continuity in Payment system in
accordance with the Federal Law No 161-FZ dated 27
June 2011 “On the National Payment System” and
Central Bank of Russia regulations.

The principal function of the risk management system is
to define the operational continuity of the American
Express Payment System, to define the governance
structure required to achieve that and to define the
methodology and control measures to demonstrate that
operational continuity and the mitigation actions
necessary to maintain that continuity.

To ensure operational continuity of the American
Express Payment System, all Payment System
Participants and all Payment Infrastructure Service
Operators will develop and implement a combination of
risk methods and measures to ensure compliance with
the requirements of the local applicable law, the Central
Bank of Russia requirements and the American Express
Payment System rules.

The requirements of these Rules are not applicable to
Settlement Center and Central Clearing Counterparty if
provide Payment Clearing Center function by the Central
bank of Russia.

5.1. The Risk Management Model

Risk Management System of American Express
Payment System sets the principle of distribution of the
risk assessment and management functions between
Payment System Operator, Payment Infrastructure
Service Operators and the Payment System
Participants.

Such distribution envisages transfer of all functions
related to the risk management to the Payment
Infrastructure Service Operators and the Payment
System Participants. Section 5.2.1 of the American
Express Payment System rules describes distribution.

Payment System Risk Management Policy is an internal
American Express Payment System document
describing approach related to organization structure,
risk management procedures, operational continuity of
payment system, and details of the risk analysis methods
and risk profile of payment system.

Maea 5 - YnpaBneHue puckamm 1 nopsagok
obGecneyeHusn 6ecnepeboiHoro
¢pyHKUMOHMpPOBaHUs MNnaTexxHon cUcTeMbI

B uensix obecneyeHus 6ecnepebonHoCcTU
YHKUMOHNPpOBaHNA [natexHon cuctembl AMEPUK3IH
Skenpecc Onepatop nnaTexHon CUCTEMBI
OCYLLEeCTBNSET CKOOPAMHUPOBaHHy0 ¢ Onepatopamu
yCryr nNaTexHon WHMPPAaCTPYKTypbl M Y4yacTHUKamMu
lMnaTexHoun cucTemMbl 4eATeNbHOCTb, KOTOpas BKOYaeT
ynpaeneHve puckamn B [InaTexHon cucteme w
yrnpaBneHne HEenpepbiBHOCTbIO  (PYHKLMOHMPOBaHWSA
nnaTexHoW  cucteMbl C  yyeToM  TpeboBaHWi
depepanbHoro 3akoHa Ne 161-®3 ot 27 wmoHa 2011
ropa «O HaunoHanbHOW nNNaTeXHoW cucteme» U
HopmaTuBHbIX akToB BaHka Poccun.

OCHOBHBIMU LensiMU CUCTEMbl  YNPaBMNeHUsI puckamu
ABNATCS nopaepxaHve 6ecnepeboiiHoro
YHKUMOHMPOBaHNA [1naTexxHon cucteMbl AMEpUKaH
Okcnpecc, onpedeneHve  CTPYKTypbl  ynpasreHus
pvckamu, Heobxoanmon ans BOCTWDKEHNS
OecnepeboiHOro  OyHKUMOHWPOBaAHMSA, a  Takke
onpefeneHne MeToauK U KOHTPOSbHbIX MeponpuaTUn,
obecneymBaloLLMX OMEpPaLMOHHYI0 OEeATENbHOCTb U

HeobxoauMble Mepbl ans noaaepXxaHusi
OecnepeboriHocTu.
B uensax obecnevyeHus 6ecnepeboriHoro

YHKUMOHMpPOBaHNA [1naTexxHon cucteMbl AMEpUKaH
OKkcnpecc  YYaCTHMKM — MAaTeXHOW  CUCTeMbl U
OnepaTopbl  ycnyr  nnaTeXHoOW  MHAPacTPYKTypbl
pa3pabaTbiBaloT M BHEAPSIOT KOMMIEKC MEeTOAOB M
MeponpuATUI no yrnpaBneHunio puckamu,
COOTBETCTBYOLLNX TpeboBaHVAM NPUMEHNMOTO
3aKoHoAdaTenbCTBa, HOpMaTVBHbIX akToB BaHka Poccuu,
a Tawke TpeboBaHui, ycTaHOBMNEHHbIX [IpasBunamu
nnaTeXxXHoW cuctembl AMEpUKaH Jkcnpecc.

TpeboBaHua HacToswmx [paBun He MPUMEHSIOTCA K
PacuetHomy ueHTpy u LleHTpanbHomy [naTtexHomy
KnuprHroBoMmy KOHTpareHTy B Criy4ae BbINOMHEHUS

dyHkum  PacyeTHoro ueHTpa wu  LleHTpansHoro
MnaTtexHoro KnupuHroBoro KoHTpareHTa bBaHkom
Poccun.

5.1. Mogenb ynpaBneHusi puckamm

Cuctema ynpasneHusi puckamu natexHon cuctembl
AMEpPUK3H Jkcnpecc npegycmaTpusaeT
pacnpefgenenne YHKUUA NO OLEHKe W YrNpaBneHunto
puckamn mexgy OnepaTtopoM MNaTeXHON CUCTEMBI,
OnepaTopamu ycnyr nnatexHon WHMPaCTPyKTypbl U
Y4yacTHMKaMy NnNaTexHon CUCTeEMBI.

YkasaHHoe pacnpegerneHue npegycmaTpuBaeT
nepegady Bcex OyHKLUN NO peann3aumn MeponpusaTuil
no ynpaeneHuto puckamm  Onepatopam  ycnyr
nraTeXXHoON NHPPaACTPYKTYPbI U YYacTHUKaM NiaTeXHON
cuctembl. YkasaHHOe pacnpefernieHne U3roXeHo B
nyHkte 5.2.1 Mpasun.

B MnaTtexHon cucteme  AMepuksH  JKcnpecc
pa3paboTaH BHYTPEHHUA AOKyMeHT «[lonoxeHne no
ynpaBneHuio puckami B NNATEXHON cucTeme», KoTopbIi
BKINIOYaeT noaxod K OpraHn3aumoHHOM CTPYKTYpe,
npoueaypsbl no ynpaBneHunio puckamu,
GecnepebonHOCTU  DYHKUMOHUPOBAHNS  MNaTEXHON
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5.2. Risk Management Governance Structure

In order to control the execution of the operational
continuity requirements of the American Express
Payment System by the Payment System Participants,
Operational Center and Payment Clearing center, the
following structure is defined:

e American Express Bank LLC The Board of
Directors;

e The Payment
Committee;

System Risk Management

e  American Express Bank LLC Risk Management
Department;

e American Express Bank LLC Operations
Department;

e Other departments of the Payment System
Operator and American Express as defined by
their responsibilities.

¢ Risk management is performed by responsible
persons and structural units within their
authorities. Mentioned units are responsible
for:

e Development and approval of internal
documents

e Amalysis and monitoring of risks on regular
basis

e Compliance control of the Rules by

Participants, Operational Center andPayment
clearing center

e Cooperation with representatives of Payment
Infrastructure Service Operators in order to
appraise risks in Payment system and
compliance control of seamless performance
indicators of payment system

e Modifications to the American Express
Payment System Rules and internal documents
of Payment System Operator

e Making risk management recommendations
The segregation of the risk management roles and

functions is set out in the internal documents of the
Payment System Operator.

cuctembl (BOMC), getanusaummM MeTOAMKM aHanusa
pUCKOB K onucaHue npodunst PUCKOB NNATEXHOWN
CUCTEMBI.

5.2. OpraHusauuoHHasi CTPYKTypa YynpaBreHus
puckamu
B uensax KOHTpPONs  WUCNOMHEHUs  Y4yacTHUKaMM,

OnepaLnoHHbIM LeHTPoM 1 MNnatexHbiM KnvupuHrosbim
ueHTpoM TpeboBaHWA MO YyMNpaBrEeHWIo puckaMmn K
obecneyeHnio BecnepeborHOrO  PYHKLMOHUMPOBAHUS
MnatexHon CUCTEMBI AmepunkaH Skecnpecc
yCTaHaBnuBaeTcs  criegylollas  opraHu3auuoHHas
CTPYKTypa ynpaBneHusi puckamu:

e  Coset gupektopoB OO0 «AMepukaH Jkcnpecc
BaHk»;

e KomuteT no ynpaBrneHWio puckamn B
MnaTexHon cucteme AMepuKaH DKCNpecc;

e Cnyxba yrnpaeneHus puckamm 000

«AmepukaH Akcnpecc baHky;

e YnpaeneHne OnepauuoHHON AeATernbHOCTU U
obcnyxuBaHusi  gepxatenern  kapt OO0
«AmepukaH Akecnpecc baHk»;

e WHble CTpykTypHble nogpasgeneHvs wu
coTpyaHukm OnepaTopa nnaTexHON CUCTEMBI 1
«AmMepukaH  Jkcnpecc» B paMKkax KX
LOIMKHOCTHBIX 06A3aHHOCTEN.

e YnpaBneHue puckamu OCyLLeCTBNSETCS
COTPYOHMKaMMN 1 CTPYKTYPHBIMMA
noapasaeneHvsaMn B pamkax ux nosiHoOMOYm.
B dpyHKLMOHaNbHbIE 0683aHHOCTH
noapasfeneHunin, OTBETCTBEHHbIX 3a
yrnpaBreHe puckaMmu, BXOOUT:

e PaspaboTka wn yTBepXOEHME BHYTPEHHUX
LOKYMEHTOB MO YNPaBIieHUO pUcCKamu;

. MOHUTOPUHI M aHanuM3 pUCKOB Ha NOCTOSIHHON

OCHOBE;
o  KoHTponb 3a cobnoaeHnem Mpasun
YuyacTtHukamu, OnepaunoHHbIM  LEHTPOM W

[MnaTtexxHbIM KnMprHroBbIM LLEHTPOM;

e BsaumopeiictBue c npeacTaBuTeNsiMmn
Onepatopa yenyr nnaTeXxxHon
NHPACTPYKTYPbl C LEenblo OLEHKN PUCKOB B
lMnaTexHon cucteme n KOHTpons cobnoaeHns
nokasartenemn 6ecnepeboriHoro
bYHKLMOHNPOBaHUSA MNaTeXHOW CUCTEMBI;

o  BHeceHue nameHenun B lNpasuna lNnatexHomn
cmcteMbl AMEPUKIH SKCMpPecc W BHYTPEHHWe
AokymeHTbl OnepaTopa [MnaTtexHon cuctemsl
AmMepukaH Jkcnpecc;

e BoipaboTka pekomeHgauuMin MO ynpasreHWto
puckamu.

Pacnpenenenue yHKUMOHanNbHbIX 0653aHHHOCTEN MO
yNpaBneHuio puckaMmn Mexgy opraHamu ynpasneHus u
nogpasgeneduamn Onepatopa nnaTeXHOW CUCTEMBI
AMEpUKIH JKcrnpecc yCTaHaBMMBaeTCs B MOSNOXEHUSIX,
OOMMKHOCTHBIX  MHCTPYKUMAX W WMHBIX  BHYTPEHHMWX
AokymeHTax Oneparopa.
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On a regular basis the Payment System Operator
involves the representative from the Operational Center
and the Payment Clearing Center to participate in the
Payment System Risk Management Committee in order
to ensure adherence and compliance to the payment
system rules by the Operational Center and the Payment
Clearing Center.

5.2.1. Segregation of risk management
responsibilities between Payment System Subjects

The following approach for risk management functions
allocation is specified

e Payment System Operator determines the risk
management requirements of the payment
system taking into account selected risk
management model, including the
requirements for the operational continuity of
payment system in paragraph 5.6;

e Operational Center and Payment Clearing
Center performs individual risk management
and operational continuity of payment system
assiciatied with provision of services of
Operational Center and Payment Clearing
Center taking into account the requirements of
paragraph 5.6.

e Risk management system of Operational
Center and Payment Clearing Center and
participants should include the appointment of
responsible persons and / or granting of power
of attorney departments responsible for risk
management and development of internal risk
management documents as well as provide
performance appraisal of the subject of
Payment System both in general and in part not
related to the functioning of Payment System in
case such activity may become a source of risk
affecting the ability of the subject of the
Payment System to comply with the
requirements of the Payment System Rules.

e  Operational Center, Payment Clearing Center
and participants are responsible for regular risk
assessment and implementation of risk
management methods in accordance with
Payment System rules and applicable
regulation of the Russian Federation

e To ensure the operational continuity of payment
system the following responsibilities for the
ownership and management of business
processes and technological infrastructure are
defined:

Onepartop lNnatexHon cucTeMbl Ha perynsipHon ocHoBe
npuenekaeT npeacrasutenenn OnepauMoHHOro LEeHTpa
n MnatexHoro KnvpuHroBoro ueHTpa Ans yyYactus B
3acegaHnsax KomuteTa no ynpaeneHuto puckamun B
NNaTeXXHOW CMCTemMe B Ka4ecTBe MpUrfalleHHbIX NuL ¢
uenbio obecrnevyeHnss KOHTpons 3a cobnogeHnem
OnepauunoHHbIM LieHTpoM 1 MnatexHsIM KnmprHrosbiM
ueHtpom [lpaBun [natexHon cuctembl AMEPUKIH
Okcnpecc.

5.2.1. PacnpepeneHue OTBEeTCTBEHHOCTU MeXAay
cy6beKkTamMuM MNiaTeXXHOW CUCTeMbl B  paMKax
ynpaBreHus puckamm o006si3aHHOCTU YynpaBlieHUsi
puckamm

B nnatexHon cucteme onpegeneH cnegylowuin
NpuHUMN pacnpenenenns yHKUUA B paMkax OLEHKU U
yrnpaBsneHnsi puckamu:

e Onepatop nnaTexHoW cucTtemMbl AMEPUKIH
Okcnpecc  onpegenser  TpeboBaHus K
YyMpPaBneHWIo pUCKamy MIaTeXHoONW CUCTEMbI C
y4eToM BbIGPaHHOW OpraHN3aLMoHHON MoAenu
ynpaBneHus puckamu, Bkovas TpeboBaHns K
BOIC, nsnoxexHsle B nn.5.6;

e OnepauvoHHbIn  UeHTp K [lnaTexHbIn
KnupuHrosbin LeHTp ocyLiecTensaeT
camocCTosTenbHOe YynpaBfieHWe puckamn u
BorC, CBSA3aHHbIMU c oKasaHuem
cooTBeTCTBYIOWMX  ycnyr  OnepaumoHHOro
ueHTpa 1 NnaTtexxHoro KnMpuHrosoro LeHTpa ¢
yyeTom TpeboBaHui nn. 5.6.

e Cucrema yrnpaBneHus pyckamm
OnepaunoHHoro LleHTpa, MnaTexHoro
KnupuHroeoro ueHTpa v Y4YaCTHUKOB AOMXHa
BKNOYaTb B TOM  YUCME  HasHa4yeHue
OTBETCTBEHHbIX  COTPYOHWKOB M (1)
HageneHve COOTBETCTBYOLLNMMN
NOMHOMOYMAMMU noapasaerneHun,
OTBETCTBEHHbIX 3a YMpaBrieHWe pUcKamu 1
paspaboTKONn BHYTPEHHUX [OKYMEHTOB MO
ynpaBrneHuio puckamu, a Takxe
npegycMaTpuBaTb  OLUEHKY  OesaTenbHOCTU
cybbekta [InatexHon cuctembl AMEPUK3IH
JKkcnpecc Kak B LENOM, Tak M B 4acTu He
CBsi3aHHON [ (PYHKUMOHMPOBaHNEM
MnatexHon cuctembl AMEPUKIH JKcnpecc, B
crnyyae, ecnv Takas [eATenbHOCTb MOXeT
cTaTb WCTOYHMKOM puUCKa, BNUSIOWEro Ha
cnocobHocTb cybbekTa NnaTexHon cucTemsl
BbINOMHATL TpebosaHmsa [Mpasun natexHon
CUCTEMBI.

e  OnepaunoHHbIN LeHTp, [MnaTexHbin
KnupuHroBbin UeHTP ¥ Y4YaCTHUKM HecyT
OTBETCTBEHHOCTb 3a pPEryrsipHyl0  OLEHKY
pUCKOB M BHegpeHue cnocoboB ynpasneHus
puckamn B cooTBeTcTBMM C [lpaBunamwu
MnatexHon cuctembl AMEpUKaH JKCrpecc u
NPUMEHNMbIM 3aKOHOAATENbLCTBOM
Poccuiickon depgepauun.

e B uensx obecneyeHuss BOMNC onpenenena
cnepylowas OTBETCTBEHHOCTb 3a BrnageHue un
yrnpasrneHue 6usHec-npoueccamm n
TEXHOOrM4YeCcKom MHPPaCTPYKTYPOK:
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e Operational Center, Payment Clearing Center
and and Participants are responsible for
managing and ensuring the uninterrupted
operation of business processes and the
technological infrastructure that ensures the
functioning of the payment system within the
assigned functions;

e Payment System Operator does not own and is
not responsible for business process
management and technological infrastructure
of the Payment Infrastructure Service Operator
and Participants.

In the case of a non-performance by the Payment
Infrastructure Service Operator and/or Participant of the
Payment System of the processes and procedures
necessary to ensure operational continuity of payment
system as part of the performance of their functions, the
Payment System Operator may request from the
breaching party full compensation of damages (whether
caused to it or the the Payment System). Such damages
are defined as the expenses that the Payment System
Operator has made or will have to make to restore the
operational continuity of payment system or the violated
right as well as loss of or damage caused to its property
(real damage).

If the failure to perform procedures to ensure operational
continuity of the Payment System is due to violation by
the Payment Infrastructure Service Operator and/or
Participant of the Payment System of their obligations to
abstain from a certain activity (negative obligation) then
the Payment System Operator, regardless of
compensation for losses, has the right to demand the
suppression of the breaching action, to the exend this is
not inconsistent with the nature of underlying obligation.
Such request can be made by the Payment System
Operator also in the event where the Payment System
Operator reasonably believes that there is a real threat
of violation of such an obligation by the Payment
Infrastructure Service Operator and/or Participant of the
Payment System .

5.3. Informing the Governing bodies of the Payment
System Operator

Informing the Governing bodies of the Payment System
Operator settled by internal documents of Payment
System Operator “Regulation of Risk Management in
Payment System”

5.4. Levels of rendering of operational services and
Payment Clearing services in Payment System

The following levels of rendering of operational services
and Payment Clearing services are defined in Payment
System:

Standart mode of operation — the provision of
Operational and Payment Clearing services under
normal conditions in which none of the operational
continuity of payment system indicators exceed the
threshold values.

e  OnepaunoHHbIN LEeHTp, [MnaTexHbin
KnnpuHroBbIn LLEHTP 1 YYacTHUKM OTBeYaloT 3a
ynpaeneHue n obecneyeHne 6ecnepeboliHoro

dyHKUMOHNPOBaHNS  BU3Hec-NpoLeccoB
TEXHOMNOrM4eckon UHPaCTPYKTYpbl,
obecneyvmBatoLlen yHKLMOHNPOBaHUe

NNaTexHon CUCTEMbI B pamMKax BO3MOXEHHbIX
Ha HUX PYHKUNI;

e Onepartop NnaTexHowm cMCTeMbl HE BNageeT u
He HeceT OTBETCTBEHHOCTb 3a YnpaBrieHue
HbusHec-npoueccamMm U TEXHOSNOrMYECKOM
WHMPaCTPYKTYpoW Onepatopos ycnyr
nraTeXXHoON MHAPPACTPYKTYPbl U YYACTHUKOB.

B cnyyae BUHOBHOIO HENCNOMHEHNS OnepaTopoMm ycnyr
NNaTexHon WHMPACTPYKTYpbl  W/unm  Y4acTHUKOM
nnaTexHon cuctemMbl nopsigka obecneyeHuns BPIC B
paMkax BO3MOXEHHbIX Ha HUX yHKunin, Onepartop
nnatexHon  cuctembl  BnpaBe  TpeboBatb  OT
HapyLuMBLUEero nua MONHOro BO3MeELLeHUA
NPUYNHEHHBIX eMY (UK NNaTEXHON cnucteme) ybbITKOB.
Mpn atom noa ybGbITKAMM MOHMMAKOTCA PaCXOAbl,
koTopble OnepaTop NNaTexXHON CMCTeMbl MPON3BEN UMK
JorkeH 6yaeT npoussecTu Ans BocctaHoBneHms 6PrcC
WNW HapYyLLUEHHOro npaBsa, yTpaTta WUnm NoBpexaeHne ero
umyLLlecTBa (peanbHbIv yLiepb).

B cnydyae ecnu HeucnonHeHne nopsiaka obecneveHus
BOMNC BbipaxaeTca B HapyweHun onepaTtopom YT
n/vnn Y4acTHVKOM MaTeXHON cucTembl 06s3aTenbCcTBa
No BO3AEpXaHWio OT COBEpLUEHUs OnpeaeneHHoro
gencteua  (HeratuBHoe obsa3atenbctBo) OnepaTop
NnaTexHon CUCTEMbl HE3aBWCMMO OT BO3MELLEHUS
ybbITKOB Brpase TpebosaTb npeceyeHus
COOTBETCTBYIOLLErO  OENCTBUS, €ecnu  3TO0  He
NpoTMBOPEYMT CylLlecTBy obsa3aTenbcTBa. [aHHoe
TpeboBaHue MoXeT ObITb nNpeabsBneHo Onepatopom
NNaTexHom CUCTEMbI U B Cry4yae BO3HUKHOBEHUS
peanbHOW yrpo3bl HapyLLUeHUs Takoro ob6sa3aTenscTBea.

5.3. Mopsiaok UHcpopMUpoBaHUA opraHoB
ynpaBneHua Onepartopa nnaTexHon CUCTEMbI
Mopagok  WHMOPMUPOBAHWS  OpraHoB  yrpasreHus
Onepatopa nnaTexHOW CUCTeMbl  perynupyetcs
BHYTPEHHUM gokymeHToMm OnepaTtopa nnaTtexHown
cuctembl «llonoxeHve no ynpasneHWio puckamu B
MnaTtexHon cucteme».

5.4. YpoBHM OKa3aHUA onepaunoHHbIX ycnyr u ycnyr

nnatexHoro knupuHra B [lnatexHonm cucreme
AmepukaH dkcnpecc

B lnaTtexHon cucteme  AMepukaH  Jkcnpecc
onpegeneHsl crnegytowme YPOBHU oKasaHus

onepaLumMoHHbIX YCIyT U YCINYT NAaTeXHOro KIMpuHra:

CTaHOapTHbIM YpOBEHb OKasaHUs YCNyr — oKasaHue
onepaLMoHHbIX YCIyr U YCINyr NiaTeXHOro KMupuHra B

LWITAaTHOM pexume, TMpW KOTOPOM HU OAUH ¥©3
nokasatenen bBO®MNC He npesbiwaeT MNOPOroBbIX
3HaYeHWN.
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Allowed mode of operation — the provision of Operational
and Payment Clearing services with violations affecting
the operational continuity of payment system but not
disrupting the functioning of the payment system.

Critical mode of operation - the provision of operational
services and payment clearing services with violations
affecting operational continuity of payment system, and
leading to the incapability of providing services by the
payment system.

Payment System Operational services and payment
clearing services should be maintained at standard level.
In case of transition from Standart level to Alllowed
Payment Infrastructure Service Operator determines the
measures and deadlines for returning the provision of
services to the Standard or Allowed mode of operation,
and also analyzes the causes and consequences of such
a transition.

5.5. Operational Continuity Parameters

In order to measure the performance of the American
Express Payment System, the Payment System
Operator has defined the following criteria:

e Restoration of Payment Infrastructure service
by Operational Center and Payment Clearing
Center takes place within 2 hours in case of the
payment infrastructure services suspension
due to a violation of the requirements for
ensuring the protection of information when
transferring funds established by the Bank of
Russia Regulation of 9 of June 2012 No. 382-P
"On the requirements for ensuring the
protection of information during the transfer of
funds and on the procedure for the Bank of
Russia to monitor compliance with the
requirements to ensure the protection of
information in the implementation of
remittances "

e  Continuity of the Payment Infrastructure service
characterized by a period of more than 13 hours
between two consecutive events in Payment
System that led to the disruption of Payment
Infrastructure  Service that meet the
requirements for the provision of services,
including a violation of the requirements to
ensure the protection of information in the
implementation of money transfer established
by Bank of Russia regulations (hereinafter
referred to as “incidents”), as a result of which
the provision of Payment Infrastructure service
has been suspended.

PaspelleHHbI ypoBEHb OKa3aHWsi yCryr — okKasaHue
onepauMoHHbIX YCIyr WU YCMyr NNaTeXxHoro KnvpuHra c
HapyweHusamy, Bnuswowmmn Ha B®rC, Ho He
NpMBOOSAWLMMM K  HapyleHWo  (PYHKUNMOHMPOBaHUA
NIaTeXHOW CUCTEMBI.

Kputnyecknii ypoBeHb OKasaHUSA YCNyr — oOKasaHue
OnepauUMoHHbIX YCIYr U YCRyr NfaTeXHOro KMMpUHra ¢
HapyLeHNsIMK, BNmsaoLWmMMy Ha BOTNC, n npusogawmmmn
K HEBO3MOXHOCTM  OKa3aHus  ycnyr nraTexHom
CUCTEMOMN.

B MnatexHon cucteMe AMEpPUKIH OKCNpecc OOSMKEH
oGecneumBaTtbcs CTaHOapTHbIN YpOBEHb OKasaHWs
onepauMoHHbIX YCAYT 1 YCIyr NNaTexHoro KnupuHra. B
cnyyae nepexoga [InaTtexHon cuctemMbl AMEPUKIH
Okecnpecc 13 CraHgapTHOro pexnma
PYHKUMOHNPOBaHNS B KpUTUYECKMI YPOBEHb OKasaHus
ycnyr, OnepaTop ycnyr nnaTexHoOW WHMPacTpyKTypbl
onpefenser MeponpuaTUsS U CPOKM No BO3BpaTy
okasaHus ycnyr B CTaHOapTHbI unu PaspelueHHbIn
YPOBEHb OKas3aHuA YyCnyr, a Takke aHanusmpyet
NPWYMHBI U MOCNEACTBUSA TaKoro nepexoaa.

5.5. Mokasatenu BPIC

B Lensx obecneyeHus 6ecnepeboiHoro
YHKUMOHMpPOBaHNA [1naTexxHon cucteMbl AMEpUKaH
Okcnpecc OnepaTtop nnaTexHon cuctembl onpeaenseT
cneaywowme nokasartenu bOricC :

. BoccTraHoBneHne okasaHusa Yenyr NnatexHomn
MHudpacTpyktypbl  («YTW») OnepaunoHHbIM
ueHTpoM 1 [naTexHbiM  KIMPUHIOBbLIM
LEeHTPOM MpOomn3BOAUTCH B TeYeHue 2 4acoB B
clnyyae npuocTaHoBneHusa okasanusa YIWU, B
TOM yucne BCreacTeue HapyLUeHnsi
TpeboBaHMn K obecrneyeHuo  3aLUThI
MHOpMaLMK NpY OCYLLIECTBIIEHNM NEPEBOAOB
[EHEXHbIX CcpeacTs, YCTaHOBMNEHHbIX
MonoxeHnem baHka Poccum oT 9 mnoHsa 2012
roga N 382-1"O TtpeboBaHusix kK obecneveHuto
3aWmnTbl UHGOPMaUUM MpU  OCYLLEeCTBNEHUU
NnepeBodoB AEHEXHbIX CpeacTB M O nopsiake
ocyulectBneHnss baHkom Poccum koHTpons 3a
cobntogeHnem TpeboBaHMM Kk obecnedeHuro
3aWwuTbl UHOPMaLMM MNPU  OCYLLECTBMEHWN
nepeBodoB AEeHEXHbIX cpeacTs"”.

oKasaHusi
nepuoaoM  BpeMEHMU
bonee 13 yacos mMexay OBymS
nocnenoBaTernbHO npounsoLLeawnmm B
MnatexHon cucteme AMepukaH OKcnpecc
COoObITUSIMW, KOTOPbIE MPUBENU K HapyLUEHUHO
oKasaHus Y, COOTBETCTBYIOLLNX
TpeboBaHUSAM K OKa3aHuo ycnyr, B TOM 4ucne
BCrneacTBMe  HapylwleHus  TpeboBaHuUM K
obecneyveHntio  3awmuTbl  MHOPMaLUM  Npu
OCYyLLEeCTBNEHUN nepesonoB OEHEXHbIX
cpefcTa, ycTaHaBnMBaeMblM HOPMAaTUBHBbIMU
aktamu BaHka Poccuu (ganee- «<MHUMAOEHTbIY),

B pesynbTaTe KOTOpbIX MPUOCTaHaBMNMBasroch
okasaHue YIW.

e HenpepbIBHOCTb YU,

XapakTepu3ytoLiasics
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Compliance of the Operationa Center with the
regulations for the implementation of
operational procedures specified in paragraph
4.7 of the Payment System Rules at a level not
lower than 99.8%.

Compliance by the Payment Clearing Center
with the rules for performing payment clearing
procedures specified in clause 4.7 of the
Payment System Rules at a level not lower than
99.8%.

Accessibility of the Operations Center at a level
not lower than 99.98%.

Growth rate of the average daily number of
incidents at a level not higher than 10%.

According to the applied organizational model
of risk management in AEPS, the Operator
transferred the function for the implementation
of measures in relation to the determination
(calculation), determination of threshold values,
review and analysis of operational continuity of
payment system indicators to OPCC NSPK. A
detailed description of the methodology is in the
methodology for determining the operational
continuity of payment system indicators in
OPCC NSPK.

OPCC NSPK transfers information to the
Payment System Operator on each
establishment and revision of the threshold
levels of the operational continuity of payment
system indicators using the risk assessment
results of the payment infrastructure services in
the payment system.

If during the calendar month after the expiry of
the year after the previous report from the
OPCC NSPK, there was no report on the
revision of the threshold levels of the
operational continuity of payment system
indicators, then the Payment System Operator
considers the indicators remained the same.

OPCC NSPK independently collects and
processes information, to calculates and
analyzes the values of the operational
continuity of payment system indicators, by
comparing them with the threshold levels of the
operational continuity of payment system
indicators, and uses the results of this analysis
in the independent assessment of the risk
management system of the Payment
Infrastructure Services in the payment system
and in the independent assessment of the
impact of incidents on operational continuity of
payment system.

e CobniogeHue OnepaunoHHbIM LEeHTpOM
pernameHTa  BbIMOSIHEHUSA  OMEepPaLMOHHbIX
npouenyp, ykasaHHoro B n. 4.7 [lpasun
NNaTeXHo CUCTEMbl HA YPOBHE HE HWXe

99,8%.

e CoGniogeHue  lnaTeXHbIM  KNUPWHIOBbLIM
LeHTPOM perfiameHTa BbIMOMHEHUS npoueayp
NNaTexXHoro KNupuHra, ykasaHHoro B n. 4.7
[MpaBnn nnaTtexHon CUCTeMbl Ha YpPOBHE He
Hwxe 99,8%.

e [octynHocTb OnepauMoHHOrO LeHTpa Ha
ypoBHe He Huxe 99,98%.

e Temn npupocTa cpeaHeOHEBHOro KonmyecTea
WHUMOEHTOB Ha ypoBHe He Bbiwe 10%.

CornacHo MpUMEHAEMON OpraHM3aLMoOHHOW MOoZenu
ynpaBrneHus puckamu B MNMnaTexxHon cucteme AMEpUKaH
Okcnpecc, Onepatop nepepjan  yHKUMIO MO
peanu3auum MeponpusiTUii B OTHOLUEHUW Mopsiaka
onpegeneHus (pacyeTta), YCTaHOBMEHUSA MOPOroBbIX
3HaYeHun, nepecMoTpa W aHanmMsa  3HavYeHun
nokasatenen BOMNC B OMKL HCIMK. TNoapo6Hoe
onucaHne MeToAuKM copepxutcs B MeTtoguke
onpegeneHus nokasatenen 6PMNC AO «HCIK».

OMNKL, HCIMK nepepaétr OnepaTopy nnaTexHon
CUCTEMbl MH(OPMALMI0O O KaXOOM YCTaHOBIEHUM U
nepecmoTpe NoporoBbLIX YpoBHen nokasatenen BPMNC ¢
UCMOMNb30BaHWEM pe3ynbTaToB OLEHKN PWUCKOB YyCnyr
NNaTexHow MHPaCTPYKTYpbl B MIATEXHOW CUCTEME.

Ecnn B TeyeHue kaneHgapHoOro mecsua no mcteveHun
roga nocne npeablgywero ot4éta ot OlKL HCIIK He
MocTynumno OT4ETa O MEepecMOoTpPe NMOPOroBbIX YPOBHEW
nokasartenen BOMNC, To Onepatop NNaTéXHOM CUCTEMBI
CyYMTaeT 3TO OTYETOM O TOM, YTO MOPOrOBblE YPOBHU
nokasatenen B®PIC octanuck Ha NpexHeMm ypoBHE.

OrKL  HCIMK  camoctosiTensHo  cobupaeT u
o6pabaTbiBaeT MHOpPMaLMo, HA OCHOBaHWM KOTOPOM
paccunTbiBaeT U aHanNM3MpyeT 3Ha4YeHUs1 rnokasaTenew
BOrC, B TOM 4ncrne nytem nx cpaBHEHNS C NOPOroBbIMMN
ypoBHAMKU  nokaszatenen BOMNC, wn  wucnonbsyet
pesynbTaThl yKa3aHHOoro aHanusa npuv
CaMOCTOATENbHOW  OLEHKE  CUCTEMbl  yrNpaBneHus
puckamu  ycnyr nnatexHom UHPaCTPyKTypbl B
NnaTexHon cuctemMe M Npu CamoCTOSATENIbHON OLIEHKe
BNUSHNSA NHUMOEHTOB Ha BOTIC.
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® The time period during which the OPCC NSPK
should restore the provision of payment
infrastructure services in case of suspension of
their provision, and the time period during which
the OPCC NSPK should restore the provision
of payment infrastructure services that meets
the requirements for the provision of services,
in case of violation of these requirements,
within the threshold values of the indicator
“Restoration of the Payment Infrastructure
Services”.

5.6. American Express Payment System Operational
Continuity procedure

To execute continuity of operations in the American
Express Payment System, Payment System Participants
and the Payment System Infrastructure Operators
should.

According to the applied organizational risk management
model in AEPS, OPCC NSPK provides Payment
Infrastructure service in the event of an incident, as well
as organizes the restoration of services in the event of
suspension of their provision, and the restoration of
Payment Infrastructure service that meets the
requirements for the provision of services, in case of
violation of these requirements.

Payment System Participants, Operational Center and
Payment Clearing Center independently determine the
procedure for implementing the operational continuity of
payment system requirements established by the
Payment System Rules, the current legislation of the
Russian Federation, and the regulations of the Bank of
Russia within its own organizational risk management,
including compliance with the operational continuity of
payment system procedure. functions within the
payment system, including:

e Risk Management
e operational continuity management

e interaction with other subjects of payment
system to provide operational continuity of
payment system

e monitoring compliance with the procedure for
providing operational continuity of payment
system

e informational interaction within the the payment
system in order to manage the risks of violation
of the operational continuity of payment system;

e storing information about the functioning of the
payment system and incidents within the frame
of activities related to the American Express
payment system;

e development of regulations
implementation of procedures;

e Development, review and test of the ensuring
Business contiuity and recovery plan according
p.5.7

for the

Mepuon BpemeHu, B TeyeHue kotoporo OlKL HCIIK
OOMMKEH BOCCTaHOBWTbL OKasaHue YCMyr MnaTexHon
WHMPaCTPYKTYpbl B Crlydae MPUOCTAHOBMEHUS WX
oKasaHus, W Nepuos BPEMEHW, B TEYEeHWe KOTOPOro
OMNKL, HCIK gomkeH BOCCTAHOBUTb OKasaHwWe Yycnyr
NNaTeXHoW  MHPACTPYKTYpbl,  COOTBETCTBYHOLLEE
TpeboBaHNAM K OKa3aHWIO YCIyr, B Cnyvae HapyLleHus
yKasaHHblX TpeboBaHWi, [AOomKeH ObiTb B pamkax
MoporoBbIX 3Ha4YeHW nokasaTtens «BoccTtaHoBneHne
okasaHusa Ycnyr NnatexHon NHdpacTpyKTypbi».

5.6. TMopsipok o6GecneyeHus
pyHKLUMOHUPOBaHUA
AmepukaH dkcnpecc
B uensix obecneyeHust 6ecnepebonHoCcTU
YHKUMOHUPpOBaHNA [naTexHon cuctembl AMEPUK3IH
Skenpecc YyacTHuKu nnaTexxHom CUCTEMBI,
OnepaumoHHbIi LUeHTp U naTeXHbl  KIMPUHIOBLIN
LEHTPp [JOMkHbl cchopmmpoBatb U opmanusoBaTtb
noaxopbl K yrpaBneHuio 6ecnepeboiHOCTLI0
YHKUMOHMPOBaHNA [1naTexxHon cuctemMbl AMEpUKaH
Okecnpecc.
CornacHo npuvMeEHsIeMOW OpraHu3auMoHHONW Mogenu
ynpaBrneHus puckamu B MNMnaTexxHon cucteme AMEpUKaH
Okcnpecc, OMNKL, HCIK obecneunBaeT okasaHve YU
npuv BO3HMKHOBEHNMN WHLMOEHTOB, a  Takke
OpraHn3oBbLIBAET BOCCTAHOBIEHME OKasaHus YCryr B
cnyvae NPUOCTaHOBIEHUSA nx oKasaHus "
BOCCTaHoBneHne okasaHusa YIW, cooTBeTCTBylOLLErO
TpeboBaHUSAM K OKa3aHuo YCryr, B Cryyae HapyLlleHusi
yKasaHHbIX TpeboBaHuA.
YyacTHUKM nnaTexHon cuctembl, OnepaunoHHbIN LEHTP
n natexHbIi KNMPUHIOBLIA LEHTP CaMOCTOSITENbHO
onpenensioT NOpsAoK peanusaumm TpeboBaHui Mo
obecneveHnto BOPIMC, ycraHoBneHHbIX [lpaBunamu
nnaTexHowm CUCTEMBI, OeNCTBYOLWNM
3aKoHOaTeNbCTBOM Poccuinckon denepauun,
HopMaTuMBHbIMKW akTamu bBaHka Poccunm B pamkax
COBCTBEHHOW OpraHM3aLMOHHOW CTPYKTYpPbI yNpaBneHns
puckamu, Bkrovas cobnirogeHne nopsgka obecneveHns
BOMNC B OTHOWEHMN BLINOMHAEMbIX UMW PYHKLMIA B
pamMkax MnaTexXHoW CUCTEMBI, B TOM YuCre:

e  yNpaBneHune puckamu;

6ecnepebonHOCTH
MnaTtexHon CUCTEMbI

e  yMpaBneHue
PYHKLMOHUPOBAHWS;

e  B3aMMOAEWNCTBME C ApyrMMKM cyObekTammu
nraTexHown cuctemsl no obecnedyeHuno bBPIIC;

HenpepbiIBHOCTbIO

e KOHTPONb  3a  cobnogeHvem
obecneveHusn BOIC;

nopsanka

e  MH(OPMALMOHHOE B3aMMOAeNCcTBME B paMkax
nnaTeXHoW CUCTeMbl B LEMsX YynpaBneHus
puckamu HapyLieHust BOTIC;

e XpaHeHue cBefeHu O (YHKLMOHNPOBAHUN
NnaTeXHoW CUCTeMbl U MHUMOEHTaX B pamkax
[eaTenbHOCTN, OTHocsAwenca K [naTexHon
cucteme AMepUKaH SKCNpecc;

e paspaboTka pernameHToB
npoueayp;

e paspaboTka, nepecmMoTp W TecTUpoBaHue
Mnanoe OHMB[ cornacHo n. 5.7;

BbINOJIHEHNA
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e compiling and maintaining in current status a
list of critical business processes and critical
resources

5.7. Business continuity and
Requirements

Business contiuity and recovery plan in case of non-
standart situations and emergencies developed by the
Operational Center Participants and Payment Clearing
Center should contain the following information related
to Business contiuity and recovery of the Payment
system of American Express in case of of incidents
related to suspension provision of payment infrastructure
services or violation of established levels of payment
infrastructure services:

recovery plans

e thelist of threats that may lead to an interruption
in  payment system operation and the
classification of such threats depending on the
level of adverse effect on the American Express
Payment System;

e the list of critical operational processes;

e the procedure for reporting on and activating
the payment system contingency;

e the action plan necessary to restore the
American Express Payment System;

e Perform regular test (check) and review
Business contiuity and recovery plan at
intervals of at least once every two years

The operational Center and Payment Clearing Center
should include Business contiuity and recovery plan
measures aimed at managing the continuity of the
American Express Payment System in case of
exceeding the recovery time of the Payment
Infrastructure Services when they are suspended for
more than two times for three months in a row, as well
as in case of violation of the Payment System Rules,
resulting in the refusal of the Operating Center and (or)
Payment Clearing Center unilaterally from providing
services to the Payment System Participant (s) not
related to termination of participation in the American
Express Payment System in cases stipulated by the
Rules of the payment system.

Payment System Participants must establish their own
contingency plans in the event of failure, including
technical failures, loss of connectivity, insolvency or
other suspension of their own business operations,
which may lead to the interruption of the services within
American Express Payment System as required by the
applicable law and in compliance with American Express
Payment System rules.

e COCTaBfeHWe W nopaepxaHve B aKkTyarlbHOM
COCTOSIHUM  MEepeyvHst KpuTuyeckux 6BusHec
NPOLECCOB N KPUTUYHBIX PECYPCOB.

5.7. TpeboBaHMa K nnaHam obGecne4vyeHus

HenpepbIBHOCTU U BOCCTAHOBIIEHUA OEATENILHOCTHU

MnaHbl obecneveHus HenpepbIBHOCTU 7

BOCCTaHOBIEHUSI OeaTenbHoCTH B cnyvae

HecTaHdapTHbIX M YpesBblyanHbIX cuTyaumn (MnaH

OHuB[), pa3pabaTbiBaeMble YyacTtHukamu,

OnepaunoHHbIM LeHTPOM U [naTexHbIM KIMPUHIOBbIM

LEHTPOM DOMXKHbI copepxatb cnepytoLLyto

WHGOPMaUMo,  OTHOCSILLYHOCS K  obecneyeHuio

HENpPepbLIBHOCTU U BOCCTaHOBMEHUS OEeATENbHOCTU

MnatexHon cuctembl AMepukaH JKcrnpecc B cryyae

BO3HUKHOBEHUA MHUMNOEHTOB, CBA3aHHbIX Cc
NpUOCTaHOBIIEHNEM OKa3aHuA ycnyr nnaTexHomn
VIH(ppaCprKTypbl nnn HapyuweHua YCTaHOBIEHHbIX

YPOBHEN OKa3aHWs yCryr NnaTexHon MHPPacTPyKTyphbl:
e [lepeyeHb yrpo3, CMOCOOHBIX HapyLWWTb
AeaTenbHOCTb B pamkax [NnaTexHon cuctemsl
AMEpUMK3H JKcnpecc M ux knaccuukaumio B
3aBMCMMOCTM  OT  CTENEeHW  HeraTMBHOrO
BO3fdencTBmMA  Ha  [lmatexHylo  cuctemy
AmMepukaH Jkcnpecc;
o [lepeyeHb KPUTUHECKN BaXHbIX ONepPaLoHHbIX
NpoLIeccos;

e [lopsigok WHMOPMUPOBAHUS W aKkTMBaLuu
nnaHa obecneyeHUss HeMpepbIBHOCTU U
BOCCTaHOBMEHUS AeSTENbHOCTY;

e [lopsigok [OencTBUM MO  BOCCTaHOBMEHUIO
OesTenbHOCTU B paMkax [naTexxHow cuctemsl
AmMepukaH  Jkcrpecc,  BKIKOYasi  OLEHKY
cuTyauumm,

e [lpoBeaeHne  perynsipHoro  TeCcTMPOBaHUS
(npoBepkn) n nepecmotpa MnaHos OHMBL ¢
NepuoanYHOCTBIO HE pexe OA4HOro pasa B ABa
roga.

OnepaumoHHbIi LUeHTp U [naTeXHbl KIMPUHIOBEIN
LEHTpP A0MMKHbI BKMNtoyaTthb B Mnad OHMBL meponpusitus,
HanpaeneHHble Ha ynpaBneHWe HenpepbiBHOCTbIO
YHKUMOHNPpOBaHNa [natexHon cuctembl AMEPUK3IH
Jkcnpecc B cnydae  MNpeBblIEHWS  BPEeMEHU
BOCCTaHOBNeHns okadanus YW npu npmoctaHosBneHun
nX okasaHusa bonee [Byx pas B TeYEHME Tpex MecsLeB
nogpsa, a Takke B cnyyae Hapywenusa [pasun
NNaTexHom CUCTEeMbl, BbIPA3uBLLUErOCS B  OTKase
OnepaumMoHHOro  ueHTpa wu  (unm)  naTtexHoro
KIMWPUHIOBOTO LEHTPa B OOHOCTOPOHHEM Mopsake OT
oKasaHus ycryr Y4yacTHuky (am) nnaTtexxHon CUCTEMb,
He CBS3aHHOr0 C npekpalleHvem yvyactus B [natexHon
cucreme AMepUKaH Okcnpecc B cny4vasx,
npenycMoTpeHHbIX MNpaBunamMu NnaTexHoW CUCTEMbI.

Y4yacTHuKn nnaTexHon cucTembl 0653aHbI
paspabaTbiBaTb COOCTBEHHblE MnaHbl obecneyeHus
HEenpepbLIBHOCTU M BOCCTAHOBMNEHUSA OEATENbHOCTU B
crnyyae HeCTaHAapTHbIX W Ype3BblYaWHbIX CUTyauuHn,
BKMOYas crnyyaum TexHu4yeckoro cbosi, nmoTepu CBSA3M
(ceTeBoro coeavHeHust), BO3HUKHOBEHNS (PUHAHCOBbLIX

3aTpyAHEHUA W WHbIX  (PakTOPOB  HapyLlUeHus
OonepauuoHHON AesaTenbHOCTU, KOTopble Mornu  Obl
NpMBECTU K MPUOCTAHOBIIEHNIO OKa3aHus  ycnyr
MnatexHonm cuctemon  AMepukaH  Jkcnpecc B

cooTBeTCTBMMN C NPUMEHUMbIM 3aKOHOOaTesSlbCTBOM U
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Such payment system contingency plans are to be
provided to the Payment System Operator on an annual
basis or on request.

Payment System Operator has a right to request
scheduled testing of the Payment System Participants
contingency plans in a jointly agreed approach.

Payment System Participants are required to inform the
Payment System Operator about all changes in their
contingency plans, including IT and data communication
infrastructure,

The Payment System Operator sets out the technical
requirements of continuous American Express Payment
System operation through:

e the establishing of the mandatory technical
network functionality;

o the execution of the established procedures to
ensure proper processing of the data and
payment information;

e the release into production of new and/or
upgraded payment system technical
functionality on a periodic basis;

e to mitigate the risk of operational failure through
periodic functional testing;

e the setting out of requirements for the Payment
System Participant’s certification.

Payment System Participants must provide the
necessary IT applications and network connectivity,
which will be certified by the Payment System Operator
in accordance with the standards and technical
specifications required by the American Express
Payment System and American Express global business
and operational policies

The Payment System Participants bears all risks
associated with the violations of the technical
requirements of the American Express Payment System.

In case of an interruption in service (system outages) that
results in a loss of connection or network connectivity
between the Payment System Participants and the
payment system, Payment System Participants must
cooperate with the Payment System Operator and
comply with any requests to resolve the interruption.

The Payment System Operator can request
improvements to the Payment System Participants
contingency plans in order to maintain the operational
continuity standard and procedure specified by the
Central Bank of Russia.

TpeboBaHusimu MpaBun nnaTexHon cuctemMbl AMEPUKIH
Okecnpecc.

YkasaHHble  MnaHbl  JOSKHbl  MPeaoCTaBnATbCS
OnepaTopy NNaTeXHOW CUCTEMbI EXETOAHO UMW MO
3anpocy.

OnepaTtop nnaTeXHOW CUCTeMbl BrpaBe 3anpocuUTb
rpaduk  TecTMpoBaHUA  YyacCTHUKaMU  MNNaTexHowm
cMCTeMbl MNaHoB MO obecneyeHnto HenpepbIBHOCTU
AeATenbHOCTM MO COrnacoBaHHON C HUMKM Mpoueaype.

Y4YacTHUKN NNaTexHON cuctemMbl 06s13aHblI yBEOOMISATL
OnepaTopa nnaTexHon cuctemMbl 060 BCEX N3MEHEHNAX
B nnaHax  obecneyeHus HenpepbIBHOCTU "
BOCCTaHOBIEHUS OEeATENbHOCTH, BKIHOYast
ncnonb3dyemble IT-UHPPACTPYKTYPY U MHAPACTPYKTYPY
no nepegaye AaHHbIX.

OnepaTop nmaTeXHOW CUCTEMbl  yCTaHaBnuBaeT
TEXHUYeCcKme TpeboBaHus ans obecneveHuns
OecnepeboiHoCcT  byHKUMOHMPOBaHUSA  naTexHon

cucTeMbl AMEpUKaH KCrpecc:

e OnpepeneHve obssaTenbHbIX TpeboBaHUM K
TEXHUYECKUM BO3MOXHOCTSAM CETU;

e OcyllecTBneHne onpeneneHHbIX npoueayp B
uensix obecneveHns Haanexawen o6paboTku
nnaTexHon nHdopmaunu;

e Bbinyck B NpOW3BOACTBEHHYID Cpefly HOBOO
nvinu 0BHOBINEHHOTO TEXHUYECKOro
(hyHKLUMOHANa Ha PerynsipHoii OCHOBE;

e  CHuxeHue
onepauMoHHOro
nepuoanyeckoro
(YHKLMOHANBHOIO TECTUPOBAHWS;

e YcTaHoBrneHne TpeboBaHWI K cepTudUKaLmm
Y4aCTHUKOB NNATEXHOW CUCTEMBI.

nocneacTeum
cbos

pvicka
NoCpPeACTBOM
npoeefeHus

Y4yacTHMK  nnaTexHoW  cucTembl  npedocTaBnsiet
Heobxoaumoe nporpaMMHOe obecnevyeHne U CXeMbl
CEeTeBOr0 COeAMHEHWsi, noanexawme ofobpeHuo
OnepaTopom MnaTeXHOW CUCTEMbI, B COOTBETCTBUM CO
CTaHdapTaMuM W TEXHUYECKMMM  crneumudukaunsmm
MnatexHon  cuctembl  AmepukaH  Jkcnpecc w
rno6anbHbIMY BU3HEC M onepauMOHHBIMU NONUTMKAMMN
AmMepukaH Jkcnpecc.

Y4yacTHUKM nnatexHon cuctembl BepyT Ha cebsi Bce
PWCKKN, CBA3AHHbIE C HAPYLUEHUSMU UMW TEXHUYECKUX
TpeboBaHun MNnaTexHon cuctembl AMEPUKIH DKCrpecc.

B cny4yae oTkasa onepaunoHHOro cepeuca (CUCTEMHOIO
cbosl), npuBoasLlEro K MOTepe COEAUMHEHUSI UMW
NMOAKIOYEHUS K CETU MexXay Y4YacTHMKaMu NnaTexHown
cuctembl 1 MNnaTtexHon cucteMon AMEpPUKaH JKcnpecc,
Y4yacTHuKn nnaTexHon cucTemsbl 0653aHbI
coTpyaHudaTe ¢ Onepatopom NnaTexHOW CUCTEMbI U
cobntogatb TpeboBaHUsA No ycTpaHeHuo cOoeB.

OnepaTop nnaTexHoW cucTeMbl Brpaee noTpebGoBaTb
BHECEHMSI M3MEHeHWA B MnaHel obecneyeHus
HEnpepbIBHOCTU U BOCCTaHOBMEHUS OEATENbHOCTU
Y4acTHMKOB NNaTEXHOW CUCTEMbI ANs NoaaepXaHus
cTaHgapTa no OecnpepbiBHOCTM [ESATENbHOCTU M B
COoOTBETCTBUM C TpeboBaHmamu baxka Poccun.
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Payment System Participants must immediately notify
the Payment System Operator of a loss of payment
system processing and should assist and participate in
the remediation of the service interruption as requested
and directed by the Payment System Operator. The
Payment System Operator can request subsequent
documentation of the event from the Payment System
Participant if appropriate.

5.8 Methods for Analyzing Payment System Risks

Amercian Express Payment System defines risk analysis
methodologies in the Risk Management Policy of
American Express Payment System.

1. population and updating of interrelated
sequential technological procedures performed
in the provision of Payment Infrastructure
service (hereinafter - “business processes”);

2. development and updating of classifiers
(structured lists) of risks in the Payment
System, risk events, causes of risk events;

3. analysis of all business processes in the
payment system and the development of a list
of possible risk events for each of the business
processes, indicating the sources of these risk
events and the consequences of their
occurrence;

4. determining the level of inherent risk for each of
the identified risks in the Payment System and
establishing the level of acceptable risk;

5. Comparison of a certain level of inherent risk
and an established level of acceptable risk for
each of the identified risks in the Payment
System to highlight significant risks;

6. application of risk management methods for
each of the significant risks and the subsequent
determination of the level of residual risk for
each of the significant risks;

7. Comparison of the levels of residual risk and
acceptable risk for each of the significant risks
and making a decision on the need to apply
other methods of risk management in the
Payment System in addition to the previously
applied risk management methods;

8. monitoring of risks in the Payment system,
including the levels of residual risks in the
Payment system, their compliance with the
level of acceptable risk;

9. compiling up and updating the results of risk
assessment in the payment system and
analyzing the effectiveness of measures to
restore the provision of payment infrastructure
services that meet the requirements for the

YyacTHuku MnatexHon Cuctembl JOMKHbI HEMeaIeHHO
ysegomutb OnepaTtopa [MnaTtexHon Cuctembl o
HapyLleHNN PYHKLMOHMPOBAHUSA NNATEXHON CUCTEMBI U
00s13aHbl  OKasblBaTb COOEWCTBME WM Yy4yacTBOBaTb B
BOCCTaHOBMNeHun GecrnepeboHOro okasaHus ycnyr B
COOTBETCTBMM C YyKasaHuamu OnepaTtopa nnaTexHou
cuctembl. Onepatop lMnatexHon Cuctembl B criyvae
HeobxoaumocTn Bnpase TpeboBaTb OT Y4YaCTHUKOB
MnatexHon Cuctembl npegocTaBneHns
COOTBETCTBYIOLUMX AOKYMEHTOB O Cly4Yyae HapyLlUueHus
YHKLMOHNPOBAHWS MNaTeXHOW CUCTEMBI
5.8 MeTtopguku aHanusa puckoB B [lnaTtexHon
cucrteme AMepuKaH dkcnpecc
B MnaTtexHon cucteme  AMeEpuKsH  JKcnpecc
ncnonb3yeTcs mMeToamkKa aHanusa pUCKOB,
onpegeneHHas BO BHyTpeHHeM fAokymeHTe OnepaTopa
nnaTtexHon cuctembl «[llonoxeHve no ynpasneHuto
puckamu B MNMnaTtexHon Cnucteme AMEpPUKaH SKCnpecey,
yKkazaHasi MeToauvka BKMoYvaeT:
dhopmmpoBaHve 1 nogaepKaHne B akTyanbHOM
COCTOSIHUM  MepeyvHen  B3auMOCBA3aHHbIX
nocregoBaTenbHbIX TEXHOMOMMYECKNX
npouenyp, BbiNonHAeMbIX npy okaszaHum YA
(banee — «BbusHec- NpouecchI»);

2. paspaboTky M nopgepxaHve B akTyarbHOM
COCTOSHUM KnaccudukaTopoB
(CTPYKTYpUPOBaHHbLIX MNepeyvHeln) pUCKOB B
MnatexHon cucTeme, pUCK-COBBITUA, MPUYMH
BO3HUKHOBEHWS PUCK-COBBITIIA;

3. nposefeHve aHanu3a Bcex busHec-npoLeccos
B MnaTtexHonW cucteme u HOpMMpoBaHue
nepeyHss BO3MOXHbIX  PUCK-COBbITMIA  Ans
Kaxgoro u3 OGu3Hec-npoLeccoB C yKasaHWem
WUCTOYHUKOB BO3HWUKHOBEHWS [aHHbIX PUCK-
COObITUI 1 NOCNEACTBUIA NX BOSHUKHOBEHWS;

4. onpegeneHve ypoBHS MPUCYLLEro pucka Ans
KaXKgoro 13 naeHTMMOULMPOBAHHBIX PUCKOB B
lMnaTexHon cnucteme n yCTaHOBMEHNE YPOBHS
A0NyCTMMOrO pUCKa;

5. conocTaBneHne  ONpefdeneHHOro  ypoBHS
NpUCyLLEero pucka U ycTaHOBMEHHOTO YPOBHS
OOMyCTUMOro  pucka No  Kaxaomy 13
naeHTUOULMPOBaHHLIX PUCKOB B [naTexHon
cucTeMe A4S BblAeneHusi 3HauMMbIX PUCKOB;

6. npumeHeHne crnocoboB ynpaBfieHNs puckamu

ana  Kaxgoro u3  3Ha4uYMMbiX  PUCKOB U
nocneaywulee onpepneneHne YPOBHA
OCTaTO4YHOIO pUCKa And KaXgoro n3 saHa4ynmbix
PUCKOB;

7. conocTaBreHVe YpOBHEN OCTaTOYHOIO pucka u
[OMYyCTUMOrO puUcka Ans KaXaoro U3 3Ha4uMbIx
puckoB " npuHATNE peLueHus o]
Heobxo4MMocTH NpUMEHeHNS apyrux
cnoco6oB ynpasneHns puckamu B MNnaTtexHomn
cucTeme B AONONHEHWE K paHee NPUMEHEHHbBIM
cnocobam ynpaBneHusi puckamu;

8. MOHUTOPUHT puUckoB B lNnaTexHon cucteme, B
TOM YMCfle YPOBHEWN OCTATOYHbLIX PUCKOB B
[natexHo cucteme, WX COOTBETCTBUE
YPOBHIO AOMYCTUMOrO PUCKa;

9. cocTaBneHve " aKkTyanusaumio no
pesynbTaTaM OLEHKN PWUCKOB B MaTeXHON
cucteme M aHanusa  3PPEKTUBHOCTU
MEepONpPUATUA NO BOCCTAHOBMEHWIO OKasaHWA
YN, cooTtBeTcTBylOWErO TpeboBaHUAM K
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provision of services, the profile of each of the
identified risks in the Payment System.

5.8.1 The methodology of acceptable level risk
assessment

The risk level is calculated on the basis of a
comprehensive risk assessment, determined by the level
of probability of a risk event occurring and the
consequence of a risk event.

The probability and the impact of risk are determined on
a five-point scale. The probability of risk reflects the
possibility of the occurrence of the risk event itself from
a low probability (no more than once every 2 years) to
the highest probability (during the next quarter). The
impact of risk reflects the assessment of the material
consequences of the risk event from very low (the ability
to provide payment services in the standard mode of
operation at maximum financial costs of up to 7 million
rubles and in the absence of an impact on the business
reputation of the Payment System, consequences of a
legal nature, and no penalties / fines) very high (transition
to a critical mode of operation with financial losses
exceeding 140 million rubles, irreparable damage to
business reputation, significant fines / penalties).

The following formula is used to calculate the level of
risk:
R=I"P, where

R — Risk
| — Risk event impact
P — probability of risk event

A detailed description of the probability scale and the
impact of risk, as well as the assessment of the level of
risk is set forth in the internal document of the Payment
System Operator “The Risk Management Policy in the
Payment System of American Express”.

5.8.2. Risk Types. Risk level assessment

The Payment System Operator, within the risk
management system, defines the following types of risks
will be assessed and monitored:

Credit risk — the risk of payment system infrastructure
failure and payment infrastructure services provision not
meeting requirements for the services provision, as a
result of Payment System Participants’ failure to meet
their contractual obligations to the said organizations
within the stipulated deadlines or in future. In order to
manage credit risk in the Payment System of American
Express, global standards for evaluating potential or
existing participants in the payment system are applied,
which consist in assessing the risk of a Participant in the
payment system.

oKasaHWl  ycnyr, nNpoguns  Kaxzgoro u3
BbISIBMEHHbLIX PUCKOB B MnaTexHol cucreme.

5.8.1 MeToauka oLleHKM NpUeMNeMoro ypoBHsl pUcka

YpoBeHb pucka pacCcYUTbIBAETCA Ha OCHOBaHWK
KOMMIEKCHON OLEHKN pucka, onpeaensieMon ypoBHEM
BEPOSATHOCTM  BO3HMKHOBEHWS  PUCK-CODBLITUSI 1
nocneacTBMEM PUCK-COOLITUS.

BeposaTHOCTb M BnusiHAE pucka onpegensioTcs Mo
nAaTMbanneHoOM LiKkane. BeposTHOCTb pucka oTpaxaeT
BO3MOXHOCTb HACTYMMEHNS CAMOrO PUCKOBOTO COBLITUSA
OT HM3KOW BEpPOATHOCTM (He vawe 1 pasa B 2 roga) oo
HauBbICLIEN BEPOATHOCTU (B TeYeHWe creaymoLliero
kBapTana). BnuaHne pucka oTpaxaeT  OLEHKY
MaTepPUanbLHOCTV NOCNEACTBUA PUCK COOLITUS OT OYEeHb
HMU3KON (BO3MOXHOCTb OKa3aHUs MnaTexHbIX YCnyr B
CTaHAapTHOM  pexuMe  (PYHKLMOHMPOBAHUSA  MpU
MaKCMManbHbIX (PMHAHCOBbLIX 3aTpaTtax Ao 7 MiH. py6. n
npu OTCYTCTBMWM BRWSIHWS Ha [EnoByl0 penyTauuio
MnatexHon  cuctembl, MNOCMNEACTBUA  MNPaBOBOroO
Xapaktepa, OTCyTCTBMM LTpadoB/NeHen) A0 O4YeHb
BbICOKOW (Nepexof B KPUTUYECKUA YPOBEHb OKa3aHWs
ycnyr npu gUHaHCOBLIX YObITKax npesbiwatowmx 140
MIH.  py6., HEBOCCTaHOBMMOM YpOHE  [eroBoW
penyTaumu, CywecTBeHHbIX WTpadax / NeHsX).

[ns pacyeTa ypoBHS pucka NpuUMeHsieTcs cregytoLas
dopmyna:

R=I*P, rne

R — ypoBeHb pucka
| — BnusHME pUCK-cOBbLITUS
P — BEpOSATHOCTb BO3HWMKHOBEHWS PUCK-COBBITUA

MonpobHoe onvcaHue LiKanbl BEPOSITHOCTU U BAUSIHUS
puycka, a TakkKe OLEHKA YPOBHSI pUCKa W3NOXEHO BO
BHYTPEeHHeM OoKymeHTe Onepatopa [lnartexHown
cuctembl «llonoxeHve no yMpaBneHWIo puckamu B
MnatexHon cucteme AMeEpUK3aH DKCNpPece».

5.8.2. Bugbl puckos. lNMpodunb puckoB nnaTexHomn
cuUcTembl

Mpocunu puckos TlMnaTtexHon cuctembl AMEPUKIH
OKcnpecc COCTaBnSATCA MO CrieaylowuMm  puckam,
BbiBNEHHbIM B [lnatexHon cucteme AMEpPUKaH
3kenpecc:

KpeoautHbin puck - puck okasaHus YIMU, He
COOTBETCTBYIOLLEro TpeboBaHMAM K OKasaHu YCyr,
LleHTpansHbiM MnaTtexHbiM KINYPWUHIOBBIM
KOHTpareHToM unu PacyeTHbIM LEHTPOM NnaTexHown
CUCTEMbl BCMEACTBME HEBBINOMHEHUSA Y4YacTHMKaMu
nnaTexHon CMCTeMbl JOTOBOPHbLIX 0683aTenbLCTB nepes
yKa3aHHbIMWU OpraHuM3aumsiMm B YCTaHOBMEHHbIA CPOK
unu B Gyayuwem. B uenax ynpaeneHuss KpeauTHbIM
puckom B [lnatexHon cucteme AMepukaH IKcnpecc
npumeHsitotca  rmobanbHble  cTaHAapTbl  OLEHKM
noTeHumanbHbIX UMW CyLLECTBYIOLWMX Y4YaCTHUKOB
NNaTeXHoW CUCTEMbI, KOTOPbIA 3aKMHYalTCA B OLEHKE
pucka Y4acTHMKa NnaTexXHON CUCTEMBI.
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Payment System Participant Risk

A Payment System Participant is unable to meet its
financial obligations to the payment system due to
financial difficulties. The assessment of the Payment
System Participant’s risk identifies its creditworthiness
and its financial standing to assess its ability to fulfil its
respective settlement obligations on time and in full.

Payment System Participants creditworthiness and
financial standing are assessed according to the risk
provisions in the American Express Payment System
rules and American Express global business and
operational policies on a regular basis. This may be more
frequent particularly in situations where there is higher
than usual perceived risk or where specific information
has become available. Following these assessments,
the Payment System Operator can request the
assignment of collateral in the form of an irrevocable
letter of credit or bank guarantee as collateral on behalf
of the Payment System Participants.

The long-term rating of a Payment System Participant
shall be rated by a recognized debt-rating agency at no
less than “investment grade” (i.e., in the case of Fitch and
Standard and Poor’s, not less than “BBB-", and in the
case of Moody’s, no less than “Baa3”). The Payment
System Operator will use the lowest rating of the rating
agencies. If a Payment System Participant is not rated
by one of the rating agencies, it will be rated on a similar
scale by internal American Express rating teams. If the
Participant’'s debt ratings ever fall below “investment
grade,” or their volumes exceed an amount determined
by American Express, the Participant must obtain a
standby letter of credit, cash collateral agreement, or
guarantee from an acceptable guarantor above
“investment grade”.

Direct Payment System Participants will be assessed on
their settlement performance against the defined
settlement execution criteria issued by the Payment
System Operator. Serious or repeated disruptions
caused by non-settlement will lead to the actions defined
in chapter 6. In case Uncovered Payment Clearing
Position arise as a result of technical issues or human
error (settlement not funded because of local holidays
etc.), the Payment System Participants should rectify it
by themselves. In the event of a Financial Failure which
is not rectified by the Participants themselves, the
Payment System Operator would reimburse the
Settlement Center for the shortfall subject to conditions
of the contractual arrangements. The Payment System
Operator would deploy any collateral, which was
obtained from the Participant, which has the Uncovered

Puck YuyacTHuMka nnaTtexxHom cuctemMsbl

Puck HencnonHeHus obszatenscTea nepen MNnartexHown
cuctemort AMEpPUKaIH DKCMpecc CO CTOPOHbLI YYacTHMKA
NIaTeXHoOW CUCTEMbl, BbI3BaHHbIN ~ PUHAHCOBLIMU
3aTpygHeHnsiMu. B pesynbTate  OUEHKM  pucka
YyacTHMKa  nnaTeXxHoW  CcucTeMbl — onpenensieTcs
KpeanTocnocobHOCTb M (PUHAHCOBOE  MOSIOXEHUe
YyacTHMKa nnaTeXHoW CUCTeMbl, BKIYasi ero
CMocoBHOCTb OTBEYaThb MO pacyeTHbIM 06a3aTENLCTBAM
B NOSIHON Mepe 1 CBOEBPEMEHHO.

KpeanTtocnocobHocTe ¥ (pUHAHCOBOE  MOMOXEHMWE
YyacTHMKa nNnaTeXHOW CUCTEMBbI OLEHMBaeTcs B
cootBeTCcTBUM C [lpaBunamu nnaTexHoOW CUCTEMbI
AmepukaH Okcnpecc M rnobanbHelMM  BU3HEC M
onepauMoHHbIMU NONUTUKaMN AMEPUK3IH JOKcrpecc Ha
PErynsipHoNn OCHOBE WM MO MepPEe MOJSlyYEeHUss WHOWM
nHopmauun, TpebytoLen BHeoUYepeaHOro nepecMoTpa
pucka Y4yacTHuMKa nnaTexHoW cuctembl. Pesynbtatom
OLeHKM pucka YyacTHMKa MNaTexHOW CUCTEMbl MOXET
cTaTb 3anpoc co CTopoHbl Onepatopa nnaTexHon
cucTeMbl 0 NnpegoctaBneHun 6e30T3bIBHON GaHKOBCKON
rapaHTUMm UnNu akkpeguTMea B KadecTBe obecneveHus

UCNonHeHus1 o0653aTenbCTB  YyacTHMKA  MaTexHom
CUCTEMbI.
OnepaTop nnaTexHomn CUCTEMBbI ocyuiecTBnaeT

MOHWUTOPUHI  JOJNITOCPOYHOrO KPEeaUTHOTO PEenTUHra,
NMPUCBOEHHOTO YYacCTHUKY NIaTeXHOW CUCTEMbl O4HUM
M3 MPU3HAHHbIX areHTCTB, KOTOPLIA He [OIMKEH ObITb
HUXe «UHBECTULMOHHO-KPEAUTHOTO penTuHra»
(Hanpumep, penTuHr, npuceoeHHbI Fitch n Standard
and Poor’s, He gomxeH ObiTb HUXe «BBB-» n pentuHr
areHTcTBa Moody’s He pomkeH ObiTb Hke «Baa3y).
OnepaTtop nnatexHowm cucTeMbl OyaeT MCMoNb3oBaTb
CcaMbll HA3KUA PENTUHT U3 JOCTYNHbIX. B cnyyae, ecnu

Y4acTHUKY  MnaTexHoOW CUCTeMbl He  MPUCBOEH
Tpebyembli  [ONTOCPOMHBIN  PENTUHT,  BHYTPEHHWE
nogpasgeneHus  AMepukaH Jkcnpecc npoussenyT

HeobxoAMMy0 OLIeHKY MO aHanorM4Hon wkane. Ecnv B
pe3ynbTaTe OLEHKUM puUcka Y4yacTHMKa NMnaTexHom
CUCTEMbBI €10 MHBECTULIMOHHO-KPEAUTHBIN PENTUHT HUKE
Tpebyemoro JONroCpoOYHOro penTUHra unu obbLeMbIl ero
onepauui NpeBbILWAIOT pa3Mepbl, YCTaHOBIEHHbIE
AMepurkaH Jkcnpecc, Y4YacTHUK MAaTeXHOW CUCTEMbI
0o6sa3aH npepocTtaBuTb 6e30T3bIBHYIO  6aHKOBCKYHO
rapaHTUO WNM akkpeouTuB B KavecTBe obecneveHus

MCMNONMHEHNs 00dA3aTenbcTB  Y4YacTHMKa NnaTexHoun
CUCTEMBI.

OnepaTop nnaTeXHOW  CUCTEMbI MO  [AaHHbIM,
nocTynawwum oT PacyeTHOro UeHTpa, OueHuBaeT
pacyeTHyl0  OUCLUMMNAMHY  YYaCTHUKOB  MIaTEXHOW
CUCTEMBI. B cny4yae CYLLIECTBEHHbIX unm

MOBTOPSIOLUMXCS HapyLleHU B MNpoOLEecce pacyeTos,
OnepaTop nnartexHon cuctembl OyaeT npuHMMaTh
Mepbl, yKasaHHble B [MnaBe 6 [lpaBun nnatexHom
cucTembl AmMepurkaH Skenpecc. B crnyyae
BO3HVMKHOBEHNS HenokpbiTon lMnaTexHon KnMpuHrosowm
nosuumMm B pesynbTaTe TexXHUYECKMX owunbok unn
YyenoseyecKkoro chaktopa (pacyéT He ocyllecTBnseTcs
M3-3a MeCTHbIX MpasgHMKOB M T.N.), YYacCTHUKM
NNaTéXHOWM CUCTEMbI YCTPAHSIIOT X CaMOCTOATENbHO. B
cnyyae PUHAHCOBOrO HAapYLUEHUSl, He YCTPaHEHHOro
cammmu YyacTtHukamu, Onepartop nnaTéxHon cuctemsl
Bo3MelLaeT PacyéTHOMYy LUEeHTpYy BbiNAavyeHHble UM
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Payment Clearing Position, in reimbursing the
Settlement Center. In the absence of sufficient collateral,
the Payment System Operator would expect to utilize its
own resources; if necessary, it would draw upon its
committed revolving credit facility, which should be
sufficient to cover the largest peak Payment Clearing
Position of a Participant in case of need.

The Payment System Operator has the right to block
Payment System Participants’ card transactions in the
event of application of bankruptcy or liquidation
procedures against that Payment System Participant or
in that Payment System Participant’s inability to provide
an acceptable form of security defined above.

Legal Risk — the risk of payment system infrastructure
services failure as a result of the payment system
entities’ failure to meet requirements of applicable
legislation of the Russian Federation, regulations of the
Bank of Russia, payment system rules, documents of the
Payment System Operator, or as a result of legal conflict
and/or ambiguity in legislation of the Russian Federation,
regulations of the Bank of Russia, payment system rules,
agreements between payment system entities

The Payment establish a

procedure to:

System Operator will

e Monitor any changes in Russian legislation and
Central Bank of Russia directives related to
payment processing.

e Ensure any required amendments to the
American Express Payment System rules are
implemented

e Periodically review all related agreements

e Ensure any disputes are addressed according
to the American Express Payment System
rules.

Operational Risk — the risk of payment system
infrastructure services failure and payment infrastructure
services provision not meeting requirements to the
services provision, as a result of faults, failures and
breakdowns in the payment system entities’ information
and technological systems, defects in arrangement and
performance of technological and management
processes, errors or illicit actions of the payment system

cpeacTBa C y4eTOM YCMOBUIA 3aKIOYEHHbBIX JOFOBOPOB.
OnepaTop nnaTéxHOW cucTemMbl ucnonbayeT nboe
obecneyeHne, nony4yeHHoe OT YyacTHUKa, MMELLEro
HenokpbiTyto MNnaTtexHylo KNMPUHIOBYIO MO3MLMIO MpK
TakoM Bo3MelleHnn PacuéTtHomy ueHTpy. B oTcyTCcTBME
poctatoyHoro obecneveHns OnepaTop NNATEXHOM
cucTembl ByaeT Mcnonb3oBaTb COBCTBEHHbIE PECYPChI;
npy HeobXoAMMOCTM OH Mpou3BenéT BbIGOPKY Mo
BO30OHOBMSAEMOMY KpeaWTY, KOTOPbIA [OIMKEH ObITb
JoctaTodeH ANns NOKPbITUA HaMbonblUero no pasmepy
obsAsaTenbCcTBa  YYyacTHWKA, BbITEKaloWero w3 ero
lMnaTexHow KNMPUHroBON NO3NLUN.

Onepatop nnaTeXxHoOW CUCTEMbl MMeeT  Mpaso
3abnokupoBaTb KapTOYHble TpaH3akuMM Y4acTHuKa
NNaTexHoW CuUCTeMbl B Cnyvyae TMpUMEHEHNs K
YyacTHWKy NnnaTexHoW cucteMbl npoueayp 6aHkpoTcTBa
UNu NUKBMAAUMWM UM B CnydYae HecrnocobHOCTH
YyacTHMKa  MnaTtexHoW  CUCTeMbl  MPefocTaBuUThb
Tpebyemyio  [paBMnamm  MnaTtexHom  CUCTEMBI
AmepunkaH Jkcnpecc dopmy obecneyeHus.

MpaBoBon puck -— puck okasaHua YIMWU, He
COOTBETCTBYIOLLErO TPebGOoBaHMSIM K OKasaHu YCryr,
BCneacTemMe HecobnogeHusi cybbektamu [nartexHown
cuctembl TpeboBaHWiA 3akoHopaTenbcTBa Poccuiickon
depepauun, Mpasun MNnaTexxHon cucTembl, JOFOBOPOB,
3aKMIOYEHHbIX  Mexay — cybbektamym  [naTexHomn
cucTeMbl, AokyMeHToB OnepaTtopa nnaTexxHowm CUCTEMbI
N OOKymeHTOB onepaTtopoB Y[ nubo Bcneacteue
HanmM4Msa MpaBOBbIX KOMMM3WA U (UNn) NpaBOBOWA
HeonpegeneHHOCTU B 3akoHodaTenbcTBe Poccuickomn

depepaunn, HopmaTuMBHbIX akTtax baHka Poccuu,
npaeBunax nnaTeXxHom CcucTeMbl W OOroBopax,
3aKITHOYEHHbIX Mexgy — cybbektamu [MnatexHon
CUCTEMBbI, a Takke BCMNeACTBUME  HAXOXAEHUS

onepaTtopoB YA 1 Y4YacTHUKOB MnaTeXHOoW CUCTEMbI
NoA OPUCAMKUMEN pa3nMYHbIX rOCyaapcTB.

Onepatop  nnaTeXHOW  cUCTeMbl  ornpenensieT
crefylolime npoueaypbl Mo yNpaBIieHWo MPaBOBbIM
PVCKOM:

e  MOHUTOPUMHI  U3MEHEHWA B  POCCUIACKOM
3aKoHoAaTenbCTBE WM HOPMAaTUMBHBIX —akTax
BaHka Poccuu;

e ObecneyeHne BHECEHWS  U3MEHEHWA B
[MpaBuna nnaTtexHon cucteMbl AMEPUK3IH
JKcnpecce B cnyvyae NpUMEHUMOCTN U3MEHEHUI
B POCCUICKOM 3aKoHoAaTenbCcTBe K
MnatexHon cucteme AMepUKaH JKCnpecc;

e [IpoBepka BCex CornalueHui, 3akmnvyaemMblx ¢
OnepatopoM  MNatexHoOMW  CUCTeMbl  Ha
nepuoan4ecKon OCHOBE;

e ObGecneyeHve BefdeHns pfden Mo cnopam
cornacHo [lpaBunam nNaTtexHoOMm CuUCTeMbI
AmMepukaH Jkcnpecc.

OnepauMoHHbLIN PUCK — puck okasanus YIU, He
COOTBETCTBYHOLLEro TpebOBaHWSIM K OKa3aHWIO YCNyT,
BCNeaCTBME BO3HMKHOBEHUSI Y cybbekToB [MnatexHom

cuctemMbl cOoOeB, OTKa3oB U aeapuit B paboTe
WH(DOPMALMOHHLIX U TEXHONMOTMYECKMX  CUCTEM,
HeOoCTaTKOB B OpraHMsauumM U BbINOMHEHUM
TEXHOMOMMYECKUX U1 YMpaBleHYecKnX MpoLLeccos,

OWKNBOK MM NPOTMBONPAaBHLIX AENCTBUMI NepcoHana
cybbekToB [natexHonm cuctembl nNnbo BCneacTeue
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entities’ personnel, or due to circumstances that are
caused by events unrelated to activities of the payment
system entities, including extraordinary situations,
erroneous or illicit actions of any third parties. Fraud risk
is defined in AEPS with the purposes of operational risk
management.

AEPS rules define responsibility of the Participants,
Operational Center and Payment Clearing center for the
ownership and management of the business processes
and IT infrastructure in line with the operational risk
management and assessment,

In order to manage operational risk in the Payment
System American Express, the risk of fraud is
highlighted.

Fraud Risk

The Payment System Operator sets out the criteria for
identification of the high risk merchants. All Payment
System Participants will be notified of merchants
identified as potential high risk through FraudNet (an
American Express provided application). In addition to
the notification, the Payment System Operator will
provide the list of actions to address the fraud risk
concerns.

All Payment System Participants are required to
cooperate fully to investigate all frauds or potential
frauds, to take action to minimise any losses, to hold
funds if appropriate, to assist and regulatory or law
enforcement agencies and to initiate legal action against
any perpetrators.

Payment System Participant Acquirers must provide, in
addition to the above requirements, fraud risk and
detection procedures to ensure its merchants cooperate
fully and provide all relevant information in any
investigation. It may be necessary to terminate such
merchant relationships for any participation in fraudulent
activity and for any negative effect on the American
Express brand.

The Payment System Participant has a right to request
the block of the card transactions to prevent fraudulent
actions by itself.

The Payment System Operator has a right to block
Payment System Participants’ card transactions in a
fraudulent situation to limit potential loss where there is
no reasonable alternative.

BO34ENCTBUS  COOBLITUA, MPUYUHbI  BO3HUKHOBEHUS
KOTOpbIX He CBsi3aHbl C [EATENbHOCTbI0 CYyOBLEKTOB
MnatexHon  cuctembl, BKMYasg  Ypes3BblyalHble

cutyauum, owmnboYyHble nnn npoTuBonpaBHbIe nencreuns
TPpeTbUX nnu.

B pamkax oueHku 1 ynpaBrneHus onepaunoHHbIM PUCKOM
MpaBunamm nnaTexHoMm CUCTEMBbI MpeaycMoTpeHa
OTBETCTBEHHOCTb Y4YaCTHWKOB MNaTEXHOW CUCTEMBI,
OnepaunoHHoro ueHTpa u lNnaTtexHoro KNMpUHroBoro
UeHTpa 3a BnageHve U ynpaeneHne ©Ou3Hecc-
npoueccamu n UT-nHdppacTpykTypon.

B uensix ynpaBneHuss onepauuMOHHbIM PUCKOM B
MnaTtexHon cncteme AMepurkaH JKCnpece BbiaensieTcs
PVCK MOLLEHHNYECTBA.

Puck MoweHHMn4yecTBa

OnepaTop nnaTeXHOW CUCTEMbl  yCTaHaBnuUBaeT
TpeboBaHus Ons  onpefeneHuss TOProBO-CEPBUCHbIX
nNpeanpusATM C NOBbILLEHHbIM pUckoM. Bce YyacTHukn
nnaTexHom cuctembl GyaoyT yBeJOMSEHbl O TOProBO-
CEPBUCHbIX npeanpusaTnaxX c BbISABIEHHbIM
noTeHunanbHbIM  BbICOKMM  PUCKOM  MOCPEACTBOM
FraudNet (ceteBom pecypc, npenocTaBnseMblil
AmepukaH Okcnpecc). B pononHeHve K Takomy
yBegomneHuio, OnepaTtop  NNaTteXxHoW  CUCTEMbI
npefocTaBnseT KOHTaKTHble AaHHble Ans coobLieHus
Y4yacTHMKaMy NnaTexHon cuctemsl nobbix NOJO3peHNI
B OTHOLLEHMM pUCKa MOLLEHHMYECTBa.

Bce YuacTHUKM nnaTexHoW cuctemMbl 00si3aHbl
coTpyaHudaTe ¢ OnepaTtopoM MraTexXHOW CUCTEMbI B
Lensix BbIABNEHNS BCEX NOTEHUMANbHbIX N haKTUYECKNX
MOLLEHHUYECKMX [OEWCTBUWA, MpUHMMaTb Mepbl MO
MUHMMM3aLMKN YObITKOB B pe3ynbTaTte MOLUEHHUYECTBa,

COXpaHATb cpeactBa B criydae  HeobxoauMmocTw,
oKasblBaTb  COAENCTBME  FOCYAapPCTBEHHbIM UMK
NpaBoOOXPaHUTENbHbIM opraHam B cny4vae
WHULMMPOBaHUA cynebHbIx MCKOB npoTmBe
HapyLuTenen.

YyacTHMKM nnaTexHoW CucTembl - 3KBavepbl, B

[OMOSTHEHUE K BbllLeYyKa3aHHbIM TPeOOBaAHNSM, LOMMKHbI
obecneunTb HanmMuue npouenyp Mo BbISIBIIEHWUIO pUCKa
MOLLEHHUYECTBA,  OOCTYMHbIX  TOPrOBO-CEPBUCHbLIM
npeanpuaTMaAM ANs  npouecca B3auMOAEWCTBUSA W
npegocTtaBneHvs uHgopMauuu, Heobxoaumon And
paccnegoBaHun. B cnyyae HeraTMBHOro BNUSAHMS Ha
OpeHa  AMepuKdH  OKcmpecc Unu  BbISIBIEHMS
MOLUEHHUYECKUX OEeNCTBUA Yy TOProBO-CEPBUCHOMO
npeanpuatia, Onepatop NNaTeXHOW CUCTEMbl MOXET
notpeboBaTb MNpekpalleHne npuema KapT yKaszaHHbIM
TOProBbLIM NPEANPUSTUEM.

Y4acTHUK NNnaTexxHON CUCTEMbI UMEET NPaBo 3anpocuTb
GrokvMpoBaHMe COBCTBEHHBLIX KapTOYHbLIX TpaH3aKUMi
Ons npegoTBpaLLeHnst MOLWEHHNYECKMX AeNCTBUN.

nnaTexxHom
OnokupoBaTb  KapTO4Hble
nnaTeXxHol  cucTemMbl MNpU  BBLISIBNEHUM  puUcka
MOLLEHHNYecTBa c Lenbo npefoTBpaLleHust
noTeHumanbHblX YObITKOB B Cry4Yae OTCYTCTBUSI UHbIX
060CHOBaHHbIX anbTepHATUBHbIX METOAOB.

Onepatop cUCTEMbl  UMEeT  NpaBo

TpaH3akuun  Y4yacTHuka
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Liquidity Risk - the Rrsk of payment system
infrastructure services failure and payment infrastructure
services provision not meeting requirements to the
services provision, as a result of absence with the
Payment System Participants of funds sufficient for
timely execution of their obligations to other payment
system entities. This type of risks closely correlates with
credit risk.

General commercial risk - the risk of payment system
infrastructure services failure and payment infrastructure
services provision not meeting requirements to the
services provision, as a result of deterioration of financial
position of Payment System Operator and/or Payment
Infrastructure Servicers unrelated to exposure of the
payment system to credit risk or liquidity risk.

The description of the risk profile is contained in the
internal document of the Payment System Operator
“Risk Management Policy in the Payment System
American Express”.

The payment system Operator compiles and / or updates
the risk profile on an annual basis.

5.9. Provision of Risk Management Information

The Payment System Operator has the right to request
any information relating to the operation of the American
Express Payment System from the Payment System
Participants and the Payment Infrastructure Service
Operators.

Under the management of the operational continuity of
payment system system as part of the activities of
Operational and Payment Clearing center of the
payment system Operator interacts with the OPCC
NSPK, among other things in accordance with the
procedure established by the Methodology for
Determining operational continuity of payment system
Indicators and the Rules of Interaction of the OPCC
NSPK JSC and the Substation Operator for the collection
and processing of Incidents used for -calculating
operational continuity of payment system ".

This interaction includes sending the following
information in electronic form to the email address of the
responsible employees of the payment system Operator:

e Information about operational continuity of
payment system indicators specified in p.5.5 of
the Payment System Rules on a monthly basis;

e Information about incidents no later than 12
hours from the moment of occurrence
(detection) of the incident or information
confirming the absence of incidents;

e Incident resolution report no later than 24 hours
after the incident has been resolved;

. A copy of the updated Onivd Plan and the
results of testing the Plan at least once every
two years;

e Results of significant risk assessment and risk
profile at least once a year;

Puck nukBumpgHoctM — puck okasaHua YIA, He
COOTBETCTBYIOLLEr0 TPebGOoBaHMSIM K OKasaHW YCryr,
BCrneacTBMe OTCYTCTBUSA Yy YUYaCTHMKOB MNNaTEXHOW
CUCTEMbl [OEHEXHbIX CPeAcTB, [OOCTaTOYHbIX —AnA
CBOEBPEMEHHOTO BbINOMNHEHNSA nX 0683aTenbCTB nepeq
apyrmmmn cyobektamy NnatexHon cuctembl. [daHHbIN
BW[, pYCKa TECHO B3aUMOCBSA3aH C KPeAUTHBLIM PUCKOM.

06K KOMMepPYEeCKUM PUCK - puck okasanus YT, He
COOTBETCTBYIOLLEro TpeboBaHMAM K OKasaHu YCyr,
BCNeACTBME  yXyAleHNss (UHAHCOBOrO COCTOSIHUSA
OnepaTopa nnaTexHon cuctembl U (UnNu) onepaTopoB
YT, He cBSA3aHHOIO C peanusauuneint KpeguTHOro pucka
[MnaTexHon cuctembl 1 pycka NMKBUAHOCTK [naTtexHon
CUCTEMBI.

OnucaHne  npodunsa  pUCKOB  COAEPXUTCA  BO
BHYTpEHHEM  fokymeHTe OnepaTtopa  nnaTexHou
cuctembl «[lonoxeHne nNO YNpaBReHWIO puUCKamn B
MnatexHon Cucteme AMEPUKIH JKcnpecey.

OnepaTtop nnaTexHoW cucTembl cocTaBnsieT u (unwu)
obHoBNSeT NPodUNb PUCKOB Ha €XErofHON OCHOBE.

5.9. Nopsigok MHPOPMaLMOHHOIO B3auMoaencTBust

OnepaTop nnaTtexHOMW CUCTEMbI MMeeT MpaBo
3aTpeboBatb nOOyl MHGOPMaUMIO,  KacalLlylcs
YHKUMOHMpPOBaHNA [1naTexxHon cucteMbl AMEpUKIH
Okcnpecc, OT Y4YacCTHWKOB MMaTeXHOW CUCTEMbl WU
OnepaTopoB ycnyr NnaTéxHon MHPaCTPYKTYpbI.

B pamkax ynpaenenunss BPMNC B yactu geatenbHOCTU
OnepaunoHHoro u MNnartexHoro KnmpunHroBoro LeHTpa
OnepaTop nNnaTeXHoW CUCTEMbl B3aMMOOEWCTBYET C

OMNKL, “HCIMK”, B TOM u4ucrne cornacHo nopsaky
yCTaHOBIIEHHOMY «MeTogukon onpeneneHus
nokasaTenen BOrCx» " «PernamexTtom

B3ammogencteus OlNKL AO "HCIMK" n Onepatopa NC
no cbopy n o6paboTke NHUMAEHTOB, UCMONb3yeMbIX ANA
pacyeTa BOMCx». YkasaHHOe B3aMMoOencTene
BKIMOYAET HanpaBneHne Ha agpec 3MeKTPOHHOW NoYTbI
OTBETCTBEHHbIX COTpyaHWMKoB OnepaTopa nnaTexHon
CMCTEMbI crefylolwen WHPopMauun B 3NEKTPOHHOM
Buae:

e fAaHHble 0 nokasartensax bPIC, ykazaHHbIe B N.
5.5 [lpaBun nnaTexHom cCUCTEMbI Ha
€XXEMECSIYHOWM OCHOBE ;

e (CBepgeHus 06 MHUMAEHTaX He nosgHee 12-Tu
4YacoB C MOMEHTa BO3HNKHOBEHWS (BbISIBIEHUS)
WHUMAeHTa nMbo cBeaeHui NoATBEPKAAOLLNX
OTCYTCTBUE MHLUNOEHTOB;

e  OtyeT 06 yCcTpaHeHUV MHUMAEHTA He No3aHee
24-x yacoB nocrie yCTpaHeHUs MHUWOEHTa;

e Konuio o6HoBneHHoro [MnaHa OHMBO wu
pesynbTaToB TecTupoBaHus [naHa He pexe
O[HOrO pasa B [Ba roaa;

e  PesynbTaTbl OLEHKN 3HAYUMbIX PUCKOB M PUCK-
npodurnb He pexe 0OHOro pasa B rog;
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e Notification of any planned activities that affects
the suspension of the provision of services
three days prior to such activities.

Also the payment system Operator invites
representatives of the nspc with a report on the activities
of the Operational and Payment clearing center to
regular meetings of the Payment System Risk
Committee.

Information interaction between the payment system
Operator and Participants of the payment system is
carried out by sending the following information to the
email addresses of responsible employees of the
payment system Operator:

information about internal indicators of
services rendered by participants of the
payment system on a monthly basis;

e any planned suspension of service provision /
shutdown of processing systems 30 days prior
to such suspension;

e + about the circumstances preventing the
transfer of funds or the processing of
authorization, payment clearing or settlement of
payments or leading to the loss of any
information about transactions within the
Payment System American Express,
immediately no later than 12 hours from the
moment of occurrence (detection) of such
circumstances;

e report on the elimination of circumstances that
prevent the transfer of funds or authorization,
payment clearing or settlement of payments, or
lead to the loss of any information about
transactions within the American Express
Payment system no later than 24 hours after
the elimination of such circumstances;

e a completed assessment form provided in
Appendix 3 to the payment system Rules at
least once every two years at the request of the
payment system Operator

To ensure information interaction Payment System
Participants are required to provide the Payment System
Operator with the current contact information of the
managers of the Card security, fraud, and credit risk
departments within the Participant's organization.

e Full name and positionttitle;
e  Name of Participant;

e Direct office and alternate
telephone number(s);

e Business fax number(s), if available;

(if available)

e YBegomneHve o mnobbix NnaHoBbIX paboTax,
OKa3blBaLWMX BMUSIHWE HA NPUOCTAHOBMEHUE
OKasaHusl ycnyr 3a Tpu OHA OO NpoBeAeHust
Takux pabor.

Tawke Onepatop nnaTexHoOW cucTeMbl npurnawaet
npeactasutenenn OMKL “HCMK” ¢ otyetom o0
peatenbHocT  OnepaumoHHoro  u  [lnatexHoro
KMMPUHIOBOrO LIEHTPa Ha perynspHble 3acefaHuns
KomunTeTa no pmckam B nnaTexHomn cucteme.

MHdopmaumoHHoe B3aMMoaencTene Onepatopa
NNaTeXXHom CUCTEMbl C Y4YyacTHMKaMu nnaTexHoun
CUCTEMbI OCYLLECTBIIAETCA NOCPEACTBOM HanpaBfeHus
YyacTHMKam Ha  agpeca  9NEeKTPOHHOW  MouTbl
OTBETCTBEHHbIX COTPyAHMKOB OnepaTtopa nnaTexHon
CUCTEeMbI creaytowen nHopMaumm:

e VHoOpMaUMs O BHYTPEHHWX MoOKa3aTensx
oKasaHusa ycryr Y4yacTHUMKaMu MraTexHon
CMCTEMbI Ha eXXEMECSAYHON OCHOBE;

e 0 NOObIX NNaHUPyeMbIX MPUOCTAHOBIEHUSIX
oKasaHusi ycnyr / OTKIMIOYEHUAX
NPoLEecCUHroBbIx cuctem 3a 30 gHen OO Takmx
NPUOCTaHOBIEHWN;

e 00 obcTosTeNbLCTBAX, NpensiTCTBYHLLMX
NnepeyvnucneHmnio cpeacTB WM UCMOMHEHMIO
aBTOpM3auMK, NNATEXHOMY KIMPWHIY  WIK
pacuyeTam no nnaTtexam Unu BeayLux K ytparte
Kakor-nnbo wuHdopMaumM O TpaH3akuusx B
pamkax [lnatexHon cuctembl AMEPUKIH
Skecnpecc, He no3gHee 12-TW YacoB C MOMEHTa
BO3HMKHOBEHUSA (BbISIBNEHMSA) Takunx
06CTOATENLCTB;

e or4yeT 00O ycTpaHeHWM OOCTOATENbLCTBAX,
NPensiTCTBYHOLLMX NEPEYNCIIEHNIO CPEACTB UMK
WCMOMHEHUO  aBTopu3auun,  NrAaTeXHOMy
KNUPUHTY WX pacdeTam MO nnartexam unm
BEAYLUMX K yTpaTe Kakon-nmbo nHgpopmaumm o
TpaH3akuusix B pamkax [lnaTexHow cuctembl
AMepukaH OKcrpecc He no3gHee 24-xX 4YacoB
nocne ycTpaHeHus Takux 06CTOATENbCTB;

e  3aMOSfIHEHHYH aHKETY OLEHKW, NMPUBELEHHOW B
MpunoxeHun 3 Kk [lpaBunam nnaTexXHON
CMCTEMbI HE pexe OAHOro pasa B ABa roga no
3anpocy OnepaTtopa nnaTeXHon CUCTEMBI.

[ns obecneyeHms MHOOPMAaLMOHHOIO B3aMMOAENCTBMS
Y4yacTHuKM nnaTexHon cucTemsbl 06s13aHbI
npepoctasnte  Onepatopy  NNaTeXHOW  CUCTEMbI
aKkTyanbHble  KOHTakTHble  [aHHble  COTPYAHWKOB,
OTBETCTBEHHbIX 3a YMpaBrfieHMe puckamu B pamKax
BbIMOTHAEMbIX COOTBETCTBYIOLLUM Y4acTHMKOM
dyHKuMi B lMNMnaTtexHon cucteme AMepUKaH Jkcnpecc,
BKMoyas yrnpasneHue WHMOPMaLMOHHON
6e3onacHOCTblO,  paccnefoBaHWe  MOLLEHHWYECKUX
nencTtsumn, kpeauTHble pucku, NMnad OHMBA.

e  OVO 1 AomKHOCTb;
e HammeHoBaHue Y4yacTHUKa;

o [Ipsimoit opUCHbIV TeNedOHHbIV HOMEp Y UHble
TenedoHHbIe HOMePa NpU HanMuuu;

e Homep dakca, ecrnv npuMeHMMO;
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e Emergency contact information for use outside
of business hours;

e Business email address;

e Any changes must be communicated to
Payment System Operator within 30 days.

e For the purpose of informing the payment
system Operator, Participants of the payment
system and the OPCC NSPK can use the
phone numbers and email addresses of
representatives of the payment system
Operator, as well as contact information for
contacting Participants of the payment system.

Contact Details to be used by Payment System
Participants for issues escalation:

American Express Bank LLC, American Express
Payment System Operations Department (Moscow
working hours)

33-1 Usacheva Str, Moscow 119048

Tel: +7 495 933 8400

Email: AEPSRUSSIA@aexp.com

The Payment System Participants, in accordance with
their risk management structure, will report information
about increased risks of interruption of the Payment
System operations as soon as they discover such risk
and by any available communication means, including
but not limited to the description of the nature of the risk,
the root cause, the potential impact and mitigating
solutions and timelines being considered.

If the Participant of Payment System and Payment
Infrastructure  Service Operator have not send
notifications about the violation of the operational
continuity of payment system during the calendar month
The Payment System Operator considers this to be a
report of the absence of violations of the operational
continuity of payment system in the given month.

5.9.1 notification Procedure in cases of suspension
(termination) of services

The payment system operator shall inform Participants
of the payment system and Payment Infrastructure
Service Operator on cases and reasons for the
suspension (termination) of rendering of services of
payment infrastructure on the day of such suspension
(termination) by giving notice using a method of
communication that ensures prompt availability of
information (e.g., posted on the official website in
information and telecommunications network "Internet",
giving notice by e-mail, other methods), in accordance
with the internal documents of the Operator of the
payment system or Payment System Rules.

e  KoHTakTHble JaHHble AN UCMONb30BaHNsA BHE
paboyero BpeMeHu;

e Agpeca oUCHON 3NEKTPOHHON MOYTHI;

e JltoOble WU3MEHEHUSI B KOHTAKTHbIX [AaHHbIX
OOMKHBI  ObITb  coobuwieHbl  OnepaTopy
nnaTexXHon cuctemol B TedeHne 30 aHen.

[Ona uenen nHpopmmpoBaHusa OnepaTopa nnaTexHom
cucTeMbl YyacTHUKM nnaTexHon cuctembl n ONMKL|
“HCIMK” moryT ncnonb3oBaTb HOMepa TenedoHOB U
agpeca  9MEKTPOHHOW  MOMThI npepcrasutenemn
OnepaTtopa nnaTexHon CUCTEMbI, a Takke KOHTaKTHas
nHopMauus ansa obpalleHns YYacTHUKOB NnaTexHown
CUCTEMBI.

KoHTakTHas nHdopmaumsa ons obGpalieHusn
Y4yacTHMKOB nnaTeXxXHowu cucTteMbl:

00O «AwmepukaH OJkcnpecc baHk» YnpasneHve
OnepaunoHHON  OesATeNbHOCTM UM OBCNyXMBaHUSA

aepxaTenew kapT (B paboume 4vacbl MO MOCKOBCKOMY
BpeMeHM)

Yn. Ycadesa, 33, ctp. 1, rop. Mocksa, 119048

Ten: +7 495 933 8400

On. noyta: AEPSRUSSIA@aexp.com

Y4acTHVKN NnaTexHonm cuctemMbl, OnepaumoHHbI LEHTP
n MNnaTtexHbin KnMpuHrosbln LEHTP, B COOTBETCTBUU C
UX OPraHn3aunoHHON CTPYKTYPOW yNpaBneHnst puckamu,
B CIny4Yae BbISIBNIEHUSI NOBbILUEHHbLIX PUCKOB, CBSA3AHHbIX
€ pyHKLMOHMpOBaHueM lNnaTexHon cuctembl AMEpUK3H
JKenpecc B KpaTyamlinme Cpoku, nobbiM AOCTYNHbLIM
cnocobom  uHdpopmupytoT 06 atom  Onepartopa
NNaTexHoW CUCTEMbI, yKa3blBas OnMucaHue Xxapakrepa
puUcKa, BEPOSATHblE TMNPUYMHBI €ro  BO3HWUKHOBEHWS,
BO3MOXHbIE€ MOCMEACTBMSA, BO3MOXHOE peLUeHue,
BKIIOYasi BPEMEHHbIE paMKW, ANS CHWKEHUS] CTEMNeHu
BMMSAHWSA puyCKa.

Ecnu B TeyeHne kaneHgapHoOro mecsiua ot Y4yacTHuKa
nnartexHon cuctemsl n OnepaTopoB yCnyr NnaTéxHowm
WH(PACTPYKTYpbl HE MNOCTYNWMIO YBEAOMIIEHWA O
HapyweHun BPIC, To OnepaTtop NNaTéXHON CUCTEMBI
cuMTaeT 3To OT4ETOM 06 OTCYTCTBUM HapyLieHnii BPINC
B AaHHOM MecsiLe.

5.9.1 Topspok wuHcopmuMpoBaHUsA B cryyasx
NPUOCTaHOBINEHUA (NpeKpaLweHnUs) oKka3aHusa ycnyr

Onepatop  nnaTtexHom  cuctembl  MHOpPMUPYeET
Y4yacTtHuKoB nnatexHon cuctemsl n ONMKL “HCMK” o
cryyasix U npuYnHax NpMocTaHoBNeHUs (NpekpaweHns)
oKasaHus ycryr nnaTtexHon WHMPaCTPYKTypbl B A€Hb
Takoro nPUOCTaHOBMEHNS  (NpekpalleHns) nyTem
HanpaBneHns YBeAOMSIEHMSS C  WCMOMb30BaHVEM
cnocoba cBA3M, o0bGecneyMBaloLLEro OnepaTUBHYHO
[OCTYMHOCTb MHOpMaLMK (Hanpumep, pa3MeLleHne Ha
odmumaneHoOM cante B MHOPMaLMOHHO-
TENEeKOMMYHUKALIMOHHOWN cetn "UHTepHet",
HanpasneHwe yBeAOMIEHUS MO SMEKTPOHHOW nouTe,
WHble Ccnocobbl), B COOTBETCTBMU C BHYTPEHHUMM
nokymeHtamm OnepaTopa nnaTexHOW CUCTEMbl WK
[MpaBunamu nnaTexHomn cucTemsi.
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The Payment System Operator informs the Bank of
Russia (Department of the national payment system) of
the cases and reasons for suspension (termination) of
payment infrastructure services by sending a paper
message or an electronic message with an
authentication code within two business days from the
date of suspension (termination) of payment
infrastructure services. The Operator of the payment
system on the day of the suspension (termination) of
rendering of services of payment infrastructure shall
send to the Bank of Russia (the national payment system
Department) notice of suspension (termination) of
rendering of services of payment infrastructure using a
communication method, information about which is
brought to him by the Bank of Russia (the national
payment system Department).

5.10. Procedure in emergency, disputed and non-
standard situations

In the event of an emergency, disputed and non-
standard situation, Payment System Participants must
inform the Payment System Operator by sending an
email, the fax or telephone to the contact details
stipulated in Payment System rules. Payment System
Participants must provide to the Payment System
Operator documentation stating the reasons and effect
of the situation and is to include all business and
technical consequences and resolution.

Payment System Participants are required to assist and
participate in the remediation of the service interruption
as requested and directed by the Payment System
Operator

5.11. Procedure for Operational and/or Technical
amendments or upgrades

The procedure for changing operational and
technological processes and procedures is set by the
Payment System Operator and Payment Infrastructure
Service Operators as defined in American Express
global business and operational policies for the
implementation of changes.

Payment System Participants will be advised of changes
at least 6 months in advance of the changes coming into
effect, except in cases where urgent implementation of
changes are required for the prevention of critical failures
in the American Express Payment System.

Participants do not have the right to make changes in
operating and technological facilities and procedures for
interacting with the Payment System without the
approval of the Payment System Operator of the
proposed changes and the timing of their
implementation.

Onepatop nnaTtexHon cuctembl WMHGopmupyeT baHk
Poccun  (denapTameHT HaLMOHaNbHOW MNMaTeXHOW
CMUCTEeMbI) O Crlyyasix U MpUYMHax MPUOCTaHOBIEHUS
(npekpaLleHus) oKasaHus ycnyr nnaTexHown
NHPaCTPYKTYpbI nocpeacTBoM HanpasneHus
coobLLeHMsA Ha ByMaXHOM HocUTene Unm NeKTPOHHOIO
Co0OLLEeHMs, CHabXeHHOro KOAOM ayTeHTUdwukauuu, B
TeyeHne AByx paboumx AHEN CO OHSA NMPUOCTAHOBMEHUSA
(npekpaLleHus) oKasaHus ycnyr nnaTeXxxHon
uHcppacTpyktypbl. [lpn atom OnepaTtop nnaTexHom
CUCTEMbl B [€Hb MNPUOCTAHOBMEHUS (MpekpalieHns)
oKasaHus ycnyr — nnaTexHomn MHAPACTPYKTYpbI
HesameanuTenbHO Hanpaensetr B baHk Poccun
(denapTaMeHT HaUMOHanbHOW NNaTeXHOW CUCTEMBI)
yBeJOMIIEH/e O MpPUOCTaHOBMNEHUN (MpeKkpalleHun)

oKasaHusa  ycryr nnaTteXHoW WHPaACTPyKTypbl C
nucnonb3oBaHMem cnocoba cBsA3M, WHGopMauus o
KoTopom fgoBegeHa pg[o Hero bankom Poccun

(denapTameHTOM HaLMOHANbLHOW NNAaTEXHON CUCTEMBI).

5.10. lMopspok B3auMoOpenCcTBUMSE B  CMOPHbIX,
HeCcTaHOAPTHbIX U Ype3BbIYalHbIX CUTYaLUAX

MHgpopmupoBaHne OnepaTtopa NnaTeXXHOW CUCTEMbI B
crnyyae 4pesBblYaiHbIX, CMOPHbIX UM HECTaHAAPTHbIX
CUTyauui OCYLLEeCTBNSIETCS Y4YacTHMKaMu MraTexXHON
CMCTEMBbl MO YyKasaHHbIM B Hactoawmx [lpaBunax
KOHTaKTHbIM AaHHbIM nytem HanpasneHns
ANEKTPOHHOro,  @akcoBoro  cooblieHns wunu  no
TenedoHy. Y4YaCTHWKM NNaTexXHOW CUCTEMbl OOIKHbI
npepoctasnte  Onepatopy  NMaTeXHOW  CUCTEMbI
OOKYMEHTaumMilo C  yKka3aHMeM TNpuyYMH U1 BAWSHUSA
BO3HMKLUEN CUTyauuu, Nocneactsui ana 6usHec wu
TEXHOMOIMYECKMX MPOLECCOB, W WX aKTUYECKOrOo
paspeLueHus.

Y4acTHUKM NnaTexHon cuctembl 0b6si3aHbl OKa3biBaTb
copelctBue UM yyacTBOBaTb B  BOCCTaHOBMEHMWU
H6ecnepebonHOro okasaHus ycrnyr B COOTBETCTBMM C
TpeboBaHusimn OnepaTtopa NnaTexHoN CUCTEMBI.

5.11. TlMopsagok W3MeHeHMA onepauMoHHbIX W
TEXHONOrMYeCKNUX CPeacTB 1 npoueayp

Mpoueaypa M3MEeHeHus onepaumoHHbIX 7
TEXHONOMMYECKUX cpeacts 7 npoueanyp

ycTaHasnusaetca OnepaTtopom nnaTeXHOW CUCTEMbI U
OnepaTopamu ycnyr nNaTtexHon WHQpacTpykTypbl B
COOTBETCTBMM C  MOPSAKOM,  OfnpedeneHHbiM B
rnobanbHbiX OGW3HEC 1 ONepauMoOHHbIX MOMMTMKax
AmepunkaH Jkenpecc, MNMpaBunax nnaTtexHon cucTemsl 1
aorosopamun mexay cybbektamu MNnatéxHon cuctemsl.
Y4yacTHUKM NnaTexHon cuctembl OyayT yBeAOMIEHb! O
npegnonaraemMbix U3MEHEHUsX He MeHee, YyeMm 3a 6

MecsLeB [0 MOMeHTa (paKTU4YecKoro BHEAPEHUS
N3MEHEHUA, uckno4as cnyyau CpPOYHOro
BMeLlaTenbCcTBa B uensax npenoTepalleHns

KpuTudeckmx cboe B lMnartexHon cucreme AMEPUKIH
Okcnpecc.

Y4yacTHMKM He BMpaBe BHOCUTb
onepauuoHHble U  TExXHOmnorMdeckue cpeacresa MU
npouedypbl no B3aumogencTsmio ¢ [natexHown
cucTemol 6e3 cornacoBaHusi ¢ OnepaTtopom nNnaTexHom
CUCTEMbI npeanonaraeMblX W3MEHEHWN U CPOKOB WX
BHEOPEHUS.

N3MEHEHNA B
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5.12. Procedure for American Express Payment
System Assessment

The Payment System Operator will select, upon the
decision of its executive body and / or in case of
interruption event of the operational continuity of the
American Express Payment System, qualified external
auditor following its standard procurement process to
assess the performance and compliance of its operation
and technical infrastructure.

NSPK OPCC involves independent organizations to
assess the quality of function of operating and
technological tools, information systems. Results of
evaluation are transmitted to the Operator of the
Payment System a paper or electronic form

5.13. Procedure for ensuring Information Security in
American Express Payment System

See Chapter 7.

5.14. Risk Management Methods

The risk management system will use the following
methods to ensure operational continuity:

e  Authorization of operations by the issuer;

Settlements in the American Express Payment
System until the end of the working day;

e by the blocking of payment cards issued by
Payment System Participant where it is unable
to meet its obligations

e other appropriate methods as specified in the
American Express Payment System rules

The risk management system will not use a payment
system guarantee fund as risk management method.

The Payment System Operator as part of the risk
management system may impose restrictions on those
Payment System Participants for which an analysis of
their financial condition indicates a heightened risk,
including but not limited to setting a limit on the Payment
Clearing Position and/or approved Authorizations, or to
impose requirements for increased security for the
performance of Payment System Participants funds
transfer obligations.

Ka4yecTBa
CUCTeMbl

5.12. Mopspok
(pyHKLMOHUPOBaHUA
AmMepuKaH Jkcnpecc

OLIeHKMU
MnaTtexHon

OnepaTop NnaTexHoMW CUCTEMbl MO pPELUEeHU ero
MCNOJTHUTENTbHOIO OpraHa u /[ vnn B Crny4vyae BblABIIEHUA

MOBbILLIEHHOTO pucka HapyLUeHus
©ecnepeboiHOCTU PYHKLMOHMPOBaAHUSA [MnaTexxHon
cucTemsl AmepunkaH Skenpecc npuenekaet

HEe3aBUCUMYKO ayaAUTOPCKYKD OpraHm3auuio B Uenax
OLIeHKM Ka4yecTBa (byHKLI,VIOHVIpOBaHVIﬂ onepaunoHHbIX U
TEeXHOJ10rM4eCcKknx cpeacTs, VIHd)OpMaLI,VIOHHbIX CUCTEM.

OlMKL, HCIMK npuBnekaeT He3aBUCKMMblE OpraHv3aLmm
ans OLEHKM KayecTBa PYHKLMOHUPOBaHUSI
onepaunoHHbIX " TEXHOMOIMYECKUX cpencTs,
MHPOPMaLMOHHBIX cucTem. PesynbTathl oueHkn ONMKL]
HCIK nepepaet OnepaTopy lMnaTexHon cucTembl B
BMAE oT4yeTa B OyMaXHOM MIn 3NKEKTPOHHOM BUJeE.

5.13. MNopsgok o6ecnevyeHus 3awWmnTbl MHGOpPMaLIMK
B MnaTexHon cucteme AMepuKaH dkcnpecc

Cwm. Masy 7.

5.14. Cnoco6bI ynpaBreHusi puckamm

Cuctema ynpaBfieHUss puckamu npegycmaTpusaeT
creaytoLime cnocobbl yrnpaeneHust puckamu:

e ABTOpU3aLMA onepaLuit SMATEHTOM;

e OcyuwecTtBneHne pacyetoB B [InatexHown
Cucteme AmMepukaH Okcrnpecc [0  KOHU@
pabouyero aHs;

e bBrnokvupoBaHue onepauuii ¢ UCMOMNb30BaHUEM
nnaTexHblx KapT, BbinyckaemMblX Y4YaCTHUKOM
NNaTeXHOW CUCTeMbl, U B CETW YCTPOWCTB
YyacTHMka B cry4ae  HEBO3MOXHOCTU
BbINOMHEHNs 0653aTenbCTB CO CTOPOHbI TAKOTO
YyacTHUKa;

e [lpoune cnocobbl ynpaBneHUss puckamu,
npegycMoTpeHHble [lpaBunammn nnaTexHon
cmctemMbl AMepurKaH JKenpecc.

MpaBunamu nnaTexHon cucteMbl AMEPUKIH JKcnpecc
He npedyCMOTPEHO WCNOMb3OBaHWe rapaHTUNHOIO
doHaa B kavecTBe cnocoba ynpaBneHns puckamu.

OnepaTtop NNaTexHoW CUCTEMbI, B LEeNsX ynpaBleHus
puckamn B [naTtexHonW cucTtemMe, WMMeeT MpaBo
NPUMEHATb B OTHOLIEHUW YYaCTHUKOB MNaTeXHOWM
CUCTEeMbl, aHanuM3 (UHAHCOBOIO COCTOSIHUSA KOTOPbIX
cBuaeTenbcTByeT o] NOBbILLEHHOM pucke,
OrpaHMuUTENbHBIE  Mepbl, BKMYash YCTaHOBMEHWE
MakcumarnbHoro pasmepa [MnatexHon KnvpuHrosomn
Mosvuumn  n/vunn  opobpeHHbIX  ABTopu3auun, W
npeabsaBnsiTb TpeboBaHUA O MOBbLILEHHOM pa3mMepe
obecnevyeHus ucnonHeHnss ob6a3aTtenbcTB YYacTHUKOB
[MnaTexHon cucTeMbl MO NepeBoay AEHEXHbIX CPeCTB.
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5.15. Rights and obligations of subjects of the
American Express Payment system to manage the
continuity of the payment system

The responsibilities of payment system entities for
managing the continuity of the payment system include
compliance with the Rules of the payment system, as
well as independent implementation of a set of measures
and methods for risk management and organization of
business continuity management within their own
organizational structure and their activities in the
payment system, in accordance with the requirements of
the current legislation of the Russian Federation,
regulations of the Bank of Russia, in particular
Regulation 607-P, the Rules of the payment system,
Rules of the OPCC NSPK and agreements concluded
between payment system entities.

Operational Center and Payment Clearing center
responsible for:

e detecting the cases of violation of procedure for
ensuring the operational continuity of payment
system

e informing the Payment System Operator and
Payament System Participants about revealed
violatons according p. 5.9 Payment System
Rules

e elimination of revealed violations according to
the requirements of the current legislation of the
Russian Federation, regulatory acts of the Bank
of Russia, and the Rules of the payment
system;.

e auditing the of the results of elimination of
violations and informing the Payment System
Operator of the results of the audit performed

The responsibilities of the OPCC NSPK for the
management of operational continuity include the
implementation of a set of measures and risk
management methods aimed at fulfilling the
requirements and compliance with the Payment System
Rules, ensuring the required level of uninterrupted
operation of the provision of operational services,
compliance with the requirements for the Operational
and Payment Clearing Center.

e Maintenance of the required response
performance in respect of the transaction
authorization request processing time on an
appropriate level.

e Informing the Payment System Operator and
the Payment System Participants in the event
of an emergency.

e Execution of a full American Express Payment
System contingency plan test of all its IT
applications and network connectivity used by
Payment System Participants on a regular
basis.

5.15. NpaBa n o6a3aHHOCTM cy6bekTOB MnaTtexHon
cucteMbl AMepuKaH 3JKcnpecc Mo ynpaBleHUIo
HenpepbIBHOCTLIO (PYHKLMOHUPOBAHMUSA NIaTEeXHOM
cUCcTeMbI

B o06s3aHHOCTM CyObEKTOB NNaTéXHOW CUCTEMbI MO
YyNpaBIieHVNI0O  HEMPEepPbIBHOCTbIO  (DYHKLMOHUPOBAHUS
NnaTexHom cucTeMbl BXoAWT cobniogeHne [Mpasun
NNaTexHom CUCTEMbI, a TaKke CaMOoCTosiTenbHas
peanu3auus KoMnnekca MeponpusiTui u cnocobos no
yrnpaBneHno puckamm 1 opraHnsaums AesTenbHOCTU No
yrNpaBneHnio HenpepbIBHOCTbIO (PYHKLMOHUPOBAHMS B
paMkax COBCTBEHHON OpraHW3aLUOHHOW CTPYKTYpbl Y
OCYLLeCTBNAEMON UMW OeATeNbHOCTU B NIaTeXHON
cucteme, B COOTBETCTBMM € TpeboBaHMsIMU
OencTayroLero 3aKoHogaTenbCcTBa Poccuinckon
depepaunm, HopMaTMBHbIX aktoB baHka Poccun, B
yactHocTu [lonoxenus 607-M, [Mpasun nnaTéxHomn
cuctembl, [pasun OFKL, HCIMK wn porosopos,
3aKNIOYEHHBIX Mexay CybbekTaMmy NNaTéEXHOM CUCTEMBI.

B o6si3aHHOCTU OrlepaLl,I/IOHHOFO LeHTpa n MnaTexxHoro
KIMAPUHIOBOro LeHTpa BXOAUT:

e BbISIBIIEHME CrlyyaeB HapylLeHusi nopsiaka
obecneyeHus BOIIC,

e uHdopmupoBaHne Onepatopa NNATEXHOWN
CMCTEMbBI M YYaCTHMKOB NIaTeXHON CUCTEMbI O
BbISBIIEHHbIX HapyLUEHWSAX, B COOTBETCTBUM C
n. 5.9 MNMpaBun nnaTexHon cucTembl;

e yCTpaHeHWEe BbISBMEHHbIX HapylEeHWn B
COOTBETCTBUM C TPEOOBaHNSMU OEWCTBYOLLETO
3akoHopaTenbcTBa Poccuiickon Pepepaumy,
HopmaTuMBHbIMM  aktamu baHka  Poccum,
[MpaBunammn NnaTéxHon cucTemsl;

e poBefeHue NpoBEpPKM pesynbTaToB
YCTPaHEHUs1 HapyLeHUn 1 NHOPMUPOBaHNE
Onepatopa nnaTéxHon cucTeMbl o
pesynbTaTax NPOBEAEHHON NPOBEPKN.

B o6ssanHocTv OlKL, HCIMK no ynpaBnenuto
HenpepbIBHOCTBIO PYHKLMOHNPOBAHUS BXOANT
peanu3auus KOMMNIekca Meponpustui u crnocobos
yrpaBreHns pyckamu, HanpaBlieHHbIX Ha BbIMOJIHEHNE
TpeboBaHun n cooTBeTcTBME [lpaBuMnamMm nnaTexHon
CUCTEMBI, obecneyeHve Tpebyemoro YPOBHSA
6ecnepeboONHOCTN OKasaHWs OnepaumOHHBIX YCRyT,
cobniogeHne TpebosaHun Kk OnepaumoOHHOMY U
MnatéxHomy KnMpuHroBomy LEHTpY.

e ropaepxaHve  ypoBHst  GecnepebonHoOCTH
oKasaHusl onepaumoHHbIX ycnyr
OnepaunoHHOro uUeHTpa, onpegensembii Kak
Heobxogumoe Bpemsi ONs MofyyYeHns oTeeTa
npuM  OCYLIECTBMEHUN  aBTOPWU3ALMOHHOIO
3anpoca.

e VHdopmupoBaHne OnepaTtopa nnaTexHon
CUCTEMbI U YYACTHMKOB NNaTEXHON CUCTEMbI O
cbosix, npousoweawnx B pe3ynbrate
aBapUNHbIX CUTYaUUN.

e TecTupoBaHMe nNNaHoB no obecneyeHunio
HenpepbIBHOCTH " BOCCTaHOBIEHUIO
nporpaMMHOro o6GecnevyeHns 1 CXxem CeTeBoro
COeOMHEHWs, UCMNOMb3yeMbIX Y4acTHUKaMu
NNaTexHoW CUCTEMbI, Ha PEryNsiPHON OCHOBE.
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e Providing a transaction authorization stand-in
service for those Payment System Participants
who are temporarily unavailable. The
parameters of the stand-in service are defined
by the respective Issuing Payment System
Participant and can be amended at any time.

Payment System Participants are responsible for:

e Ensuring the availability of funds in the
Accounts opened with the Settlement Center in
sufficient amount to effect settlements in the
AEPS,

e Revealing a violation of the procedure for
providing operational continuity of payment
system including violation by Payment System
Operator

e informing the Payment System Operator and
Payament System Participants about revealed
violatons according p. 5.9 Payment System
Rules

e determination of the terms for elimination of
violations identified in relation to the functions
performed by them within the frame of the
payment system in accordance with the
requirements of the current legislation of the
Russian Federation and the Payment system
rules

Subjects of the payment system must independently
effectively manage the risks of financial and other
operations, if they can lead to, including:

« insufficient funds to fulfill obligations under the payment
system (bankruptcy, etc.);

* restriction on the part of regulators to carry out the main
type of activity (revocation of a banking license, etc.);

« decisions of executive or judicial authorities, leading to
various restrictions on interaction with the Operator or
other entities of the payment system (court decision on
the seizure of accounts, etc.).

Payment system entities have the right to independently:

* determine a set of measures and methods for risk
management and the procedure for their implementation
within the framework of their own organizational
structure and their activities in the payment system;

» determine the organization and procedure for the
implementation of activities to manage the continuity of
functioning within the framework of its own
organizational structure and the functions performed by
them in the payment system;

 determine their own organizational structure and job
responsibilities of departments and persons responsible
for risk management and the management of the
continuity of the payment system;

e [lpenoctaBnenve yHKUMM  OyonupyoLwen
06paboTkn aBTOPM3aUMOHHOrO 3anpoca Ans
Y4acTHMKOB MnaTeXHOW CUCTEMBI, Y KOTOPbIX
BPEMEHHO OTCYTCTBYET CETEBOE COeaMHEHMe.

MapameTpsbl yKa3aHHOro cepsuca
yCTaHaBnMBaTCA KaXkablm YyacTHUKOM
NNaTeXXHom CUCTEMblI - OMUTEHTOM U

OnepaTopoM MfaTeXHOW CUCTEMbI U MOFYT
ObITb U3MEHEHDI B NI060E BpeMs.

B o06s13aHHOCTM Y4yacTHuKoB [1lnaTexHon cucTemsl
BXOAUT:

e (ObecnevyeHve Hanuuus cpeactB Ha CueTtax,
OTKPbITLIX B PacueTtHOoM LiEHTpE, B
[octaTtoyHOM obbeme Ans  OCyLecTBIEHUS
pac4yetoB B AJIC,

e  BbIsIBIEHNE HapyLLEHMS nopsiaka obecneyveHust
BOMNC, B Ttom umucne OnepaTopamu ycnyr

NNaTexHon  MHMPACTPYKTYpbl  NIaTEXHON
cuCTeMbl,
e uHdopmupoBaHue OnepaTopa nNNaTéXHON

cuctembl U OnepaTopoB YCryr MraTeXxHoON
WHPPACTPYKTYpbl  NNATEXHOM CUCTEMbl O
HapyLleHnsx B cooTBeTcTBMU C n. 5.9 lMpasun
NNaTeXXHOWN CUCTEMBI;

e onpepdeneHne CPOKOB yCTPaAHEHUSI HApYLLUEHWNA,
BbISIBMIEHHbIX B OTHOLLEHWM BbINOSHAEMbIX UMK
YHKUMIA B paMKax NnaTexHom CUCTEMbI, B TOM
yacrne B COOTBETCTBMM C  TpeboBaHuAMU

OEencTByoLLEro 3aKoHoaaTenbLCTBa
Poccuiickon Pepepauum n MNMpaBun nnaTéxHon
CUCTEMBI.

CybbekTbl nraTexHomn cucTembl [OJITKHbI,

camocTonTenbHO 3EKTUBHO YNPaBnATb puUCKaMu
(PUHAHCOBLIX M WHbIX oOnepauvn, ecnm OHW MOryT
npuBecTU, B TOM Yucne:
e K HegocTaTOYHOCTW CPEACTB ANs BbINONHEHWS
006513aTenbCTB B pamkax NiaTexHOW cucTembl
(6aHKpoTCTBO M Mp.);

L] OrpaHN4YeHntd COo CTOPOHbI PerynaTopoB Ha

OCYLLECTBIEHNE OCHOBHOIO Buaa
OeaTenbHOCTH (0T3bIB GAHKOBCKOM NULIEH3MU U
np.);

e  pEeLeHUsIM OpraHoB WCMOMHWUTENIbHOW UMK
cyneGHoi BNacTu, NpMBOAALLMX K PasnnyHbIM
orpaHuYeHUsM  Ha  B3auMoOJeicTBuMe  C
Onepatopom wunu  apyruMu  cyGbektamu
nnaTexHon cucTembl (pelieHne cyda o6
apecTe CYeToB, 1 Np.).

CybbekTbl nnaTéxHon CcUCTEMBI Brpase
CaMOCTOATENbHO:
e onpedensaTb  KOMMMEKC  MeponpusatTuiA  u”

cnocob0oB Mo ynpasneHnio puckamm 1 Nopsaok
UX peanu3aumm B pamkax CoBCTBEHHON
opraH13aunoHHON CTPYKTYpbI n nx
[EeATeNbHOCTU B NNaTEXHOW CUCTEME;

e ofpefjensaTb  OpraHM3auMioo 1M NOpsdoK
peanusauuyn [EeATenbHOCTU MO yrnpaBneHunto
HeMnpepbIBHOCTbIO  (PYHKUMOHMPOBaHWA B
pamkax  COBCTBEHHOW  OpraHu3auMOHHON
CTPYKTYPbI U PYHKLNIA, OCYLLECTBNAEMbIX UMK
B NNaTEeXHON CUCTEME;

e onpefensiTe COGCTBEHHYIO OpPraHU3aLMOHHYIO
CTPYKTYPY W  OOFKHOCTHble  06513aHHOCTM
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* determine the list and format of information and
documents required for risk management and continuity
of the payment system;

* develop internal documents on risk management and
continuity of the payment system;

* determine other necessary measures for managing
risks and managing the continuity of the payment system
in accordance with the requirements of the current
legislation of the Russian Federation, Bank of Russia
regulations, payment system Rules, rules of the OPCC
nspk, and agreements concluded between payment
system entities.

5.16. Procedure for Combatting Funds Transfers
not Authorized by the Client

5.16.1. Control over Transactions in Order to
Prevent Funds Transfers not Authorized by the
Client

The payment system participant shall continuously
control and monitor transactions with use of Payment
Cards in order to identify and investigate suspicious
activities and prevent funds transfers not authorized by
the Client, irrespective of whether they are related to
violation of information security requirements, for this
purpose it may use an automated data processing
system or data processing and risk management
system, both its own one and that of third-party entities.

5.16.2. Provision on Information on Funds Transfers
not Authorized by the Client

The payment system participant shall report all funds
transfers not authorized by the Client, irrespective of
whether they are related to violation of information
security requirements, in accordance with the American
Express PS’s Rules.

5.16.3. Procedure for Implementing Measures for
Combatting Funds Transfers not Authorized by the
Client

The procedure for implementation by the payment
system participants and NSPC OPCC of measures for
combatting funds transfers not authorized by the Client
in the American Express Payment System (the
“Procedure”) is drawn up in accordance with the
requirements of the Instruction of the Bank of Russia
Instruction dated October 8, 2018 No. 4926-U “On the
form and procedure for submission by funds transfer
operators, payment system operators, payment
infrastructure services operators to the Bank of Russia

nogpasfeneHvin M nuu, OTBETCTBEHHbIX 3a
ynpasnexue puckamu n  ynpaeneHue
HenpepbIBHOCTbIO PYHKLMOHUPOBaHNS
NNaTeXXHoW CUCTEMBI;

e  onpegensTb CNMCOK U hopMaT MHopmaLmm n
[OKYMEHTOB, HEOOXOAMMbIX Ansi yrnpaBreHust
puckamm " HeNpepbIBHOCTLIO
PYHKLUMOHNPOBaHNS NNaTEXHOW CUCTEMBI;

e paspabaTbiBaTb BHYTPEHHWE [OOKYMEHTbI MO
yNpaBneHnio puckamm U HEenpepbIBHOCTbLIO
PYHKLUMOHNPOBaHNS NNaTeXHOW CUCTEMBI;

e onpegensaTb apyrue HeoGxoanMble
MEeponpuUATUS NO YNPaBfiEHU0 pUCKaMKU U
ynpasneHuto HENpPepPbIBHOCTLIO
(PYHKUMOHNPOBaHNS NNaTeXHOW CUCTEMbl B
COoOTBETCTBUM C TpebOBaHNSIMM AEACTBYHOLLLErO
3akoHopaTenbcTBa Poccuiickon Pepepaumu,
HopMaTuMBHbIX akToB baHka Poccun, MNpasun
nnatéxHon cuctemsl, Mpasun OMKL HCIIK, un
[OroOBOPOB, 3aKIMHYEHHBIX Mexay cybbekTtamu
NNaTéxHon CUCTEMBI.

5.16. Mopsagok npoTMBOAENCTBUA NepeBogam
OeHeXHbIX cpencTsB 6e3 cornacusa KnueHta

5.16.1. KoHTponb 3a onepauussMm B LenAX
npeaoTBpalleHUs NepeBOAOB AEHEeXHbIX CpeacTB
6e3 cornacusa KnueHta

Y4yacTHUK nnaTexHon cuctembl 0653aH OCyLLeCTBNATb
MOCTOSAHHBIN KOHTPOMNb W MOHMTOPWHI onepauuni C
ucnonb3oBaHneM lNMnaTexHbiX KapT B LeNsX BbIABNEHUs
W paccnegoBaHus MOJO3PUTENBHOW AEeATENbHOCTU W”
npefoTBpaLLeHns AeHexHbIX nepesogos 6e3 cornacus
KnueHTa, kak CBsi3aHHbIX, Tak WU HE CBHA3AHHbLIX C
HapyweHnem TpeboBaHuin k obecnevyeHunio 3aluTbl
WHpOpMaLuM, B LEensxX 4Yero MOXeT WCMonb3oBaTb
aBTOMaTM3MPOBaHHYI0 cMcTeMy 06paboTkM AaHHbIX Un
cuctemy obpaboTkm AaHHbIX M YyNpaBneHus puckamm,
Kak CBOIO COBCTBEHHY!10, Tak U CTOPOHHUX OpraHn3aLuii.

5.16.2. NMpepocraBneHune nHopmauum o nepesoagax
OeHexHbIX cpeacTB 6e3 cornacusa KnueHa

Y4yacTHUK nNnaTeXxHon cuctembl 06s13aH cooblate 060
BCEX MNepeBodax [OEHEeXHbIX cpeacTB 6e3 cornacus
KnueHTa, kak CBsi3aHHbIX, Tak W He CBSI3aHHbIX C
HapylweHneM TpeboBaHWA Kk obecneyvyeHuio 3awuThbl
uHcopmauun, B cooTtBeTctBuM  c [lpasunamu [1C
AmepukaH Jkcnpecc.

5.16.3. lMopspok peanu3auMn MeponpuATMA Mo
NPOTUBOAENCTBUIO OCYLUECTBIIEHMIO NEepeBOAOB
OeHeXHbIX cpencTB 6e3 cornacusa KnueHt

YyacTHMKamn  nnaTexHoun
HCMK  meponpuatun  no
NpPOTUBOAENCTBUIO OCYLLECTBINEHUIO nepeBooB
OeHexHbIXx cpeactB  6e3  cormacua  KnveHta B
MnaTtexHon cucteme AmepukaH Okcnecc ([danee —
Mopsagok), coctaBneH B COOTBETCTBMM C TpeboBaHUAMMN
Yka3aHus baHka Poccum o1 8 okta6pst 2018 r. N 4926-Y
«O dopme 1 nopsgke HanpasreHus onepaTtopamu no
nepesody  AEHEXHbIX cpeacTs, oneparopamu
nnaTexHbIX CUCTEM, onepaTopamu YCnyr nnaTexHown
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of information on all actual and/or attempted funds
transfers not authorized by the Client and receipt by
them from the Bank of Russia of information contained
in the database of actual and attempted funds transfers
not authorized by the Client, as well as on the
procedure for implementation by funds transfer
operators, payment system operators, payment
infrastructure services operators of measures for
combatting funds transfers not authorized by the
Client”. Due to the fact that the payment system
operator does not render payment infrastructure
services (operational services and payment clearing
services) and does not implement operational
processes in the payment system, the payment system
participants and NSPC OPCC shall, by their own
efforts:

1. Develop and implement the procedure and measures
for combatting funds transfers not authorized by the
Client in the payment system, in accordance with
Chapter 7 “Data Protection” and 5.16 “Procedure for
Combatting Funds Transfers not Authorized by the
Client”, as well as in accordance with the requirements
of the American Express PS’s Rules.

2. Obtain and apply information received from the Bank
of Russia, contained in the database of actual and
attempted funds transfers not authorized by the Client
in order to identify in the payment system transactions
that have signs of funds transfers not authorized by the
Client.

3. Detect and use information on technical data
describing computer attacks aimed at the payment
system participant’s and/or its clients’, and/or NSPC
OPCC'’s information infrastructure facilities in relation to
its own infrastructure in order to combat funds transfers
not authorized by the Client.

4. If information on technical data describing computer
attacks aimed at the payment system participant’s
and/or its clients’, and/or NSPC OPCC's information
infrastructure facilities is detected, carry out measures
to combat funds transfers not authorized by the Client
in accordance with the requirements of the Russian
national standard GOST R 57580.1-2017 “Security of
Financial (Banking) Transactions. Financial Institutions’
Information Protection. Basic Composition of
Organizational and Technical Measures” approved by
Order of the Federal Agency for Technical Regulation
and Metrology dated August 8, 2017 No. 822-st “On
Approval of the National Standard” (Moscow,

FSUE Standartinform, 2017).

WH(pacTpykTypbl B BaHk Poccuu uHdopmauun o060
BCEX Cny4asx W (Mnun) nombITKax OCYLLECTBIEHUS
nepeBoaoB AeHEXHbIX cpeacTB 6e3 cornacusi KnueHTa u
nonyvyeHnsas wumm ot baHka Poccun wuHpopmaumn,
copepxallencs B 6a3e faHHbIX O Cny4vasix U NonbiTkax
OCYLLECTBNEHNST MEPEBOAOB [AEHEXHbIX cpeacTB 6e3
cornacus KrnvMeHTa, a Takke O Mopsiake peanusauuu
onepatopamMu MO MNEpeBOAYy [EHEeXHbIX CpeacTs,
onepatopamu nnaTeXHbIX CUCTEM, onepaTopamu ycnyr
NIaTeXHoNW  MHAPACTPYKTYPbl  MeEponpuaTUn  no
NpPOTUBOAENCTBUIO OCYLLECTBIEHUIO nepesogoB
OeHexHbIX cpeacTs 6e3 cornacus knveHtax. B cBsasu ¢
Tem, 4to OnepaTtop NnaTeXxHoN CUCTEMbI HE OKa3blBaeT
YyCnyr nnaTexHom WHMPaACTPYKTypbl (OnepaLmoHHbIX
yenyr u Yenyr MNnatexHoro KnupuHra) n He peanusyet
onepauuoHHble Mpoueccbl B MMaTeXHOW cucTeme,
YyacTHukn nnatexHonm cuctembl n OMKL HCIK,
CaMOCTOSATENbHO:

1. PaspabatbiBaloT ¥ peanuayloT MOpsiaoKk MU
MEeponpUATUS MO MNPOTUBOLAENCTBUI OCYLLECTBIIEHUIO
nepeBoaoB AeHexXHbIX cpeacTs 6e3 cornacus KnueHTa
B MNSiaTeXHOW cucTeme, B cooTBeTCTBUM C [nason 7
BawuTa gaHHbIX K 5.16, Mopagok nNpoTuBOAEeNCTBUS
nepeBodam AeHEXHbIX cpeacTB 6e3 cornacusa KnuenTa,
a Takke B COOTBETCTBUM ¢ TpebGoBaHuamu MNpasun MC
AmepurkaH Dkcnpecc.

2. lMonyyalT U MPUMEHSIOT MOfyYeHHy OT baHka
Poccun nHdopmaumio, cogepxaluytocs B 6ase gaHHbIX
O Cryyasx M MOonbiTKax OCYLLECTBMNEHUS MNepeBoaoB
OeHexHbIx cpeacTB 6e3 cornacust KnueHTta, B Lensx
BbIABNIEHMA B  NNaTeXHOW CcucTeMe onepauun,
COOTBETCTBYHOLLUX npu3Hakam OCYLLECTBNEHUSI
nepeBoaoOB AeHEXHbIX cpeacTB 6e3 cornacus KnueHra.

3. BbisBRAT M UCMOMb3YT UHGPOPMALMO O
TEXHUYECKUX [OaHHbIX, OMUCbIBAIOWMNX KOMMbIOTEPHbIE
aTaku, HanpaeBneHHble Ha 06BbEKTbI MH(OPMALMOHHOM
MHPACTPYKTYpPbl Y4YacTHMKA MNaTexXHoW CUCTEMbI M
(vn)  ero knmeHtoB u  (nnm)  ONMKL  HCIIK,
NPUMEHUTENBHO K CBOEW MWHGPACTPyKType B Lensx
NpoTMBOAENCTBUSA OCYLLECTBIEHNIO nepeeoaoB
OeHexHbIx cpefcTB 6e3 cornacusa KnuenTa.

4. lpn BbISABNEHUN WHGOPMALUM O TEXHUYECKUX
OaHHbIX,  OMWCbLIBAIOWMUX  KOMMbIOTEPHbIE  aTakw,
HanpaeneHHble Ha MHPOPMAaLUMOHHY MHAPACTPYKTYPY
Y4yacTHvKa NnaTexHon CMCTeMbI U (Urn) ero KIMEHTOB 1
(nnn) ONMKL HCIK, ocywecTBnAlT Meponpusatusa no

NpOTMBOAENCTBUIO OCYLLIECTBINEHNIO nepeBoaoB
OeHexHbIx cpeactB  6e3 cornacust  KnneHta B
COOTBETCTBMM C  TpeboBaHMAMM  HaLUMOHANbLHOIro

craHpapta Poccunckon ®epepauumn NTOCT P 57580.1-
2017 «be3onacHoCcTb  (pMHAHCOBbLIX  (OAHKOBCKMX)
onepaumi.  3awmTa  MHPOpMaUMM  (PUMHAHCOBbLIX
opraHusaumii. basoBbIi COCTaB OpPraHM3auMOHHBLIX U
TEXHUYECKMX  Mep»,  YTBEPXOEHHOro  MpuKasom
depepansHoro areHTCcTBa no TEXHUYECKOMY
perynupoBaHnio n meTtponorumn ot 8 aerycta 2017 roga
N 822-ct «O6 yTBepxaeHWM  HauMoHarbHOro
crangapta» (M.,®I'Yl «CraHgaptuHdopmy», 2017.
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5. Notify the payment system operator of the detected
information on technical data describing computer
attacks, as well as measures taken and/or being taken
to combat attacks and funds transfers not authorized by
the Client in accordance with Section 5.9
“Communication Procedure”. The payment system
operator shall routinely study the received information
and, if necessary, may request additional information
from the payment system participants and/or NSPC
OPCC. If required, the payment system operator may
create a working group to develop and implement
measures aimed at preventing and eliminating an
attack impact. The above measures constitute a system
for detecting, monitoring, and implementing measures
to combat attacks and funds transfers not authorized by
the Client in the American Express Payment System.

5. YeepgomnsawT Onepatopa nnatexHom cuctembl O
BbISIBMEHHOW WHOpMaLMN O TEeXHWYECKUX [AaHHbIX,
ONMCbIBaKOLNX KOMMbIOTEPHbIE aTakn, a Tawkke O
NPeanpuHATLIX 1 (MNKn) NpeanpuHMMaemMbiX Mepax Ans
NPOTMBOAENCTBMA  atakaM U OCYLUECTBNEHUIO
nepeBoAoB AeHeXHbIX cpeacTs 6e3 cormacusa KnueHTa

B COOTBETCTBMM C pasgerniom 5.9 Tlopsgok
VMHPOPMaLMOHHOTO B3aUMOOENCTBUS. Onepatop
nnaTexHomn cUcTeMbI nsyvaet NOMyYEeHHY0

uHdpopmauuo B pabodyem nopsgke U B cnydvae
HeobXoAMMOCTN MOXeT 3anpocuTb y Y4YacTHUKOB
nnatexHon cuctembl u  (unmn)  OMKL  HCIIK
OOMONHUTENBHYID  MHopMauuMio, a Takke npu
HeobxoaumocTn OnepaTop NNaTeXXHOW CUCTEMbl MOXET
cosgatb pabodyio rpynny AnA paspaboTtkm  u
peanusauuy mMep, HanpasfieHHbIX Ha NpeAoTBpaLleHne
N yCTpaHeHVe BO34encTBusA ataku. OnmcaHHble Bbile
mMeponpuaTua  obpasyloT  cuCTeMy  BbISBMEHWS,
MOHWUTOpPMHIA W  peanu3auuy  MeponpusTUiA  no
NpOTUBOAENCTBMNIO NEPEBOAOB AEHEXHbIX CpeacTB 6e3
cornacva KnueHta B [NnatexHon cucteme AMEpPUK3H
Okcnpecc.
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Chapter 6 - Compliance with the American
Express Payment System Rules

The Payment System Operator is responsible for
monitoring compliance with the payment system rules by
Payment System Participants and by Payment
Infrastructure Service Operators.

6.1. Right of American Express Payment System to
Monitor, Audit, Inspect or Investigate

In exercising control of compliance with the American
Express Payment System rules by Payment System
Participants and Payment Infrastructure Service
Operator, the Payment System Operator can, if
appropriate and within the framework of American
Express Payment System Rules:

e request financial and compliance information
including information on their activity (excluding
Central Bank of Russia). This information
should be provided to the Payment System
Operator in the form requested (including but
not limited to hard or soft copy, by mail or via
electronic mail) and within the time frame
requested by the Payment System Operator.

e request an audit of the activities of Payment
System Participants and Payment
Infrastructure Service Operator (excluding
Central Bank of Russia) for compliance with the
American Express Payment System rules.
Such audits may be conducted by the Payment
System Operator itself or by specialized third-
party organizations engaged by the Payment
System Operator. All costs incurred will be met
by the Payment System Participant and
Payment Infrastructure Service Operator

o take adequate measures against the Payment
System Participants and Payment
Infrastructure Service Operator if they fail to
comply with the requirements of the American
Express Payment System rules.

Maea 6 - KoHTponb 3a co6niogeHnem MpaBun
nyaTeXXHou cucteMbl AMepUKIH dKkcnpecc

OrlepaTop nnaTexHomn CUCTEMBbI ocyuwiecTenaeT
KOHTPONb 3a cobntogeHnem MpaBun  nnaTexxHon
CUCTEMBbI AmepunkaH 3Kcnpecc YyacTHukamm

nraTexHoi cuctembl U OnepatopaMu yCnyr naTexHom
WHDPaCTPYKTYpbI.

6.1. TMMpaBo [narexHon cuctembl AMEpPUK3H
Akcnpecc Ha ocyllecTBIeHNe KOHTpOnS,
npoBefeHusi ayauTOPCKUX U NPOYUX NPOBEPOK

B pamkax ocyLlecTBneHus KOHTpons 3a cobnogeHnem
MMpaBun nnaTexHon cucteMbl AMEPUK3H IKcrpecc
YyacTHukamn nnaTtexHon cuctembl M Onepatopom
ycrnyr — nnatexHon  uHdpactpyktypel  OnepaTop
NnaTeXHoW CuCTeMbl B Criydae HeobxoaMmocTn n B
cootBeTcTBMM C [lpaBunamy nnaTtexHonW CucTembl
AmMepukaH Jkcnpecc:
e 3anpawwusaeT (UHAHCOBYIO MHAOPMaLUMIO, a
TawkkKe noaTeepxaeHue cobniopgenus lMNpasun
nnaTexHon cmcTeMbl AMEpUKaH JKcrpecc,

BKMOYasi uMHopMauuio O AesaTenbHOCTU
YyacTHuKoB nnaTexHon cucTembl "
Onepatopa ycnyr nnaTexHon
WHPPaCTPYKTYpbI (3a UCKITIOMEeHneM
LleHTpansHoro baHka Poccuinckon

®epepaunmn). [OaHHas wnHdopmaumsa [OMKHa
6biTe nNpeactaBneHa OnepaTopy nnaTexHou
cMcTeMbl Mo 3anpocy B hOPMe U C MOMOLLbIO
cpencTB, ykadaHHbIXx OnepaTopoM nnaTexHon
cucTeMbl (Bkntoyas npepocTaeneHne
uUHpopMaLum B OByMaxHOM U 3MNEKTPOHHOM
BMAE, NO MoYTe UMM SMNEKTPOHHOW NoYTe) u B

CpOKM, onpefeneHHble OnepaTopom
nnaTexHow CUCTEMbI.

e npoBOAUT NpoBEpPKM COOTBETCTBUS
nesiTensHOCTU Y4yacTHMKOB nnaTexHown
CUCTEMBI n Onepatopa ycnyr nnaTexHoun
WH(PACTPYKTYpbI (3a UCKITIOYeHneM
LleHTpansHoro baHka Poccunckon
depepauun). HacToALUM MpaBunam
nnaTexHom cuctembl AMEpUKIH Jkcnpecc.
Mposepka [edATernbHOCTH Y4yacTHuKoB
nnatexHon cuctembl u Onepatopa ycnyr
nnaTexHown MHAPACTPYKTYPbI MOXeT
npoBoautbCcs  kak camum  Onepatopom
NNaTexHon CUCTEMbI, TaK U NPUBIEYEHHBIMU
OnepaTopom nnaTexHomn CUCTEMBI,
cneuyanuaMpoBaHHbIMU CTOPOHHVMM

opraHunsauunamu. Bce pacxoabl Ha npoBeaeHne
TakKnxX nNpoBepoOK OOJIKHbI OblTb ONnayeHbl

Y4yacTHUKOM  NNaTeXHoOW  CUCTEMbl UMK
OnepaTtopom ycnyr nnaTexHon
WH(PACTPYKTYPHI.

e  PUMEHSIET Mepbl aJeKBAaTHOrO BO3AENCTBUS K
Y4yacTHukam nnaTexHown cucTemsbl "
OnepaTopam ycnyr nnaTexHown
WHPPaCTPYKTYpbl B Criydyae HapyLleHus umu
TpeboBaHun [paBun NNaTEXHOW CUCTEMbI
AmepukaH Jkcnpecc.
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Payment  System  Participants and Payment
Infrastructure Service Operators must cooperate fully
with the Payment System Operator in an investigation or
onsite review. This cooperation includes providing
access to the premises and to all pertinent records and
releasing any information to the Payment System
Operator upon request.

6.1.1. The procedure for monitoring compliance by
the operators of Payment Infrastructure service and
participants in the payment system with the
procedure for providing the operational continuity of
payment system

The control over compliance with the operational
continuity of payment system by maintenance procedure
is carried out in accordance with the concluded
agreement and other agreements reached between the
Payment System Operator and the Payment
Infrastructure Service Operator.

The control over compliance with the operational
continuity of payment system maintenance procedure is
carried out by the Payment System Operator at least
once every two years and consists of the Operator of the
payment system sending a formal request (in paper and
electronic form, by mail or e-mail) to fill out the evaluation
questionnaire given in Appendix 3 to the Payment Rules
system.

6.2. Procedure for auditing Payment System
Participants and Payment Infrastructure Service
Operator

The Payment System Operator shall have the right at
any time and upon giving any Payment System
Participant and Payment Infrastructure Service Operator
(excluding Central Bank of Russia) thirty (30) days
advance written notice, to audit the activities of such
Payment System Participant and Payment Infrastructure
Service Operator (including its financial statements).

Audits may be carried out with respect to certain aspects
of Payment System Participants’ and Payment
Infrastructure Service Operator’s (excluding Central
Bank of Russia) activities. The scope of the audits can
include the required standards of financial soundness,
AML compliance, operational capability, American
Express Payment System continuous operation
requirements, risk assessment and management and
other questions within the framework of the American
Express Payment System Rules.

Y4yacTHuKM nnatexHon cuctembl n OnepaTop ycnyr
nnaTexHon MHMPACTPYKTypbl  [AOJKHbI  OKa3blBaTb
nonHoe cogencrtene OnepaTopy NNATeXHON CUCTEMBI
npu npoBedeHUn TMpPOBEPOK UMM pPEeBU3NA B WX
nomelleHnsax. 3TO O3HayaeT, YTO OHW  [OJSIKHbI
npefocTaBnATb AOCTYN K CBOMM MOMELLEHUSIM U BCEM
OTHOCALLMMCS K NpOBEpKe [OKYMeHTaM, a Takke
npeaocTaBnATb Nbyo MHOPMaLumio, 3anpalumsaemMyto
OnepaTopomM nNnaTexHOWN CUCTEMBI.

6.1.1. TlMopsgok npoBedeHMA  KOHTponA  3a
cobnogeHnem onepatopamu YU m YyactHukamm
nnarexHon cuctemMbl nopsigka o6ecneyveHus PIC

KoHTponb cobniogeHnss OnepaTopom ycnyr nnaTexHown
WHpacTpyKkTypbl  nopsgka  obecnevennss BOMNC
OCYLLECTBNSETCS B COOTBETCTBUM C 3aKIMOYEHHBIM
OOroOBOPOM M WMHbIMU  AOCTUIHYTBIMW  COrNaLLeHUsIMn
mexgy Onepatopom nnaTtexHon cuctemsl n OlKL,
HCIMK, a Takke Ha OCHOBaHWM WHQOpMaLMK,
nonydaemon ot OlKL HCIN B cooTtBeTcTBUM C
nopsaKoM, U3NoXeHHbIM B 1.5.9 MNpasun.

KoHTponb  cobniogeHnss  YyacTHukamum  nopsgka
obecneveHns BOPIC ocywectensercs Onepatopom
nnaTexHoW CUCTEMbI HE PeXXe OHOro pasa B ABa roga u
3aknioyvaeTca B HanpasneHun OnepaTopom NnaTexHon
cucTembl oduumanbHoro 3anpoca (B OymaxHoM u
ANEeKTPOHHOM BMAe, MO MOYTE UMW SNEKTPOHHOW NnoyTe)
O 3anorfHeHWM aHKeTbl OLEHKW, TNPUBELEHHON B
MpunoxeHun 3 k MpaBunam NnaTexHon CUCTEMBI.

6.2. Mopsgok npoBeAeHUs MPOBEPOK Y4YacCTHUKOB
nnaTtexHou cuctemMbl U OnepaTtopa ycnyr nnarexHomn

MHDPaCTPYKTYpbI

OnepaTop nnaTexHon cucTeMbl Bpase B NoGoe Bpems

Ha OCHOBaHWK NUCbMEHHOTO yBeAOMIIEHUS,
HanpaBneHHoro  NboMy  Y4yacTHUKY  MnaTexHoM
cuctembl  unn  OnepaTopy — ycnyr — mnaTexHou
MHPaCTPYKTYypbl (3a ucknodeHnem LleHTpanbHoro

BaHka Poccuiickon ®egepaunn) 3a 30 (TpuauaTth) OHEN,
NMPOBECTU MNPOBEPKY [AeATenbHOCTM (B TOM 4ucne
AaHHbIX (PUHAHCOBOW OTYETHOCTM) TaKoro Y4yacTHuKa
nnaTtexHon cuctemsl nnu Onepatopa ycnyr nnaTexHom

WHMPaCTPYKTYPHI.

[MpoBepkn MOryT MPOBOANTLCS MO OTAEMbHBIM BONPOCam
[eATenbHOCTN  YYaCTHUKOB MMaTeXHOW CUCTEMbl U
OnepaTopa ycnyr nnaTexHon WHPacTPyKTypbl (3a
ucknoveHnem LlenTpanbHoro BaHka — Poccuiickoin
depepauum). lMpoBepka MoxeT ObITb NpoBeAeHa Ha
npegMeT (pUHaAHCOBOW YCTOWYMBOCTW, cObMoOeHNs
3akoHopaTtenbcTBa B obnactn MOL/PT, obecneveHus
OecnepeboiHocT  byHKUMOHMPOBaHUSA  [naTexHon
cmcTemMbl AMEpPUKIH JKCMPeCe, Mo BOMPOCaM OLEHKN U
ynpaBneHus puckamu, a Takke Mo WHbIM BOMPOCaMm B
pamkax cobniogeHus TpeboBaHun HacToswmx lMpasun
nnaTexHon cuctemol AMEpUK3H SKcrnpecc.
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The Payment System Operator reserves the right to
conduct a complete audit and Vulnerability Threat
Analysis of any infrastructure or functional equivalent
(excluding Central Bank of Russia) that facilitates
connection to the American Express Payment System to
ensure compliance with applicable American Express
global business and operational policies. These audits
and vulnerability threat analyses will include security
assessments and may include physical and on-site
assessments.

When auditing Payment System Participant’'s and
Payment Infrastructure Service Operator's (excluding
Central Bank of Russia) activities, the authorized
representatives of the Payment System Operator or
specialized third-party organizations engaged by the
Payment System Operator shall have the right to:

e receive and review documents of the Payment
System Participants and Payment
Infrastructure Service Operator;

e where necessary receive copies of documents
for filing purposes;

e receive verbal and written clarifications on
matters relating to the Payment System
Participants’ and Payment Infrastructure
Service Operator’s activities;

e have access to Payment System Participant’s
and Payment Infrastructure Service Operator’s
places of business;

e inspect the premises of a Payment System
Participant and Payment Infrastructure Service
Operator at any time and charge them a fee for
this inspection.

e conduct an investigation or onsite review at the
Payment System Participant's and Payment
Infrastructure Service Operator’s expense.

e monitor and conduct security inspections at any
location that has excessive fraud activity

e have access to the information systems of
Payment System Participants and Payment
Infrastructure Service Operator, and obtain
information in electronic form.

OnepaTop NnaTexHOW CUCTEMbI COXpaHsieT 3a coboi
npaBo MpOBOAWUTL MOMHYK TMNPOBEPKY W  aHanu3
YSI3BMMOCTM U NOTEHLMANbHOM ONAcHOCTU B OTHOLLEHNUMW
nobon MHMPaCTPYKTYpbl UM ee  YHKLMOHAMBHOro
aKBMBaArneHTa (3a ucknodeHnem LleHTpanbHoro baHka
Poccuiickon depepaummn), koTopble obecneunBaroT
nogkrnoyeHne Kk [lnatexHon cucteme AMEPUKIH
Okcnpecc, ansa obecrnedeHus cobnogeHnst rnodanbHbIX
OM3HeC 1 onepaunoHHbIX NONUTUK AMEPUKIH JKcnpecc.
Takue NpoBepku 1 aHanu3 ya3ByMMOCTEN U Yyrpo3 MOryT
BKMyaTb B ceba oueHky GesonacHocTu [MnatexHom
cucteMbl AMEpPUKIH JKCNPECC, a Takke MOryT BKYaTb
B cebsa hnamyecknin aHanms u oLEeHKy Ha MecTax.

Mpu npoBeaeHNM NpoBEPKU OEATENBHOCTU Y4YACTHUKOB
nnaTtexHon cuctemsl unu OnepaTopa ycnyr nnaTexHom
WHpaCTPYKTypbl (32 ucknoveHnem LleHTpanbHoOro
BaHka Poccuiickon ®epgepauun).  ynormHOMOYEHHbIE
npenctasutenu OnepaTtopa NNaTeXHOW CUCTEMbl UIU
npveneyeHHbix OnepaTtopoM NNaTeXHOW CUCTEMBI
crneunanuaMpoBaHHbIX CTOPOHHMX OpraHusauui UmeroT
npago:

e nonyyatb " npoBepsATb AOKYMEHTbI
YyacTHuKoB nnaTeXxxHon cucTembl n
Onepatopa yenyr nnaTeXxxHon
WHPPaCTPYKTYpbl;

e npu  HeobxoAMMOCTM  MnonyyaTb  KOMUK
[OOKYMEHTOB Ans npuobLleHns K MaTepuanam
NpoBEpPKM;

e nofnyyaTb YCTHbIE U MUCbMEHHbIE MOSCHEHUS
no Bonpocam [eaTenbHOCTM  Y4acTHUKOB
nnaTexHon cuctembl M OnepaTopa ycnyr
nnaTexHon NHPPaCTPYKTYpbI;

e rorfyyaTb [OCTYN B MeCTa OCYLECTBIIEHUS
LesiTeNbHOCTH YyacTHUKOB NraTexHow
cuctembl M OnepaTopa ycryr nnaTexHoM

WHPPaCTPYKTYpbl;

e B nwboe BpemMa nNpoBOAUTb  MPOBEPKU
nomMelleHnin nwodoro Y4yacTHUKa nnaTexHom
cuctembl M Onepartopa ycnyr nraTexHon
WH(PACTPYKTYpbl, @ Takke B3MMaTb C HUX
nnarty 3a npoBefeHne 3TUX NPOBEPOK;

e  MPOBOANTb KameparibHble NpoBepKM
YyacTHuKa nnaTexHon cuctemsl u OnepaTopa
YCIyT NAaTEXHOW MHPACTPYKTYPbI 32 UX CYET;

e MpoBOAMTL MpPOBEPKU  COGNIOAEHUsS  Mep
GesonacHocT TaMm, roe Obino BbISIBNIEHO
HenponopuuoHansHo  GornblUoe  KONUYECTBO
MOLLEHHWUYECKMX onepauun.

e ronyyatb OOCTyn K  MHOPMALMOHHbLIM
cucTeMam YYacTHUKOB NNaTeXHOM CUCTEMBI U
Onepartopa ycnyr nnaTexHow
WHDPaCTPYKTYpbI, BKITHOYast nonyyeHve
MHPOPMaLMK B 3NEKTPOHHOM BUAE.
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Payment System  Participants and Payment
Infrastructure Service Operator must cooperate fully with
any such audit.

The Payment System Operator shall require that the
auditors maintain the confidentiality of any confidential
information of the Participant and Payment Infrastructure
Service Operator in question.

Based on the results of an audit, the authorized
representatives of the auditing party shall prepare a
confidential audit report containing general information
about the activities of Payment System Participants and
Payment Infrastructure Service Operator as well as
specific information regarding the initial audit request.

A report of any audit conducted pursuant to this section
shall be deemed confidential information jointly of the
Payment System Operator and the Payment System
Participant and Payment Infrastructure Service
Operator, and will be shown only to staff of either party
who is responsible for supporting the American Express
Payment System.

If such audits indicate that a Payment System
Participant's and Payment Infrastructure Service
Operator’s operations are deficient with respect to the
required standards, the Payment System Participant and
Payment Infrastructure Service Operator shall propose
within thirty (30) days after receiving such audit results,
a corrective plan and to eliminate the deficiencies
identified in the audit.

6.3. American Express Payment System Rules
Violations

All  Payment System Participants and Payment
Infrastructure Service Operator shall be responsible for
compliance with the System Rules.

In case of Payment System Participant’s and Payment
Infrastructure Service Operator's violation of these
American Express Payment System Rules the Payment
System Operator may:

e Instruct the Payment System Participant and
Payment Infrastructure Service Operator to
remedy the breach;

e Apply fines to the Payment System Participant
as defined in American Express global
business and operational policies;

Y4yacTHUKM nnaTexHown cuctemsbl, n Onepatop ycnyr
nnaTeXxHon WHMPACTPYKTypbl 00s13yl0TCS OKasblBaTb
BCECTOPOHHEE COOENCTBME B NpoBeAeHUU noboi
NPOBEPKM.

OnepaTop nnaTexHow cucTembl JOSMKEH TpeboBaTb OT
ayanTopoB COOMOAEHNS KOHPUAEHUNANBHOCTM MO0
KOH(bmaeHumnansHom MHdopmaLmm YyacTHuKOB
nnaTtexHon cuctembl n OnepaTopa ycnyr nnaTexHom
MHPACTPYKTYpbl, B OTHOLLUEHUN KOTOPLIX NMPOBOAUTCA
npoBepkKa.

Mo nToram NnpoBepkM yNnonHOMOYEHHbIe NpeacTaBnTen
NpoBepPsIOLLE CTOPOHbI COCTaBMSAOT akT NPOBEPKY,
copepxawmin obLLy MHopMaumio 0 AesTeNbHOCTU
Y4yacTHMKOB nnaTexHon cuctembl u Onepartopa ycnyr

NNaTtexHon  MHAPPACTPYKTypbl,  WHdOPMaUMIo O
BbISBMEHHbIX B XOA4€ MPOBEPKN HapyLlleHUAX C
NpUNoXeHnem NOATBEPXKAaKoLLMNX AOKYMEHTOB,

cBefleHWsi 0 pakTax NPOTUBOAENCTBUSI MPOBEPKE.

OTyeT no pesynbTatam MpPOBEPKU, NPOBEAEHHON B
COOTBETCTBMM C HACTOSILUUM pa3fenom, OTHOCUTCS K
KOHUAeHUManbHOM MHGOpMaLMM OOHOBPEMEHHO W
OnepaTopa nnatexHoW CUCTEMbl, W Y4YacTHUKOB
nnartexHon cuctembl u OnepaTtopa ycnyr nnartexHown
WH(PACTPYKTYpbl, NpW 3TOM Takowh oOT4yeT Oyaer
npenocTaBneH Ans 03HAaKOMITEHUS TOMbKO paboTHMKaM
OnepaTopa nnaTtexHoON CUCTEMbl, OTBETCTBEHHBLIM 3a
nogaepxaHue pabotbl MNnatexHon cuctembl AMEPUKIH
Skecnpecc, Ha KoHMAeHLUMansHOM OCHOBE.

Ecnn no pesynbTatam Takux npoBepok Oyaet
YCT@HOBIMEHO, 4YTO B AEATENbHOCTU  YYaCTHWKOB
nnaTexHown cuctembl 1 OnepaTtopa ycnyr nnaTexHon
MHPaCTPYKTYpPbl MMEKTCS HegoyeTbl B OTHOLUEHWM
cobniogeHnss  Tpebyembix  cTaHOapToB,  CyObekT
nnaTtexHon cuctembl 06sa3yetca B TeyeHue 30
(TpnauaTn) AHen nocne NonyyYeHns pesynbTaToB Takown
NPOBEPKM MPEAOCTaBUTb KOPPEKTUPYIOWMIA NNaH |
yCTpaHUTb Ntobble HeJoCTaTKu, BbISIBNEHHbIE B XOAE
npoBepku, npoBeAaeHHon OnepaTtopom MNaTexHoNn
CcMCTEMBI.

6.3. HapyweHue [paBun nnaTeXHoOW CUCTEMbI
AmepukaH 3kcnpecc

Bce YuyacTHUKM NnaTexHon cuctembl U Onepatop ycnyr
NIaTexHoh MHMPaCTPYKTYpbl HECYT OTBETCTBEHHOCTb
3a cobnogeHve MpaBun  nnaTeXHOW  CUCTEMbI
AMepuKaH Jkcnpecc.

B cnyyae HapyweHus Y4yacTHMKaMu nnaTexHowm
cuctemel 1 OnepaTopoMm  ycnyr — NnaTexHon
WHpacTpykTypbl  [MpaBun  nnaTexHoOMW  CUCTEMBbI
AmepukaH Skcnpecc, OnepaTtop nnaTexHOW CUCTEMBbI

Brnpase:

e [loTpeboBaTb OT Y4yacTHMKa nnaTeXHON
cuctembl M OnepaTopa ycnyr nnaTexHon
WH(PACTPYKTYPbl YCTPAHEHUS HAPYLUEHW;

e BasbickaTb wTpadbl ¢ Y4acTHUKA NnaTexHon
cucTeMbl, MNpedyCMOTpeHHble rrnobaneHbIMU
6usHec ¥  onepauuoHHbIMW  MONUTUKaMKU
AmMepukaH Jkcnpecc;
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e Terminate the Payment System Participant's
membership in the American Express Payment
System in case of the either's violation of the
material conditions of the American Express
Payment System Rules including, without
limitation, with regard to Participant's
compliance with information security and anti-
money laundering prevention requirements; or
in case of the Participant’'s insolvency or
liquidation procedure.

Payment System Operator may also terminate
the Payment System Participant's membership
in the American Express Payment System in the
following cases:

e inthe event of a material adverse change in
the financial condition, results of operations
or prospects of Participant, such that
Payment System Operator may reasonably
anticipate that Participant is or will become
unable to meet its obligations to its
creditors, customers or to Payment System
Operator hereunder, and Participant shall
have failed to give Payment System
Operator adequate assurances acceptable
to Payment System Operator of its ability to
perform its obligations hereunder within 3
days of a written request; or

e in the event of material change in the
beneficial control or ownership (i.e., 15% or
more) of a Participant, whether such change
is through ftransfer of shares, merger,
consolidation, sale, or merger of assets or
otherwise; or

e in the event of all or any substantial portion
of the capital stock or assets of the

Participant is expropriated by any
government (in case of privately owned
banks).

6.4. Appeals

If a Payment System Participant believes that an
imposed condition is unreasonable, it may appeal to the
Payment System Operator.

The Payment System Participant must prove in its
appeal that the prohibition or imposed conditions are
impractical or unwarranted.

Payment System Operator considers the appeal within
30 days and takes a resolution.

e [IpekpaTuTb y4acTve Y4yacTHUKa nnaTexHomn
cuctembl B lMnatexHon cucteme AMEpUKaH
Jkcnpecc B crnyyae HapyleHus YYacTHUKOM
CyLLeCTBEHHbIX ycnosui [paBun nnaTexHomn
cuctembl AMEpuKaH JKcnpecc, B TOM 4YuChe,
KacatoLuxcs cobntogeHns Y4yacTHUKOM
TpebGoBaHun NO  3awmTe  OaHHblX, O
NPOTUBOAENCTBUN Neran3aumn (OTMbIBaHMIO)
[OXO0[O0B M (pMHAHCUMPOBaHUIO Teppopuama, a
Takke B Cry4yae HaxoXaeHust YyacTHuKa B
npoueaype NUkBMaaumny unu 6aHkpoTcTea.

Kpome Toro Onepatop nnaTexHOn cucTeMbl Bnpase
npekpaTuTb ydacTne Y4YacTHUKa NnaTexHon CUCTEMbI B
[MnaTexHon cucteme AMepuKkaH JKCnpece B
crneayowmx crnyyasx:

e B Clyyae CyLleCTBEHHOro HebnaronpusTHOro
n3MeHeHUs B PUHAHCOBOM COCTOSIHUW,
pesynbTaTax A4esATeNbHOCTM N NepCnekTnBax
Y4yacTHuKa, B €BA3M ¢ koTopbiMn Onepatop
NNaTexHowm CUCTEMbI MOXET UMETb pasyMHble
OCHOBaHMWS 0Xuaatb, YTO YYaCTHUK B
HacTosILLeM mnu B ByayLueM He CMOXeT
BbINOMHNUTL CBOM 0653aTenbcTBa nepes
Kpegutopamu unn OnepaTopom NraTexHon
CUCTEMbI, ¥ NPY YCMOBWU, YTO YYaCTHUK He
cMoxeT obecnevnTb NpefocTaBneHme
OnepaTopy NnaTeXXHow CUCTEMBI
Hagnexatux u npuemnembix Ans Hero
rapaHTuUmM cBoewn CNoCoOBGHOCTU NCMOMNHUTD
o6s3aTenbcTBa B TeveHue 3 (Tpex )paboumx
[OHen nocre nony4yeHnst MIMCbMEHHOro
3anpoca; unm

e B Cryyae, CyLLEeCTBEHHOro N3MEHEHMS
GeHednLMapHOro KOHTPONs UnNu Bnagexus (T.
e. 15% wnu 6onee) YyactHuka, 6yab To
N3MEHEHUS NyTEM Nepeaayn akumm, CmnsHms,
KOHconuaauun, Npoaaxu, CrINsHUSE akTMBOB
Unn MHbIM obpasom; unm

e B Clyyae, ecnv BeCb akLMOHEPHbIA KanuTan
Unn Bce akTmBbl, MM60 Nbas cyLecTBeHHas
4YacTb aKLMOHEPHOrO KanuTarna Unu akTuBoB
(6onee 50%) YyacTHuka NpUHYANTENBHO
OTUYXXOEHbI KAKUM-NTMO0 NPaBUTENBCTBOM
(ansa 6aHkoB 6e3 rocygapCTBEHHOMO y4acTus).

6.4. Anennsauun

Ecnn Y4yacTHMK nnaTeXHOW CUCTEMbI CYUTAEeT, YTo
npeabsBeHHOe TpeboBaHue ABNsieTCcs
HeoOOCHOBaHHbLIM, OH MOXeT nogatb OnepaTopy
NnaTeXHol CUCTEMbI COOTBETCTBYIOLLYIO anennsaumio.

B cBoen anennauuMm Y4acTHUK NNaTeXHOW CUCTEMbI
[ormkeH npuBecT 0o6GOCHOBaHMS TOro, MOYEMY OH
cyuTtaeTt npeabsBNeHHoe TpeboBaHue
HEeo6OCHOBaHHbBIM UITWU HEBbLIMONTHUMbIM.

OnepaTop nnaTteXxHoOW CUCTEMbl paccMmaTpuBaeT
yKasaHHyto anennsaumio B tedeHme 30 AHEN U BbIHOCUT
peLueHue.
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6.5. Merchants Investigation responsibilities

Payment System Operator may request an investigation
of merchants at any time within the framework of the
American Express Payment System and in accordance
with American Express global business and operational
policies. Payment System Participant Acquirers are
obliged to fully cooperate with any such investigation.

Payment System Participant Acquirer and the merchant
are obliged to correct any deficiencies identified in the
respective audit or investigation. The Payment System
Operator reserves the right to levy fines on either party
in accordance with the American Express global
business and operational policies.

If the merchant fails to correct an identified violation, the
Payment System Operator can impose conditions upon
the Merchant, suspend the merchant for a prescribed
period or permanently prohibit the Merchant’s
acceptance of the American Express card.

6.5. 0OO6sA3aHHOCTM NO MNpPOBeAEHUI0 NPOBEPOK
AesATeNIbHOCTU TOProBO-CePBUCHbIX NPeaAnpuUATUi

OnepaTop nNaTteXHoOW CUCTEMbI MOXET MNpPOBECTU
NPOBEPKY OeAaTenbHOCTH TOProBO-CEPBUCHOIO
npeanpuaTua B pamkax NnaTtexHon cucteMmbl AMEpPUKaH
Okcnpecc B nwboe Bpems B COOTBETCTBUM C
rnobanbHbIMM BM3HEC 1 OMepaLOHHBIMU NONUTUKAMMN
AmepurkaH 3Jkcnpecc. YUYacTHUK nnaTexHOoW CUCTEMbI -
akBariep  o0b6sA3yeTcs  okasbiBaTb  BCECTOPOHHee
cofencTene B NnposedeHumn Niobor NpoBepKu.

Y4acTHUK nnaTexHoOW CUCTEeMbl - 3KBamep U TOproso-
CEpBUCHOE  MpeanpusiTue  0bSA3yTCA  UCMpaBUTb
HapyLLEeHwus1, BbIiBNEHHbIE B X04e npoBepkn. Onepatop
nnaTeXxHol CUCTEMbl UMEET NpaBo B3biCKaTb LWUTpadbl C
nobori M3 CTOPOH B COOTBETCTBMM C rnobanbHbIMK
OM3HEC W OnepauuoHHbIMU MOMUTUKAMN  AMEPUKIH
Okcnpecc.

Ecnu ToproBo-cepBUCHOE NpeanpusiTue He YCTpaHWuT
HapylleHue, BbisiBNeHHoe OnepaTopoM NraTeXxHoM
cuctembl, OnepaTop NnaTexHon cUCTEMbI UMEET NpaBo
onpenennTs OOMNOMHUTENbHbIE Mepbl B OTHOLLEHUM
TOProBO-CEPBUCHOTO  MPEANPUATUS,  MPUOCTAHOBUTL
[OesATeNbHOCTb TOProBO-CEPBUCHOMO MpeanpusaTus Ha
onpedeneHHbIn  Nepuog WM - 3anpeTuTb  TOProBo-
CepBUCHOMY MpeanpusTHio Nprem Kapr.

76



lpasuna nnamexHoul cucmembl AMEPUKIH SKcrpecc

American Express Payment System Rules

Chapter 7 - Information Protection

Requirements

The Payment System Operator and each Payment
System Participant and Payment Infrastructure Service
Operator shall comply with requirements of the
Resolution of the Government of the Russian Federation
No 584 as of June 13 2012 “On the approval of the
regulations on information security in a payment system”
and the Central Bank of Russia Regulations No 383-P as
of June 9, 2012 “On the requirements to the ensuring of
protection of information during the carrying out of
transfers of money and on the procedure for the
performance by the Central Bank of Russia of control of
observance of the requirements to the ensuring of
protection of information during the carrying out of
transfers of money”.

Payment System Participants must protect American
Express Cardmember Data and Sensitive Authentication
Data by adhering to the Information Security Policy as
described in more detail in Exhibit 1 to these American
Express Payment System rules (Information Security
Policy).

The Payment System Operator and each Payment
System Participant shall ensure information security
regarding information security tools and methods,
personal data, and other information that must be
protected in accordance with the Russian Federation
laws (hereinafter -“information”) by way of taking legal,
organizational, and technical measures for the purpose
of:

protecting information from unauthorized access,
destruction, modification, blocking, copying, transfer,
and dissemination, as well as from any other unlawful
actions with such information;

ensuring confidentiality of information; and

ensuring the right to access information in accordance
with the applicable Russian laws.

For the purposes of ensuring information security the
Payment System Operator and each Payment System
Participant shall take the following measures:

establishing and arranging operation of a separate unit
responsible for information security (an information
security division), or appointment of an officer
(employee) responsible for information security;

ensuring that duties of employees who are involved in
processing information include duties to comply with the
information security requirements;

taking measures to identify information security threats
and analyze information system vulnerabilities;

MaBa 7- TpeboBaHusA K 3awmte nHhopmaumm

Kaxgbin YyacTHUK nnaTtexHon cuctembl, Onepatop
nnaTtexHon cuctembl n Onepatop ycCryr nnaTtexHom
MHPaCTPYKTYypbl 005s3aHbl  BbINOMHATL TpeboBaHUA
"MonoxeHna o 3awuTe WHpopmauun B nnaTexXHon
cucteme", YTBEPXKOEHHOIrO [NocTaHoBNEHNEM
MpaButensctBa Poccuiickon ®epepaumm ot 13 umioHA
2012 r. Ne 584, n TpebosaHusa [lonoxeHus BaHka
Poccun ot 9 nioHa 2012 Ne 382-I1 "O TpeboBaHusAx K
obecneyeHnto 3aWmThI MHpopmaumm npu
OCYLLECTBINEHNM NEPEBOAOB [OEHEXHbLIX CPeACTB U O
nopsigke ocyulecteneHnst baHkom Poccun koHTpons 3a
cobntogeHnem TpeboBaHMI K 0OecneyveHuto 3aluThbl
WHdOpPMauuM  NpyM  OCYLLECTBMEHWM  MNEepeBOAOB
OeHexXHbIX cpeacTs”.

Y4acTHUKN NNaTeXHoOW cucteMbl 0653yH0TCS 3alumLLaTh
[anHble pepxatenen KapTbl AMepuKaH 3kcnpecc wu
ayTeHTUUKALMOHHbIE OaHHble nocpeacTeom
cobntogeHns  MonuTukM  3aWMTbl  MHOpPMaLmK,
onucaHHon 6Gonee nopgpobHo B [lpunoxeHun 1 kK
HacToawwmm MNpasunam MNnaTexHon cuctemMmbsl AMEPUKIH
Okenpecc (Monutuka 3awmTel MHDOPMaL ).

Kaxgbin Y4acTHUK nnaTexHon cuctembl n OnepaTop
nnaTexHon cnctembl 06s3ytoTca obecneyunBaTtb 3aLLmnTy
WHGpOopMauuM o cpeacTBax U metogax obecnevyeHus

WH(OPMaLUUOHHON  6e3onacHOCT,  MepcoHarbHbIX
OaHHbIX M WHOW  MHOpMauuW,  NoAnexaluen
obsazaTenbHOM 3awmTe B COOTBETCTBUN (o]

3akoHopaTenbcTBoM Poccuiickon Pepepaummn (ganee —
uHdOopMaLuus), MyTem peanusauum  pUaNYecKuX,
OpraHM3auMOHHbIX U TEXHUYECKUX MEpP, HanpaBEHHbIX
Ha:

obecneyeHue 3aLmnThI nHbopmaLmm oT
HenpaBoOMepHOro fjoctyna, YHUUTOXEHNS,
MoAUMUMPOBaHNS,  BrOKMPOBaHWS,  KOMMPOBAHWUS,

NpefoCTaBMNeHVs 1 PACNpPOCTPAHEHWS!, @ TAKXe OT UHbIX
HenpaBOMEpPHbIX AEVCTBUI B OTHOLIEHUI UHOpMaLnK;

cobnogeHne KoOHMUAEHUMANBHOCTU HGopMaLmK;

peanu3auuio npaea Ha A40oCTyn K MHopmMaumm B
COOTBETCTBUW C 3aKkOoHOO4aTEeNbLCTBOM Poccurckom
depepauun.

[nsa uenen obecneyeHns 3aLmTbl MHGPOPMALMN KAXKObIN
YyacTHUK nnaTexHom cuctembl u OnepaTtop NnaTexHon
cncTeMbl 0653aHbl NPUMEHSATL CreayoLme Mepbi:

cosgaHve u  opraHusaums  YHKLMOHUPOBAHMUS
CTPYKTYPHOro nogpasaeneHuns no 3awmrte nHdopmaumm
(cnyx6bl  MHopmaLumoHHo  GesonacHocTM)  unu
HasHayeHne  [OJKHOCTHOrO  nuua  (paboTHuka),
OTBETCTBEHHOrO 3a opraHunsaumio 3awmTbl
WHopMaLmK;

BKIIOYEHME B AOMKHOCTHbIE 0653aHHOCTU PaboTHMKOB,
yyacTBylowux B 06paboTke nHdopmaumm, obsa3aHHOCTH
no BbINOMHEHUIO TpeboBaHWIA K 3aLmnTe MHGOPMaLuK;

OCYLLEeCTBIEHNEe  MEPOMNPUATUIA, UMEKLMX  Lesbio
onpepeneHve yrpo3 6e3onacHOCTM WHOpMaumMn |
aHanum3 yssBUMOCTU MHPOPMAaLMOHHBIX CUCTEM;
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analyzing and managing risks of noncompliance with the
information security requirements;

developing information  security systems and
incorporating such systems into information systems;

using information security tools (encryption tools, tools
designed to protect information from unauthorized
access, antivirus software, firewalls, intruder detection
systems, and security control (analysis) tools);

detecting and
incidents;

responding to information security

ensuring information security when using public data
information and telecommunication networks

determining a procedure of access to the payment
system’s infrastructure facilities being used to process
information;

organising and conducting monitoring and assessment
of compliance with the information security requirements
at the own infrastructure facilities at least once every two
years.

The Payment System Operator and each Payment
System Participant shall approve their local (internal)
regulations setting out a procedure of compliance with
the information security requirements.

For the purpose of control (assessment of) over
compliance with the information security requirements
the Payment System Operator and each Payment
System Participant may engage, under a contract,
organizations licensed to provide technical protection of
confidential information.

Control (assessment of) over compliance with the
information security requirements shall be performed by
the Payment System Operator and each Payment
System Participant, either independently or under the
contract with an organization licensed to provide
technical protection of confidential information
(outsourced).

The information security requirements shall be complied
with:

in case of developing and creating information systems
— at all stages of their creation, modernisation and
operation; and

in case of acquiring information systems — upon their
commissioning and in the course of their modernisation
and operation.

For the purposes of ensuring information security the
Payment System Operator and each Payment System

NpoBeAeHWE aHanu3a pUCKOB HapyLLeHWsl TpeboBaHui K
3alnTe UHGopMaLMK 1 yNpaBneHne TakuMu puckamu;

paspabotka M peanusauus  CUCTEM  3aLUMTHI
nHdopmMaLmnm B MHPOPMaLIMOHHBIX CUCTEMAX;

npuMeHeHune cpeacTs 3aWwmThl nHdopmaumm
(wndppoBanbHble  (kpunTorpaduyeckue) CpeacTsa,
cpeacTea 3aWwmThbl nHpopmaumm oT
HeCaHKLMOHMPOBAHHOIO gocrtyna, cpeacTea
aHTMBMPYCHOM  3aliMTbl, CpPeAcTBa  MEXCEeTeBOro

3KPaHWPOBaHUS, CUCTEMbI OBHAPYXXEHUs1 BTOPXKEHWN,
CpeAcTBa KOHTPONs (aHanu3a) 3aWwuLLeHHOCTH);
BbISIBNEHWE WHUWAEHTOB, CBSA3aHHbIX C HapyLlEeHUEM
TpeboBaHuUi K 3awwuTe MHOpPMaLMK, pearMpoBaHne Ha
HUX;

obecneyeHue UHopMaLmu npu
UCMNoNb30BaHNM MHOPMALMOHHO-
TENEeKOMMYHUKaLMOHHBIX CeTei 06LLero nosb3oBaHus;

3alunTbl

obbekTam
CUCTEMBI,

onpegenexvne poctyna K
WMHPACTPYKTYpbI nraTeXXHon
o6pabaTbiBaroLLM MHOPMALIMIO;

nopdaaka

opraHusauusi 1 nNpoBedeHWe KOHTPONsi U  OLEeHKU
BbINOSIHEHUS] TPeGoBaHWUIi K 3almTe MHopMauMn Ha
COBCTBEHHbIX OObEKTax WHMPACTPYKTYpbl HE pexe
1 (ogHoro) pasa B 2 (gBa) roga.

Kaxgbin Y4acTHUK nnaTexHon cuctembl n OnepaTop
nnaTexHom cucteMbl 004A3ylOTCS yTBepXaaTb CBOU
nokarnbHble (BHYTpEHHUE) npaBoBble aKThbl,
yCTaHaBnuBaBLUMe NOpsiAoK peanusauum TpeboBaHui K
3awmuTe nHpopMaLmm.

B uensx koHTpons (oueHkn) cobnogeHns TpeboBaHnMii K
3aWmTe MHoOpMaUMM KaKabll Y4YacTHUK NraTexHon
cuctembl u OnepaTtop NNaTeXHOW CUCTEMbI BrpaBe
3aKnoYaTb [OrOBOPbl C OpraHu3auusiMu, UMeELLMMM
NULEH3NI0 Ha OEATEeNbHOCTb MO TEXHUYECKOW 3aliuTe
KOHUAeHUManbHOM nHpopmaLnn.

KoHTponb (oueHka) cobniogeHus TpeboBaHuii k 3awmTe
WHbopMaLmm oCyLLecTBseTcs Onepartopom
NMaTeXHoMm CcuUcTemMbl U Y4YacTHUKaMU NNaTeXHON
CUCTEMbI CaMOCTOSITENbHO, NMGO MO [JOroBOpy C
opraHvsauuein, UMeroLLen NULEH3NI0 Ha OeATeNbHOCTb
no TEXHNYECKON 3awumTe KOHUAeHUManbHon
MHopMaLUn (BHELUHWIA UCTIONTHUTEND).

TpeboBaHus k 3aLMTe UHGOPMaLIMK peanuayoTcs:

B crnyyae paspaboTku M co3naHusi UHGOPMAaLMOHHBIX
CUCTEM — Ha BCex CTagusax (dTanax) WX Co3[aHwus,
MofepHu3aumMu,  3KchryatauMM M Bbixoga M3
aKcnnyaTaumu;

B Cryyae npuobpeTeHns MHPOPMAaLMOHHBIX CUCTEM —
npy BBOOE WX B 3KCMyaTauuio, MoAepHU3auum,
3KCMNyaTaumm 1 Bbixoda 13 aKcnyaTaumu.

Ons  ueneit obecneyeHuss 3awutbl  MHOPMaLMN
YyacTHukM  nnatexHon cuctembl M OnepaTop
nnaTexHon CUCTEMBI 00sa3aHbI cobnogatb

78



lpasuna nnamexHoul cucmembl AMEPUKIH SKcrpecc

American Express Payment System Rules

Participant must follow the relevant regulations of the
Central Bank of Russia.

Requirements for information security in funds transfers
shall apply to protect the following information:

information on cash balances on bank accounts;

information on balances of electronic funds;

information on effected funds transfers, including
information contained in notices (acknowledgements)
related to the acceptance of the Participants’
instructions, as well as in notices (acknowledgements)
related to the fulflment of the Payment System
Participants’ instructions;

information on effected funds transfers as kept in the
operational centre using payment cards or located
outside the Russian Federation;

information contained in the instructions of funds transfer
operators’ clients as executed in the applicable form of
clearing, the Payment System Participants’ instructions,
the payment clearing centre’s instructions;

information on payment clearing positions;

information required for clients to authenticate their right
to dispose of funds, including data of payment
cardmembers;

key information of cryptographic facilities for information
protection used in funds transfers;

information on the configuration determining the
operation parameters of automatic systems, software,
hardware, telecommunications equipment operated by a
funds transfer operator, operator of payment
infrastructure services, and used for funds transfers, as
well as information on the configuration determining the
operation parameters of information protection
hardware;

restricted information, including personal data and other
information subject to mandatory protection under
Russian laws and processed in funds transfers.

For the purposes of analysis of ensuring in the payment
system of the protection of information during the
carrying out of transfers of money resources Payment
System Participants shall provide to Payment System

COOTBETCTBYIOLUME HOPMaTMBHbIE akTbl LleHTpanbHoro
6aHka Poccuiickon depepauun.

TpeboBaHusA kK obecneveHmnio 3aLmTbl MHopMaL Uy Npu
OCYLLECTBIIEHNN MEepeBOdOB  [AEHEeXHbIX  CpeAcTB
NPUMeHsIIOTCA ANns obecneyeHns 3awWwuTbl CrieayroLen
WHopMaLun:

I/IH(*)OpMaLI,I/IM 06 ocTaTkax [OeHeXHbIX cpeanctB Ha
©aHKOBCKUX cyeTax;

nHopMaumMm 06 ocTaTKax SMNEKTPOHHBLIX OEHEXHbIX
CpeqacTs;

MHOPMaLUMM O COBEPLUEHHbIX NepeBOoAax AEHEXHbIX
CpeacTs, B TOM 4ucne nHopmaumu, cogepxalieincs B
n3BeLLeHuaX (NOATBEPXKAEHUSIX), KACAIOLLMXCHA Npuema K
UCMOSNTHEHUIO PAaCMOPSXKEHNN YYaCTHUKOB NMaTexHown
CMCTEMbI, @ TaKkke B U3BELLEHMAX (MOATBEPXAEHUSX),
KacaroLMXCS MCMOMHEHNS PacrnopsXeHUn YYacTHUKOB
NnaTeXHOWN CUCTEMBI;

WH(OPMaLUM O COBEpPLUEHHbIX MNepeBOofax AEHEXHbIX
CpeacTB, Xxpansuwenca B OnepaurMoHHOM LEHTpe ¢
MCNONb30BaHNEM MMATEXHbLIX KapT UK HaxXo4sLemcs
3a npegenamu Poccuiickon ®egepauuu;

WHopMaLun, cogepxawenca B OGOPMIEHHbLIX B
pamkax npumeHsiemon bopmbl 6e3HanMyYHbIX pacyeToB
pacnopspkeHNaxX KMMEHTOB OMepaTopoB MO NepeBoAy
AEHEeXHbIX CPEeACTB, PacrnopsKeHWsX  Y4YacTHUKOB
NNaTeXHOW CuUCTeMbl, pacnopsbkeHusx [lnatexHoro
KMWPUHIOBOTO LEHTPA;

I/IH(*)OpMaLI,I/IVI O NNaTeXHbIX KNMMPUHIoBbIX NO3NLNAX;]

uHopmauum, HeobxoauMmoW ONS  yOOCTOBEpEeHUs
KNMMeHTaMW  npaBa  pacropshXeHUs  AeHeXHbIMM
cpeactBamu, B TOM YMUCRie [OaHHbIX JdepxaTtenen

nnatexHbix Kapr;

KntoyeBon MHAOpPMaUMM CPeacTB KpunTorpaduveckom
3aWwmThl nHdopmaumm, MCMonb3yembixX npu
OCYLLECTBIIEHNN NepPeBOOB AEHEXHbIX CPEeACTB;

WHopMauMM O  KOHUrypauuu, onpegenstowen
napameTpbl paboTbl aBTOMaTU3UMPOBAHHBIX CUCTEM,
nporpaMMHoro obecneveHus, cpencTs
BbIYUCITUTENBHON TEXHUKW, TENeKOMMYHMKaLMOHHOIO
obopynoBaHus, akcnnyartauus KOTOPbIX
obecnevymBaeTcs onNepaTopoM Mno nepesoay AEHEXHbIX
cpencTs, OnepaTtopom ycnyr nnaTexHown
WH(PACTPYKTYPHI, " UCMNOrb3yeMbIX ans
OCYLLECTBNEHNST MNEePEeBOAOB [EHEXHbIX CpeAacTB, a
Takke nHdopmaumm o KoHdurypaumu, onpegenstoLiemn
napameTpbl paboTbl TEXHWYECKMX CPEACTB MO 3awuTe
nHopMaLuu;

WH(OPMaLUUM OrpaHUYeHHOro AOocTyna, B TOM 4ucne
NnepcoHanbHbIX AaHHbIX W WHOW  WMHAopMaLmu,
nognexatlen ob6a3aTensHOM 3almMTe B COOTBETCTBUN C
3aKoHOOaTeNbCTBOM Poccuinckon denepauun,
obpabaTbiBaeMolr Mpu  OCYLLECTBMEHUN MNEPEBOAOB
[EHEeXHbIX CpeacTB.

Ona uenen aHanusa obecnevyeHnss B MNaTEXHOM
cucTeMe 3awmnTbl UMHGOpPMAaUMKM MPU OCYLLECTBMEHWM
nepeBodoB AEHEXHbIX CPeACTB YUYaCTHUKN NNaTexXHoOm
cucTembl HanpaensT OnepaTopy NNaTexHowm cUcTeMsl
no TpebosaHmio OnepaTopa NnaTexHoOW CUCTEMBbI, a B
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Operator by request or annually,
received, the following information:
about the degree of performance of requirements to the
ensuring of the protection of information during the
carrying out of transfers of money resources;

if no request is

about the carrying out of the procedure of ensuring the
protection of information during the carrying out of
transfers of money resources;

about the revealed incidents connected with
infringements of requirements to the ensuring of the
protection of information during the carrying out of
transfers of money resources;

about the results of the carried out estimations of
conformity;

about the revealed threats and vulnerabilities in ensuring
the protection of information.

Payment System Participants assume legally binding
obligations to comply with the American Express
Payment System rules and the American Express global
business and operational policies

The American Express Payment System risk
management function includes analysis of the
information security in the payment system when
effecting money transfers, which receives periodically,
but at least once year information about Operational
Centre’s activities as well as the information about other
American Express entities’ activities, and risk
assessments relating to the information security within
the payment system. This information shall contain, inter
alia, the following data:

data classification

provision of rights of access, including access to the
information systems and applications, and the rights
access compliance control

data encryption
data transmission protection

physical protection of data processing centres

logical security system for network and servers that
provide access to data, information systems and
applications

control over unauthorized access to network and servers

control over the procedure for data storage and
maintenance of logs of information access attempts.

information security breaches while performing of
operational services by the Operational Center.

Crnyyae OTCYTCTBUS Takoro TpeGOBaHUA Ha EXerogHon
OCHOBE CrefyHoLLy0 UH(OpMaLmio:

O CTerneHWn BbINOMHEHWS] TpeGoBaHWA K 0GecneyeHuto
3aLUUTHI MIHGOPMALMK NPU OCYLLECTBIIEHUN NEPEBOLOB
[EHEXHbIX CPeACTB;

0 peanusauuu nopsigka oGecneyeHus
MHopMaUmMU  MpyU  OCYLLECTBREHUN
[EHEXHbIX CPEACTB;

3alunTbl
nepesoaoB

O  BbISIBMEHHbIX  WHUMOEHTAX,  CBSI3aHHbIX C
HapylleHnAMM TpeboBaHUN K OGecrneyeHuo 3almThbl
MHPOpPMaUMM  MPUM  OCYLUECTBMEHUM  MNepeBoaoB
[OEHEeXHbIX CPeacTs;

O pe3ynbTatax npoBeeHHbIX OLUEHOK COOTBETCTBUA,

0 BbISIBNEHHbIX Yrpo3ax 1 ys3BUMOCTAX B obecrneyeHumn
3aWUTLI MHOPMaLWK.

Y4acTHVKM nNnaTexHon cuctembl AMEPUKAH JKcnpecc,
npyHMMalT Ha cebsi ob6sA3aTenbCcTBa NO COOMOAEHUIO
MpaBun nnatexHon cuctembl AMEPUK3IH JKcrnpecc u
rnobanbHbiXx OM3HEC U ONEepauMOHHBIX  MONUTUK
AmMepukaH Jkcnpecc.

Cucrtema ynpaBrneHusi puckamu natexHon cucTembl
AMepunKaH Jkcnpecc BKoYaeT aHanus obecneyeHns B
nnaTexHon cucrteme 3awmtbl  MHopMauum npwu
OCYLLECTBNEHNN NEPEeBOAOB [AEHEXHbIX CpeacTs, B
uenax koToporo OnepauuoHHbIA LEHTP, Takke Kak u
WHbIE KOMMaHUW rpynnbl KOMNaHWn AMepuKaH Jkcnpecc
Ha NepuoanYeckon OCHOBE, HO He pexe O4HOro pasa B
roa, NpeaocTaBnseT MHOPMaLMIO O ero AeATeNbHOCTM
N OUEHKN pucka B obnactu sawmtbl MHdOpMaLun B
nnartexHon cucteme. [laHHaa MHOpMaLMA COOEPXNT,
He orpaHnYMBasCh, criegytoline CBegeHNs:
KnaccudmKaumio AaHHbIX

npenocrtaBneHne npaB AOCTyna, BKN4Yad AOCTyn B
MHOPMaLIMOHHbIE CUCTEMbI U NMPUSOXKEHUS, U KOHTPOSb
3a cobnoageHnem npas gocTtyna

LUMppoBaHME JaHHbIX
3aLUMTY A@HHbIX NPY WX Nepefadye

hM3MYECKYIO 3aLLMTY LEHTPOB 06paboTKM AaHHbIX

normyeckyto cuctemy 6e3onacHOCTVM CETU U CEPBEPOB,
npenocTaBnsitoLLmnX pjoctyn K JAaHHbIM,
MHDOPMAaLMOHHBIM CUCTEMAM U MPUIIOKEHUSIM

KOHTPOJIb HECAHKLIMOHUPOBAHHOIO AOCTYNa B CETU U K
cepBepam

KOHTPONb NOpsifka XpaHeHUs OaHHbIX U  BeAeHve
peecTpoB MOMbITOK AOCTyNa K MHGopMaLmu.

O  HapyleHusx  3aWuTbl  WHGOpMauuu  npu
npefocTaBneHNI onepaLMoHHbIX ycryr OnepauyoHHbIM
LIeHTPOM.
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Information security incidents, including incidents within
the American Express group of companies, relating to
payment system activity, shall be promptly reported to
the Payment System Operator through the Operational
Centre and controlled in real-time mode with
implementation of all subsequent actions in accordance
with the requirements of Russian law and the American
Express global policies and standards to the extent not
contravening such law

All amendments and improvements to the information
systems and applications shall be made by American
Express apart from the processes of their ongoing use.

The information security activity of the Operational
Centre and American Express shall be subject to the
annual audit by an independent unit of the American
Express to be conducted using a risk-oriented approach
under which any high risk areas are subject to mandatory
audit. If such areas relate to payment system activity, the
results of such audit shall be reported to the Payment
System Operator by the said unit.

Payment System Participants, Payment Infrastructure
Service Operators and the Payment System Operator
shall on their own ensure information protection within
their corporate information system as required by these
American Express Payment System rules.

The Payment System Participants, Payment
Infrastructure Service Operators and the Payment
System Operator shall ensure information security in
funds transfers, in exchanging e-mails, in keeping
information related to their activities in the payment
system, for which purpose the following may be used:

the provisions of national standards for information
protection, standards of organisations, including those of
the Central Bank of Russia, recommendations in the
area of standardisation, including the recommendations
of the Central Bank of Russia adopted under Russian
laws on technical regulation;

the provisions of documents as determined by

international payment systems;

the provisions of the documents as determined by the
Russian legislation;

MHunaeHTbl B 06nacTi 3awmTtbl MHopmaLmm, BkoYvas
WHUMAEHTbI BHYTPU AMEpPUK3IH JKcnpecc, oTHocsaLwmuecs
K pedAtenbHocTn [naTtexHon cucteMbl AMEpPUKIH
Okecnpecc, gooasatca vyepe3 OnepaunoHHbIA LEHTp 40
OnepaTtopa nnaTexHowm CUCTEMbl HE3aMeANUTENbHO, U
KOHTPONUPYIOTCS B PEXMME peanbHoOro BpPEMEHU C
NPUMEHEHNEM BCEX MOCNEAyWNX OENCTBMN B
COOTBETCTBUM [ TpeboBaHUAMHN POCCUIACKOTO
3aKoOHOAAaTeNbCTBA, a Takke rnobanbHbiMKM GU3HeC K
onepauMoHHbIMKU NONUTUKaMU AMepUKaH JKcnpecc, B
YyacTu, UM He NpoTUBOpEeYaLLlEen.

Bce u3MeHeHWUs U ynyylweHus B UHGOPMAaLMOHHBIX
cuctemMax U NPUNOXEHUSX NpoBoaATcs  AMEPUK3IH
Jkcnpecc, OTAENbHO OT TMPOLECCOB WX TEKyLUero
UCMNONb30BaHWs.

HestenbHocTs  OnepauyioHHOrO LEHTpa, a Takke
AMepurKaH JKcnpecc B 06nactu 3almTbl MHGOpMaLUm

NOANEXUT  eXEerogHoMy  ayauTy  HesaBWCUMMbIM
nogpasgenexHvem rpynnsl AMepukaH JKkcnpecc, npwu
npoBeaeHun KOTOpOro ncnonb3yeTcs puck

OPUEHTMPOBAaHHbIN NOAX0A4 B COOTBETCTBUM C KOTOPbIM
obnactu OeaTenbHOCTM C BbICOKMM PUCKOM Mnoanexar
obszaTenbHOMy ayauTy. B crniyyae, ecnv oHM oTHOCSTCA
K gesatenbHoCTU [lnaTexHon cucteMbl AMEPUKIH
Okcnpecc, pesynbTaTbl Takoro ayauvta LOBOAATCA [0
Onepatopa nnaTexHomn CUCTEMBI yKa3aHHbIM
nogpasgeneHnem.

YyacTHukn nnatexHon cuctembl, Onepartopbl ycnyr
nnaTeXxxHow NHPacTPyKTypbl, n OnepaTopbl NNaTexHoN
cMCTeMbl camocTosiTeNbHO obecneynBaloT  3aLuTy
WHcopmaLmm BHYTpM cBoen KopropaTMBHOM
WH(OPMALMOHHON  CUCTEMbI B COOTBETCTBUM  C
TpeboBaHusamMm  HacToAwmx  [paBun  nnaTexHoun
cmcTemMbl AMepurKaH JKenpecc.

YuyacTHukn nnatexHon cuctembl, OnepaTtopbl ycnyr
nnaTexHon MHPPaACTpyKTypbl 1 Onepatop nnaTexHowm
cncTembl 06sa3aHbl 0becnevmnsaTh 3almTy MHdOPMaLUn
NMpu OCYLLECTBIIEHUN NEepeBOAOB OEHEXHbIX CPeacTs,
npu obmeHe SneKTPOHHbIMK  coobLleHnamun, npu
XpaHeHnn nHdopmaumm, CBSI3aHHOW c nx
pedatenbHocTblio B [MnatexHon cucteme AMEpPUK3H
3kenpece, Ans Yero MoryT 6bITb UCMONBb30BaHbI:

NoNnoXeHna HauuMoHalbHbIX CTaHOapToB MO 3awute
I/IH(*)OpMaLI,I/IM, CTaHOapToB OpFaHM3aLI,I/IIZ, B TOM 4ucne

ctaHgapTtoB  LleHTpanbHoro  6aHka  Poccuiickon
denepauun, pekomeHgauum B obnactu
cTaHgapTM3auun, B TOM 4uClle  peKoMeHaauun
LleHTpanbHoro  GaHka  Poccuiickon — ®egepauun,
NPUHATBIX B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuinckon depepaumm o) TEXHUYECKOM
perynvpoBaHuu;

NOJIOXEHUS [OKYMEHTOB, onpepensiemMbix

MeXAyHapoaHbIMU NNaTeXXHbIMU CUCTEMAMMU,

NnonoXeHust [OKYMEHTOB, onpepensiemMbix
3akoHogaTenbcTBOM Poccuickon ®enepauny;
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the results of risk analysis in ensuring information
security in funds transfers on the basis of models of
threats and information interlopers detected in national
information protection standards, including the standards
of the Central Bank of Russia adopted under Russian
laws on technical regulation, or on the basis of models of
threats and information interlopers detected by a
payment system operator, funds transfer operator,
payment infrastructure services operator.

All the Payment System Participants shall immediately
inform the Payment System Operator on any revealed
incidents related to information security under the
procedure and in the form required by the Payment
System Operator; the Payment System Operator shall
separately notify the Payment System Participants about
such procedure and form.

Each Payment System Participant and the Payment
System Operator shall regulate the revision of the
procedure for ensuring information security in funds
transfers as required by the Payment System Operator,
in connection with:

any change in information protection requirements under
the payment system rules;

any change in Russian laws, the regulations of the
Central Bank of Russia covering relations in the national
payment system.

Payment System  Participants and Payment
Infrastructure Service Operators shall ensure using
information protection hardware intended for detecting a
malicious code and to prevent its impact on information
infrastructure facilities (hereafter - the “hardware
protecting information from a malicious code”) in
computer equipment, including ATMs and payment
terminals if technically possible to do so; regular
upgrading the hardware protecting information from a
malicious code and databases used in the hardware
protecting information from a malicious code and
containing the description of malicious codes and
methods of their deactivation.

The Payment System Operator shall keep record of and
make available to Payment System Participants and
Payment Infrastructure Service Operators the following
information:

pes3ynbTaTbl aHann3a pMcKoB Npu obecneyeHnn 3alLmnTbI

MHopMaumMm  NpuM  OCYLLUECTBIIEHWM  NepeBOAOB
OEeHeXHbIX CPeAcTB Ha OCHOBE Mopenen yrpos u
HapylwuTenemn 6e3onacHoCTM nHopMauuu,

onpefeneHHblX B HaUMOHamnbHbIX CTaHgapTax Mo
3awmTe MHpopmaumm, ctaHgapTax opraHusauuii, B TOM
uncne craHpgaptax LleHTpanbHoro 6aHka Poccuiickon
depnepauuy, NPUHSATBIX B COOTBETCTBUM ¢
3akoHogaTtenbctBom  Poccuiickonn  depepaummn o
TEXHUYECKOM perynvpoBaHun, Unn Ha OCHOBe Moaenen
yrpo3 u HapywuTtenen ©6e3onacHOCTU KHGOpMaLUK,
onpegeneHHbix OnepaTopoM nNMaTeXHOW CUCTEMbI,
onepaTtopomM Mo nepeBoAy [OEHeXHbIX CpPeacTs,
OnepaTopom ycnyr nnaTexxHon NHPacTPYKTypbl.

Bce VYuacTHuMkM nnatexHonW cucteMbl  06s53aHbl
HemeaneHHo MHopMupoBaTe Onepartopa nnaTexHom

CMUCTEMbl O BbISIBIEHHbIX WHUMOEHTaX, CBSA3@HHbIX C
obecneyeHvem 3awuTbl MHOpMauMKU, B Mopsiake U
dopme onpegensemblx OnepaTtopom  nnaTexHoOn
cucTeMbl;  MHMOpMaumus O nopsgke v dopme
aononHuTensHo gosoautca OnepaTopoM MnaTexHon
cucTemsl [0 CBefeHns Y4YaCTHUKOB MnaTexHou
CcMCTEMBI.

Kaxgbin Y4acTHUK nnaTexHon cuctembl n Onepatop
nnaTexHom cuctembl 06s3yOTCA pernameHTMpoBaThb

nepecmoTp nopsigka obecneveHus 3aWuThl
WHopMaLMM  Npyu  OCYLLEeCTBNEHUW  NepeBOAOB
OEHeXHbIX CpeacTB B pamkax  06s3aHHoOCTew,

YCTaHOBJTE€HHbIX OnepaTopOM nraTeXHoON CUCTeMbl, B
CBA3N:

C M3MeHeHuaAMM TpeboBaHuii K 3awwmte MHdopmaumu,
onpegeneHHbix [paBunamnm NNATEXHOW  CUCTEMBI
AmMepukaH Jkcnpecc;

C NSAMEHEHNAMU, BHECEHHbIMW B 3aKOHOAATENbHbIE aKTbl

Poccuinckon depepaunn, HOpMaTuBHbIE aKThl
LleHTpanbHoro  GaHnka  Poccuiickon — ®egepauun,
perynupytoLime OTHOLUEHNSA B HaLWoHanbLHoM

nraTeXXHoW cucTeme.

Y4yacTHUKM nnaTexHon cuctemsl n u OnepaTopbl ycnyr
nnaTexHowm WH(PACTPYKTYPbI obGecneymBatoT
UCMOMNb30BaHNE  TEXHWYECKUX  CPEeACTB  3aluThbl
UHdOpMauuM,  npegHas’HayeHHbIX  ONS BbiSABMEHWS
BPEOOHOCHOrO  Koga WM Ans  npeaoTBpalleHus
BO3OENCTBMA  BPEAOHOCHOTO KOAa Ha  0ObekThl
WH(OPMAaLMOHHON  MHPpacTpyKkTypel  (Oanee  —
TeXHM4Yeckne cpegcTsa 3awmTbl  MHPOpMauumM ot
BO34ENCTBMA BPEOOHOCHOrO Kofda), Ha cpeacTBax
BblYNCNUTENBbHOW TEXHUKW, BKMNoYas ©OaHkoMaTbl WU
nnartexHble TepMuHanbl, MPU HanU4un TEXHUYECKOW
BO3MOXHOCTW;  perynspHoe OOHOBNeHWe  Bepcuii
TEXHUYECKMX CpeacTB  3almuTbl  MHOpMauum ot
BO34ENCTBMA BPEOOHOCHOr0 Koja W 6a3  [AaHHbIX,
ucnonb3yemblx B paboTe TEXHNYECKUX CPEACTB 3alnThI
WHopMaLMn OT BO3AEWCTBUSI BPEAOHOCHOrO koda wu
COAepXallmx onucaHne BpegoHOCHbIX KOAOB M Cnocobbl
nx o6e3BpexnBaHuns.

Onepatop nnaTexHon cuctembl obecneunsaeT yveT u
AOCTYMHOCTb AN YYaCTHUKOB MNNaTEXHOW CUCTEMbI U
Onepatopa ycnyr nnaTexHoW  UHAPaCTPyKTypbl
WHopMaLun:

O BbISIBMIEHHbIX B NMATEXHOW CUCTEME WHUUAEHTAX,
CBSI3@aHHbIX ~ C  HapyweHusiMu  TpeGoBaHMA K
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on any incidents revealed in the payment systems and
related to violations of requirements for information
security in funds transfers;
on methods of analysis of and responding to incidents
related to violations of requirements for information
security in funds transfers.

obecneyeHnto 3anTbl Mchopmau,mm
ocyLiecTBneHnn nepesoaoB AEeHEeXHbIX CPeCTB;

npu

0 MeToAMKax aHanusa U pearMpoBaHUA Ha UHUMOEHTLI,
CBA3aHHble C  HapyweHusamu  TpebGoBaHuMi K
obecneyeHuto 3aLMThbI nHbopmaLmm npw
OCYLLECTBIIEHUM NMEPEBOAOB AEHEXHbBIX CPEACTB.
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Chapter 8 - Dispute Resolution
8.1. General Provisions

Disputes between a Payment System Participant and the
Payment System Operator should generally be settled in
the ordinary course of business. Therefore, neither the
Payment System Participant nor the Payment System
Operator shall have the right to resort to litigation or any
other procedure prior to exhausting the arbitration
procedures set forth in this Chapter 8.

The procedure for disputes resolution between the
Payment System Operator and Payment Infrastructure
Service Operators shall be set out in the agreement(s)
pursuant to which Payment System Operator appoints
and authorizes Payment Infrastructure Service
Operators to perform such functions for American
Express Payment System

The Payment System Operator shall represent the
Payment Infrastructure Service Operators in relations
with Participants and all disputes between Payment
System Participants and the Payment Infrastructure
Service Operators shall be resolved in accordance with
the provisions of this Chapter below

8.2. Formal Written Notice

If any dispute shall arise between a Payment System
Participant and the Payment System Operator, the
Payment System Participant and the Payment System
Operator shall attempt to resolve such dispute promptly
by negotiation between authorized representatives.
Either a Payment System Participant or the Payment
System Operator may give the other party written notice
of any dispute not resolved in the normal course of
business. Within thirty (30) days after delivery of the
notice, the receiving party shall submit to the other a
written response.

The notice and the response shall include, respectively:

e A statement of the party’s position and a
summary of arguments supporting that position,

and
e The name and title of the authorized
representative.

8.3. Resolution Meeting

Within forty-five (45) days after delivery of the disputing
party’s notice, the authorized representatives of both
parties shall meet at a mutually acceptable time and
place and thereafter as often as they deem reasonably
necessary, to attempt to resolve the dispute.

MaBa 8 - PaspelieHune cnopos
8.1. O6oLwuKe nonoxeHus

Cnopbl Mexay Y4YaCTHUMKOM nNraTexHOMW CUCTEMbI U
OnepaTopom nnaTexHomn cucTemsl noanexar
YPErynupoBaHnio B xofe ObblYHOW [OeATenbHOCTW.
CoOTBETCTBEHHO, HN YYaCTHUK NATEXHOM CUCTEMBI, HU
OnepaTtop nnaTexHon cuctembl He Bripase npuberaTb K
cynebHoMy pa3bupartensCTBy UM MHOMY NMPOU3BOACTBY
no OKOHYaHUs apbuTpaxxHoro npons3BoACTBA,
npenycMoTpeHHOro HacTosdulen (nason 8.

Mopsgok paspelueHnss crnopoB Mmexay OnepaTtopom
nnaTexHow cuctemol n OnepaTopamu ycryr nnaTexHomn
MHPaCTPYKTypbl ~ yCTaHaBnMuBaeTCsd B  [JOroBope
(norosopax), B COOTBETCTBMM C KOTOpbIM Onepartop
NnaTexHon cucTemMbl HasHavaeT W YMNosfIHOMoYMBaeT
Takoro OnepaTtopa ycnyr nnaTexHon UHGPaCTPyKTypbl

OCYLLEeCTBNSATb  COOTBETCTByOLME  PyHKUMM  AnS
MnatexHon cuctembl AMEPUKIH DKcnpecc
OnepaTop  nnaTteXHoOW  CUCTEMbl  NpeAcTaBnsieT

OnepaTopoB ycnyr nnaTtexHom WHPaACTPYKTypbl B
OTHOLUEHMAX C Y4aCcTHUKaMM NNaTeXHOM CUCTEMbI, U
BCE CMopbl Mexay YYaCcTHUMKOM MraTeXHOW CUCTEMbI U
Onepatopamun ycnyr nnaTexHom WHPacTPyKTyphl,
pa3peLlanTcs B COOTBETCTBMU C NOPSIAKOM, YKa3aHHbIM
B HacTosiLen [naBe HWxe

8.2. NMucbmeHHOE yBeaomneHue

B cnyyae BO3HMKHOBEHUS MexXay Y4YacTHUKOM
nnatexHon cuctembl 1M OnepaTopoM MNnaTeXHOW
CUCTEMbI KaKoro-nmbo cnopa, Y4YacTHWK MNnaTexHon
cuctembl 1 OnepaTop NnaTtexHowm cnuctembl 0653ytoTcs
NPUNOXNUTb YCUNUST K YPEryrMpoBaHUIO Takoro cropa

He3ameanuTenbHO  NyTeM  MEPeroBopoB  Mexay
YMOSIHOMOYEHHbIMW ~ NPeAcTaBUTENsAMU.  YYaCTHUK
nnatexHon cuctembl unu Onepatop nnaTexHon
CUCTEMbl  BMpaBe HanpaBuTb  APYron  CTOPOHe

nMCbMEHHOE yBedoMmieHne o nwbom cnope, He
yperynmpoBaHHoM B xoAe OObluHOW OedATenbHocTU. B
TevyeHne 30 (Tpuguatu) OHEM C  [OaTtbl  BpyYeHUsi
yBEOOMIIEHUs,, CTOpPOHA, MNOMy4MBLUAsA YBeOOMIIEHUE,
o6sA3aHa HanpaBuTb [pPYro CTOPOHE MWCbMEHHBIN
oTBeT.

YBegomneHne u OTBET Ha yBeaoMIeHne OOJDKHbI
coaepxaTtb, COOTBETCTBEHHO:

. 3asaBneHve CTOpPOHbI O CBOEN no3vuum un
KpaTKoe U3MnoXeHne 4OBOAOB B NOSb3y Takomn

nosvuum, n
e ONO K1  [OMKHOCTL  YNONTHOMOYEHHOrO
OOMMKHOCTHOrO  nuua,  koTopoe  Oygdet

npencTaBnATb COOTBETCTBYHOLLYHO CTOPOHY.

8.3. NeperoBopbl 1 paspelleHne cnopa

B TeyeHne 45 (copoka naTW) OHER nocne BpyYeHUS
CTOPOHOW Ccrnopa yBeAOMIeHWs npedcraButeny obenx
CTOPOH nNpPOBOAAT BCTPEYy BOBpPEMS W B MecTe,
npuemnemble pgns obeunx CTOpPOH, a Takke B
AanbHenlWeM Tak 4acTto, Kak 9To 0BOCHOBAHHO
HeobxoAnMo, AN paspeLueHns cnopa.
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All reasonable requests for information made by one
party to the other will be honored. The foregoing time
deadlines may be extended by mutual written
agreement. If the parties mutually agree that it would aid
resolution of the dispute, each party may have its
attorney attend such meetings.

All negotiations pursuant to this section shall be
confidential and shall be treated as compromise and
settlement negotiations for purposes of applicable rules
of evidence.

8.4. Mediation

If the dispute has not been resolved by negotiation
between the authorized representatives and if the parties
have not agreed to extend the applicable time deadlines,
within ninety (90) days of the disputing party’s notice, the
parties shall endeavour to settle the dispute by mediation
under the rules and procedures of the dispute resolution
forum specified in the American Express global business
and operational policies. Each party shall bear its own
costs of such mediation. The parties agree that the
mediator, not the parties, shall decide when the parties
are unable to reach agreement on the resolution of this
dispute, and that mediation shall continue until the
mediator so decides. The parties shall refrain from
demanding arbitration for a period of sixty (60) days from
the date of the mediator’s decision that the parties have
failed to reach agreement. Any applicable statute of
limitations with respect to a dispute subject to this
chapter shall be tolled for the period beginning from the
date of delivery of the original notice regarding the
dispute through the period ending five (5) days after the
end of the sixty (60) day cooling off period referred to in
this chapter.

After the expiration of the sixty (60) day period, a party
may elect to initiate binding arbitration by the arbitral
tribunal and in a place specified in the American Express
global business and operational policies.

Bce o06ocHOBaHHble 3anpockl Ha npegocTaBreHvne
WHopMaLMK, HanpaBnseMble O4HOW CTOPOHOW OpYyrown
CTOpOHe, noAnexaT BbINOMHeHWo. BblweykasaHHble
CpOKM MOryT ObiTb YyBEnWYeHbl MO  B3aWMMHOMY
COrMalleHnlo  CTOPOH B MWUCbMEHHoW  dopme.
MpucyTcTBME Ha TakMx BCTpeYax  HOPUANYECKMX
COBETHWKOB CTOPOH AOMYyCKaeTcs, ecnv no B3auMHOMY
cormalleHuto  CTOpPOH Takoe npucytcteume Byget
cnocobcTBOBaTL paspeLleHmnto cnopa.

Bce neperoBopbl B COOTBETCTBUM C HACTOSILLMM
Pasgenom 8 cuuTtaloTca KoHMAeHUManbHbIMU  ©
ABMSAOTCS nNeperoBopamu 06 yperynuposaHuu criopa u
OOCTKEHUN KOMMPOMMCCHOMO COornalleHus Ans uenen
NPUMEHNMbIX HOPM AOKa3aTeNbCTBEHHOTO Npasa.

8.4. PaspelueHue cnopa npu y4yactum nocpegHuka
(mepnaums)

Ecnn cnop He Gbin yperynupoBaH nyTemM NeperoBopoB
MeXay NpeacTaBUTENSIMU CTOPOH, YNOTHOMOYEHHBIMU U
€CNMn  CTOPOHbl HEe [OroBOpPUNNCE O  NPOAMEHUM
NPUMEHNMbIX CPOKOB, CTOPOHbI 005s13aHbl B TeueHne 90
(mneBsiHOCTa) AHEW C MOMEHTa BPYYEHUS CTOPOHOW
cnopa yBe4OMIeHNs NpUNOXnTb ycunust K
YPEryNMpoBaHM1IO crnopa nyTem npoueaypbl Meanaumm B
COOTBETCTBUM C NpaBUiamMun 1 NOPSAKOM, YKa3aHHbIMU B
rnobanbHbIX OM3HEC M ONepauMOHHbIX MOMUTUKAX
AmepukaH Jkcnpecc. Kaxgas cTopoHa HeceT CBOM
3aTpaTbl B CBSiI3W C TakoW npoueaypon meaunauumu.
CTOpOHbI cornallarTcs, YTO MeauaTop, a He CTOPOHbI,
NPUHMMaET peLleHne O TOM, YTO CTOPOHbI HE CMOCOOHbI
OOCTUTHYTb COrMalleHus O paspeLleHun crnopa, U 4To
NPOACIKUTENBHOCTb npoueaypbl Meauauum
yCTaHaBnuBaeTca Mo pelleHnto megmatopa. CTOpOHbI
BO3[EPXMBAOTCA OT TpeboBaHWs nepejayn crnopa B
apbuTtpax B TeyeHune 60 (wecTngecATn) OHEN C aaThl
NPUHATUS MEONATOPOM PELLEHUSI O TOM, YTO CTOPOHbI HE
CMOrnu OOCTUTrHYTb cornaweHus. Jliobon npyumeHnMBbIn
nepvon MWCKOBOW [ABHOCTUM B OTHOLUEHWMM cCropa,
paspeLlaeMoro B COOTBETCTBMM C HacTosen nason,
NnoanexuT NPOANEHUI0 Ha NepuoA, HavuMHalWuncsa ¢
[aTbl BpyYEHUS MEepPBOHAYarbHOIO YBEOOMIIEHUSA O
crope, ¥ 3akaH4yMBaloLMINCs Yepes 5 (NaTb) gHel nocne
UCTEYEeHNs  nepuoga  MpoJoskuTenbHocTblo 60
(wecTbaecaT) AHEN, yka3aHHOro B HacTosiLen [nase.

Mo wncrteyeHun ykasaHHbIX Bbilwe 60 (wectngecaTw)
OHeN CcTopoHa BNpaBe MpUHATL pelleHve 06
WHULUMPOBAHUM o6s13aTenbHOro apbuTpaxHoro
npousBoacTBa B apbuTpaxHoOM cyde U B MecTe,
yKka3aHHbIMU B rnobanbHbix 6U3HEC M onepaLoHHbIX
nonuTnkax AMepukaH Jkcnpecc.
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Chapter 9 - Fees

American Express Payment System rules do not
establish a minimum amount of fee for money transfer
services for Payment System Participants and their
clients.

For services of the Payment System Participants pay the
uniform fees within the American Express Payment
System.

The Payment System Operator will pay for the services
of the Operational Center and Payment Clearing Center
based on monthly invoices which will be raised and
issued in accordance with signed agreements with the
Operational Center and Payment Clearing Center.

The fees for services of the Settlement Center which
performs by the Bank of Russia determined and effected
pursuant to the procedure established by the Bank of
Russia in accordance with the requirements of the laws
of the Russian Federation and regulations of the Bank of
Russia.

Tariffs may be unilaterally amended by the Payment
System Operator in accordance with the procedure
stipulated in the Payment System Rules.

In case of the Tariffs changing provisioning the
introduction of new tariffs or an increase in the size of
tariffs, the new Tariffs are implemented not earlier than
30 calendar days after notifying the Central Bank of
Russia.

Payment System Participant gives the preliminary
consent to the Payment System Operator for debiting his
account for fees in accordance with Tariffs.

Additional compliance related fees in accordance with
the Exhibit 2 may be assessed and collected from
Payment System Participants in the event on non-
compliance with American Express global business and
operational policies.

MaBa 9 - Kommuccum

[MpaBuna nnatexHon cuctembl AMEPUKIH JKCnpecc He
yCTaHaBnuBalT MMHUManNbHOro pa3Mepa onnatbl ycnyr
NMo nepeBody [AEHeXHbIX CpeacTB  Y4vacTHUKaMM
NNaTEeXHOW CUCTEMbI U UX KIIMEHTaMM.

Mopsgok onnatbl ycnyr nnaTexHoW MHGPaCTPyKTypbl
ABNAEeTCs eauHooOpasHbiM B pamkax [lnaTexHol
cuctembl AMEPVK3H Jkcrpecc.

OnnaTta ycnyr OnepaunoHHOro LeHTpa 1 NnaTtexHoro
KnupuHrosoro LueHTpa OygeT  MpoM3BOAMUTLCSA
OnepaTopoM nnaTeXHOW CUCTEMbI Ha OCHOBaHWK
€XXeMeCAYHbIX CHETOB B COOTBETCTBUM C 3aKNIOYEHHBIMU
porosopamu ¢ OnepaunoHHbIM LIEHTPOM U lMnatexHbim
KnvpuHroebim LieHTpOM.

Tapudbl PacyeTHoro ueHTpa, ¢yHKUUU KOTOPOro B
MnaTtexHon cmcteme AMEPUKAH OKCMPEecC BbIMOMHAET
LleHTpanbHbIn BaHk poccumnckomn Ddepepauun,
yCTaHaBNUBAKOTCA U BBOAATCS B OEWCTBME B MOPSLKE,
YyCTaHOBIEHHOM LleHTpanbHbiM 6aHkoM Poccunckon
depepauun B cootBeTcTBUM C  3aKOHOOATENBCTBOM
Poccuiickonn ®depepaumn 1M HOpMaTUBHBIMU  akTamm
BaHka Poccun.

Tapudbl MoryT 6biITb  M3MeHeHbl  Onepartopom
NNaTeXHOW CuUCTeMbl B OOHOCTOPOHHEM MOpsiakKe,
NpeayCMOTPEHHOM AN BHECEHUS U3MEHeHWn B
MpaBuna nnaTtexHon cucteMbl AMEPUKIH JKCnpecc.

B cnydae uameHeHus Tapudos, npegycMmaTpuBaroLLnx
BBEAEHMe HOBbIX TapudoB MNN yBenuyeHne pasmepa
Tapudgos, HoBble Tapudbl BBOOATCA B AEUCTBUE He
paHee yeM 4epe3 30 kaneHgapHbIX AHEW Mnocre OHS
yBegomMneHunsa baHka Poccuu.

YyactHuk [natexHom cuctembl [Jaet cornacue
(3apaHee paHHbI  akuenT) OnepaTopy nnNaTexHowm
CACTEMbl Ha ChMcaHMe KOMUCCUIA 3a ycryru no
YCTaHOBIEHHbIM HacToAwmmy NpaBunamu nnaTexHon
cuctembl AmepukaH  Qkcnpecc  Tapudpam  Ge3
pacnopspkeHUs Y4yacTHUKa NnaTeXHoW CUCTEMBI.

[ononHuTtenbHble KoMMccun/WTpadbl B COOTBETCTBUU C
MpunoxeHnem Ne 2 MoryT B3MMaTbCs C Y4yacTHuKa
NnnaTexHom cuctembl B crnyvyae HecobnogeHus um
rnobanbHblx OM3HEC U ONEpPauMOHHBLIX  MONUTMK
AmMepukaH Jkcnpecc.
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Exhibit 1: Information Security Policy

Unlawful disclosure (hereinafter the Data Compromise)
negatively impacts cardmembers, merchants and
Payment System Participant Issuers. Addressing this
threat by implementing security operating policies can
help improve customer trust, increase profitability and
enhance the security of the payment system.

Payment System Participant Acquirers must ensure that
all of their Service Providers and merchants of Payment
System Participant Acquirers and their merchant’s
Service Providers using Cardmember Data and
Sensitive Authentication Data follow this Information
Security Policy.

Payment System Participant Acquirers must ensure that
their Service Providers, merchants and merchant’s
Service Providers:

store Cardmember Data only to facilitate American
Express Card Transactions in accordance with their
agreements with the Payment System Participant
Acquirer; and comply with this Information Security
Policy.

The Information Security Policy is intended to ensure
that Cardmember Data and Sensitive Authentication
Data are protected wherever such data are stored and
processed. The Information Security Policy applies to all
Payment System Participants, merchants, and Service
Providers that process, store, or transmit Cardmember
Data and/or Sensitive Authentication Data.

General Compliance Requirements

All Payment System Participants are required to comply
with the Information Security Policy and must ensure that
all Service Providers comply with the Information
Security Policy.

Payment System Participant Acquirers must also ensure
that merchants comply with the Information Security
Policy. All Payment System Participants must ensure
that their agreements with their Service Providers, and in
the case of Payment System Participant Acquirers, with
their merchants, include a requirement to comply with
the Information Security Policy. In addition, such
agreements must contain provisions requiring Payment
System Participants' Service Providers, and in the case
of Payment System Participant Acquirers, their
merchants, to report all instances of a Data Compromise
immediately to the Payment System Participant and in
no case later than twenty-four (24) hours after discovery
of the incident, to allow the Payment System Participant
to comply with the requirements set out in these payment
system rules.

MpunoxeHue 1: MonuTtuka

nHcopmauumu

HenpaBomepHoe packpbiTue wuHdopmauun (ganee —
YTeyka gaHHbIX) UMEeT HeraTuBHble NMOCNEeACTBUSA Ans
nepxartenen KapT AMepukaH O3KCMnpecc, CepBUCHBLIX
opraHusaumn 1 Y4YaCTHUKOB NIaTeXHOW CUCTEMbI-
3MUTEHTOB. YCTpaHeHWe 3ToW yrpo3bl MyTeM BHEOPEHUS
NOnUTUKN 3awWmThl UHopMaLum MOXeT
cnocobCTBOBaTbL  MOBLILEHNIO [OBEPUS  KIUEHTOB,
yBENUYEHNIO MPUOLINM U MOBbILWEHUIO Ge3onacHoCTU
[MnaTexHon cnctembl AMEpPUKIH JKcnpecc .

3almnThbI

YYacTHUKM NNaTexXHOW CUCTEMbl-3KBalepbl OOIMKHbI
obecneumBaTb, WCMONHEHNE TpebGoBaHWI HaCTOsILLEN
MonuTukn BCEMM MOCTaBLUMKaMW YCRAyr U CEPBUCHBIMU
opraHvM3aunsaMm Y4acTHUKOB MNNaTeXHOM CUCTeMbl -
akBamepoB, a Takke [locTaBwmkamm ycnyr, ux
CEPBUCHBIX OpraHuMsauun ucnonb3yrwmnx [aHHble
nepxarenen Kapt n ayTeHTUUKAUNOHHbIE AaHHbIE.

YYacTHUKM MNaTEXHOW CUCTEMbI-3KBaEPbl [OMKHbI
obecrneyvBatb, 4TOObl WX  MOCTaBLUMKM  YCNyT,
CEepBUCHbIE OpraHu3auuMy W MOCTaBLUMKM YCIyr KX
TOProBO-CEPBUCHBIX NPEANPUATUIA:

xpaHunu [laHHble gepxatenen KapTt Tonbko ans uenemn
onepauMn no Kaptam AMepuksH Okcnpecc B
COOTBETCTBUM C UX [JOroBopamMuM C  Y4YaCTHUKOM
NnnaTexHom CcucTembl-3KBariepoMm; UK cobnioganu
HacTosLwyto MonuUTUKY 3awmTbl MHGPOPMaLNNA.

MonuTtuka 3awuTbl MHOPMaLMK nNpeaHasHayvyeHa ang
obecneveHns 3awmtbl [daHHbIX Aepxatenen Kapt u
ayTeHTU(UKALUMOHHBIX [aHHbIX B NoboM  MecTe
XpaHeHuss u o00paboTkum Takmx pAaHHbIX. [lonutuka
3aWmnTel  UHGOPMaUUM  NPUMEHSsIeTC KO BCEM
YyacTHuKam NNaTexHon  CUCTEMbl,  CEPBUCHbLIM
opraHuMsauMsMm W nocTaBLMKaM  YCnyr, KOTopble
obpabaTbiBaloT, XpaHAT unu nepepaloT  [aHHble
nepxarenen  kapT  wunuM  ayTeHTUMKaLMOHHbIE
[aHHble.

O6Lwwue Tpe6GoBaHUS MO COGMIOAEHUIO MONTUTUKU

Bce VYuyacTHMKM nnaTexHolW cucteMbl 06s53aHbl
cobnogate  MonuTuky  3awmTbl  MHGOPMaUMM U
obecneumBaTb cobnodeHne  MonUTUKM  3alLUTbI

MHbOpMaLMM BCeMM NOCTaBLUMKaMM YCIyT.

YYacTHUK NraTeXHOW CUCTEMbI-3KBaANEp Takke OO0SmKeH
obecneumBatb cobniogeHve  MonuTuMkM  3aLUTHI
WHOpMaLN  TOProBO-CEPBUCHBIMU  OpraHU3auusaMu.
Bce YuacTHuMKM nNnNaTeXHOM CUCTEMbI  OOJIKHbI
obecneumBaTtb, 4YTOObI MX OOrOBOPbLI C MOCTaBLLMKaAMU
ycnyr, a B OTHOWEHUN YYaCTHMKOB MnaTexHon
CUCTEMbI-3KBAaNEPOB — [OrOBOPbl C WX CEPBUCHLIMU
opraHusaumusmn, BkYanu B ceba TpeboBaHne o
cobntogeHun MonuTukn 3awmTbl nHGopmauun. Kpome
TOro, TakMe AOroBOpbl OOSMKHbI COAEPKaTb MONOXEHUS,
Tpebywlwmne OT MNOCTaBLUKOB YCMAyr Y4yacTHUKOB
NIaTeXHOW CUCTEMbl, @ B OTHOLWIEHUM Y4YaCTHUKOB
NNaTexHon CUCTEMbI-IKBAMEpPOB — OT WX CEPBUCHBIX
npeanpuATUn, HemeaneHHo coobwartb  Y4acTHUKY
nnaTexHon cucTeMbl 060 BCeX Cryyasix yTeYKN AaHHbIX,
HO B Mo6OM cryyae He no3gHee ABaaLaTh YeTbipex (24)
YacoB nocrne obHapyXeHWs MHUMAEHTa Ansi Toro, YToobl
YyacTHUK  nnaTexHol cucTteMbl Mor  cobnctu
TpeboBaHUs, U3NOXeEHHbIE B HAacTosAWwmx MNpaBunax.
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All compliance validation documentation and information
must be provided to the Payment System Operator upon
request. Payment System Participants may be required
to provide information via a secure web portal on a
periodic basis. Questions on this process can be directed
to the relevant Payment System Operator
representative. Payment System Participants failing to
provide information requested by the Payment System
Operator may be subject to non-compliance fees set out
in American Express global business and operational
policies.

Notification of Data Compromise from Payment
System Participant to the Payment Service Operator

After discovery of a Data Compromise, Payment System
Participants are required to do the following:

Report to the Payment System Operator immediately
and in no case later than twenty-four (24) hours after
discovery of the incident, the suspected or confirmed
loss, theft, or misappropriation by any means of any
materials, records, or information in any form containing
Cardmember Data and/or Sensitive Authentication Data,
including such loss, theft, or misappropriation by a
merchant, Service Provider, or agent of the Payment
System Participant. All reports must be submitted to the
Payment System Operator Fraud and Security team at
gnsfraud@aexp.com and shall contain, to the extent
possible, the following information:

name of Payment System Participant;

form of information compromised;

number of account numbers compromised

type of Cardmember Data
Authentication Data compromised;

and/or  Sensitive

pertinent details regarding the suspected or confirmed
loss or theft and ensuing investigation;

name and telephone number of person to contact for
additional information;

name and telephone number of person reporting the
suspected or confirmed loss, theft, or misappropriation;
and

accounts numbers compromised (if exists)

Bce pokymeHTbl M uMHdOpMauusi, noaTeBepXaarome
cobniogeHne  ykasaHHbIx ~ TpeboBaHWW,  JOIKHbI
npepoctaenaTeca Onepatopy nnaTexHoW CUCTeMbl Mo
nepsomy TpeboBaHuo. OT YYacCTHMKOB MNaTexHoN

cuctembl  MoxeT — TpeboBaTbCa  Mepuoamveckoe
npepocTaBneHne nHgopmaummn Yyepes 6esonacHbiin Be6-
noptan. Bonpockl no 3TtomMy npoueccy  MoOryT
HanpaBnsATbCA  COOTBETCTBYIOLIEMY MpeacTaBUTENIO
Onepatopa nnatexHow cuctembl. Ha YuyacTHuKOB
nnaTexHon CUCTEMBI, He npeaocTaBUBLUNX

WHcopMaLmio, 3anpoLleHHyto OnepaTtopom nnaTexHom
CUCTEMbI, MOTYT BbiTb HaNOXeHbl LUTPadHbIE CaHKLUK, B
COOTBETCTBUMU c rnobanbHbIMK OunsHec "
onepauMoHHbIMUK NONNTMKaMN AMEPUKIH JKCnpecc.

YBegomrneHue Y4YacTHUMKOM MNaTeXHOM CUCTEMbI
OnepaTopa nnarexHon cucteMbl 06 yTeuke AaHHbIX

lMocne oBGHapyXeHWs yTeYkM [JdaHHbIX  Y4YacTHUK
nnaTeXHoW cucTeMbl 06s3aH COBEpLUMTb creayrowme
n0encTeus:

CoobwuTb OnepaTtopy nnaTexHon CUCTEMbI
HemeaneHHo, HO B nOOM cryyae He  no3gHee
ABaguatu yeTblpex (24) yacoB nocne obHapyxeHus
WHUMOEHTa O NoJo3peBaeMov MNWU MOATBEPXAEHHON
yTepe, XULEHUN WUNN HenpaBOMEpPHOM MPUCBOEHUN C
nomoLLbio Mobbix CpeAcTs , 3anucen nnum nHgopmaumm
B ntobori chopme, copgepxalimx HdaHHble Aepxartens
KapTbl u/vnu ayTeHTUUKaUNOHHbIE AaHHble, B TOM
yucne O TakoWm yTepe, XULEHWUU UMM HENPaBOMEPHOM
NCnonbL30BaHUK CepBUCHOMN opraHusaumen,
NOCTaBLLMKOM Unu  areHToMm  Y4yacTHuka
NNaTeXHON  CUCTEMBI. Bce oTyeTbl  QOMXHbI
nepegasatbCA  [pynne MO  MOLIEHHWYeCTBaM U
6esonacHocTn OnepaTopa nNNaTeXHOW CUCTEMbI MO
agpecy an. noytsl: gnsfraud@aexp.com v AOMKHbI NO
BO3MOXHOCTMW COAEPXaTb CreayoLyto MHOopMaLuio:
HauMeHOBaHVe Y4acTHMKa NnaTeXHOW CUCTEMbI;

ycnyr

HauMeHoBaHue Y4YacTHUKa NraTeXHOW CCUCTEMbI;

dopmMa pacKpbITON MHpOpMaLUW;

KOJINTMYeCTBO pPaCKpbITbIX HOMEPOB CueToB;

BWA, PackpblTblX AaHHbIX AepxaTtenen KapT w/vnn
ayTeHTUMUKALMOHHBIX AaHHbIX;

noapo6HOCTM, OTHOCALUMECA K MoA03peBaeMoin Wnu
noaTBepPXKaeHHOM yTepe, unm XULLIEHUIO "
nocrneayloLieMy 3a 3TUM paccnefoBaHuIo;

®.MN.0. n Homep TenedoHa nuua, K KOTOPOMY MOXHO
06paTuTbCs 3a AONOMHUTENBHOW MHAOPMaLMEN;

d.N.0. n Homep TenedoHa numua, COOOLIMBLLIENO O
rnofo3peBaemoi Unv NoATBEPKAEHHOW yTepe, XULLEHUN
U HEMPaBOMEPHOM NMPUCBOEHNM; U

packpbITble CueToB

nmeroTcs).

HOMepa  KOHKPETHbIX (ecrm
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Take immediate action to conduct an investigation of the
incident and to limit the potential exposure of
Cardmember Data and Sensitive Authentication Data.

Fully cooperate with the Payment System Operator to
rectify issues from the incident, including providing
access to the premises involved. In addition, the
Payment System Operator must be given access to all
pertinent records and documentation as soon as they are
available including analysis and reporting from third-
party forensics companies, as well as access to
information needed to verify the ability to prevent future
Data Compromises in a manner consistent with the
requirements of this Policy, which may include, but are
not limited to, a validation by a security assessor
(qualified by the Payment System Operator as such) that
issues from the incident have been remediated.

Should the Payment System Operator determine the
Payment System Participant, its merchants, or their
agents are deficient or negligent in processing, storing
and/or transferring Cardmember Data or Sensitive
Authentication Data securely, and/or investigating the
loss of such data, the Payment System Participant must
immediately comply with any corrective action required
by the Payment System Operator. Investigative services
will be provided for a fee by the Payment System
Operator and will be utilized to provide training,
investigative coordination, and actual investigations on
substantial losses occurring across markets where
American Express operates or any cases of significant
losses for American Express.

Payment System Participants who do not comply with
requirements of this section in full will be subject to all
costs incurred by the Payment System Operator plus
non-compliance fees set out American Express global
business and operational policies.

If a Data Compromise occurs at an Payment System
Participant Issuer, irrespective of whether the Payment
System Participant Issuer provided notification to the
Payment System Operator that the Card or Card number
in question was lost, stolen, not received, or otherwise
misappropriated, the Payment System Participant Issuer
shall have the risk of loss for Charges on Cards for which
the Payment System Participant Issuer provided an
Authorization.

HemepaneHHO NpMCTYNUTb K paccrefoBaHuio MHUMAeHTa
M OrpaHnyMTb MNOTEHUManbHbIA YpOBEHb pucka Ans
OaHHbIX gepxatenen KapT m ayTeHTUUKaLUMOHHbIX
OaHHbIX.

B nonHom o6beme coTpyaHnyate ¢ Onepatopom
NNaTeXHoOW CUCTeMbl ANs  pelleHns  BOMPOCOB,
CBSI3aHHbIX C WHUWMAEHTOM, BKMOYas npegocTaBrieHne
AoCTyna K COOTBETCTBYHOLMM MomelleHnsaM. Kpome
Toro, OnepaTtopy NnaTeXHONW CUCTEMbI [OIKEH ObITb
npefocTaBneH OOCTyn KO BCEM OTHOCALMMCH K Aeny
3anMcaM M JOKyMeHTauuu, Kak TOonbKo OHu OyayT
OOCTYNHbI, BKMOYas aHanua W 3aknoyeHns ot
CTOPOHHMX  OpraHv3auumn, NpUBMEYEHHbIX  Ans
paccrefoBaHusa MHUMAEHTa, a Takke [JocTyn K
Heobxoanmoi nHdopmaumm ans NpoBepKM
CNocobHOCTM NpefoTBpaTUTL ByayLLYO yTEeUKY AaHHbIX
B COOTBETCTBMM C  TpeboBaHMAMM  HacTosLLEN
MMonuTukn, koTopble MOryT npegycmaTpvBaTtb, B TOM
ynucne, noaTBepXaeHne akcneptom no 6esonacHoCTU
(kBanumumpoBaHHbIM OnepaTtopom nnaTexHown
CMUCTEMbl B 9TOM kayecTBe) 06 ycTpaHeHun npobnem,
CBSI3@aHHbIX C UHUWAEHTOM.

B cnyyae ecnm OnepaTop nnaTeXHOW CUCTEMBI
YCTaHOBUT HEJOCTaTOYHOCTb MPUHUMAaEMbIX Mep Wnu
HEOPEXHOCTb CO CTOPOHbI Y4YacTHMKa NraTexHon
CUCTEMbI, EF0 CEPBUCHBIX OPraHU3aLWi UK UX areHToB
B Uensx 6esonacHo 06paboTku, XpaHeHun wu/mnm

nepegadve OaHHbIX  AepxaTenen Kapt unu
ayTeHTUMUKaLNOHHBLIX OaHHbIX n/vnm npu
paccriefoBaHUM  yTepyu Takux [AaHHbIX, YYacTHUK

NNaTexHom CUCTEMbl OOMKEH HEeMEANEHHO MNPUHATb
nobble  KoppekTupylwme Mepbl No  TpeboBaHuio
OnepaTopa nnaTtexHoOW cuctembl.  Ycnyrm Mo
paccnegoBaHuio ByaoyT NpefocTaBnATLCA CO CTOPOHbI
OnepaTtopa nnaTexHouW cucTembl 3a nnaty u 6yayr
ucnonb3oBaTbCAa AnNA  00yyYeHWs, KOOPAUHMPOBAaHMWSA
paccrnefoBaHuMs U (pakTUYeCcKUX  paccrefoBaHum
3HauMTENbHbIX YObITKOB, MOHECEHHbIX HAa PbIHKaX
npucyTcTBMA AMEPUK3IH JKcnpecc, unu nobbix cnyyaes
3HauMTENbHbIX YOLITKOB AMEpPUKIH JKcnpecc.

Y4yacTHUKM NNaTexHon cuctembl, He cobniogatolme
TpeboBaHne paHHoro pasgena, 6ygyt Hectn Bce
pacxodbl, MnoHeceHHble OnepaTopoM  NNaTeXHoM
cucteMbl, a Takke wWTpadHble CcaHKuuM  3a
HeBbIMOJIHEHNE TpGGOBaHVIVI, B COOTBETCTBUA C
rnobanbHbIMKM BU3HEC U onepauynoHHbIMU NONMUTUKAMU
AmMepukaH Jkcnpecc.

B cnyyae yTeuknm paHHbIX Yy Y4YacTHMKa nNnaTeXHOW
CUCTEMbI-AMUTEHTA, HE3aBUCMMO OT TOro, YBEAOMIIAN
Ny Y4acTHWK NnaTexHon cucteMbl-amuTeHT Onepartopa
NnnaTexHom cucTembl O TOM, YTO COOTBETCTBYHOLLAS
Kapta unu Homep KapTbl Obin yTepsiH, ykpageH, He
nony4eH unu nHblM obpas3oM HenpaBoMEPHO NPUCBOEH,
YYacTHUK NnaTexHOW CUCTEMbI-SMUTEHT OyaeT HecTu
puck yobiTkoB oT Onepauumi no Kaptam, Ha npoBegeHue
KOTopbIX Oblna nonyvyeHa ABTopu3auus OT Y4YacTHuKa
NNaTexHon CUCTEMbI-AMUTEHTA.
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Notification of Data Compromise from the Payment
System Operator to Potentially Impacted Payment
System Participant Issuers

Upon learning a Data Compromise may have occurred,
the Payment System Operator will notify all impacted
Payment System Participant Issuers of potentially
compromised Accounts by way of one or more alerts
through the American Express FraudNet Participant
Communication Platform (PCP) and/or Customer
support NSPK Portal. Usage of FraudNet can be found
in the American Express global business and operational
policies.

Multiple alerts about a single Data Compromise can be
identified by the common reference number and thus can
be tracked in the Payment System Participant
Communication Platform.

Accounts included in alerts may have been received
from the compromised entity or the Payment System
Operator’s subdivision of American Express Group of
companies (American Express Global Security, Law
Enforcement).

If a list of accounts is not available, the Payment System
Operator will conduct a data analysis based on
information known about the Data Compromise and
provide to Payment System Participant Issuers the
resulting list of their Accounts.

Payment System Participant Issuers must take action
immediately after receiving an alert to minimize any fraud
activity on the identified Accounts, including but not
limited to, monitoring, closing, or blocking these
Accounts.

YBegomneHve o6 yteuke paHHbIX oT Onepartopa
nnaTeXHoM CUCTEMbl, HanpaBnsiemMoe Y4yacTHUKaM
nnaTexHon CUCTEMbI-IMUTEHTaM

Mocne Toro, kak OnepaTopy nnNaTeXHOW CUCTEMbI
CTAHOBUTCH M3BECTHO O BO3MOXHOW YyTeuKe AaHHbIX,
Onepatop nnaTtexHouW cuctembl coobliaer Bcem
YyacTHMKam nnaTexxHON CUCTEMbI-OMUTEHTaM, KOTOPbIX
NOTEHUManbHO MOXET 3aTPOHYTb AAHHbIN MHUMAEHT 06
yTeuKe AaHHbIX No cyeTam/Homepam KapT nytem ogHoro
unu 6onee npegynpexaeHnii Yepes VHopmaLoHHyo
nnatgopmy  Y4acTHUKOB NNaTtexHon CcuUcTemsl
FraudNet AmepukaH 3Skcnpecc (UMY) wwmnu lMNopTan
Cnyx6bl KITMEHTCKON nogaepxku HCIK.
CooTBETCTBYIOWUME WHCTPYKUMM MO  UCMOMb30BAHUIO
FraudNet onpegeneHbl B rnobanbHbiXx ©OM3HEC U
OMepaLMOHHbIX MONUTUKaX AMEPUKIH DKCrpecc.
HeopHokpaTHble npegynpexgeHns o6 ogHOM cryyae
YyTEUKM AaHHbIX 0OBEAUHSITCS eOMHBIM  CCbINMOYHBIM
HOMEpOM, 4YTO no3BoONseT OoTCcneauTb WX B
MHdopmaumoHHon nnatdopme Y4acTHUKOB NnaTexHown
CUCTEMBI.

CyeTta, BKIOYEHHbIE B MpeaynpexaeHus, moryT 6biTb
nony4yeHbl OT lOPUAMYECKOrO fuua, Y KOTOpOro
npousolna yTeyka AaHHbIX, WK OT NoapasgeneHus

AmepukaH  Okcnpecc  (nogpasgeneHve  AMEpUKaH
Okcnpecc no  rnobanbHon — GesonacHocTM, MO
NPaBoNPUMEHEHMNIO).

Mpwn oTcyTCcTBUM NepeyHs cyeToB, OnepaTop NnaTexHom
CUCTEMbl MPOBOAUT aHanM3 [daHHbIX Ha OCHOBE
M3BECTHOW WHopmauum o6 yTeuyke [aHHbIX W
npegoctaBndeT Y4yacTHMKaMm nnaTexHonm CUCTeMbl-
AMUTEHTaM MOMyYeHHbIN B pe3ynbTaTte 3TOro nepeyveHb
nx CyeToB.

Mocne nonyyeHns  npegynpexaeHnss  YYacTHUKM
NIaTeXHOW CUCTEMbI-SMUTEHTbI AOMKHbI HEMEOIEHHO
NPUHATD Mepbl ans MUHUMKU3aLUN nobon
MOLLEHHUYECKOM nesaTensHOCTH B OTHOLLEHUN
YCTaHOBIEHHbIX CYeToB, BKMK4Yasi, B YaCTHOCTW,
MOHWUTOPUHI, 3aKpbiTUE WM  OnNOKMPOBaHME TaKUX
CyeToB.
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Exhibit 2/ MpunoxeHune 2. Tariffs/Tapudcbl

HanmeHoBaHue ycnyru/ Service name

Tapwud/ Tariff

Mopsaok
B3nmaHus/ Order
of charging

1 | OTKkpbITHe cuyeTa/ Account Opening

Bbes komuccun/ Free
of charge

Banmaetcsa
eOVHOBpPEeMeHHo/
Charged once on
account opening

2 | Komuccus 3a o6enyxmBaHue cyeta/ Account Maintenance

Be3 komuccun/ Free
of charge

ExxemecavHo/Monthly

HauucneHue npoueHTOB Ha KpeauToBbIN ocTaTok/ Interest
3 | rate (credit balance)

0%

ExxemecayHo/Monthly

4 | 3akpbiTue cyetal Account closing

Bes komuccun/ Free
of charge

BanmaeTcs
eVHoBpeMeHHo/
Charged once on
account closing

5 | baHkoBckue nepeBoabl / Payment transactions

Mcxopsawme nnatexu B Poccuiickux pyonax/ Outgoing
payments in RUR

20 py6./20 Russian
Roubles

3a onepauuto/Per
transaction

Mexopawme nnatexu B Jonnapax CLUA/ Outgoing payments in
uUsD

5 fonnapos CLUA/5
US Dollars.

3a onepauuto/Per
transaction

Mcxopsawme nnatexu B EBpo/ Outgoing Payments in Euro

5 EBpo/ 5 Euro.

3a onepauuto/Per
transaction

BHyTpubaHkoBckme nnaTtexu B Poccuickmx pybnsx/ Intrabank
transfers in RUR

Be3 komuccun/ Free
of charge

3a onepauuto/Per
transaction

BHyTpmnbaHkoBckue nnatexwu B Jonnapax CLUA/ Intrabank
transfers in USD

Bbes komuccun/ Free
of charge

3a onepauuto/Per
transaction

BHyTpubaHkoBckue nnatexu B EBpo / Intrabank transfers in
Euro

Bes komuccun/ Free
of charge

3a onepauuto/Per
transaction

Bxopsawme nnatexu B Poccuiickmnx pyonsx, Jonnapax

Bbes komuccun/ Free

3a onepauuto/Per

CLWA,EBpo/ Incoming payments in RUR, USD, Euro of charge transaction
6 | Bbinucku u gpyrue ycnyru/ Statements and other services
Bobinucka no cyety/ Statements on account:
Boinuckn Ha BymaxHOM HocuTene/Paper statements; Perynaprbie
Bes komuccun/ Free Bbinucku/Regular
CoobuweHne CBUDT MT940/SWIFT message MT940 of charge statements

Ly6nukat Bbinucku no cyeTy / Duplicate statements

200 py6./ 200
Russian Roubles

3a Bbinucky/Per
statement

[MoaTBepxaeHne octaTtka No 3anpocy ayauTopckon pupmel/
Balance confirmation on request by the audit firm

Bes komuccun/ Free
of charge

3a cnpasky/Per
notification

Cnipaska o Hanuuum cyeta no 3anpocy Knuenta/ Written
notification on account maintenance upon the Client's request

Bbes komuccun/ Free
of charge

3a cnpasky/Per
notification
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Exhibit 3/ MpunoxeHune 3. Operations Continuity Assessment questionnaire for Participants

dopmynupoBka Bonpoca
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HasHauyeH N OTBETCTBEHHBLIN COTPYAHWK WM (MnK) ObiNM HageneHsbl
COOTBETCTBYIOLLMMI MOMTHOMOYMSAMM  CTPYKTYPHblE NOApasgeneHus,
OTBETCTBEHHbIE 3a YMpaBfeHWe puckamu B pamkax [OesaTenbHOCTU
MnaTexHon cucteMbl AMEpPUKIH Jkcnpecc?

BxoaaT nv B nepeyeHb 06si3aHHOCTEN OTBETCTBEHHOIO 3a ynpaBrieHue
pyckamMu COTpyAHUKA WNW noApasgerneHnst BOMpocbl, CBSi3aHHble C
pa3paboTKoil BHYTPEHHWX AOKYMEHTOB MO YMNpaBMeHU puckamu B
pamkax geatenbHocTy MNnaTexHon cucteMbl AMepukaH Jkenpecc?

MpegycmaTtprBaeT Ny cucteMa ynpasreHusi puckamv Y4acTHMKa OLEeHKY
[eATeNnbHOCTM YUacTHYKa B pamMKax AesiTenbHoCTU MnaTexHon cuctemsl
AmMepukaH 3kecnpecc?

MpeaycmaTtpuBaeT Nv cucTeMa ynpasreHusi puckamy Y4acTHMKa OLEeHKY
AeATenbHOCTM YYacTHMKa B 4acTu He CBA3AHHON C (DYHKLIMOHMPOBAHNMEM
MnatexHon cuctembl AMepuKaH OKcrmpecc, B crny4yae, ecnu Takas
AeATeNnbHOCTb MOXeT CTaTb WCTOYHUKOM pUCKa, BIMSIOWEro Ha
CcnocobHOCTb YuacTHuKa lMNnaTexHon cucTeMbl BbIMOMHATE TpeboBaHus
MpaBun MNnaTtexHon cuctemsb!?

MpenycmaTpuBaloT NM BHYTPEHHME OOKYMEHTbI Y4acTHuka [natexHon
CUCTEMBI, perfnamMeHTupyloliMe YrnpaBreHne puckamu B pamKax
aeaTtenbHOCcTH [natexHon cuctembl AMEPUKIH SKCNpecc, perynsapHyto
OLIEHKY PUCKOB C y4eToM TpeboBaHui Mpaeun MNnaTtexHon cuctemol?

MpoBogutcA N Y4acTHMKOM perynsipHasi oueHKa PUCKOB C y4eToM
TpeboBaHnwuii Mpasun MnaTexHon cucTtemb!?

MpenycmaTpuBaloT NM BHYTPEHHME OOKYMEHTbI Y4acTHuka [natexHon
CUCTEMBI, pEerfnamMeHTUpylollMe YynpaBfieHne puckamu B pamkax
pesaTtenbHocT [natexHon cuctembl AMEPUK3AH OKCMpecc, cnocobbl
ynpaBneHua puckamm c ydeTtom TpeboBaHui [MpaBun [MnaTexHon
cucTembl?

MpenycmaTpuBaloT N BHYTPEHHME OOKYMEHTbI Y4acTHuka [natexHon
CUCTEMBI, perfnamMeHTUpylollMe YyrnpaBlieHne puckamum B pamkax
aeqarenbHocTn [MnatexHon cuctembl AMEpUKaH JKcnpecc, noaxoabl K
ynpaBneHuio  6ecnepebonHOCTbIO  hyHKUMOHMpOoBaHus  lnartexHomn
cuctembl AMEPUKAH OKCNpecc B paMKax BbIMOMHAEMbIX Y4YaCTHUKOM
dyHKUM B MnatexHon cucteme AMeEpUKaH Jkcnpecc?

MpeagycmaTprBatoT N BHYTPEHHUE OOKYMEHTbI Y4yacTHuKa [MnaTexHomn
CUCTEMbBI, pernamMeHTMpylollmMe yrnpaBrieHNe puckamu B pamkax
peqarenbHocTn [naTexHon cuctembl AMeEpUKIH JKcnpecc, nopsgok
B3aumogencteusa ¢ Onepatopamu YT n Onepatopom [natexHon
cuctembl AMEPUK3IH IKCMpecc B paMkax BbIMOMHSAEMbIX YYaCTHUKOM
dyHKUMIA B MNnatexHon cucteme AMepukaH Jkcnpecc?

10

MpeaycmatpuBaloT N BHYTPEHHNE AOKYMEHTbl Y4yacTHuka naTtexHown
CUCTEMbI, pernamMeHTVpytolumMe ynpasneHue puckamm B pamkax
AeatenbHocTu [MnaTtexHown cucTeMbl AMEPUKSH JKcnpecc, Mopsaok
OCYLLIeCTBIIEHNS KOHTpONs 3a cobniogeHnem nopsigka obecneveHusi
BOrNC B pamkax BbINOMHAEMbIX Y4YacTHUKOM DyHKUMA B naTexHon
cucteme AMepurkaH Jkenpecc?

11

OcyuwiecTtensietcs 17 YyacTHUKOM [MnaTtexHon CUCTEMBbI
MH(pOPMaLMOHHOE  B3aUMOAEWCTBME B  paMkax [OeAaTeNbHOCTU
MnatexHon cuctembl AMEPUKIH JKCMpecc B LEensxX YynpaBreHus
puckamu HapyweHus BPrC?

12

CocraBnseT Ny Y4yacTHuK [natexHon cucteMbl nepeyveHb KpUTUYECKUX
6un3Hec-NpoLEeccoB B pamKax BbIMOMHAEMbIX YYaCTHUKOM hyHKUUIA B
MnaTexHon cucteme AMepurkaH Jkenpecc?
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Homep Bonpoca

dopmynupoBka Bonpoca

OT1BeT YyacTHuKa

NNaTeXXHom CUCTEMbI

[NosicHeHue K oTBETY

Ccblinka Ha

BHYTPEHHUI
[OKYMEHT YJyacTHuKa

ONAaTEXHOWU CUCTEeMbI |

13

MoppepxmBaeT nuM  YuyacTtHuk [InaTexHoW cCUCTEMbl MepedvYeHb
KPUTMYECKMX BU3HEC-MPOLIECCOB B paMKax BbIMOSHAEMbIX YYaCTHUKOM
dyHKuM B MnatexHon cucteme AMEpUKSH JKCMpPecc B akTyasnlbHOM
COCTOSIHUN?

14

CocTaBnsieT nn Y4yacTHuk MNnaTexHoOn cMcTeMbl NepeveHb KPUTUHHBIX
pecypcoB (npoBangepoB KPUTUYECKMX YCMYr) B paMKax BbINOMHAEMbIX
Y4yacTHUKoM dyHKLMI B MNnaTexHon cucteme AMepukaH Jkcnpecc?

15

PaspaboTaH n1 YyacTtHukom lMnatexHow cuctemsl MNnad OHMBO?

16

OcyuwiecTBnseT nu Y4yactHuk [naTexXHoOM cucTembl perynsipHbli (He
pexe 04HOro pasa B Aea roga) nepecmotp MNnana OHuBO?

17

Cogaepxut nu MNnan OHMBL, YyacTHuka MNnaTexHon CUCTEMbI NepeyeHb
yrpo3, crnocobHbIX HapywuTb AeATeNbHOCTb B pamkax [lnatexHou
cuctembl AMEPUKIH JKCNpece u nx krnaccudukaumio B 3aBUCUMOCTH OT
CTeneHn HeraTMBHOIo BO3AencTBns Ha lNnatexHyo cuctemy AMEpuKaH
Qkcnpecc?

18

Cogaepxut nu MNnan OHMBL, YyacTHuka MNnaTexHon CUCTEMbI NepeyeHb
KPUTUYECKN BaXKHbIX ONMepPaLOHHbIX MPOLIECCOB B paMKax BbIMOTHAEMbIX
YyacTHMKOM cbyHKUMi B MnaTtexHon cucteme AMepuKkaH dkcnpecc?

19

Copepxut nu MnaH OHuB[ YuacTtHuka lNMnatexHon cuctembl NOpsiAoK
MHdopMupoBaHua OnepaTtopa nnaTtexHon cuctemsl 1 Onepatopos YA
B cnyvyae aktmBauum [InaHna OHuB[ B pamkax BbINOMHAEMbIX
Y4yacTH1KoM dyHKLMI B MNnaTexHon cucteme AMepukaH Jkcnpecc?

20

Coaepxut nu Mnad OHuB[ YyacTtHuka MnatexHon cnuctembl NOpsifok
OEeNCTBUMIN NO BOCCTAHOBIIEHUIO OEATEeNbHOCTU B pamkax [lnaTexHon
cuctembl AMEPUKIH JKCMpecC, BKOYash OLEHKY CUTyauun, B pamMkax
BbINOMHAEMbIX YYaCTHUKOM PyHKUMIA B [naTtexHon cucteme AMEpUKaH
Qkcnpecc?

21

MpoBogsiTca nu  YyactHukoMm [natexHom cuctembl perynsipHoe
TecTupoBaHue (npoBepka) (He pexe odHoro pasa B Asa roga) lNnaHa
OHuBA?

22

OxBaTbIBaET N perynspHoe TeCTupoBaHne (NpoBepka) (He pexe 0gHOro
pasa B gBa roga) MNnaHa OHuB[I dyHKUMM, BLINOMHAEMbIE YYACTHUKOM
B [nartexHon cucteme AMepurkaH Skcnpecc?

23

BHocunncbe nu - YyacTHukom [MnaTexXHOM CUCTEMbI WU3MEHEHUA B
UCMOMb3yeMyl0  TEXHOMOMMYECKYld  MHAPacTpykTypy M (Mnu)
MHPPacTpPyKTypy MO nepedaye [AaHHbIX, KOTOpble MOMMKM OKa3aTb
cyllecTBeHHoe BnusiHne Ha B®IC TlMnatexHon cucteme AMeEpUKsH
Akcnpecc?

24

YBegomnsan nu YyactHuk MNMnatexHon cuctembl Onepatopa MnaTtexHon
cuctembl 06 M3MEHEHUSIX B UCMOSMb3YEMYK  TEXHONOMMYECKYHD
MHAPACTPYKTYpYy W (MnK) WHPaCcTpyKTypy N0 nepegadve AaHHbIX,
KOTOpble MOrMM oka3aTb CylLlecTBeHHoe BnuaHue Ha BOIC MnatexHon
cucteme AMepurkaH Jkenpecc?

25

YcTaHoBMeH N BO BHYTPEHHUX [OOKyMeHTax YwacTHuka [lnaTtexHon
cucTeMbl Mopsaok nHpopmmposaHns OnepaTopa NnaTexHon cucTemsl 0
COBbITUAX, KOTOPble MPUBOAAT K HEQOCTaTOMHON 3(MEKTUBHOCTU UK
YypesBblYaiHbIM CUTyauusM, B TOM 4ucre o cny4vasx cbos BOrC
MnatexHon cuctembl AmMepukaH Jkcnpecc € yveTom TpeboBaHui
MpaBun MnatexHol cuctemel No obmeHy uHdopmaumein, Heobxogumorn
ANs ynpasnexus pvckamu B NnartexHon cucteme AMepukaH dkcnpecc?

26

BHocunuce N namMeHeHnsi B OTHOLLEHUM paHee nepeaaHHbix Onepatopy
NNaTteXHoM CUCTEMblI KOHTaKTHbIX [OaHHbIX COTPYAHMKOB Y4yacTHMKa
MnaTexHo cncTembl, OTBETCTBEHHbBIX 33 yNpaBieHe PUCKaMn B paMKax
BbIMOSIHAEMbIX COOTBETCTBYHOLUUM YYaCTHUKOM OYHKUMIA B lNMnaTexHomn
cucteme AMEpUKIH JKecnpecc, BKNYas ynpasneHne MHpopmaLmMoHHoOm
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OT1BeT YyacTHuKa

NIaTeXHOM CUCTEMDI

[NosicHeHue k oTBETY

Ccblinka Ha

BHYTPEHHUI
[OKYMEHT YJyacTHuKa

ONAaTEXHOWU CUCTEeMbI |

6e30nacHoOCTbIO, paccrnegosaHue OeicTBUi,

KpeauTHble pucku, Mnan OHuBO?

MOLUEHHN4YEeCKNX

27 | BoisBnsan nu YyacTHuk MNMnatexHon cucTemMbl Criydyan pucka HapyLueHust
BOIC B TeueHne 3anpalimBaemoro nepnoga?
28 | YBegomnsan nu YyacTtHuk lNnatexHon cuctemsl OnepaTtopa lMNnatexHon

CUCTEMBI O BbISIBIEHHBIX Criyyasx pucka HapyweHun BOMC B TeyeHne
3anpalumsaemoro nepuoga?
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