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Use your credit cards wisely
and securely
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Should I get a
Credit card?

Understand the basics of
how credit card works

It is a convenient way to
make payments

If you use it right, you can
enjoy interest-free credit
for a short term, earn
reward points and other benefits

Things to
know while

availing a
credit card

* Read the Key Fact Statement
provided with the credit card
application and understand
the important terms &
conditions of the card.

¢ Know the applicable rate of
interest, fees and other
charges.




to

secure

your

credit

card?

Register your email
ID and
mobile number
for e-statements

=

Always go through the

statements carefully and

immediately report any

suspicious transactions not

done by you
O

If you are saving the
card details
on e-commerce
sites, tokenise the
card for safety

Do not share your
card details, CVV,
Pin, etc. with
anyone

Disable international
transactions if you
are not travelling
abroad

il

Set transaction
limits on the card

How to use your credit card wisely?

Use your Credit Card
only at trusted
merchants or e

commerce sites.

Pay your dues
regularly before
the due date

When you don’t pay
your dues on time,
your credit profile and
credit score will
be affected adversely.



What to do when there are fraudulent
transactions in your card?

If you come
across any
unauthorised
or fraudulent
transactions,
you must
report them
to the bank
immediately

Always keep
handy the
card related
help line
numbers
available on
the bank’s
website or at
the back of
the card

In case of
card related
frauds,
report to
National
Cybercrime
Portal or call
1930

What
to do

when you

lost

your

card?

In case your card is lost or stolen, you
must immediately block it to avoid
misuse of your Credit Card by calling
the customer care number of the bank
or through mobile/internet banking.



SMART BANKING:

Guide for Safe Banking Practices

% S - Secure your personal information

“* M - Monitor your transactions regularly
% A - Always be Alert

% R - Report any fraudulent transactions

% T - Transact cautiously
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S - Secure your personal

information

o

Create strong and unique passwords for each
of your accounts

» Change your passwords and pins regularly
» Set transaction limits on your card

» Disable international transactions in your
cards, if you are not travelling abroad

» If you are saving the card details on
e-commerce sites, tokenise the card for safety

B Don'ts

» Never share your financial information
like account details, ATM card pin, OTP,
passwords, etc. with anyone

» Never download or install any unknown app
or APK files received from unknown sources

» Never hand over your card to anyone to
transact on your behalf or withdraw cash from
the ATM



M - Monitor your
transactions regularly

Register your mobile number and e-mail ID for
receiving transaction alerts and e-statements

;
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Always pay attention to SMS /
email alerts

Always go through the statements carefully for
any transactions not done by you.
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Any unauthorised or fraudulent transactions
shall be reported to the bank immediately.
Block your accounts immediately to avoid
further loss.

A - Always be Alert

>

Do not fall victim to fake calls demanding KYC
updates and share your KYC details such as Aadhaar,
PAN or date of birth

Beware of fraudsters impersonating as officials from
RBI/Bank/ Government agencies and threatening
with legal cases including Digital Arrest

Officials from banks, financial institutions, etc. will
never ask you to share confidential information

Don’t panic. Don’t share your personal information
or transfer money



R - Report any fraudulent
transactions promptly -

E In case your Debit/Credit card is lost or stolen, you

must immediately block it to avoid misuse of your card

by calling the customer care number of the bank

available on the bank’s website or at the back of the card

Report fraudulent transactions to National Cybercrime
Reporting Portal (or call 1930) and any suspicious /
unsolicited communication to Sanchar Saathi portal

E Always keep handy the card related help line numbers
\~
L

T - Transact cautiously

o o

Verify authenticity of website before making any
online financial transactions. Ensure the website URL
starts with “HTTPS” for a secure connection

»  Always search customer care number only from

verified official website of the Bank

- Don'’ts

Do not access any attachment / link received from
unknown source

> Never scan a QR code to receive money. QR code is
used only for making payments

»  Avoid using public Wi-Fi networks for online
banking transactions



CHARTER OF
CUSTOMER RIGHTS

* Issued by RBI on December 3, 2014
* Enshrines broad and overarching principles
for protection of bank customers



Both the customer and the

v financial services provider
have a right to be treated with
RIGHT TO

courtesy.

FAIR

The customer should not be
unfairly discriminated against on
TREATMENT grounds such as gender, age,
religion, caste and physical ability
when offering and delivering
financial products.

RIGHT TO TRANSPARENCY, FAIR AND
HONEST DEALING

The financial services provider should make every
effort to ensure that the contracts or agreements it
frames are transparent, easily understood by and well
communicated to, the common person.

The customer should not be subject to unfair
A business or marketing practices, coercive contractual
terms or misleading representations.

The product’s price, the associated risks, the terms
and conditions and the responsibilities of the

? customer and financial service provider, should be
clearly disclosed.

Over the course of their relationship, the financial
services provider cannot threaten the customer with
physical harm, exert undue influence, or engage in
blatant harassment.



The products offered should be appropriate
to the needs of the customer and based on

RIGHT TO an assessment of the customer’s financial

circumstances and understanding.

SUITABILITY

Customers’ personal information

should be kept confidential

unless they have offered specific

consent to the financial services

: provider or such information is
4504 required to be provided under the
W law or it is provided for a
mandated business purpose (for

example, to credit information
RIGHT companies).

TO
PRIVACY

The customer should be informed
upfront about likely mandated
business purposes. Customers
have the right to protection from
all kinds of communications,
electronic or otherwise, which
infringe upon their privacy




RIGHT TO GRIEVANCE REDRESS AND
COMPENSATION

4 )

The policy must lay out
the rights and duties of
the customer when such
events occur.

-

The customer has a right to
hold the financial services
provider accountable for
the products offered and to
have any valid grievances
redressed. The provider
should also facilitate the
redress of grievances
stemming from its sale of
third party products. D

4 )

The financial services
provider must communicate
its policy for compensating
mistakes, lapses in conduct,
as well as non-performance
or delays in performance,
whether caused by the
L provider or otherwise.
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Facilities at the Branch?

» KYC-compliant accounts
would automatically be
convearted into ‘Senior Citizen
Accounts’ on the basis of date
of birth maintained in the
bank’s records.

» C(learly identifiable dedicated
counter or a counter which
provides priority to senior
citizens and people who are
differently abled including
visually impaired persons.

» Pensioners can submit physical
Life Certificate form at any
branch of the pension-paying
bank. Receiving Banks should
promptly update the same to
avoid any delay in credit of
pension.



Facilities at the Door-step?

(For Sr. Citizen aged more than 70 years)

&
Pick up of cash Delivery of cash
and instruments against withdrawal
against receipt from account
Delivery of i
cheque books Delivery of
demand drafts
—
— &
Submission of KYC

documents and Life
Certificate, etc.



Does Door-step banking have any cost?
Charges for door-step banking services are levied as per
the policy of the bank. The details of such charges can be
obtained from the bank’s website or branches.

Does all bank branches provide door-step banking

facilities?

Door-step banking services is available at select branches.

For such list and other related information, you may visit
the bank’s website or contact the branch.

What precaution one should take while
availing of these benefits?

Always check the identity of Always take due

the person delivering banking acknowledgment of cash /
services at your door-step. cheque / other documents
Generally, the bank shares the provided to the bank’s

agency details with you for authorized official / agent and
hassle-free identification. save it for future reference.
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