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General Overview

American Express operates its own global card payment
network acting itself as a card issuer and a merchant
acquirer. American Express has developed a strategy for
engaging (on a self-selection basis) a limited range of
financial institutions for Cards Issuing services, Merchant
Acquiring services and the provision of ATM services.
Financial institutions so selected (also called Licensees)
enter into relevant agreements with American Express
for obtaining issuing, acquiringor ATM licenses and the
provision of related services. American Express interacts
with each of such Licensees on an individual basis.

These American Express Payment System rules have
been developed in accordance with Federal Law No 161-
FZ dated 27 June 2011 “On the National Payment
System” (as amended). These American Express
Payment System rules are effective in the Russia
Federation and apply to:

- Participants located in the Russian Federation for
local (domestic) transactions only;

- Operational and Payment Clearing services
provided by Joint Stock Company National Payment
Card System (hereinafter "NSPK OPCC"), as
specified in the Rules for provision by NSPK OPCC
of operational services and Payment Clearing
services (the "NSPK OPCC Rules") and Guidelines
on Connection to and Interaction with the NSPK
OPCC (hereinafter “NSPK OPCC Guidelines”);

- Settlement services provided by the Central Bank of
the Russian Federation, as specified in the bank
account agreements and addendums to them
between Direct Participants and the Central Bank of
the Russian Federation.

For all other services as specified in the American
Express License Agreements and except as otherwise
provided,the provisions of the American Express global
business and operational policies American Express
global business and operational policies will continue to
apply, regulating use of American Express’s brand,
products, services and all International Transactions.

BBegeHue

AmepukaH  Okcnpecc  ynpaBnsieT  COOCTBEHHOM
rmo6anbHOM KApTOYHON NNATEXHOW CeTbIo, B KOTOPOA
CaMOCTOATENbHO OCYyLIecTBNseT (PyHKUMN SMUTEHTa
KapT 1 ocyuwecTtBnger 9KBanpuHr npeanpusmmn
Toproenu/ycnyr. AmepukaH OJkcnpecc paspaboTan
rmoGanbHy0 cTpaTernio npuenedyeHuss (Ha OcCHoOBe
CaMOCTOATENbHOrO BbIOOPa) y3kOro Kpyra ovHaH CoBbIX
opraHu3auuii Ans okasaHusi ycnyr no amuccuu Kapr,
OCYLUECTBNEHMWSA 3KBapyHra n npeaocTaBreHus ycnyr

no obcnyxuBaHuio kapT B 6GaHkomaTax. Takue
oTobpaHHble (MHaHCOBbIE oOpraHusauum (Takke
MMEHyeMble JInueHsnatamn) 3aKnyarT

COOTBETCTBYIOLUME COrnalleHnsa ¢ AMepukaH JKcnpecc
Ha nonyyeHue nuueH3aMn Ha Bbinyck KapT,
OCYLLEeCTBNEHME 3KBAWPUHIa UNU NpenocTaBneHve
ycnyrno obenyxvMBaHuio kapT B 6aHkomaTtax u okasaHue
CONYTCTBYHOLMX  YCRyr. AMepuKkaH Skcnpecc
B3aMMOJENCTBYET C KaxabiM 13 Takmx JInueH3naTos Ha
WHOMBUOYanbHON OCHOBE.

Hactosawme MpaBmna nnatexHon cuctembl AMEpPUKIH
Okcnpecc  paspaboTaHbl B COOTBETCTBMM  C
PepepanbHbiM 3akoHOM Ne 161-®3 oT 27 utoHa 2011
ropga  «O HauumoHanbHOW nNaTeXHoOW cucTeme»
(n3meHeHnAMU M gononHeHusmun). Hactoswme MNpasvna
nnatexHon cnuctembl AMEpUKIH JKCNpecc AeNCTBYHOT

MNCKINOYMTENBHO Ha TeppuTopum Poccuiickon

depepauunm u NpUMeEHSTCS:

- UCKITYUTENBHO K YyacTHukam,
3aperMcTpmpoBaHHbIM Ha TeppuTopumn Poccuinckon
Pepepaunm n pacnpocTpaHsTCs Ha
OCyLLecTBNEeHMe oOMnepauun Ha  TeppuTopun

Poccuiickon depepaumnu;

- ofepauuoHHble ycnyru u ycnyru [naTtexHoro

KnupuHra, npepoctaBnsiemble  AKLWOHEPHbLIM
obulectBoM «HaumoHanbHas cucteMa nnaTexH bix
kapT» (mmeHyemoe B ganbHenwem «OTKL HCIK»)
B COOTBETCTBMW C ycnoBusMu lNpaBun okasaHusi
onepauMOHHbIXYCIYr U YCNYT NAATEXHO O KINMPUHIA
AO «HCIK» (uMeHyeMble B [AanbHewLLem
«lMpasuna OrMKL HCIK») n Pykosoactea no
noakntodeHunto n Bzanmogenctamio ¢ ONMKL HCIMK
(nmeHyemble B ganbHenwem «Pykosogctso OTMKL,
HCIIK»);

- pacyeTHble ycnyrm, npenocTaBnsemMble
LleHTpanbHbiM BaHkom Poccunckon Pepepauum B
COOTBETCTBUU c yCnoBusiMnm  OOroBOpaMu
0aHKOBCKOTO cyeta n [ONONHUTENBHBIMU

cornaweHnsaMn K HUM, 3aKrodaeMbiM Mexay Mexay
NPAMBIMA yYaCcTHUKaMMU NNaTeXHOW CUcCTeMbl U
LleHTpanbHbiM BaHkom Poccuiickon ®egepaunm.

Bce ocTanbHble ycryrm B COOTBETCTBMU C YCIOBUSIMA
JInueH3anin Ha Bbinyck KapT unu BeaeH e aksam p MHoOBON
OeaATenbHOCTU AMEpPUKIH JKCMpecc U perynupyrorcs
Mmo6anbHbIMU BGU3HEC U onepaLoOHHBIMU NMOMUTUKAMM
AmvepunkaH Okcnpecc. [enctBue 3TMX [OKYMEHTOB
pacnpocTpaHseTcss Ha MCMNONb30BaHWE TOProBbIX
3HaKOB, MNMaTEeXHbIX NPOAYKTOB U ycnyr AMEpUKaH
Jkcnpecc, aTakke Ha BCe TpaHCcrpaHuyYHble nepeBoabl.
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The American Express Payment System does not
constitute and is notmanaged as a “four-party” payment
system. The American Express Payment System is not
an association. Payment System Participants of the
American Express Payment System do not make
decisions on tariffs or on approval of rules and do not
have any participationinterestin any American Express
entities and do not participate in the management ofthe
American Express Payment System. Moreover, the
Payment System Participants are notinvolvedin making
decisions onadmission of new members to the American
Express Payment System. The participation in the
American Express Payment System is being built on a
contractual basis by way of joining these American
Express Payment System Rules and acceptance of
other American Express global business and operational
policies.

The American Express Payment System rules, including
tariffs and other fees/commissions payable within the
American Express Payment System (hereinafter referred
to as Tariffs) are publicly available.

The American Express Payment System rules will be
updated periodically. The current version of the
American Express Payment System rules will be
available from Payment System Operator upon written
request and is also published at the official website
https://business.americanexpress.com/ru. The Russian
text of these American Express Payment System Rules
shall prevail.

The American Express Payment System rules contan
the requirements, indicators and parameters which
Payment  System Participants and  Payment
Infrastructure Service Operators must adhere to or be
compliant with, to ensure the continuity of operations in
the American Express Payment System.

Payment System Participants are obliged to accede to
the NSPK OPCC Rules. In addition to the Payment
System Rules:

- Settlement services provided by the Settlement
Center are goverened by the bank account
agreements between Direct Participants and the
Central Bank of the Russian Federation and
addendums to them.

To the extent the Bank of Russia acts as Settlement

Center and a central payment clearing counterparty in

the payment system, each Participant must execute a

supplemental agreement to its account agreement with

the Bank of Russia in the form and substance
satisfactory to the Bank of Russiaproviding for:

- performance by the Bank of Russia ofthe settlement
services;

- performance by the Bank of Russia of the functions
of the central payment clearing counterparty and
Settlement Center;

MnatexHan cnctema AMEpPMKIH JKCNpecc He siBnsieTcs
M  He ynpaensieTcd KaK  «4eTbIPEXCTOPOHHSSN
nnatexHas cuctema. lnatexHas cuctema AMepPUKsH
Akcnpecc He sABnsieTca accouuaumen. B MNnartexHon
cucteMe AMepUkaH Jkcnpecc YYacTHUKM NnaTexHomn
CUCTEMbl HE NMPUHUMAIT peleHnin 06 ycTaHOBNEHUN
TapuoB UNKU YCTAaHOBIEHWUM NMPaBUIl, OHU TaKKe He
MMEIT y4acTusl B KaKOM-N1MBO M3 KOMMaHWN AMEep UK3H
OKcnpecc M He y4yacTBYHOT B ee ynpasBneHuu. Takxe
Y4yacTHUKN nNnaTtexHoW CUCTeMbl He Yy4acTBYKT B
NPUHATUN PELIEHUN O MPUHATUU HOBbLIX YMEHOB B
MnatexHyto cncteMy AMepukaH Jkcnpecc. Yyactue B
MnatexHon cncteme AMEPUKIH JKCNpPecc CTpoONTCS Ha
OOTOBOPHOW OCHOBE NYTEM MPUHATUS U MNP UCO eANHEHNS
KaxgblM  YYaCTHMKOM  NnaTexHoW CUCTeMbl K
HacToswum MpaBunam nnaTexHon cncteMbl AMep UKaH
Okcnpecc M UHbIM  rnoGanbHbIM  GU3HEC MU
onepaunoHHbIM NonnTukam AMepunkaH dkcnpecc.
MpaBmna nnaTexHon cucteMbl AMEPUKIH JKcnpecc,
BKMtoyas Tapudbl U MHbIE BUABI NNAT 3@ yCNYrM B paMkax
MnatexHon cuctembl AMepuKaH Jkcnpecc (ganee -
Tapudsl), sBnaTcst Ny6NUYHO OCTYMHBIMMU.

MpaBuna nnatexHom cuctembl AMEPUKIH JKcnpecc
ob6HoBRnAIOTCA BpeMs oT BpemeHu. NocnegHsas Bepcus
MpaBun nnatexHon cuctembl AMEPUKIH JIKCMpecc
MOXeT 6bITb MpefocTaBneHa no NUCbMeHHOMY 3anpocy,
HanpaBneHHoMy Onepartopy NnaTeXHOW cucTeMbl, a
Takke nybnukyerca Ha  oduuymanbHoM cante
https://business.americanexpress.com/ru. TekcT
HacToAawmx [MpaBMn Ha pycCKOM s3blke SBNSAeTCHA
OCHOBHbIM.

MpaBuna nnatexHowm cuctembl AMEPUK3IH IKChpecc
cogepxat nepedeHb TpeboBaHWW, NokasaTenen wu
napameTpoB dYHKLNOHNPOBAH Usi Y4yacTHukoB
nnartexHomn cuctembl 1 OnepaTopoB yCnyr nnaTexHon
MHOPACTPYKTYpbI, BbINOJTHEH ME KOTOpPbIX "
cooTBeTCTBUE KOTOpbIM ob6ecneunBaer
6ecnepeboriHocTb paboTbl [natexHoOnW CcucTemsbl
AmMepurKaH Akecnpecc.

Y4acTHUKM NNaTexHon CUCTeMbl JOMkKHbLI cobnogats
TpeboBaHua Mpasun OMNKL HCMK. B gononHeHune kK
TpeboBaHuAM MNpaBnn NnaTexHon CUCTEMBI:

- YyCNoBUSA OKasaHUs pacyeTHbiX ycnyr PacyeTHbiM
LLeHTPOM yKasaHbl B JOroBope 6aHKOBCKOIO cyeTa,
3aknodaemoro mexay [psMbiMM yyacTHUKamMU 1
LleHTpanbHbiM BaHkom Poccuiickon ®egepaum um
[OMNONHUTENBHbBIX COTNaLLEHN K HUM.

B Tex cnydvasix, korga baHk Poccuun BbicTynaet B

KkayecTBe PacyeTHOro LuUeHTpa W LeHTpanbHoro

NNaTexHoro KIAWPUHIOBOrO KOHTpareHTa B pamkax

NNaTeXHOW CUCTEeMbI, Kaxablh Y4yacTHUK 00£a3aH

3aKMOYNTL OOMOJNTHUTENbHOE COrnalleHne K CBOEeMy

poroBopy cyeta ¢ baHkom Poccuu, no dopme wu
codepxaHuto yposnetsopsiowee baHk Poccun wu
npegycmarpvBatoLee:

- npepocTasneHue baHkomPoccum pacyeTHbIX yCnyr,
- BbINOJIHEHUNE BaHkom Poccun

LeHTpanbHoro nnaTexHoro
KOHTpareHTau PacyeTHOro LLEHTPa;

dyH KM
KN PWHIoBOro
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- anobligationto pay to the Bank of Russiaan amount
of its Uncovered Payment Clearing Position due to
insufficiency of funds on its Settlement Account
opened with the Bank of Russia; And

- an obligation to pay a fine to the Bank of Russia for
any day of non-payment of an Uncovered Payment
Clearing Position in the amount of key interest rate
of the Bank of Russia (“Penalty”);

Services provided by the Operational Center and
Payment Clearing Center are governed by the NSPK
OPCC Rules and the NSPK OPCC Guidelines.

The scope ofthese American Express Payment System
rules is limited to domestic transactions of Payment
System Participants in Russia that have a licence from
American Express.

All Payment System Participants must ensure its stable
and secure functioning in accordance with loca
applicable law, the American Express Payment System
rules and other operational or technical documents
issued by American Express and applicable globally.

References to Other Publications. Additional
References in the American Express Payment
System Rules

The American Express Payment System rules
sometimes refer to other American Express global
publications. Information in these global publications is
generally ofatechnical oroperational nature and applies
if a Payment System Participant participates in its
respective services and constitute confidental
information of American Express pursuant to Federal
Law No. 98-FZ dated 29 June 2004 “On Commercial
Secrets”. American Express global publications can be
found on http://corp.americanexpress.com/gcs/gns/, o
which only Payment System Participants shall have
access. The American Express Payment System rules
govern in theeventofanyinconsistencyor contradiction
with American Express global publications.

Contact Details (Moscow Banking Hours):

American Express Bank LLC,

American
Department

33-1 Usacheva Str, Moscow 119048
Tel: +7 495 933 8400

Express Payment System Operations

Email: AEPSRUSSIA@ aexp.com

- ob6sa3aTenbcTBO No Bbinnate baHky Poccmuu cymmbl

csoen Henokpbiton [lnatexHom KNUPWHIOBOW
nosnMuMn BBUAOY HEOOCTaTOMHOCTM CpeacTB Ha
cBoem PacuyeTHOM cuyeTe, OTKpbITOM B baHke
Poccuu;un

- obssaTtenbcTBO No ynnarte wrpadga baHky Poccum

3a Kaxoblh [OeHb Hennatexa no Kakou-nmbo
HenokpbiTon NnatexHon KNMpUHroBON No3uuum B
pasmepe kniwoyeBon cTaBkm baHka Poccuu
(«WTpad»);
YcnoBusa npepoctaBneHus ycnyr OnepauuoHHbIM
ueHTpoM u lnatexHbiM KNWPUHIOBLIM  LLEHTPOM
ykasaHbl B Mpasunax OlNKY HCIIK n B PykoBoacTtse
OnnKL, HCIMK.

Hactoswme lNpaBnna nnarexHon cuctembl AMEpPMKIH
JKcnpecc perynumpyoT TONbLKO onepaunm Y4acTHUKOB
nnaTtexHoun cucTeMsl, UMeroLMX NULEH3NIO,
pacnpocTpaHsolytocs Ha  Tepputopun  Poccun,
coBepluaemble Ha TeppuTopum Poccun.

Bce YyacTHUKM nNnaTtexHOW CUCTEMbI  OONXKHbI
rapaHTuposatb ©OecnepeboiiHoe u  6Ge3onacHoe
dYHKLNOHNUPOBaAHNE B COOTBETCTBUU c
3aKoHO4aTeNbLCTBOM Poccunckon depepauunn,
HacTosawumn  [lNpaBunamm  NNaTtexXHOW  CUCTEMbI
AMeEpUKaH JKcnpecc M MHbIMU  ONepaunoHHbIMU
TEXHUYECKMMMU OOKYMeHTamu, BblMyCKaeMbiMu
AMepUMK3IH QKCnpecc U NpMMeEHSEMbIMU FNMobanbHO.

Ccbinkun Ha npo4ue AOKYMEHTbI.
OononHuTtenbHble CCbINKU B I'Ipanmax

nnaTeXXHou cucteMbl AMEpUK3H JKcnpecce
MpaBuna nnatexHowm cuctembl AMEPUKIH IKcChpecc
MOTyT COAepXaTb CCbIIKW Ha gJpyrme 6usHec wu
onepaumnoHHble NoONUTUKN AMEPUKIH Okcnpecc,
nmetowme rnobanbHbIR XapakTep 1 NpUMeHseMble No
BCEMY MUPY. [aHHble AOKYMEHTbl HOCHAT TEXHUNYECKUIA
UM onepauuoHHbIN XapakTep U AeCTBYIOT TOMIbKO B
OTHOLUEHUWN KOHKPETHBIX YCNyr, NpeaocTaBnsiemMbIx
YyacTHMKaM nnaTtexHoW CcucTeMbl U SIBMNSIOTCS
MHdOopMaLMen, CoCTaBnsoLWLEeNn KOMMEpPYECKY0 TalHy
AmepukaH Skcnpecc cornacHo PegepanbHOMY 3aKOHY
No.98-®3 o1 29 wuiona 2004 r. "O kommepuyeckon
TanHe". [noGanbHble ©OW3HEC W onepalnoHHble
NonUTUKN AMEpPUKIH DKcnpecc NyGnuKyTCs Ha canTe
http://corp.americanexpress.com/gcs/gns/, pgoctyn K
KOTOPbIM npegocTaenseTcs NCKIIOYNTENBHO
YyacTHUKam nnatexHoun cuctembl. B cnyyae niobbix
pacxoXOeHWn WnuM MPOTUBOPEYNA MeXZy 3TUMM
OokymeHTamu [NpaBuna nnaTtexHon cuctemol AMep MKaH
JKCnpecc MMeT NPUOPUTETHOE 3HAYEHNe.

KoHTakTHas wuHdopmauus (B paboume uyacbl no
MOCKOBCKOMY BpeMeHM):

OO0 «AmepukaH Skcnpecc baHk»

OnepauuoHHbIN aenapTameHT MNnaTexHon cucTembl
AmepurkaH Qkcnpecc

Yn. YcauyeBa, 33-1, Mocksa 119048
Ten: +7 495 933 8400

9n.no4vta: AEPSRUSSIA@aexp.com
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Contact Details (24 x 7):

American Express Global Network
Tel: +1-602-794-9903

Definitions:

“American Express” refers to any American Express
entity in the American Express group of companies,
including American Express Bank LLC, American
Express Travel Related Services Company, Inc.,
American Express Limited and American Express
Europe Limited as applicable.

“Payment System Operator” — American Express
Bank LLC setting American Express Payment System
rules and carrying out other obligations as stipulated in
the Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System”.

“Operational Center” — Joint Stock Company National
Payment Card System (hereinafter "NSPK OPCC"), as
specified in the Rules for provision by NSPK OPCC of
operational services and Payment Clearing services (the
"NSPK OPCC Rules") and Guidelines on Connectionto
and Interaction withthe NSPKOPCC (hereinafter “NSPK
OPCC Guidelines”) providing for the Payment System
Participants and their clients with respect to the
American Express Payment System, access to the funds
transfer services including those with use of electronic
methods of payment, as well as electronic message
exchange.

“Payment Clearing Center” — NSPK OPCC, as
specified in the NSPK OPCC Rules and NSPK OPCC
Guidelines carrying out with respect to the American
Express Payment System Participants’ payment orders
acceptance for execution and other actionsas stipulated
in the Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System”.

“Central Payment Clearing Counterparty” - the
Central Bank of the Russian Federation, as specified in
the bank account agreements and addendums to them
between Direct Participants and the Central Bank of the
Russian Federation, being in accordance with the
Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System”, a payer and beneficiary of
the Payment System Participants’funds transfer.

KoHTakTHasn be3

BbIXOAHbIX)
mo6anbHasi ceTb AMEepUKaH Jkcnpecc

Ten: +1-602-794-9903

MHdopmaums (KpyrmnocyTouHo,

OnpegeneHuns:

«AMepuK3aH Jkcnpecc» O3HayaeT MobyH KOMMaHWo
rpynnbl AMepukaH kcnpecc, Bkntodas OO0 «Amep nksH
Okcnpecc baHk», AmepukaH OJkcnpecc Tpasan
Punanteq Komnanun, WHK.,, AmepukaH Jkcnpecc
Jinmnteg n AmepukaH Akcnpecc KOpon Jlumuten, B
3aBMCMMOCTU OT KOHTEKCTA.

«OnepaTtop nnartexHon cucteMbl» - OO0 «AMepUKaH
Okcnpecc baHk», onpegenstowlee MNMpaBuna nnarexHon
cucteMbl AMEpPUKIH JKCMpeCC, a Takke BbIMOJHSOLLee
MHble 0653aHHOCTH, MpeaycMOTpeHHble PeaepanbHbIM
3akoHoM Ne 161-d3 ot 27 wuoHa 2011 roga «O
HauMOoHanbHOM NNaTeXHon cncreme»

«OnepaunoHHbIN UeHTP» - AKUMOHepHoe 06LecTBo

«HaunoHanbHas  cucTema NnaTexHbiX KapT»
(nmeHyemoe B panbHenwem «OMKL HCIMK») B
COOTBETCTBUM C  ycnoBusMu [IpaBun  okasaHus

onepauMoHHbIXYCINYT U YCNYr NnaTexHoro knupuHra AO
«HCIK» (nmeHyemble B ganbHenwem «lMpasuna ONMKL,
HCMK») wun PykoBoactBa MO MNOAKIOYEHUIO W
B3avmopencTteuio ¢ OlNKL HCIMK (nmeHyemble B
panbHenwem «PykoBopacTteo Oornky HCTIIK»),
obecneunBarllee B pamkax [lnaTtexHom cucTembl
AmMepurkaH Jkcnpecc Ana  YYacTHUKOB MaTexHoON
CUCTEMbl U UX KNMEHTOB AOCTYN Kycnyram no nepesoay
OEHEXHbIX CPEeACTB, B TOM YMCIIE C UCMOIIb30BaHUEM
SNEeKTPOHHbLIX CpeacTB nnatexa, a Takke o6MmeH
3NEeKTPOHHbIMM COOBLLEHNAMMN.

«MnaTexHbIn KNUMPUHroBbIM LeHTp» - OIKL HCIK
cooTtBeTcTBUM ¢ ycnoBusmu Mpasun OMNKL HCIMK n
Pykosoactesom OIIKL, HCIIK; o6ecneudnBatowee B
pamkax [MnatexHon cucteMbl AMEpuKaH Jkcnpecc
npueM K WCNONHEHUO PacnopsHKEHUA Y4acTHUKOB
nnatexHon cuctembl 06 OcCyLlecTBNEHUM nepeBosa
OEHEXHbIX CPEACTB W BbINOJIHEHWE WHbIX OeCTBUNA,
npegycMoTpeHHbIXx PegepanbHbiM 3akoHOM Ne 161-$3
oT 27 nioHsa 2011 roga «O HauMoHanbHOW NnaTexHomn
cucrtemen.

«UeHTpanbHbIn nnaTeXxHbIn KITMPUHITOBbM
KOHTpareHT™ - LeHTpanbHbin baHk Poccunckon
dPepepauuny B COOTBETCTBUM C YCIOBUSAMM JOTOBOpaMU
©aHKOBCKOTO cyeTa " [ONOMHNTENbHbIMU
COrnaweHnsiMmn K HUM, 3aKodaeMbiM Mexay np siMbIMU
yvyacTHUKaMU NnaTtexHou cuctembl U LleHTpanbHbM
Bankom Poccunckon Pegepaunmn, BbICTYyNawWMin B
cooTBeTCcTBMM C PepepanbHbiM 3akoHOM Ne 161-93 ot
27 wnwoHa 2011 roga «O HauMoOHanNbHOW NNaTeXxHon
cucteme» NNaTUNbLLMKOM M NofyvyatenemMm cpeacts no
nepeBofam AeHEXHbIX CpeacTB YHacTHUKOB NnaTexHon
CUCTEMbI.
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“Settlement Center” —the Central Bank of the Russian
Federation, as specified in the bank account agreements
and addendums to them between Direct Participants and
the Central Bank of the Russian Federation providing
with respect to the American Express Payment System
Direct Participants’ payment orders execution via
debiting and crediting the Payment System Direct
Participants’ Bank Accounts as well as delivery of the
paymentexecution confirmations

“Payment System Participants” or “Direct Payment
System Participants” (“Participants”,  “Direct
Participants”) are funds transfer operators who meetthe
criteria defined by these Rules, to whom American
Express has granted a licence. American Express Bank
LLC is a Direct Payment System Participant.

“Payment System Participant Acquirer” is a Payment
System Participant who has been granted a licence by
American Express to acquire merchants and/or ATM
providerswho will acceptthe American Express card.

Payment System Participant Issuer” is a Payment
System Participant who has been granted a licence by
American Express to issue American Express cards o
its customers.

“American Express Card” or “Card” means a
payment card bearing an American Express trademark
or logo and issued by a Payment System Participant or
any other American Express card product (including
virtual card).

“Cardmember Data” means Information about
cardmember arising fromits application for and/or use of
a Card including, its full name, expiration date and/or
service code, account number, account status, type of
card, country code, postal code, gender, date of birth,
and fee services/enrolments.

“Sensitive Authentication Data” means security-
related information (including but not limited to card
validation codes/values, full magnetic-stripe data, PINs,
and PIN blocks) used to authenticate cardmembers
and/or authorize paymentcard transactions.

“Authorisation” means the process whereby a
Payment System Participant Issuer provides a decision
on atransaction initiated by one oftheir cardmembers at
a merchant location (includes on-line transactions)
and/or in ATMs of a Payment System Participant
Acquirer.

«PacyeTHbIn LeHTp» - LleHTpanbHbI BaHk Poccuiickon
dPepepauuny B COOTBETCTBUM C YCMOBUSAMM JOTOBOpaMU
©6aHKOBCKOTO cueTa " OONONTHUTENBHLIMM
cornaweHnsaMmM K HUM, 3akrodaembiv mexay [psambivm
yvyacTHMKaMWU nnaTtexHon cuctembl n LieHTpanbHbM
Bankom Poccunckon depepaumn, obecnevnsatowui B
pamkax [MnaTtexHon cucteMbl AMEpPUKIH JKchnpecc
MCNOJTHEHME PacnopPsKEHUN YUaACTHUKOB NNaTeXHOMN
cucTeMbl NOCpPeacTBOM CMUCaHWA U 3a4UCleHust
OeHexHbIx cpencts no baHkoBckum Cuyetam [MpsmMbix
Y4yacTHUKOB  MnaTexHoun cucTteMbl, a  Takke
HanpasneHue noATBepXOeHUn, Kacarowmxcs
MCMNOJTHEHUNSA pacnopsKeHMA YYacTHUKOB MNaTexHoOn
CUCTEMBI.

«Y4YacTHMKM nnaTteXXHou cuctembl» unu «Mpsavble
YYacTHMKM nnateXXHouW cuctemMbl» («YYaCTHUKWU»,
«MpsAmMble y4yacTHUKM») - onepaTopbl MO MepeBoay
OEHEeXHbIX CpeacTB, COOTBETCTBYIOLME KPUTEPUSIM,
yCTaHOBMEHHbIM [Mpasunamu, nonyunBLLME NNLEH3UIO
oT AmepukaH Jkcnpecc. OO0 «AmepukaH Ikcnpecc

BaHk» Takke gaBnsetca [lpambiM  YYacTHUKOM
nnaTexHomn CUCTEMBI.
«Y4YaCTHMK MNNaTeXXHOW CcUCTEeMbl — 23KBawep» -

YyacTHUK nnaTexHon cuctembl AMEPUKIH JKchpecc,
NOMYYMBLUMIA NULEH3NIO OT AMEpPUKIH JKcnpecc Ha
3KBaMPUHI TOProBO-CEPBUCHBLIX NPeanpusaTMn n/unm
npegocTaBrieHne ycnyr no o6cnyxuBaHuio KapT B

OaHkomaTax, npuHumawwmx KapTtel  AMepukaH
Akecnpecc.
“YYacTHMK nnateXHoM CcUCTeMbl — 3MUTEHT’

YyacTHUK nnaTexHon cuctembl AMEPUKIH JKchpecc,
NOMYYMBLUMIA NUUEH3NIO OT AMEpPUKIH JKcnpecc Ha
Bbinyck KapT AMepurkaH Skcnpecc.

“Kapta AwmepukaH 3Jkcnpecc” wunm “Kapra” -
nnartexHasi KapTa ¢ n3obpaxeHnem ToBapHOTO 3HaKa 1
norotmna  AMepukaH  Jkcnpecc,  BbiNyLlEeHHasi
YYacTHUKOM NaTeXHON CUCTEMbI UTM UHOWM Kap TOYHbIA
npoayktT AMepunkaH Qkcnpecc (Bknovasi BUPTyarnbHyH
KapTy).

“MaHHble aepxatensa Kaptbl AMepukaH dkcnpecc” -
MHdopmMaums o gepxatene KapTbl, nony4yaemas B CBsian
C nopayen 3asiBNeHMsa Ha Bblgady KapTtbl wn/umm
nonb3oBaHuem Kapton, Bkntovasa PO, gaTy 0KOHYaHUA
Cpoka pJencTBusi u/mnu kop ob6CcnyxuBaHus, HOMEP
cueTa, cTaTyc cYeTa, TUM KapTbl, KOA CTPaHbl, MOYTOBbLIA
WHAEKC, MO, JaTy pOXOeHWs, a Takke [daHHble O
KOMWUCCUSAX 3a yCNnyru, npegocTaBnsieMble AepkaTernto
KapTbl.

“AyTeHTU(PUKAUMOHHbIe AaHHble” - KHpOpMauus,
Kkacawwasaca  6esonacHocTM  (BkMwo4vasi, MOMUMO
npoyero, koAbl/Undpbl NOATBEPXOEHWS MO ANUHHOCTU
KapT, NOJIHble JaHHble HAa MarHUTHOW nonoce, NMNNH-
Ko bl " MUH-6n0okun), ncrnonb3dyemas ansa
ayTeHTndukKaunm gepxarenen Kaptn/mnv astopusaumm
onepauuinno NNaTexHbIM KapTam.

“ABTOpM3auma” - npouecc, NOCPEACTBOM KOTOPOro
Y4yacTHUK NNaTexHOW CUCTEMbI-SMUTEHT NPUHUMaET
peweHne 06 ogobpeHUn MnNu oTkase B COBEPLUEHUN
TpaH3aKkuMn, UHULUMPOBAHHON OOHUM U3 depxaTtenewn
KapT paHHOro Y4yacTHuka, B TOPrOBO-CEPBUCHBIX
npeanpuatusx (BKModas OHMarWH-TpaH3akuum) n/umnm
OaHkoMmaTax Y4YacTHMKa aKkBavepa.
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“Uncovered Payment Clearing Position” - debit
Payment Clearing Position for the execution of
instruction of which the monetary funds on Settlement
Accountare notsufficient.

Banking day - Central Bank of Russiabusiness day.

“Henokpbitas NnatexxHaa knupuHrosas Mo3nuyua” —
nebetoBan [lMnatexHas KNMpUHroBasi no3uvuus, Ans
MNCMOJIHEHNS pPacnopsXKeHUs MO KOTOPOW LEHEXHble
cpeAcTBa Ha PacyeTHOM cyeTe HegoOCTaTOYHbI.

BaHKOBCKUM AeHb - paboyunin aeHb baHka Poccuu.
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Chapter 1 - The American Express Payment
System
1.1. Payment System Governance

1.1.1. Payment System Operator

As a Payment System Operator, American Express
Bank LLC will:

. Define the American Express Payment System
rules and ensure adherence and compliance to
thoserules;

. Maintain in writing and make publicly available
the list of Payment Infrastructure Service
Operators upon written request to the Payment
System Operator;

. Upon engaging new Payment Infrastructure
Service Operators or terminating existng
arrangements, the Payment System Operator
will submit an updated list of Payment
Infrastructure Service Operators to the Central
Bank of Russia within 10 days of introducing
changesto thelist;

. Manage and monitor the performance of the
Payment Infrastructure Service Operators to
ensure adherence to the American Express
Payment System rules;

. Manage and monitor the performance of the
Payment System Participants to ensure
adherence to the American Express Payment
System rules;

. Implement the system for assessing and
managing risks in the American Express
Payment System including specifying the
requirements of Payment System Participants
to manage risk in the American Express
Payment System, including risks assessment
and management in the American Express
Payment System;

. Ensure operation continuity of the American
Express Payment System in accordance with
therequirements ofthe Central Bank of Russia;

. Manage disputes with Payment System
Participants and Payment Infrastructure
Service Operators in accordance with the
American Express Payment System rules.

1.1.2. Payment Infrastructure Service Operators

Within the scope of activities of the American Express
Payment System, the Payment System Operator
reserves the rightto:

Maea 1 - TlnatexxHas cuctema AMEpPUK3H
Akcnpecc
1.1. Ctpyktypa [lnatexHon cucrteMbl AMEPUKIH

Akcnpecc
1.1.1. OnepaTtop nNnaTexxHOn CUCTEMbI

Onepatop nnarexHon cuctembl - OO0 «AMepuksH
Okcnpecc baHk»:

e onpepgendet [llpaBnna nnatexHOW CUCTEMbI
AMepukaH  JKcnpecc U OcyllecTBNser
KOHTpOnb 3aux cobniogeHnewm;

e BegeT nepeyeHb OnepatopoB  ycnyr
nnarexHown MHPacTPYyKTyphbl "
npefocTaBnseT ero BCEM 3anHTEpeCOBaHHbIM
nmuam  nNo  MNUMCbMEHHOMY obGpalleHuto,
HanpaBneHHoMy Onepatopy NnaTexHoOn
cucTeMbl;

e B crnyyae npwuBneveHus HoBbix OnepaTopoB
ycnyr nnaTexHom WHEPacTpyKTypbl UM
pacToOpXeHUsi CyLlecTBYOWUX OOrOBOPOB C
HMUMW HanpaensieT OGHOBIEHHbIN NepeyeHb
Onepatopos yenyr nnaTexHown
MHdpacTpyktypel B LleHTpanbHbii  6aHk
Poccunckon ®epgepaunn B TedeHne 10 gHen ¢
MOMEHTa Takoro M3MeHeHUs Nep evHs;

e obecneynBaeT KOHTpoOmnb 3a cobnogeHvem
MpaBun nnartexHom cuctembl AMEPUKIH
Okcnpecc Onepatopamu ycnyr nnaTtexHon
MHMPaCTPYKTYpbI;

e obecneynBaeT KOHTpomnb 3a cobnogeHuem
MpaBun nnatexHom cucTeMbl AMEepUKH
OKkcnpecc Y4acTHUKamMu NnaTexHom CUCTEMBI;

e  OpraHun3oBbIBaeT cuctemy ynpaBreHusi
puckamum B lnaTtexHon cuctemMe AMEPUK3H
Okcnpecc, Bkntodasi onpegenerHme tpebosaHnn
K Y4yacTHMKaM NnaTexHOW CUcTembl Mo
ynpasreHunto puckamu B NnaTexHon cucreme
AmMepunkaH OJOkcnpecc, OLEHKY pUCKOB MU
ynpasrneHune puckamu B [natexHon cucteme
AmepunKkaH kcnpecc;

e obecneumBaer 6ecnepeboiHOCTL
dyHKUMOHNPOBaHUS [naTexHON CcuUcTeMmsl
AmMepunKaH Okcnpecc B nopsake,
ycTtaHoBneHHoMm baHkom Poccuu;

e paccmaTpuBaet cnopbl c yyactmem
YyacTHUKOB nnaTtexHoun CUCTEMBI "
Onepatopamu ycnyr nnaTexHown

MHMPaCTPYKTypbI B COOTBETCTBUYN c
MpaBunamm nnaTtexHon cucteMbl AMEepUKaH

3kcnpecc.
1.1.2. Oneparopbl ycnyr nnaTexxHown
MHPaCTPYKTYpbI

C yyetom MacwTaboB pesitenbHOCTM [naTexHon
cuctembl AMepunkaH dkcnpecc Onepatop nnaTtexHon
cucTtemMbl OCTaBnsieT 3a coboW npaBO MNpPUHMMAaTL
pelleHune:
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e Select the organizations providing Payment
Infrastructure Services;

e Specify and approvethefunctions they provide
or undertake.

The Payment Infrastructure Service Operators are the
Operations Centre, the Central Payment Clearing
Counterparty, the Payment Clearing Centre and the
Settlement Centre. The Payment Infrastructure Service
Operators interact with each other, the Payment System
Operator and the Payment System Participants.

The list of Payment Infrastructure Service Operators is
maintained by and made publicly available from the
Payment System Operator upon written request.

Payment Infrastructure Service Operators are retained
on the basis of the payment infrastructure services
agreement concluded between the Payment System
Operator and each Payment Infrastructure Service
Operator, excepting where the Payment System
Operator has integrated its activities with those of a
Payment Infrastructure Service Operator.

The Payment System Operator will organize Payment
Infrastructure Service Operators (except when the
Payment System Operator also acts as a Payment
Infrastructure Service Operator) based on the nature
and scope of operations within the American Express
Payment System acting in compliance with the Federal
Law No 161-FZ dated 27 June 2011 “On the Nationa
Payment System”

The American Express Payment System rules are an
integral part ofthe agreement between Payment System
Operator and Payment Infrastructure Service Operators.

The Payment System Operator may further specify the
terms of Operational Services, Payment Clearing
services, or Settlement Services through Operational
Services Agreements, Settlement Agreements, or other
agreements.

The Payment Infrastructure Service Operators are
responsible for ensuring the performance and timeliness
of the payment process within the American Express
Payment System and for ensuring its continuous
operation and restoration of its proper operation in the
event ofits failure.

Payment Infrastructure Service Operators must provide
information abouttheir activities in writing either by mail
or electronic mail:

e 0 HE06XOAMMOCTU NPUBNEYEHNS 0P raHU3aLmi

- OnepaTtopos ycnyr nnaTexHoun
MHPaCTPYKTYpbI;
e 00 onpeneneHmnn nnm 0a00peHun

BbIMONHAEMbIX UMW (OYHKUNNA.

Onepatopamu ycnyr nnartexHon WHGPacTpyKIypbl
ansTca  OnepaumoHHbId  UeHTp, LleHTpanbHbin
nnaTexHblh KMNUPUHTOBBLIN KOHTpareHT, [MnaTexHbin
KIMPUHTIOBLIA LEHTp M PacyeTHbIi LEeHTp, KoTopble
HanpsMyt WM ONOCPEedOoBaHHO B3aMMOLENCTBYHOT
Mexagy cobon, a Takke ¢ OnepaTopoM nnaTexHomn
cuUcTeMbl U Y4acTHUKaMU NNaTEXHOW CUCTEMbI B paMKkax
OCYLLECTBNEHMNS CBOEN AeATENbHOCTU.

Cnucok OnepatopoB yenyr naTexHon
MHMPACTPYKTYpbl MOXeT OblTb npenocTaBned Mo
nMCbMEHHOMyY 3anpocy, agpecoBaHHomy OnepaTtopy
nraTtexHon cucTemel.

Mpn npuBneyeHun Onepartopa ycnyr nnaTexHon
MHdpacTpyktypbl Onepatop nnaTeXxHoW CUCTEMbI
3akntodaer ¢ Onepatopom ycnyr nNnaTtexHon
MHMPACTPYKTYpbl AOrOBOP O MpPeAOCTaBNEHUU yCnyr
nnaTtexHon NHMPacTpyKTypbl, KOOMe cryyaes, Korga
OnepaTtop nnaTtexHoOW CUCTEMbl COBMELLAeT CBOIO
JesaATenbHOCTb C fesAtenbHocTbio OnepaTtopa ycnyr
nnaTexHon MHPacTPyKTypbl.

Onepatop nnaTexHoW CUCTEMbl  OCYLLECTBNSET
npusrnedeHne OnepatopoB  ycryr  MIaTeXHON
MHMPACTPYKTYpbl (33 WCKMIOYEHUEM cryyas, Korga
OnepaTtop nNnaTtexHOn CMCTEMbl COBMELLAET (hyHKUMK
OnepaTopa ycnyr nnarexHomn UHpacTpyKTypbl) UCXOA
M3 xapaktepa u obGbema onepauun B [lnatexHown
cucteme AMepukaH OKCnpecc M B COOTBETCTBUU C
PepepanbHbiM 3akoHOM Ne 161-®3 oT 27 uioHs 2011
roga «O HauMoHanNbLHON NNaTeXHoW cucTemey.

MpaBuna nnatexHon cucrtembl AMEpUKaH IKkcnpecc
ABMSIOTCS HEOTbEeMIIEMON YacTbio JOFOBOPa Oka3aHusl
ycnyr mexgy OnepaTtopom nnaTexHoW CUCTEMbl U
OnepaTtopoMycnyr nnaTexHow NHPPacTPYKTYpbl.

JononHutenbHble ycrnosus npenocTaBneHus
onepauMOoHHbIX YCIYT, MNaTeXHbIX KMUPUHIOBbLIX YCHyT,
a TakKe pacyeTHbIX YyCnyr MOryT OblTb yKasaHbl
OnepaTtopom NnaTexHow CUCTEMbI B COOTBETCTBY IOLLUX
JOroBOpax Ha NpefoCTaBrneHne onepauoHHbIX YChYT,
pacyeTHbIX YCNyr, a Takke Nbbix Apyrux 4OroBopax.

Onepatopbl ycnyr nnaTtexHon WHdpacTpyKIypsl
oTBevaloT 3a obecnevyeHne Hagnexawero wu
CBOEBPEMEHHOro COBEpPLUEHNS NepeBOAOB AEHEXH bIX
cpenctB B pamkax [MnatexHon cucteMbl AMepUnkaH
Okcnpecc, 3a obecneveHne 6GecnepeboiHoCcTM ee
YHKLMOHMPOBaHUSA, a Takke BOCCTAaHOBIEHVE ee
Hagnexawero @yHKUMOHWUPOBaHUS B Cryvyae ero

HapyLleHus.
Onepatopbl ycnyr nnatexHon WHPacTpyKIyphbl
OOMKHbI  MpedocTaBnATb MHGOPMaUUK O CBOEN
JeATenbHOCTM B MUCbMEHHOM BuAae  (BkItovas
npegoctaBneHne uHGoOpMauumM no  noyte  wnm

3MEeKTPOHHOMN NouTe):
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e As and when required by the Payment System
Operator

e As and when required by American Express
global business and operational policies

e In the course of their daily interaction with the
Payment System Operator

e When any loss (suspension) of service is
preventing, whether technical or otherwise, a

Cardmembers from using their Card for
purchases or cash withdrawal (including
authorisation, settlement and clearing

procedures), except where such service is
withdrawn (suspended) pursuant to the
provisions of the American Express Payment
System Rules and/or applicable Russian Law.

e As and when required in accordance with
applicable Russian Law.

e Provisions relating to an audit of the Payment
Infrastructure Service Operators by the
Payment System Operator may be agreed
between the Payment Infrastructure Service
Operators and the Payment System Operator in
the agreements executed between them. This
provision is not applicable to the Bank of
Russia.

1.1.3. Operations Centre:

Shall be engaged by the Payment System Operator
accordingto theclause 1.1.2 and the Chapter 3 hereof.

Provides Operational Services in a safe, secure and
sound manner

Provides Payment System Participants and their
individual clients with access to funds transfer services
within the framework of the American Express Payment
System.

Ensures the exchange of electronic messages occurs
including electronic means of payment:

e between Payment System Participants and
their Individual Clients, the Payment Clearing
Centre and the Settlement Centre;

e and between the Payment Clearing Centre and
the Settlement Centre as specified in Chapter 4
and NSPK OPCC Rules.

Carries out core processing activities by providing
network capability and information processing as
required for the operation of the American Express
Payment System and as provided for in the American
Express Payment System rules;

e no TpeboBaHuto Onepatopa nnaTexHoOn
CUCTEMBI;

e B MOpsAke W cnyvyasx, npenycMOTPEHHbIX
rmo6anbHbIMX  NONUTUKAMKU W NpaBuUnamm

AmepukaH Jkcnpecc;

e B XO0Oe eXeOHEBHOro B3auMOIeNCTBUS C
OnepaTopoMnnaTexHoWn CUCTEMBI;

e B cnyvae, ecnu npekpatieHve
(npuocraHoBneHue) okasaHusa ycnyr, no
TEXHUYECKMM  UNU  KaKMM-NMBO  VHbIM

npuymMHam, Bneyet 3a co60n HEBO3MOXHOCTL
ncnonb3oBaHua KapTtel Jepxatenamum KapTbl
ONs COBEpLUEHMSI MOKYNMOK WMAN  CHATUNA
HanW4YHbIX CPeacTB (BKkNYasdA npoueaypsbl
pacyeTa, KIUpUHra W  pacyeToB), 3a
MCKITIOYEHMEM CryyaeB, Korga Takue ycrym
npekpawatwTcs (NpuMocTaHaBnuBawTcs) B
COOTBETCTBMMU C HacTosAwmmu [MpaBunamm
nM/Mnu B COOTBETCTBUM C 3aKOHOLATENbCTBOM
Poccunckon depepaunu;

e B Mopsgke W cnyyasix, NpeayCMOTPEHHbIX
3akoHodaTenbcTBOM Poccuiickon ®egepaunm.

e MOpAgoK  ayauTa OnepatopoB  ycnyr
nnaTtexHon uHdpacTpykTypel Onepatopom
NNaTexHon CMCTEMbI MOXET BbITb COrnacoBaH
Onepatopamu yenyr nnaTexHown
MHdpacTpykTypbl 1 OnepaTtopomM nnaTexHon
CUCTEMbl B 3akillO4aeMblXx Mexgy Humu
JoroBopax. HaHHoe nonoxeHuve  He
pacnpoctpaHseTcsiHa baHk Poccun.

1.1.3. OnepaunoOHHbIN LEHTpP:

Mpuenekaetca OnepaTtopom NnaTteXHOW CUCTEMbl B
nopsake, npegycMOTpPeHHOM nyHkToM 1.1.2 n Mason 3
HacTosiwmx MNpaeun;

ObecneunBaet rapaHTUpPOBaHHbIN YPOBEHb
OecnepeboriHoCT M 6e3onacHoCTM  OKasaHus
OonepaunoHHbIXYCNYT;

MpepocTtaBndeT BO3MOXHOCTb MepeBOoda AEHEXHbIX
cpeacTB  YyacTHUMKaM NnaTteXHOW CUCTEMbI M KX
KNneHTam B pamkax [lnatexHon cuctembl AMEpUKdIH
3kcnpecc;

Ob6ecneynBaeT 0OMEH 3MEKTPOHH bIMA COO B LLEEHNSAMMA,
BKITl0Yasi 3MeKTPOHHble CpeAcTBa nnatexa:

e Mexgy Y4vacTHMKamMu NnaTexHOn CUCTEMBbI U
MX KnNueHTamu, [naTtexHbiM KNWPWHOBLIM
LLEeHTPOM 1 PacyeTHbIM LLEHTPOM, a Takxke

e wMexay lMnaTexHbiM KNMPUHIOBLIM LLEHTPOM 1
PacyeTHbIM LEHTPOM B COOTBETCTBMU C
nonoxeHusimn naebl 4 n Npasunamn ONKLL

HCIK;
OcyLwiecTBnseT WHble [ENCTBUS, CBsiI3aHHble C
MCMNONb30BaHMeM WH O P MaLMOHHO-

KOMMYHMWKaUMOHHbIX TEXHOMOMMIN, Heobxoaumble Ans
dYyHKUMOHMpOBaHNA MnaTexHon cuctembl AMEpUKaH
3Kcnpecc n npeaycMoTpeHHble MNpaBmnaMmmn nnartexHon
cuctembl AMEPUKIH DKCnpecc;
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Remains liable for damages caused to ayment System
Participants as a result of the failure to render and/or
improper rendering of services as defined by NSPK
OPCC Rules, agreementwith Payment System Operator
and Payment System Rules.

1.1.4. Payment Clearing Centre
The Payment Clearing Centre:

Provides Payment Clearing services in a safe, secure
and sound manner;

Ensures within the framework of the payment system,
the acceptance of instructions for execution from
Payment System Participants to effect funds transfers,
as specified in Chapter 4;

Determines the paymentclearing positionon anetbasis
including the appropriate method for calculation for each
Payment System Participant; calculates and sendsa net
positionregister for settlementonce a day notlater than
12.00 Moscow time the working day following the day of
net position register generation;

Ensures delivery of confirmations on acceptance for
execution and execution of instructions of Payment
System Participants;

Monitors theresults of daily settlement;

Conducts all activities as specified in Chapter 4 of the
Payment System Rules and NSPK OPCC Rules;

Remains liable for damages caused to Payment System
Participants as a result of the failure to render and/or
improper rendering of services as defined by NSPK
OPCC Rules, agreementwith Payment System Operator
and Payment System Rules;

Remains liable for damages caused to the Settlement
Center and Payment System Operator as a result ofthe
failure to render and/or improper fulfillment of obligations
related to the provision of notifications, memo and
information to the Payment System Operator from the
Settlement Center and fromthe Settlement Center to the
Payment System Operator as defined by the current
agreements.

1.1.5. Settlement Centre:

Provides Settlement Services in a safe, secure and
sound manner;

Executes the Payment System Participants’ Instructions
received from or on behalf of the Payment Clearing
Center, by way of debiting and/or crediting funds in the
bank accounts of the Payment System Direct
Participants, as well as sending confirmations on the
execution of Payment System Participants’ Instructions,
as specified in in Chapter 4.

HeceT 0TBETCTBEHHOCTb nepen YyacTHUKavm
nnaTtexHon CMCTEMbl 3a Heoka3aHue (HeHaanexallee
okasaHue) ycnyr B cootsetcTeum ¢ Npasunamu ONKL
HCTIK, poroBopom c OnepatopoM NnaTexHon CUCTEMbI
n MpaBmMnamu nnaTexHon CUCTEMBI.

1.1.4. NMnaTeXHbIN KIUPUHIOBLIA LLIEHTP
MnaTexHbln KNUPUHIOBBIN LLEHTP:

obecneuunBaet rapaHTUp OBaHHbI
OecnepeboriHoCTM M 6e3onacHocTU
NNaTeXHbIX KMTUPUHTOBbLIX YCNYT;

ypOBeHb
oKazaHusl

B pamkax [MnatexHol cuctembl AMepukaH Jkcnpecc
OCyLlecTBNAET nNpueM nognexawmx MNCNOHEHNo
pacnopsbkeHMn Y4YacTHUKOB NIaTexXHOW CUCTEMbl B
COOTBETCTBMM C NONOXEHUAMU [NaBbl 4;

onpegenseTr nNnaTeXHble KIUPUHIOBbIE MO3ULUN Ha
HETTO-OCHOBe, MOPMUPYET U HanpaensieT pac4eTHOMY
LeHTpy PeecTpbl HETTO-NO3NLMIA AN OCYLLECTBIEHNS
pacyeToB OOMH pa3 B JeHb He nosgHee 12.00
MOCKOBCKOTO BpemeHn paboyero gHs, crnegytowero 3a
aHem popmMunpoBaHust OT4eToB;

obecneynBaeTr OTNpPaBKy Y4YacTHWKaAM MfaTEXHON
cucTeMbl MOATBEPXOEHUN, KacallwuMxcs npuema kK
MCMOJSTHEH MO U UCMOSTHEH USt PacMop sXKEH U Y4aCTHUKOB
nnaTtexHom CUCTEMBI;

ocyulecTBndeT exeaHeBH bl KOHTPOINb P e3ynbTaToB
npoBeaeHHOoro pacyeTa;

OCYLLECTBNSAET CBO AeATENBHOCTb B COOTBETCTBUM C
NonoXxeHnsiMu rnaebl 4 Mpasun NnaTexHon CUCTEMbI U
Mpasunamu OMKL, HCIK;

HeceT OTBETCTBEHHOCTb  nepen  Y4acTHUKamM
nnaTtexHon CMCTEMbI 3a HeokadaHue (HeHaanexallee
okasaHue) ycnyr B cootsetrcteum ¢ Npasunamu ONKLL
HCTIK, poroBopom c OnepaTopom nnaTexHom CucTembl
n MNMpaBmnamu nnaTtexHon CUCTEMBI;

HeceT OTBETCTBEHHOCTb Nnepes PacyeTHbIM LLEHTPOM U
OnepatopoM nnatexHow CUCTEMbl B  Cryyae
HencnomnHeHus (HeHagnexatero NCNOTTHEHWS)
0653aHHOCTEN No HanpasneH o OnepaTopy NnaTexHomn
CUCTEMbl MOMy4YeHHbIX OT PacyeTHOro ueHTpa ¥ no
HanpaBneHuo PacyeTHOMY LEHTPY MNOMYyYEHHbIX OT
Onepatopa nnaTexHOW CUCTEMbI YBEAOMITEHUN,
n3BelweHn, uHdopmaumm B  COOTBETCTBMM C
OeNCTBYIOWMMM JOTOBOPaMU.

1.1.5. PacyeTHbIN LEHTP:

obecneunBaet rapaHTUpOBaHHbIN
OecnepebonHoCTM U 6e3onacHocTH
pacyeTHbIX yChyT;

ypoBeHb
oKasaHusi

ncnonHsaet nocrynuelime ot lNMnatexHoro KnnpuHroeoro
LeHTpa pacnopsikeHMs Y4YacTHUKOB NNaTexHoOM
cucTeMbl MOCPEACTBOM CMUCAHMA W 3a4MCleHust
OeHexXHbIXx cpeacTB no 6aHkoBCkMM cyeTam [psMbix
Yy4YaCTHUKOB MNNaTeXHOW CUCTEMbl M NpPeaocTaBNser
NOATBEPXXOEHNS MPOBEOEHUS OaHHbIX onepauuini B
cooTBeTcTBMM €  PacnopsikeHuMamMun  YyacTHUKOB
nnaTtexHon cucTembl, B TOM Yucle, B COOTBETCTBMMU C
nonoxeHusimu Naebl 4.
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1.1.6 Payment System Participant

American Express Bank LLC is a Direct Payment System
Participant.

All Payment System Participants must comply with
applicable laws and any transaction mustbe legal in the
Russian Federation. In the eventofany conflict between
the American Express Payment System rules and any
applicablelaw orregulation, the requirements ofthe law
orregulation govern.

Payment System Participants are not obliged to enter
into an agreement with Payment Infrastructure Service
Operators except for the correspondent account
agreement with the Settlement Centre. All relations
between Payment Infrastructure Service Operators and
Payment System Participants are regulated by the
American Express Payment System rules.

The American Express Payment System rules govern
the relationship between the Payment System Operator
and its Payment System Participants. All Payment
System Participants shall adhere to the American
Express Payment System rules only by way of accepting
them in their entirety.

In addition to the Payment System Rules Payment
System Participants are obliged to accede to the NSPK
OPCC Rules:

e Settlement services provided by the Settlement
Center are goverened by the bank account
agreements between Direct Participants and
the Central Bank ofthe Russian Federation and
addendums to them

e Services provided by the Operational Center
and Payment Clearing Center are governed by
the NSPK OPCC Rules and the NSPK OPCC
Guidelines.

Each Payment System Participants is liable to the
Payment System Operator for any damages caused to
it, by its actions or omissions, including any breaches of
the Payment System Rules or applicable legislation.

Payment System Participants of American Express
Payment System are Direct Participants only.

Direct Payment System Participants are required toopen
Bank Accountwith the Settlement Centre.

Direct Payment System Participants of the American
Express Payment System are also Licensees of
American Express and must comply with any applicable

1.1.6 YYacTHMKM NnaTeXXHOWU CUCTEMbI

00O «AmepukaH Jkcnpecc baHk» aensetcs MpamMbim
YYyacTHUKOM NNnaTeXxHOW CUCTEMBI.

Bce YyacTHuUKM nnaTexHon cuctembl 00s3aHbI
cob6noaaTtb TpebGoBaHusA OeNnCcTBYIOLLErO
3akoHogaTenbcTBa Poccuwnckon Pepepaunmn, n Bce
ocCyLlecTBNsieMble onepawunm AOJXKH bl GbITb pasp eLLeHbl
3akoHodaTenbcTBOM Poccuiickon ®epepaunn. B cnydae
BO3HMKHOBEHUS  MOObIX  NPOTUBOPEUNA  Mexay
Mpasunamu nnaTexHomn cucteMbl AMepkaH SKCrpeccu
NnobbIMM HOpMaMK OeNCTBYIOLLEro 3akoHOAaTenbLCcTBa
Poccunckon depepaunm nocnegHune nmerT
NPUOPUTETHOE 3HAYEH N E.

YYyacTHUKM NnaTexHOon cucteMbl He 06a3aH bl 3akntoyars
kakme-nmubo cornaweHua c¢ OnepaTopamu ycnyr
nnaTexHon MHQPacTpPyKTypbl (KpOMe cornawieHuin 06
OTKPbITUM KOPPECMNOHOEHTCKOro cyeTa, 3akniyaemMblx ¢
PacyeTHbiM UeHTpoM). Bce oOTHOWweHMS Mexay
YyacTHukamun nnaTtexHon cuctembl 1 Onepatopamm
ycnyr nnaTtexHon WHMPacTpyKTypbl perynupyrorcs
MpaBunamu nnaTexHon cuctembl AMepunKaH JKcnpecc.

MpaBuna nnatexHon cuctembl AMEpuUKIH Jkcnpecc

perynupylT  OTHOLUEHUS  Mexay OnepaTtopom
nNaTeXHonm cucteMbl K Y4acTHUKaAMKU NaTeXHON
CUCTEMBI. Bce YuyacTHWKM nnaTteXxHoOW CUCTEMbI

npucoeanHsaoTca K paBunam nnartexHon cucTemsl
AMepUuKaH 3Kcnpecc TOMbKO NYTeM WX MNPUHATUA B
uenom.

B pononHeHne k TpeboBaHuaM MpaBnn nnartexHown

cUCTEMbl YYacCTHUKM NNATEXHOW CUCTEMbl [OIIKHbI
cobntogate TpeboBaHus Npaeun ONMKL HCIK:
e YCNOBUSI  OKasaHUsl  pacyeTHbIX  ycnyr

PacyeTHbIM LEHTPOM yKasaHbl B [OroBope
6aHKOBCKOrO cyeTa, 3ak/lo4yaeMoro Mexay
MpsmbiMU  yyacTHUKaMu U LleHTpanbHbM

BaHkom Poccuiickon depepauunn "
JOMNONHUTENbHBIX COrMalleHUN K HUM;
e ycrosus npenocTaBneHus ycnyr

OnepaunoHHbIM LeHTpoM U [natexHbiM
KnnpunHroesim LLEeHTPOM ykasaHbl B [NMpaBnnax
OnMKLY, HCIK u B PykoBoactee ONMKL, HCIK.

Kaxgbll  Y4YaCcTHUK NNaTeXHOW CUCTeMbl HeceT
OTBETCTBEHHOCTb nepen OnepatopoMm MnaTexHON
cucteMmbl 3a yuwep6 B pesynbTate AeACTBUA UK
Oespenctene BkntoyYaa HecobnwogeHne TpeboBaHWn
MpaBun nnatexHon CUCTeEMbl WX MPUMEHMUMOI
3aKoHodaTenbCTBa.

B TMnaTtexHo cucteme  AMEPUK3IH
npegycMOoTPEeHO TOMbKO MPSAMOE yyacTue.

3kcnpecc

MpsAMble Y4acTHMKM nNnaTexHom cuctemMbl 06a3aHbl
OTKpbITb BaHkoBckn i CueT B PacyeTHOM LieHTpe.

Mpsamble Y4YacTHMKM NNaTeXHOW CUCTEMbI TaKxe
aBnsTca JinueHanatamm AMepukaH dkcnpecc (Mmerar
nmueH3nto ot  AMepuKaH Jkcnpecc) M 06s3aHbl
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American Express global business and operational
policies.

1.2. Modifications to the American Express Payment
System Rules

The Payment System Operator may amend, modify,
delete, or otherwise change the American Express
Payment System Rules. Payment System Participants
will be notified at least two months before the changes
come into force by sending the draftamendments to the
American Express Payment System Rules to all
Payment System Participant’s contact email addresses.
Payment System Participants will be asked to consider
the draftamendments and submit their comments to the
draft to the Payment System Operator within one month
after notification. The comments received from the
Payment System Participants will be taken into
consideration by the Payment System Operator prior to
the submission ofthose changes to the Central Bank of
Russia to verify compliance with the requirements of the
Federal law No. 161-FZ “Russian Law on National
Payment System” dated 27 June 2011.

Changes will be reflected in the next edition of the
American Express Payment System Rules.

1.3. Compliance with American Express Global
Business and Operational Policies

All Participants of the American Express Payment
System are also Licensees of American Express and
must also comply with any applicable American Express
global business and operational policies. The American
Express global business and operational policies specify
the common operational rules for the American Express
Global Network with which Payment System Participants
must comply when operating and participating in the
American Express Payment System.

American Express global publications can be found on
http://corp.americanexpress.com/gcs/gns/, to which only
Payment System Participants shall have access. The
American Express Payment System Rules govern in the
event of any inconsistency or contradiction with
American Express global publications.

In the event of unusual or unexpected circumstances
beyond the control of Payment System Participants that
affect the consistentoperation ofthe American Express

cobniogaTe Bce gencTtBytowme rnobanbHble 6U3HeC 1
onepaunoHHble MONUTUKM AMEpPUK3IH JKcrpecc.

1.2. BHeceHne usmeHeHun B [lpaBuna nnartexxHom
cuctembl AMepuKaH Jkcnpecc

Onepatop nnaTtexHon cCucTeMbl B OJHOCTOPOHHEM
nopsiake UMeeT MNpaBO WUCKMOYNTb  OTAeNbHble
nonoxenua MpaBun nnatexHon cunctembl AMEPUKIH
dkcnpecc, a Takke BHOCUTb B HUX Ntobble JONONHEHWS
M WN3MEHEHMA. Y4YaCTHWKM MIaTexHOW CucTembl
npegynpexnarTcs 0 npeanoraraeMbiX U3MEHEHUsIX U
OOMONHEHNAX He No3gHee 4YeM 3a gBa Mecsua [do
BCTYMIIEHNS U3MEHEHN B CUIY MYTEM PacChIfikn BCEM
Y4yacTHUKaM NNaTexHOo CUCTEMbI PO EKTa U3MEHEHUINB
MpaBuna nnatexHon cuctembl AMEPUKIH SKCnpecc no
KOHTaKTHbIM agpecam 3MeKTPOHHOM no4Tbl. Oneparop
nnaTtexHon cuctembl obecneynBaeT Y4yacTHUKaM
nnaTtexHon CMCTEMbl BO3MOXHOCTb NpeaBap MTenbHOM
03HaKOMITEHWs C npegnaraeMbiMy W3MEHEHUsMU U
HanpaBneHns CBOWX KOMMEHTapueB K MNpPOEeKTy
OnepaTopy nnaTexHon CUCTeMbl B CPOK He Mo3aHee
0OHOro Mecsiua ¢ AaTbl yBeAOMIeHus. [MonyyeH Hble oT
Y4yacTHUKOB NaTeXHOW CUCTEMbI KOMMEHTapum 6yayT
paccmoTpeHbl OnepatopomM NMATEXHOM CUCTEMbI OO
npeacTaBneHus JdaHHbIX UW3MeHeHul B [paBuna
nnaTtexHonw cuctembl AMEpPuUK3IH Jkcnpecc B
LleHTpanbHbii GaHk Poccuiickon Pegepaummn Ha
npoBepKy cooTBeTcTBUS TpeboBaHusM PenepanbHOMO
3akoHa Ne 161-®3 ot 27.06.2011 «O HauuoHanbHown
nnaTexHon cucremen.

M3aMeHeHna oTpaxalTcs B Kaxgow nocnenytowen
pedakumun [lNpaBun nnatexHon cucteMbl AMepUKeH
Akcnpecc.

1.3. Cob6niogeHue rnob6anbHbIX OnsHec wu
onepaumMoHHbIX MONMUTUK AMEPUK3aH JKcrnpecc

Bce YuyacTHUKM nnaTexHoW CUCTEMbI TakKe SABMATCA
JinueHsnatamn AMepukaH Skcrnpecc (MMEKT NULLEH3NIO
AmepukaH Jkcnpecc) u obs3aHbl cobnogaTb Bce
Jencteytowme rnobanbHble OU3HEC U onepaunoHHbIE
nonuTukn AMepukaH dkcnpecc. MnobanbHble 6u3aHec u

onepauuoHHble MNONUTUKA  AMEpPUKIH  IKcnpecc
onpegensitoT  obwue  onepaunoHHble nNpaBuna
rmobanbHOW ceTn AMepukaH Jkcnpecc, KoTopble
OOMKHbI cobntogatb Bce Y4YacTHUKM NnaTexHown

CUcTeMbl Npu OCYLLECTBNEHUN CBOEN AESATENBHOCTY B
pamkax [natexHown cuctembl AMepUKaH JKkcnpecc.

mobGanbHble Gu3HeC W oOnepauuoHHble MNONMUTUKA

AMepUKaH Skcnpecc ny6nukyTcss  Ha cante
http://corp.americanexpress.com/gcs/gns/, pgoctyn K
KoTOpoMmy npepocTaensercs WCKIMIOYMTENBHO

YyacTHUKaM nnaTexxHon cucteMbl AMEPUKIH DKCM pecc.
B cnyuyae ntobbix pacxoXgeHwin Unum npoTUBOPEnNii
Mexgy 9TMMuM pokymeHTamu [MpaBuna nnartexHown
cuctembl AMEPUKIH DKCNpecc MMEKT MNPUOPUTETHOE
3HaveHune.

B cnyyae HenpeaBuaeHHbIX obcToATENBLCTB,
HaxoOsAWMXCcs BHE MpeaenoB KOHTPONS Y4acTHUKOB
nnaTtexHomn CUCTEMBI, KoTopble HapyLuaror
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Payment System, Payment System Participants must
immediately contact the Payment System Operator on
the following contact details:

Contact Details (Moscow Banking Hours):

American Express Bank LLC,

American
Department

Express Payment System Operations

33-1 Usacheva Str, Moscow 119048

Tel: +7 495 933 8400

Email: AEPSRUSSIA@ aexp.com

1.4. Conflicts

In the event of any conflict between the American
Express global business and operational policies and the
Payment System Rules, the Payment System Rules will
govern.

In the eventofany conflict between the Payment System
Rules and any applicable Russian laws or regulations,
the requirements of such law or regulation will govern.

In case of any conflict between the Payment System
Rules, on theonehand, andthe NSPKOPCC Rules and
the NSPK OPCC Guidelines, on the other hand, the
NSPK OPCC Rules and the NSPK OPCC Guidelines
shall prevail insofar as they pertain to issues expressly
required to be governed by the NSPK OPCC Rules, as
required in article 30.6(4) ofthe Federal law No. 161-FZ
“Russian Law on National Payment System” dated 27
June 2011, and relating to the provision of services by
the Operational Center and Payment Clearing Center to
Payment System Participants;

the Payment System Rules shall prevail in relation to all
other matters.

In the event of any conflict between the American
Express global business and operational policies and
any applicable Russian laws or regulations, the
requirements of such law or regulation will govern.

1.5. Confidentiality Requirements
A Payment System Participant must:
Maintain the integrity of confidentialinformation

Not disclose any confidential information, save for such
disclosures as required by the Russian legislation or
pursuantto a demand by a regulatory body

OecnepebonHyio paboty [natexHoW  cucTeMbl
AMepunKkaH Jkcnpecc, YYacTHUKN NNaTexXHOW CUCTEMBI
JOJIKHbI HEe3ameanuTenbHO yBeaoMUTb 06 nHUMaeHTe
OnepaTtopa nnaTeXHOW CUCTEMblI MO CHeaylowum
KOHTaKTHbIM JaHHbIM:

KoHTakTHas wuHdopmauua (B paboume yacbl no
MOCKOBCKOMY BPEeMEHMU):

00O «AmepukaH Jkcnpecc baHk»

OnepauuoHHbI  genapTamMeHT [naTtexHom CcucTemsbl
AmepurkaH Qkcnpecc

Yn. Ycauesa, 33, ctp.1, rop. Mocksa, 119048

Ten: +7 495 933 8400

On.noyTta: AEPSRUSSIA@ aexp.com

1.4. BOo3HUKHOBEHME NPOTMBOpPEUUN

B cnyyae BO3HMKHOBEHUSI Kaknx-nnbo npoTuBopeIni
Mexgy rnobanbHbiMM OGM3HEC U onepauuoHHBIMU
nonutukamm AMepukaH Okcnpecc u [lpaBunamm
nnaTexHon cuctembl AMEpUK3H Qkcnpecc, nocnegHue
OyayT umeTb npeobnapatoLLyto cuny.

B cnyyae BO3HWKHOBEHUS KakMX-nMnbo npoTMBOpeIni
Mexagy [lpaBunamu nnatexHon cuctembl AMepuksH
Okcnpecc M nNOObIMA  HOpMamu OENCTBYOLLErO
3akoHodaTenbCcTBa Poccuinckon depepaumu,
nocnegHune 6yoyT nmeTb NpeobnagatoLyto cuny.

B cny4yae BO3HMKHOBEHMSA NOObIX MPOTUBOPEUN I MEXTY
MpaBunamn nnaTtexHon cucTembl M TpeboBaHMUAMM
Mpasun OMKLY HCIK un Pykosoactea OIKL, HCIIK,
nocnegHne NMeKT NPUOPUTETHOE 3HAYEHNE B CBSA3M C
TeM, 4YTO PpEerynupylwT Ty Q[eATenbHOCTb, KOTOPYH
OOoIKHbI onpenenate umeHHo Mpasunna ONMKL HCIK B
cooTBeTcTBUM co cTatben 30.6(4) PepepanbHOMO
3akoHa oT 27.06.2011 Ne 161-®3 «O HauymoHanbHowm
nnaTtexHon cuctemMe» M B paMkax nNpenocTaBrieHusi
ycnyr OnepauuoHHOro ueHTpa wu [llnaTtexHoro
KnupuHroeoro ueHTpa Ans y4YacTHUKOB MiaTeXHoW
cucTembl;

MpaBuna nnaTexHon cucTteMbl AMEPUKIH JKcnpecc
MMEIT NPUOPUTETHOE 3HaYEeHNe BO BCEX OCTanbHbIX
cnyvasx.

B cnyyae BO3HMKHOBEHUSI Kakmx-nnbo npoTuBopeInin
Mexgy rnobanbHbiMM GuM3HEC W onepauuoHHBIMU
nonutukamm AMepmkaH SKcnpecc u NodbiMKM HOpPMaMn
AencTaytoLwero 3aKoHOOaTenbCcTBa Poccunckon
depepaunmn, nocneaHue 6yayT umeTb NpeobnagatoLlyto
cuny.

1.5. Tpe6oBaHMA KOH(UAEHLNANBHOCTU

YyacTHUK nnaTexHon cucteMbl 0653aH:

cTporo cobniogate ycnoBusi KOHMWUAEHLMaNbHOCTU
NHdOopMaLmuy;

He packpbiBaTb KOHMUAEHLManbHy0 MHHOpMaumio, He
noanexawlyro pasrfnaweHuio B  COOTBETCTBUMU C
TpeboBaHMAMU 3aKoHoaaTenbcTBa Poccuiickon
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Store and handle confidential information in such away
as to preventunauthorized disclosure

Take reasonable measures to protect confidential
information and treat it with at least the degree of care
with which a Payment System Participanttreats its own
confidential and proprietary information.

Disclose confidential information only to those

employees with specific need to know.

In addition, and without prejudice to the obligations of the
Payment System Participants with regard to American
Express confidential information, the Payment System
Participants shall be in compliance with article 10(1) of
the Federal Law No. 98-FZ “On commercial secrets”
dated 29 July 2004 and article 26 ofthe Federal law No.
161-FZ “Russian Law on National Payment System”
dated 27 June 2011.

1.6. Payment System Operator and American
Express Right to Monitor, Audit, Inspect and
Investigate

The Payment System Operator or American Express
may accordingto the proceduresetinthe Chapter 6 of
the American Express Payment System Rules:

Request Payment Infrastructure Service Operators
(exceptforthe Central Bank of Russian Federation) and
all Payment System Participants to provide the Payment
System Operator with financial and compliance
information, as specified in the American Express
Payment System Rules and American Express global
business and operational policies. Such details including
information on their activities should be provided to the
Payment System Operator upon the request, in ameans
defined by the Payment System Operator including but
notlimited to hard or softcopy, by mail or via electronic
mail and within the time frames defined by the Payment
System Operator.

depepaumn
OpraHoB;
XpaHUTb U  obpabaTbiBaTb  KOHMMAOEHLUUANBHYO
MHGOpMaL MO TakmM 06pa3oM, 4TOObl He JONYCTUTL ee
HeCcaH KLV OHMPOBaHHOMO pasrnaLleH us;

nnn ynoJIHOMOYEHHbIX perynupymumx

npunaraTb BCe pa3yMHble Mepbl Ans NpeaoTBpaLleHns
pasrnaweHus KoHduaeHunanbHon MWHpOPMaumMmn wu
cobntoaaTb BCe Te Mepbl MPeaoCTOPOXHOCTU, HTO U NpK

paboTte ¢ cobCTBEHHON KOH by AeH LiansHom
NHdopmMaLlmen;
npefocTaBnATb  KOHuAeHumMansHylo WHGOpMaumio

TONbKO TEM COTPYAHWMKAM, KOTOPbIM OHa HYXHa Ans
NCMOJNTHEH A CBOUX CNyxebHbIx 06s3aHHOCTEN;

B pononHeHne Kk o6s3aTenbcTBamM  YYacTHUKOB
nnaTtexHomn cuUcTembl no co6oaeHnto
KOHMUAEHUNaNbHOCTH, yKasaHHble YyacTHuwm
o6na3ytotca Takke cobniopgate TpeboaHua cT. 10(1)
dPepepanbHoro 3akoHa Ne 98-®3 o1 29.07.2004 r. «O
KOMMep4Yeckon TakHe» n cTatbn 26 PegepanbHOrO
3akoHa Ne 161-®3 ot 27.06.2011 «O HauymoHanbHom
nnaTtexHon cnctemey.

1.6. MpaBo Onepatopa nnaTeXXHOW CUCTEMbI MU
AmepukaH JKkcnpecc Ha npoBeaeHue ayaUuTOPCKUX U
npoYnx NpoBepok

Onepatop nnartexHom CcucTembl UMM  AMEPUKIH
dkcnpecc B COOTBETCTBUM C NpoLedypOW, ykazaHHOW B
maee 6 HacToawux [MpaBun nNnaTtexHOW cucTembl
AmMepurKkaH Skcnpecc nmeeT npaso:

3anNpoCUTb Y BCEX YYACTHUKOB MIaTeXHOW CUCTEMbI U
OnepaTopoB ycnyr nnatexHon MHQPacTPYKTyphbl, 3a
ncknwyeHnem LenTtpanbHoro bBaHka Poccunckon
dPepepaunn, duHaHCcOBYIO MHpoOpMauuio, a Takke
noaTeBepxaeHuss cobniogeHna [MpaBun nnaTexHon
cucteMbl AMeEpUKIH JKCnpecc B COOTBETCTBUU C
MpaBunamu nnaTexHowm cucteMbl AMEpUKIH JKCMp eccu
rno6anbHbiMM GM3HEC N OMepaLMOHHLIMM MONUTMKaMN
AmepunkaH Jkcnpecc. JaHHas nHpopMaums, Bkovas
MHMOPMaLUIO O AeATENBbHOCTM YYaCTHUKOB NNaTEXHOWM
cucTtembl, gomkHa OblTb npegocTaBneHa Onepatopy
nnaTexHon cMcTembl MO 3anpocy B popme 1 C NOMOLLLIO
cpencTs, YkazaHHbIX OnepatopoM nnaTexHOo M CUCTEMBI,
BKMtoyas npepocTaBneHune nHdopmauum B 6yMaxHOM
NN 3NEeKTPOHHOM BUAE, N0 NOYTE UK NO 3MEKTP OHHOWM
no4yte B CPOKW, ykazaHHble OnepaTtopomM MiaTexHon
CUCTEMBI.
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Conduct audits of any Payment System Participant and
Payment Infrastructure Service Operators (except for the
Central Bank of Russian Federation) upon giving a
Payment System Participantand Payment Infrastructure
Service Operator thirty (30) days advance written notice
in case or serious and/or repetitive disruption of the
operation of the American Express Payment System in
contravention ofthe American Express Payment System
Rules by either a Payment System Participant or a
Payment Infrastructure Service Operator. Should such
serious and /or repetitive disruption not be rectified in
the abovementioned notice period, the Payment System
Operator will have a rightto request an inspection by
external advisers at the expense of the respective
Payment System Participant or Payment Infrastructure
Service Operator;

Conduct regular/periodic audit of a Direct Payment
System Participant and Payment Infrastructure Service
Operators (except for the Central Bank of Russian
Federation) at their the Payment System Operator’s
expense at leaston annual basis upon giving a Payment
System Participant and Payment Infrastructure Service
Operator thirty (30) days advance written notice;

Monitor and Conduct security inspections in order to
mitigate fraud activity.

All  Payment System Participants and Payment
Infrastructure Service Operator must cooperate fully with
the Payment System Operator in an investigation or
onsite review. This cooperation includes providing
access to the premises and to all pertinent records and
releasing any information to the Payment System
Operator upon request.

1.7. A list of the payment systems with which
interaction takes place and the procedure for such
interaction

None.

1.8. Unigue Payment System Participant Reference

After successful registration of each Participantin the
American Express Payment System, the Payment
System Operator assigns a unique Organizaton
Identification Number in the range of numbers from
00001 to 99999. This unique Organization Identification
Numbers allows to uniquely identify the Participant of the
Payment System.

NPOBOAMTbL NPOBEPKN NtOOOro YyacTHMKa nnaTexHom
cucTembl n Onepatopa ycnyr  nnaTtexHowm
MHMPACTPYKTYpbl. 3a uckntodYeHnem LleHTpanbHoro
baHka Poccuiickon ®egepauun, Ha OCHO BaHUK
NMUCbMEHHOTO yBEOOMIIEH S, HanpaBfeHHOm
YyacTHUKY nnaTexHomn cnctemnl unn Oneparopy ycnyr
nnatexHoun nHpactpyktypbl 3a 30 (Tpuauate) aHewn, B
cnyyae  CyLWeECTBEHHOro  unu HeOo JH OKp aTHOM
(noBTOpStOLWErocH) HapyLlieHns Y4yacTHUKOM
nnaTtexHom CUCTEMbI WK Onepatopom ycnyr
nnaTtexHon MH@pacTpykTypbl paboTel [naTtexHon
cucteMmbl  AMepukaH  OJKCMpecc, CBA3AHHOMO C
HecobniogeHeM Mmu ycnosui lNpaeBun nnaTexHomn

cuctembl AmepukaH Jkcnpecc. B cnyyae ecru
yKasaHHOe CyLeCTBEHHOEe WNM  HEeo[HOKpaTtHoe
(noBTOpSOWIEECA)  HapylleHWe  He  YCTpaHeHo

YyacTHUKOM nnatexHon cuctembl unum OnepaTtopom
yCnyr nnatexHom WHAPacTpyKTypbl B  TeYeHue
yKasaHHOTO Bbille cpoka yBegoMneHus, To Oneparop
nnaTexHoun cmcTembl Bnpase noTpebosaTtb NpoBeaeHne
ayauta  BHEWHMMM KOHCyNbTaHTaMu  3a  c4yeT
COOTBETCTBYHIOLLEr0 Y4acTHMKA nNNnaTexHowW CUcTeMbl
nnu OnepartopaycnyrnnartexHon nHgpacTpyKTypbl;

NpoBOAMTb perynsipHble / Nepuoanyeckne npoBepki
MpaAMbIX  YyaCTHMKOB NNaTexHow CUCTEMbl U
OnepatopoB ycnyr nnarexHom MHPacTpyKkTypbl, 3a
ncknioveHnem LleHTpanbHoro bBaHka Poccuinckon
dPepepauunn, 3a cyet OnepaTopa NnaTexHon CUCTEMbI
He pexe, 4YemM OAWH pa3 B ro4, Ha OCHOBaHWM
NUCbMEHHOTO yBEeOOMIEH S, HanpaBrieHHOm
YyacTHUKY nnaTexHon cuctembl nnu Oneparopy ycnyr
nnartexHon nHdpacTpykTypbl 3a 30 (Tpnauats) AHEN;

npoBOAMTbL NpoBepku cobniogeHus mep 6esonacHocm
BO n36exaHune Crny4yaes MOLLEHHNYECKNX TP aH3aKL Ui

Bce YyacTHukm nnatexHomn cuctembl 1 Onepartopbl
yCrnyr nnaTtexHon NHMpacTp yKTypbl [0 MKH bl OKa3blBaTb
nonHoe cogenctame Onepatopy NNaTeXHOW CUCTEMbI
npy nNpoOBEAEHWW NPOBEPOK UMW PEeBU3UA B UX
nomeLleHnsx. OTO oO3HayaeT, YTO OHU [OJIKHbI
npeaocTaBnsiTb 4OCTYN K CBOMM NMOMELLEHNSIM U BCEM
OTHOCALMMCS K NpOBEPKE [OOKYMEHTaMm, a Takke
npenocTaBnsTh Nob Yo MHGOP MaL Mo, 3ar p alluv Baemyto
OnepatopomMnnaTexHom CUCTEMBI.

1.7. NepeyeHb NNATEXHbIX CUCTEM, C KOTOPbLIMU

OCyLlecTBNAAETCA B3aumoaencTtBue, U MNOPSAOK
TaKkoro B3aMmMoaencTBuA

TakoBbIX HE UMeEEeTCH.

1.8. Tlopspok npucBoeHus kKoma (Homepa),

NO3BOJIAIOLWEro 0A4HO3HA4YHO YCTAHOBUTbL Y4acTHUKA
NnaTéXxXHon cucremsbl

Mocne ycnewHon perncrpauun B NnatexHon cucteve
AmMepurkaH Jkcnpecc kaxgoro YyacTtHuka, Oneparop
nnaTtexHom CUCTEMbl MNPUCBaMBAET YHUKambHbIN
VpeHTUdUKaLMOHHBIN  HOMEp opraHusauummn B
ananasoHe yncen ot 00001 go 99999, mossonsowLmMn
OOHO3HAYHO YCTAaHOBWUTb Yy4YacTHUKA MITATEXHON
CUCTEMBI.
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Chapter 2 - Participation in the American
Express Payment System

2.1. Criteria for Direct Payment System Participants

To participate in the American Express Payment System
as a Direct Payment System Participant, the applicant
must comply with the following criteria:

Have or obtain a license from American Express;

Be able to comply with general financial soundness
principles (to be assessed at the time of obtaining a
license from American Express as well as assessed
whilst the organization holds a Payment System
Participant status) on a regular basis but, in any event,
not less than once per year or as law requires. In
reviewing such financial soundness principles the
documentation required according to the local legislation
and American Express global standards will be
examined.

Be able to execute measures (by provision of procedures
for examination) concerning the Counteraction of the
Legitimization (Anti- Money Laundering) of the Proceeds
of Crime and the Financing of Terrorism

Have the technical ability to connect to American
Express’s technology infrastructure (American Express
Global Network [AEGN]) or confirmation of the ability
and/or intent to appoint a third-party processor who will
connectto American Express’s technology infrastructure
(AEGN)

Be able to comply with bank secrecy rules and Data
Protection standards;

Be able to have a Bank Account(s) at the Settlement
Centre and follow sound settlement practices to ensure
the operational continuity of the American Express
Payment System;

Have executed the relevant addendum to its bank
accountagreementwith the Central Bank ofthe Russian
Federation, in its capacity as the Settlement Center, and
acceded to the NSPK OPCC Rules in their entirety;

Conduct their business and operations in a way judged
compatible with  American Express corporate
reputational standards, such as but not limited to,
demonstration of policies and procedures for
examination, as follows:

e Fraud and security controls

e Corporate & ethics governance

MaBa 2 - Yyactue B lnatexxHou cucteme
AmepukaH Jkcnpecc
21. Kputepun yuvactma B [lnatexHoum cucteme

AmMepukaH dkcnpecc - MpamMbie YYacTHUKU

Ons ydvactma B [natexHon cuctemMe AMEpPUKaH
Skcnpecc B kavyecTBe lMpAMOro YyacTHuKa nnartexHon
cuctembl, 3adBuMTeNb  OOMMKEH  COOTBETCTBOBATb
creayrLwmm KpuTepuam:

UmeTb nn Ll,eH3I/HOAMepI/IK3H 3Kcnpecc NInn HaxoguTcAa B
npouecce nonydeHuna nmueHanmn Amepm KaH Okcn pecc;

CooTBeTcTBOBaTbL NpUHUMNam obuen drHaHCcoBon
YCTOMYMBOCTU, OLleHKa KOTOPOM NMPOBOAUTCSA KaK Ha
MOMEHT NONYYEHNS NNLEH3UN OT AMEPMKIH DKCnpecc,
Tak U Ha perynsipHoMW OCHOBe, MOkKa oneparop Mo
nepeBody AEHEXHbIX CPeACTB sIBNSETCS YYacTHUKOM
nnaTeXxHow CUMCTEMbI, HO HE pexe 0QHOTo pa3sa B rod unm
B COOTBETCTBUM C TpeboBaHMSAMU 3aKOHOATENbLCTBA
Poccuiickon d®epepaumn. JaHHas oueHKa npoBoOAUTCS
Ha OCHOBaH UM NpPOBEP KU AOKYMEHTOB, 3an paLlyi BaeMbiX
B COOTBETCTBUM C POCCUINCKMM 3aKOHOATENbCTBOM U
rno6anbHbIMK cTaHaapTamm AMepuKaH Jkcnpecc.

MmeTb 1 cobniogaTe npoueaypbl (M NpeaocTaBnsmb KX

AN O3HAKOMIIEHWs)) WM MNpUHUMATb Mepbl MO
NpOTUBOAENCTBUIO neranusauum (oTMbIBaH MIO)
JOXOA0B, MOMYYEHHbIX MNPECTynHbIM NyTem

(PUHaHCMPOBaHWIO TEPPOPU3MA;

MMeTb TEXHMYECKyld BO3MOXHOCTb MOAKMIOYEHUS K
TeXHOMOrM4Yeckom " TeNneKoMMYH U KaLMOHHOWN
MHdpacTpyKType rnobanbHon ceTn AMepurKaH Jkcnpecc
UNun noaTBepAMTb BO3MOXHOCTb WNUM  HamepeHue
YNOJNTHOMOUUTb TPETbE NN L0 AN NOAKITIOYEH WS K TaKon
TeNneKoMMYHWUKALMOHHON MHGpPacTpyKkType AMEpUK3H
3kcnpecc;

Cobntogate TpeboBaHMSA B OTHOLWEHWM GaHKOBCKON
TalHbl U 3aLNTbI NepCOHanbHbIX AaHH bIX;

OTkpbiTb PacuyeTHbin Cyer B PacyeTHOM UeHTpe
nnaTtexHonu cuctembl U cobnogaTe CTaHAApThI
npoBeaeHuss pacyeToB B uUenax obecnedvedus
b6ecnepebonHoctn  yHKuMoHUpoBaHusa [nartexHon
cucTeMbl AMEPUKIH DKCMNPECC;

Moanucate  cooTBeTCTBYylOLLEE AononHuTensHoe
corrnaweHne Kk JgoroBopy ©6aHKOBCKOro cyeta C
LleHTpanbHbiMm  BaHkom Poccuiickon Pegepauunn,
BbinonHsAwwero ¢yHkunn PacyeTtHoro ueHTpa, w
npucoegnHutecsa k lNpasunam OlKL HCMK nytem
NPUHATUSA UX B LLENOM;

OcyllecTBNSATE CBOK AEATENbHOCTb UM onepauun B
COOTBETCTBMU C BbICOKOW AENOBOW U KOPMOpaTUBHON
penyTtauunen AMepUnKaH Okcnpecc, BKItovas
npefocTaBrieHne  COOTBETCTBYHOLUUX  BHYTPEHHMX
npouegyp U NoMUTUK, KOTOPble 3asBUTENb COBUpaeTcs
MCNosb30BaTh B CBOEN AEATENBbHOCTU U KacaroLmXCs:

e MeTogoB ¥ cnocobGoOB KOHTPOJA
MOLLUEHHMYecTBa

pucka

e KopnopaTuBHbIX CTaHAapTOB MNoBeaeHUs u
3TUKU
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e Sound Business practices

e Business strategy

2.2. Application to join the American Express
Payment System as a Direct Payment System
Participant

To participate in the American Express Payment
System, and prior to the conclusion of obtaining alicense
from American Express, the prospect must read the
American Express Payment System Rules publicly
available from Payment System Operator, NSPK OPCC
Rules and thereafter submit an American Express
Payment System application form together with all the
required documents according to section 2.1 hereof.
Submission of the application form represents
confirmation of the prospect’'s acknowledgement and
agreement to the American Express Payment System
Rules in their entirety.

The Payment System Operator shall review and
considerthe application and all attached documents and
may request additional documents and information in
orderto make the decisionon the applicant’s accession
to the American Express Payment System as a Direct
Payment System Participant. The Payment System
Operator decides whether to approve or reject the
applicant’'s accession to the American Express Payment
System as a Direct Payment System Participant and
shall notify theapplicant of such decision.

Specific provision on accession to the American
Express Payment System of money transfer
operators that at the date hereof have a licence from
American Express to act as Issuers or Acquirers
(including ATM providers) prior to theregistration of
the American Express Payment System by the
Central Bank of Russiain the register of operators of
payment systems and receipt of the Payment
System Operator of the registration certificate from
the Bank of Russia:

Accession of such Payment System Participants to the
rules shall be made pursuant to the notice sent by the
Payment System Operator and the American Express
entity with which the relevant card issuing or acquiring
(or ATM) licence has been signed,;

Such notification shall be sent after registration by the
Central Bank of Russia of the Payment System Operator
in the register ofoperators ofthe payment systems and
receipt of the registration certificate from the Central
Bank of Russia;

Accession to the rules means entering into the
contractual relationships with the Payment System
Operator and the Payment Infrastructure Service
Operators on theterms set out in theserules.

o [No6ponopsagoyHbix
6usHeca

npunHUUNoB BeaeHunA

e bBbusHec ctparernmn

2.2. MNMpoueagypa nogaym 3asiBlieHUA Ha yvyactue B
MnatexxHon cucteme AMepuKaH JKcrnpecc B
kayectBe [psiMoro YyacTtHuMKa nnaTteXXHOW CUCTEMbI

Onsa uenen yyactua B MNnaTtexHon cucteme AMepUKaH
Jkcnpecc U A0 NOMyYeHUs NUUEH3NU OT AMEpPUKaH
Okcnpecc, 3agBuTenb 06s53aH  O3HAKOMUTBCA C
MpaBunamu nnaTtexHomn cucreMbl AMEPUKIH JKCH pece,
KOTOpble MOXHO monyunTb Yy Onepatopa nnaTexHon
cuctemsbl, lMpasunamu OTKL HCIK w©n Hanpaeuts
3asiBneHme o6 yvactum B MnatexHon cucrteme
AmepunkaH Jkcnpecc B kadecTtBe lMpaAmMoro YyacTtHuka
nnaTexHonW CUCTeMbl BMeCTe C [JOKYMeHTaMu B
cooTBetcTBUYK ¢ N. 2.1 MNpaeun. HanpasneHune Takoro
3asBneHnsa aBnseTcs noareepxaeHnemM "
JoKa3aTenbCTBOM (hakTa 03HAKOMIEHUSA U cornacus ¢
MpaBunamun nnaTexHon cucteMbl AMEPUKIH JKcnpecc.
OnepaTtop nNnaTtexHOW CUCTEMbl paccMaTpuBaer
3asiBNeHMe U NpeaoCcTaBreHHble JOKYMEHTbI U MOXeT
3anpocuTb y 3asaBuTens npenocTaBneHms
OOMONHUTENbHBLIX [AOKYMEHTOB W CBedeHuW Aans
NPUHATMA peWweHnuss O MNPUCOEONHEHUN TaKoro
3aaBuTens B kadyectse MpsaMoOro YyacTHmMKa nnaTexHon
cuctembl. Onepartop nNnaTtexHon cucTeMbl NPUHUMaET
peweHne 06 ogobpeHnmn NnpucoegnHeH s 3anBuTens B
kayecTBe [lpsAMOro YyacTHuKa MnaTexHOW CUCTEMBbI,
nmbo npuHuUmaeT peweHne 06 oTkase B o0ao0OpeHun
npucoeaMHeHns 3asBuTens B kKadecTse [IpsAmoro
Y4yacTHUKa NnaTexHoW CUCTEMbl U HanpasnsieT CBoe
peLleHne 3asBUTENHO.

CneunanbHasas oOroBopka O MnpucoeAuHEHUN K
MnaTtexHon cucteme AMepukKkaH Akcnpecc
onepaTtopoB MO MNepeBOAY [AEHEeXHbIX CPeAcTs,
NONyYNBLUNX NULEH3UN OT AMEepUK3H JKcnpecc Ha
OeATeNbHOCTbL B KayecTBe JMMUTEHTa KapT Wu
OkBanepa TOProBO-CEPBUCHbIX npeanpusaTuin
(Bknoyas 3KBaMpUHr GaHKOMAaToOB) OO MOMeEHTa
peructpauum OnepaTtopa nJIaTeXXHOW CUCTEMbI
LleHTpanbHbiM 6aHkom Poccuinickon ®Pepepauum B
Peectpe onepaTtopoB MNnaTteXHbIX CUCTEM U
nonyyeHus OnepaTtopom perncTpaumMoHHOro
cBugetenbctBa baHka Poccuu:

npucoeamHeHne K ycnoBusiM HacToswmx Mpasun Tamx
Y4yacTHUKOB NNaTeXHOW CUCTEMbI OCYLLECTBNSETCA B
nopsiaKke, YCTaHOBMEHHOM YyBeAOMIIEHMEM, KOoTopoe
Hanpasnsgetca OnepaTopomM NMaTeXHOW CUCTEMbI U
KOMMaHuern rpynnsl AMepmnkaH QKCnpecc, OT KOTOPOM y
Takoro lNpsAmMoro YyactHuka nosfiydeHa NuUUEH3Ns Ha
Bbinyck  KapTt nnm BeOEeHWEe  3KBaWPWHIOBOW
OesATeNbHOCTHU;

Takoe yBefOMIIEHMEe HanpaBnseTcs nocne perncrpaumnm
OnepaTtopa nnartexHon cuctembl baHkom Poccun B
PeecTpe onepaTopoB nNnaTtexHblX CUCTEM W MONYyYeHNs
pernctpaumnoHHoro cemgetenncTea baHka Poccun;

npucoegnHeHne Kk ycnosuam [lpaBun nnartexHomn
cuctembl AMepUKaH DKCnpecc 03Ha4vaeT BCTyMnreHne B
JOrOBOpPHbIE OTHOLWeEHMSA ¢ OnepaTtopom nnaTexHon
cuctembl K1 Onepatopom ycnyr  nnaTexHou
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2.3. Suspension and Termination of American
Express Payment System membership

2.3.1. Suspension of American Express Payment
System membership

The American Express Payment System Participaton
cannotbe suspended.

2.3.2. Termination of American Express Payment
System membership

Participation in the American Express Payment System
can be terminated in one of two ways: the termination by
the Payment System Operator and upon specific request
by the Payment System Participant subject to the
provisions of clause 2.3.4. of the American Express
Payment System Rules.

Payment System Participant must remain liable for the
financial and other obligations arising fromits activity in
the American Express Payment System following
termination.

2.3.3. American Express Payment  System
Participation termination by Payment System
Operator

The Payment System Operator has therightto
terminate a Payment System Participant’'s membership
in the American Express Payment System in
accordance with clause 6.3 ofthe Payment System
Rules and American Express global business and
operational policies. The Payment System Operator has
the rightto terminate a Payment System Participant’s
membership in the American Express Payment System
if Payment System Participanthas remained inactive
during 12 month.

The momentof termination of participationin the
American Express Payment System is considered the
date of notification sentby Payment System Operator
to the Payment System Participanton termination ofits
participation in the American Express Payment System.

Participation in the American Express Payment System
is automatically terminated from the momentof the
revoke oflicense, issued by the Central Bank of Russia
to the Participant.

2.3.4. Termination by a Payment System Participant

Participation in the American Express Payment System
may be terminated upon specificrequest by the Payment
System Participant.

MHMPACTPYKTYpbl Ha ycnosusax HacTosAwmx [pasun
nnaTtexHomn cucteMmbl AMEpUKIH Jkcnpecc.

2.3. MpuocTtaHoBNeHNe U MNpekpaleHue yyactusi B
MnatexHon cucteme AMepUK3H JKcnpecc

2.3.1. MpuoctaHoBneHue y4vactms B [natexHon
cucteme AMepuK3H dKcnpecc

MpuocTtaHoBneHne yyactna B [natexHom cucrteme
AMepUKIH DKCNpecc He MPUMEHAETCS.

2.3.2. MNpekpalleHue yyactua B lNnarexxHon cucreme
AmepukaH dkcnpecc

Yyactue B lnatexHon cucteme AMeEpPUKIH JKcnpecc
MOXeT ObITb MpeKpaleHo OOHMUM M3 ABYX CMOCOOO0B:
npekpaweHne yyactuss B [lnatexHonm cucTteme
AmepukaH 3kcnpecc no wuHuumatmee OnepaTopa
nnaTexHonW CUcTeMbl M MNpekpaweHne y4vactus B
MnatexHon cucteme AMepuUKIH Jkcnpecc Mo
MHUUMaTnBe YyacTHMKa NNaTexHon CUCTEeMbl C y4ETOM
nonoxeHun n. 2.3.4. Hactodawmx lNpasmn nnarexHoun
cucteMbl AMEpUKaH JKcrnpecc.

MpekpaweHne yyacTss B NMaTexXHOW CUCTEME He
ocBoboxaaeT YyacTHMKa NNaTexHOW CucTembl OT
(DMHAHCOBbLIX U WHbIX 00653aTenbCcTB, BO3HMKLMX
BCINEeACTBUE €ro AeATEeNbHOCTU B NATEXHOW cucTeMe.

2.3.3. MNpekpalwieHune yyactua B lnatexHon cucreme
AmepukaH Jdkcnpecc no uHuuymatue Onepartopa
nnaTeXHon cucTemMbl

Yyactue B lNnatexHon cncteme AMEpPUKIH IKCMpecc
MOXeT ObITb MpekpaweHo N0  eAUHONUYHOMY
ycmoTpeHuto Onepatopa nnaTtexHonW CUCTeMbl B
COOTBETCTBMM C N. 6.3 HacTosAwmx MpaBun nnarexHon
cucteMbl AMEPUKIH Qkcnpeccu rnobanbHbIMM GU3HEC 1
OnepaumoHHbIMA NONUTUKaMNU AMEPUKIH Jkcnpecc.
YyacTtne B MNnaTtexHon cucteme AMEPUKIH OKCnpecc
MOXeT ObiTb NpekpaweHo N0  eAUuHONUYHOMY
ycmoTpeHuto OnepaTtopa nnaTexHown CUCTEMbI B ClyYae
OTCYTCTBUSI OMeEepaLunii No NepeBoay AEHEXHbIX CPeacTs
B TeyeHue 12 mecses.

MomMeHTOM npekpaweHus y4yacTuss B NNaTeXHON
cucTeMe SABMSIETCS AaTa MNoJlyYeHUs yBeOOMIEeHUs!
COOTBETCTBYHOLWMM YYaCTHUKOM, €Crv MHasi Jata He
yKkasaHa B yBeJoMIneHuun, Hanpaensemom Oneparopom
nnaTexHom CUCTEMbI YHACTHUKY NNATEXHO W CUCTEMbI O
npekpaweHum ero y4yactns B [llnatexHon cucrteme
AmepunkaH dkcnpecc.

Yuactne B lNnatexHon cucteMe AMEPUKIH DKCMpecc

aBTOMaTM4Yeckn NnpekpawaeTcs ¢ MOMeHTa OT3blBa Yy
Y4yacTHUKa nuueH3nn, BbiaaHHon baHkom Poccun.

2.3.4. MNpekpalweHune yyactua B lNnaTtexHon cucreme
AmMepuKkaH JKcnpecc NO MHUUMATUBE Y4yacTHUKa
nnaTteXHou cucrtemsbl

Yyactue B lnatexHon cuctemMe AMEPUKIH IKCMpecc
MOXeT ObITb NpeKkpaLleHo J06pPOBObHO HAa OCHOBaHMK
COOTBETCTBYIOLLEro 3anpoca Y4yacTHWKa nnaTexHown
CUCTeMbI.

25



lpasuna nnamexHol cucmembl AMePUKIH SKcrpecc

American Express Payment System Rules

In order to voluntarily terminate as a Participant, the
Participant must give written notice with a minimum
period of 30 days addressed to the Payment System
Operator by registered or certified mail, return receipt
requested, or by personal or reputable courier service.
The moment of termination of a Payment System
Participant’s participation in the American Express
Payment System is considered the date of the
notification ontermination of its participation received by
Payment System Operator, unless any other date is
indicated by Participantin notification.

2.4. Payment System Participant Responsibilities to
their Customers

All Payment System Participants shall service their
customers in accordance with the terms and conditons
ofthelicenceissued by American and in accordance with
the applicable law of the country of incorporation of the
Payment System Participantand in accordance with the
terms and conditions of agreements made between the
Payment System Participants and their customers.

In the process of providing services to their customers,
Payment System Participants shall fulfil the following
requirements:

e Provide network of payment terminals that
accepts American Express Cards in merchants
with which the Participant has entered into an
American Express Card Services Agreement.
and/or ATMs

A Payment System Participant Acquirer will ensure that
their merchant locations submit details of completed
transactions in accordance with the respective terms and
conditions ofthe agreements made.

A Payment System Participant Acquirer will be
responsible for the disbursement of payments for
completed transactionsto their merchants in accordance
with the terms and conditions of the respective
agreements.

A Payment System Participant providing ATM services
will ensure that the network of ATM’s at their locations is
able to accept American Express payment card
transactions during their hours of operation so that such
transactions can be routed to the Payment System
ParticipantIssuer for authorisation.

B uensax npekpaweHus yyactua B [NnatexHon cnucreme
AMepurKkaH Jkcnpecc, YYacTHUKY NnaTexHOoW CUCTEMbI
Heobxogumo HanpaeuTb OnepaTopy nnaTexHon
CUCTEMbI MMCbMEHHOE YBEJOMIIEHNE HE MEHEE YEM 3a

30 (Tpupuatb) gHeW [0 OaTthl  Mpeanofiaraemoro
npekpaweHus yyacTusi 3aka3HbiM  MUCbMOM C
yBEOOMIIEHUEM O  BPYYEHUU, UNU  [OCTaBKOWA
COOCTBEHHbLIM KypbepoM, WNW [OOCTaBKOW uyepes
N3BECTHYO KypbepcKkyto  cnyxoy. MomeHToM
npekpaweHuna yyactus B [lnatexHon cucteme
AMepunkaH OJkcnpecc dBnsieTca Jata MNoNyuYeHus

OnepaTtopoM NfaTexHOW CUCTEMbl YBEOOMNEHUS OT
YyacTHuKa, ecnn nHasa gata He ykasaHa Y4YacTHUKOM B
yBEJOMIEHUMN.

2.4. OTBeTCTBEHHOCTb YYacTHMKOB nnaTeXHou
cuUcTeMbl nepen UX KNMeHTamm
Bce Y4YyacTHUKN NnaTtexHoOW CUCTEMblI OKa3sbiBalT

yCnyrv CBOMM KIIMeHTaM B COOTBETCTBMU C YCIO BUSIMU
NUUEH3Nn, NpegocTaBrneHHoOM AMEpUKaH DKcnpece n B
COOTBETCTBUM C MPUMEHUMbIM 3aKOHOJATENbCTBOM
CTpaHbl MecTa permcTpaumMmn YyacTHMKa nnaTexHon
cuCTEMBI, KacalwmymMmcs TMNa(TuNoB) UX y4acTus, U B
COOTBETCTBUU C YCNOBUSIMMU JOTOBOPOB, 3aKMHOYEH HbIX
mexgy YyacTHMKamu nnaTexHoW cuctembl M KX
KNneHTamm.

B xope okasaHus ycnyr CBOMM KNMeHTam Y4acTHUKN
nnatexHoun cuctembl 06a3aHbl cobniogaTe cnegyowme
TpeboBaHus:

e O6ecneynTb CeTb NMATEXHbIX TEPMMUHAamNoB,
npUHUMaKLMX K ob6CnyxuBaHW KapThbl
AmepukaH 3kcnpecc B TOProBO-CEPBUCHbIX
NpeanpusTusix, ¢ KOTopbiMu Yy  Y4yacTHUKa
3akntodeHbl [loroBopbl 06CnyxvMBaHWUa KapT
AmepurkaH Jkcnpecc n/unmbaHkomatos

YyacTHUK nnaTexHon cuctembl-akBanep obecneunsaer
nepegavy CBOMMMU TOProBO-CEPBUCHBIMU
npeanpuatusMu cBegeHnmn o] 3aBep LUEHHbIX
TpaH3aKkuMsax B COOTBETCTBUYN C YCIOBUAMM OO 0BOPOB,
3aKMOYEHHbIX C TOProBO-CEp BUCH bIMM M PEANn pusTUaIMm;

YYacTHUK  nnaTtexHoW  CUCTEMbI-IKBaMep HeceT
OTBETCTBEHHOCTb 3a MepevucrieHMe nnatexen no
3aBepLUEHHbIM  TpaH3akuMsM  CBOUM  TOProBO-
CEPBUCHbLIM NpeanpusaTMSM B COOTBETCTBUU C
YyCINOBUSIMU COOTBETCTBYIOLLMX JOFOBO POB;

Y4yacTHUK, npeaocTaBnsAoLWmnn ycnym no
obcnyxmBaHuio pepxartener Kapt B 6GaHkomarax,
obecneynBaeT cnocobHOCTbL ceTn GaHKOMATOB B CBOMX
To4kax obcnyxueaHns npuHuMatb KapTel AmMepuksH
JKkcnpecc Ans 0CyLecTBNEHUS TpaH3akUMin No HUM B
TeyeHne Bcero paboyero BpPEMEHU TakMx Toudek
obcnyxmBaHua gnss obecnevyeHuss mapLupyTM3aumm
TpaH3aKLMM YYaCTHUKY NMNaTeXHOW CUCTEMbI -3MUTEHTY
ans ABTopu3sauuu;

26



lpasuna nnamexHol cucmembl AMePUKIH SKcrpecc

American Express Payment System Rules

A Payment System Participant Issuer will ensure that
transactions initiated by  American Express
cardmembers at merchant locations or through ATMs
are validated and appropriate authorisation decisions are
provided in a timely manner during their hours of
operation.

A Payment System Participant Issuer will ensure that
their cardmembers are advised of completed
transactions in accordance with the terms and conditons
of agreements made with their cardmembers.

A Payment System ParticipantIssuer will be responsible
forthe collection of payments from their cardmembers in
accordance with theterms and conditions of agreements
made with their cardmembers.

Y4YacTHUK NNaTeXHOW CUCTEMbI-OMUTEHT 0becnednBaer
NpoOBEpKy U Bblgayy COOTBETCTBYHLIMX pELIEHUN 06
ABTOpM3aL UK B OTHOLLUEHUYU TpaH3akumin,
MHULUWMPOBAHHBIX AepXaTensMy nnaTexHblx KapT B
TOProBO-CEPBUCHBIX Npean puaTusax unu 6aHkoMmartax, Ha
CBOEBPEMEHHOW OCHOBE B Te4eHMe paboyero BpemMeHu;

Y4yacTHUK NnaTexHon CUCTEMbI-aMUTEHT 06ecneynBaer
MHOpMUpoOBaHMe aepxatenen KapT, aMUTUpP OBaHHbIX
TakMM  Y4YaCTHMKOM  NNaTeXHOW  CUCTEMbl, O
3aBEpPLUEHHbIX TpaH3akumax B COOTBETCTBUM C
yCNoBUSIMY JOTOBOPOB, 3aKMIOYEH HbIX C AepXKaTensmu
KapT, aMnTMpoOBaHHbIX TAKNUM YYACTHUKOM NIiaTexHon
CUCTEMBI;

Y4YyaCTHUK  NnaTteXHom CUCTEMbI-OMUTEHT HeceT
OTBETCTBEHHOCTb 3a B3aMMaHuMe nnaTtexen c
aepxatenen KapTt, aMUTUPOBAHHbLIX TAKUM YYaCTHUKOM
nnaTexHom CUCTEMbI, B COOTBETCTBUM C YC/IOBUSMU

OOroBopoOB, 3aKMWYeHHbIX C gepXxatenamu KapT,
OMUTUPOBAHHbLIX TaKUM YYyacTHUKOM  nnaTexHou
CUCTEMDI.
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Chapter 3 - Procedure for engaging Payment
Infrastructure  Service  Operators and
maintenance of the list thereof

3.1. Procedure for engaging and requirements for
Payment InfrastructureService Operators

The Payment System Operator engages alegal entity as
the Operational Center in accordance with an agreement
for rendering operational services concluded between
the Payment System Operator and such entity. The
Operations Center renders operational services in
accordance with the AEPS Rules and respective
agreement.

The Payment System Operator engages alegal entity as
the Payment Clearing Center in accordance with an
agreement for rendering payment clearing services
concluded between the Payment System Operator and
such entity.

The Payment Clearing Center renders payment clearing
services in accordance with the AEPS Rules and
respective agreement.

The Payment System Operator engages alegal entity as
the Payment Clearing Center in accordance with an
agreement of settlement service and intraday settlement
on the territory of Russian Federation on money
transfers using international cards under American
Express trademark.

Payment Infrastructure Service Operators engaged by
the Payment System Operator must be able to provide
for uninterrupted functioning of the American Express
Payment System in Russia. For this purpose, the
Operations Centre and the Payment Clearing Centre
must have back-up facilities fromwhich all services may
be provided if primary facilities go down.

Payment Infrastructure Service Operators must be able
to ensure the restoring the proper functioning of the
payment system within the period notlater than 2 hours
from the moment of suspension (termination) of
services;.

The Settlement Centre must be able to remedy any
business interruption within maximum one calendar day
and have the adequate technological background which
guarantees American Express Payment System
business continuity.

Maea 3 - Nopagok npusBneyveHnsa OnepartopoB
ycnyr nnaTéxxXHon nHpacTpyKTypbl BeOeHus

nepeyHsi OnepaTtopoB ycnyr nNnaTéxXxHomn
MH(paCTPYKTYpbI
3.1. lMopsagok npuBneyYeHNA u TpebGoBaHUA K

Oneparopam ycnyr nnaTéXHou MH(PaCTPYKTypbl

Onepatop nnaTtéxHoun cucTeMbl npusnexkaer
ropuanyeckoe nmuo B kavectse OnepaumnoHHOro L eHTpa
B COOTBETCTBUM C JOFOBOPOM, NpedycMaTtpvBatoLmm
OKasaHue onepaumOoHHbIX YCIYT, 3aKio4aeMbIiM Mexay
OnepaTopoM NNaTeXHOW  CUCTEMbI U TakuUMm
opugnydeckum  nuuyom.  OnepaunoHHbIn LLeHTp
OKasblBaeT OMepauunoHHbIe YCryrM B COOTBETCTBUM C
MpaBunamun nnaTexHomn cucteMbl AMEPUKIH DKCMpeccu
COOTBETCTBYIOLMM AOFOBOPOM.

Onepatop  nnatexHomn cucTemsl npuenekaer
lopuanyeckoe nuuo B KayectBe  [nartexHoro
KIMPUHIOBOrO LIeHTpa B COOTBETCTBMU C AOTOBOPOM,
npegycMaTpuBaloWwmMM oKa3aHue Yycryr nnaTexHoro
KNUpUHra, 3akniovaembim  Mmexgy  Onepartopom
NnaTeXHon CUCTEMbI M TaKUM HOPUONYHECKUM FTULO M.

MnaTexHblii KIMUPUHIOBLIA LEHTP OKa3blBaeT ycrym
NnaTexHoro KNMpuHra B COOTBETCTBMM € [MpaBunamm

nnarexHon cuctembl AMEPUKIH  Jkcnpecc u
COOTBETCTBYOLWMM JOTOBOPOM.
Onepatop nnarexHomn cucTembl npuBnekaer

ropuanyeckoe nNuMuUo B kadectBe PacyeTHOro LeHTpa B
COOTBETCTBMM C AOFOBOPOM OKa3aHU S pacHeTHbIX yCryr
n obecneyeHns BHYTPUMOHEBHOro pacyera Mo
ocywectensgeMbiM Ha  Tepputopunm Poccuiickon
depgepaunn  nepeBodam  LOEHEXHbIX CPeACcTB, He
ABMNSAWMXCA TPaAHCIPaHUYHbIMU, C UCMONb30BaHNEM
MeXOyHapOoOHbIX NNaTeXHbIX KapT NoA TOBapHbIMU
3Hakamu (3Hakamm o6 cnyxunBaHua) AMepmKkaH Jkenpece

n [MpaBunamm nnartexHon cuUcteMbl AMEpUKdH
Skecnpecc.
Onepatopbl ycnyr nnaTtéxHou WHQPaCcTPYKTyphl,

npuenedeHHole OnepaTtopomM NNaTéXHOW CUCTEMBI,
OOIKHbI ObITb cNOCcoBHbI 06ecneunTb 6ecnepeboliHoe
dYyHKUMOHNPOBaHUe MnaTtéxHon cuctembl AmMepuKaH
Okcnpecc B Poccun. na aton uenn OnepauymoHHbIN
LeHTp u [lnaTtexHbli KNUPUHFOBLIN LEHTP OO0 DHHbI
UMeTb  pe3epBHYH CUCTeMy, KoTopas MoXeT
MCNonb30BaTbCA AN MNpedocTaBNeHWsa  MOJTHOM
obbema ycnyr B crny4yae, ecriv OCHOBHblE CUCTEMbI
HEeOOCTYMHbI.

Onepatopbl ycnyr nnatéxHon uHdpacTp yKrypbl
OO TKHbI ObITb B COCTOSIHUK obecnews
BOCCTaHOBIIEHNEe Haanexawiero @yHKLNOHMPOBaHUS
nraTtexHom cucTembl B CPOK HE no3gHee 2 4acoB C
MOMEHTa NPUOCTAaHOBINEHNS (NPeKpaLleH ns) OKasaHusi
ycnyr.

PacyéTHbIN LeHTp AoeH BbiTb B COCTOSIHUM YCTPaHUTL
cbon B npegocTaBneHuMM ycryr B TeYeHUe OAHOro
KaneHOapHoro  OHs 7 MMeTb  JOCTaTo4Hoe
TexHonornyeckoe obecneyeHne, rapaHTMpyoLee
6ecnepebonHOCTb  (PyHKUMOHUPOBaHMA [naTexHown
cucteMbl AMEpUKIH JKCrpecc.
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Payment Infrastructure Service Operators may not Onepartopbl ycnyr nnaTexHOW WHMPaCcTPYKTypbl He

unilaterally suspend (terminate) their payment BnpaBe B OAHOCTOPOHHEM MOPSAAKE MPMOCTaHaBnMBaTb

infrastructure services to the Payment System (npekpawatb) oKasaHune ycnyr nnaTexHoun

Participants and their clients. MHMPACTPYKTYpbl YHacTHUKaM MaTtexHON CUCTEMbI U
UX KMeHTaMm.

The Operational Center and Payment Clearing OnepauuoHHbIN LeHTp u MnatexHbit KnupuHroBbin

Center must: LLeHTP AOMMXKHbI:

Use UFEBM Book formats when exchanging
information with the Settlement Center

Implement control procedures in respect of a net
position register before it is sent to the Settlement
Center

While rendering Operational services and Payment
Clearing services, performthe control procedures in
respect of each Domestic Transaction in order to
verify its compliance with Payment System Rules
and other documents promulgated by Payment
System Operator or other third parties engaged by
the Operational Center and/or Payment Clearing
Center as required by the agreement between the
Operational Center and Payment Clearing Center
and the Payment System Operator; for that
respective sections of the aforesaid agreement
constitute the instruction of the Payment System
Operator towards the Operational Center and
Payment Clearing Center for the fulfilment of control
procedures in respect of compliance with the
Payment System Rules as required in article 15.5(1)
of the Federal law No. 161-FZ “Russian Law on
National Payment System” dated 27 June 2011

Suspend Operational and Payment Clearing
services provided to a Payment System Participant
with an Uncovered Payment Clearing position and to
the Payment System Operator with respect to such
Payment System Participant, and promptly notify the
Settlement Center and the Payment System
Operator accordingly

Resume the Operational and Payment Clearing
services to a Payment System Participant with an
Uncovered Payment Clearing position and to the
Payment System Operator with respect to such
Payment System Participant, as of the receipt from
the Settlement Center of a notification or receiptof a
notice that the services to such Payment System
Participanthave been resumed, and promptly noffy
the Settlement Center and Payment System
Operator accordingly unless such Payment System
Participant’s participation in the payment system has
been terminated and/or suspended, or the Payment
System Operator has delivered a notice to the
Operational Center and Payment Clearing Center
with respect to termination and/or suspension of
Authorization Request processing and/or termination
and/or suspension of Payment Clearing Services for
funds transfers on any payment cards issued with
the defined BIN(s) and/or to block the funds transfers
made Payment System Participant-Acquirer

ucnonb3oBatb opmatel Anbboma YOIBEC npu
obmeHe nHhopmaumen ¢c Pac4eTHbIM LEHTPOM;

OCYLLEeCTBNATbL NpoLueaypbl KOHTPONS peecTpa
HEeTTO-No3NuUMA 4O ero HanpaeneHuns B PacyeTHbin
LeHTp;

B pamKax okasaHWs onepauMOHHbIX YCNyr v ycnyr
MnaTtexHoro KnupuHra ocywecTsnaTe npoueaypbl
KOHTPONSA B OTHOLIEHMWU Kaxgow onepaumm Ha
Tepputopun Poccuinckon depepaunmun C LenNbio
KOHTponsa cooTBeTcTBUA TpebosaHuam [lpasun
nnaTexHon CUMCTEMBI, @ TAKXKE NMPOYNX JOKYMEHTOB,
yKka3aHHbIx OnepaTopom nnaTexHon cucrembl nmbo

npo4vynmm CTOPOHHUMU KOMMaHunamu,
npuelevyeHHbIMU OI'IepaLI,VIOHHbIM LEeHTPOM ninm
[MnarexHbim KJ'IMpI/IHFOBbIM LEeHTPOM B

COOTBETCTBMW C YCNOBUSIMW [JOroBOpa Mexagy
OnepauynoHHbIM LEHTPOM, MnatexHbiM
KnupuHroesim LieHTpoM n Onepatopom nnaTexHoun
CUCTEMbI; MPY 3TOM COOTBETCTBYHOLLME MOITIOXEHNS
BblLLIEYKa3aHHOTO J0roBOpa NpPeAcTaBnstoT cobon
pacnopsikeHne Oneparopa NnnaTexHon CUCTEMbI B
agpec OnepauuoHHoOro ueHTpa u [naTexHoro
KnupuHroeoro  ueHTpa NPUMEHUTENbHO K
OCYLLeCTBNEHM0  npouedypbl KOHTpoOns  3a
cobniogeHnem [llpaBun nnaTexHoOW CUCTEMbI B
cooTBeTCTBMM C TpebGoBaHuamu ctaten 15.5(1)
denepanbHOro 3akoHa oT 27.06.2011 Ne 161-93 «O
HaUMOHanbHON NNaTeXHO M CUCTEME»
NPUOCTaAHOBUTbL OKa3aHMe Onepau oOHHbIX YCIyr 1
yenyrMnatexHoro KnupuHra Y4acTHUKY nnaTexHomn
cuctembl ¢ HenokpbiTon MNnatexHon KnupuHroson
nosuumen u Onepatopy NNaTeXHoOW CUCTEMbI B
OTHOLUEHWUM TaKoro Y4acTHUKA N1aTEXHON CUCTEMBI,
a Takke HesamegnuTenbHO MHGOpMUpoBaTb 00
aTom PacuyeTHbii ueHTp 1 OnepaTopa nnatexHon
CUcTeMbl;

BO30OHOBUTb OKasaHMEe OMepauuOoOHHbIX YCIyr u
yenyrlnatexHoro KnnpuHra Y4acTHUKY nnaTexHon
cuctembl ¢ HenokpbiTon MnaTtexHon KnupurHroson
nosnumnen u Onepatopy NNaTexXHoOW CUCTEMbI B
OTHOLUEHWUM TaKoTo Y4YacTHUKa NNaTeXHON CucTeMbl
coO pHSa nonyyeHus oT PacuyetHoro wueHTpa
yBegoMneHus unu nonydeHms ot Onepatopa
nnaTexHomn cucTembl MHGOpMaLmm o]
BO30OHOBMNEHUM NPEeAOCTaBNEHUSA YCNyr AaHHOMY
Y4yacTHUKY NnaTtexHOW CUCTEMbI; NpU  3TOM
Heob6xoanmo He3ameanuTernbHO
npouHpopMmpoBaTb 06 3TOM PacuyeTHbIA LEeHTp U
Onepatopa nnatexHon cuctemMbl (3a MCKHOYEHNEM
cnyvaeB, eCnu yyacTue Takoro Y4yacTHuKa B
nnaTexHomn cncreme ObINO NpekpaweHo, nnbo B
cnyvyae HanpaeneHus OnepaTopoM nnaTexHon
cuctembl  OnepaunmoHHomy 1 [naTexHomy
KnupuHrosomy LieHTpy yBEAOMIEHMS B OTHO LLEHWN
Takoro YyacTHuka nnaTexHomn CUCTEMBI,
Kacalllerocsi npekpaweHns npuema 3anpocoB
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indicating the reasons for termination and/or
suspensionand/or termination and/or suspension of
Authorization request processing and/or termination
and/or suspension of Payment Clearing Services for
funds transfers made by the specified Payment
System Participant indicating the reasons for
termination and/or suspension

Stop accepting, without any additional instruction of
the Payment System Operator, any Authorization
Requests with respectto transfers carried out by the
Payment System Participant, whose banking license
has been withdrawn by the Central Bank of the
Russian Federation

At the Payment System Operator's request, suspend
(terminate) acceptance of Authorization Requests
and/or Payment Clearing in respect of fund transfers
with the use of a Payment card issued with a
particular PAN, fund transfers with the use of
Payment card issued with a particular BIN or BINs
and/or fund transfers made with a particular
Payment System Participant-Acquirer BIN or BINs,
or fund transfers made as the Payment System
Participant-Issuer or Payment System Participant-
Acquirer .

The Settlement Center must:

Act as a Central payment clearing counterparty
within the payment system

Use UFEBM Book formats to exchange information
with the Operational Center and Payment Clearing
Center

Accept from the Payment Clearing Center, the Net
position register composed for each Payment
Clearing period, as defined in the NSPK OPCC
Rules

When accepting a Net position register for executon,
perform the control procedures with respect to Net
positions register stipulated by the UFEBM Book;

Draw up collection orders or payment orders based
on Net positionregistersaccepted for execution;

ABTOpM3aunu u (Mnu) ocywecTteneHus MNnarexdHoro
KnupuHranonepesogam ¢ MCNonb30BaHMEM JTHObIX
nnaTexXHbIX Kap T, BbIMYLLEHHbIX M0 0N peaeneHHbIM
HOMepOM nnm HoMepamu BaHkoBckoro
MpeHtndmkaumonHoro Homepa (BWHa), n (1nm)
nepesojamM, OCyLLECTBMSEMbIM C OMpeaerieHHbIM
HomMepoM wunu Homepamum BWH  YyactHuka
nnaTexHon cucTembl- OKBampepa, C YyKasaHuem
NMPUYNH Takoro NMpPUOCTaHOBEHUSA (NpPeKpaLleHnsl),
nnbo npuocraHoBneHve (NpekpawleHue) npuemMa
3anpocoB ABTOpU3auun u (Mnm) ocCyLIeCTBIEHNS
MnatexHoro Knupuura no nepesojam,
OCYLLEeCTBNSAEMbIM B KayecTBe  Y4yacTHUKa
nnaTtexHom CUCTEMbI-OMUTEHTa MAU Y4YacTHWKa
nnaTexHon cucTembl-OKBanpepa OnpeneneHHbM
YYyacTHMKOM NNaTexHoh CUCTEMbl C YyKasaHWeM
NPUYNH TAKOTO NPUOCTAHOBIEH U (NpeKpaLLeHus);
0e3 gononHuTeNnbHbIX yBegoMneHnii ot Oneparopa
nnaTtexHomn CMCTEMbl NPEKpaTUTb MPUeEM 3anpocoB
ABTOpM3auMun NO NepeBoAaM AEHEXHbIX cpeacTs
ansa Y4YyacTHUKOB NJlaTEXHOW cUCTEMbI , 0aHKOBCKas
NUUEH3Nsa KOTopbIX Gbina oTo3eaHa LieHTpanbHbIM
Bankom Poccuiickon ®epepaumu;

no 3anpocy Onepatopa nnaTteXHOW CUCTEMBbI,
NPUOCTaHOBUTb (npekpaTtnTb) npuem
ABTOPU3aALNOHHBIX 3anpOCOB WM/MNu coobLeHnin
MnaTtexHoro KnupuHra no nepeBogam OEHEXHbIX
cpeacTB ¢ MNnatexHbiMyu KapTamu, BbIMYLIEHHbIX C
onpeaeneHHbiMM Homepamu cyetoB (PAN), nubo ¢
ncnonb3oBaHue MnaTtexHblX KapT, BbIMYLWEHHbIX B
pamMkKax OOHOro MM HEeCKoNbkMX BaHKoBCKX
MoeHTndmkaymoHHbix Homepos (BWHoB), nmbo
nepeesoAbl No onpegeneHHomy bBaHkoBckomy
WoeHTndmkaumoHHomy  Homepy/oB  (BUHy/oB)
YyacTHUKa nnaTtexHon cuctembl-OkBarepa, nmbo
NpPoYNX NePeBOLOB AEHEXHbIX CpeacTB YyacTHUKA
NnaTteXXHom CUCTEMbI-OMUTEHTA UNM Y4yacTHUKA
nnaTexHon cucTembl-OKBanepa;

PacyeTHbIN LEHTP AOJKEH:

BbiCTynaTb B kayecTBe LleHTpanbHOro nnaTexHoro
KNUPUHTOBOro KOHTpareHTa B pamMKax niaTexHoun
cUcCTeMbI;

ncnonb3oBaTb opmatbl Anbboma YPIEC npu
obmeHe nHdopmaumein ¢ OnepaLMoHHBIM LLEHTPOM
n MNnatexHbiM KNMPpUHIoBbIM LLEHTPOM;

npuHuMmaTb PeecTp HETTO-NO03ML NN, COCTaBNEHHbIN
3a Kaxgbln KnupuHrosbli nepuod, oT NnatexHoro
KnupuHroBoro uLeHTpa B  COOTBETCTBMM C
TpeboBaHusamu Mpasun OMKL HCIK;

BbINOSIHATE Npoueaypbl KOHTpona Peectpa HeTTO-
nosuumn npu npueme Peectpa HETTO-NO3ULUNA K
NCMONHEHMI0 B cOOTBETCTBMU C AnbGoMom YOIBC;

cocTaBnATb nnaTexHble nopyveHus unm
MHKaCCOBbIE MOPYYEHMS HA OCHOBAH UM MPUHATLIX K
ncnonHeHuo PeectpoB HETTO-N0O3ULMIA;
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- Upon the Payment System Operator’'s request,
provide the Payment System Operator with
information relating to net position registers
accepted for execution and collection orders or
payment orders drawn up on the basis thereof; the
Payment System  Operator performs its
compensation obligation and for the purposes of
implementation of the Payment System Operator’s
creditor rights the Payment System Participant with
respectto the compensation obligation

- Manage risks relating to the provision of Settlement
services, including interaction with the Operational
Center and Payment Clearing Center

- Ensure continuity of the provision of Settlement
services and information security pursuant to the
requirements of the laws of the Russian Federation,
including regulations of the Central Bank of the
Russian Federation.

Payment System Operator may, if it so elects, further
specify the terms of Operational Services, Payment
Clearing services, or Settlement services through
Operational services agreements, Payment Clearing
services agreements, Settlement agreements, or other
agreements as agreed with the Payment Infrastructure
Servicers.

The Operational Center and Payment Clearing Center
must manage all risks within the payment system,
relating to the provision of Operational and Payment
Clearing services.

The Operational Center and Payment Clearing Center
are directly responsible and liable to Payment System
Participants, for any disruptionsor other failures relating
to the Operational and Payment Clearing services.

The Settlement Center must manage all risks within the
payment system, relating to the provision of Settlement
services. The Settlement Center is directly responsible
and liableto Payment System Participants for:

- Any disruptions or other failures relating to the
provision of Settlement services

- Failure to perform timely Settlement within the
American Express Payment system.

3.2. Banking Secrecy Provision

The Operations Centre, the Payment Clearing Centre,
the Central Payment Clearing Counterparty and the
Settlement Centre may notdisclose data on transactions
and accounts of the Payment System Participants and
their clients, obtained through rendering of operational,
clearing and settlement services to the Payment System
Participants, except data transfer within the American
Express Payment System and instances provided for by
the federal laws.

- obecneuynsaTtb

- nwobble cbon B

- no 3anpocy Onepatopa nnaTtexHoOW CUCTEMbI

npenocTaBnATb WMHGOPMaUMID O MPUHATBIX K
MUCMONTHEHUWIO  peecTpax HETTO-No3NUMNn  n”
COCTaBMNEHHbIX HAa OCHOBaHWM TakMX PeEecTpoB
NnaTeXHbIX MOPYYEHUIA UM NHKACCOBLIX MOP YHEHWUI
(HaocHoOBaHUK TakMXx AaHHbIX OnepaTop NnaTexHomn
cucTembl BbIMONHAET ob6asaTenbCcTBa no
BO3MELLEHUI0 [OEHEeXHbIX CpeacTB M MCMOMHseT
npaBo KpeauTopa B OTHOLWEHWW YyacTHUKA
nnaTtexHown cMcTeMbl MO TAKOMY BO3MELLEHUIO);

- OCyLWeCTBNATb ynpaBiieHne pnckamun, CBA3aH HbiIMA

C npeaocTaBneHnemM pacyeTHbIX YCNyr, BKko4vas
B3aumogencTeme ¢ OnepaunoHHbIM LIEHTPOM W
MnatexHbiM KNMPUHTOBLIM LLEHTPOM;

6ecnepebonHOCTb OoKasaHus
pacyeTHbIX yenyr " NHGO P MaLMOHHYIO
0e3onacHoCTb B COOTBETCTBMM TpeboBaHMsAMM
3aKkoHopaaTenbcTBa Poccunckon degepaumnn, B Tom
yucne HopMatMBHbIMKM akTamu LleHTpanbHoro
BbaHka Poccuickoin Pegepannn.

JononHutenbHble ycrnosus npenocTaBneHus
onepauuoHHbIX ycnyr, NnaTtexHbix KnupuHrosbix ycnyr,
a TaKkKe pacyeTHbIX YCrnyr MOryT ObiTb OMpeaeneHsbl
OnepaTtopom NnaTexHon CUCTEMbI B COOTBETCTBY HOLLMX
JOroBopax Ha NpeaoCcTaBreHne onepauoHHbIX YCIT,
ycnyr MnatexHoro KnupwuHra, pacyeTHbIX yCnyr, a Takke
nobbIX AOpyrMx poroBopax Mo COrnacoBaHWio C
OnepaTopamu ycryr nnatexHomn uHpacTpyKTypbl.

OnepaumnoHHbI LeHTp W lnatexHbin KnnpuHroebii
LEeHTP OCYLIECTBNSOT yNpaBleHUe BCEMU puUCKaMy,
CBSA3aHHbIMY C NpeaoCcTaBeHneEM OnepaL Mo HHbIN yCryr
n ycnyr MNnatexHoro KnupuHra B pamkax nnartexHown
cUCTeMbl.

OnepaunoHHbI LeHTp U lMnatexHbin KnupuHrossin
LEeHTp HecyT OTBETCTBEHHOCTb mepen Y4acTHUKamm
nnaTtexHom cuctembl  3a nobble cbon B
npegocTaBneHnn U 32 He npegocTaBneHune
onepauunoHHbIxycnyru ycnyr NMnatexHoro KnupwuHra.
PacyeTHbIN LLEHTP OCYLUECTBMSIET yNpaBneHne Bcemu
puckamm, CBA3aHHbIMW C NpeaoCcTaBeH eM pacyeTHbIX
ycnyr. PacyeTHbI LEHTp HeceT 0 TBETCTBEHHOCTb Nepen,
YyacTHUKaMu nnatexHom CUcTeMbl 3a:

npegocTtaeneHnn wun  3a
npegocTaBiieHNe pacyYeTHbIX YCNyT;

He-

- CBOEBpEMEHHOe MpoBeAeHMe pacyeToB B paMKax

[MnatexHon cunctembl AMEpUKaIH SKcnpecc.

3.2. CobniogeHne 6aHKOBCKOM TalHbI

OnepauuoHHbIi UeHTp, [MnaTtexHbln  KNUPUHIOBbLIA
ueHTp, LeHTpanbHbIn nNnaTexHbii  KNMPUHIOBLIA
KOHTpareHT n PacyeTHbIn LEHTP He  OOJIKHbI

packpbiBaTb MHGOpMauuio 06 onepauusax n cyertax
YYacTHUKOB NNaTeXHOW CUCTEMbI U WX KINEHTOB,
NONy4YeHHyI0 B pe3ynbTaTe okaszaHWUs OMepaLlnoHHbIX,
KIMUPUHIOBBLIX WX  pacyeTHbIX Ycnyr Y4yacTHUKam
nnaTexHomn CMCTEMbI, KPOMe Cryyaes nepeaavm AaHHbIX
BHYTpM MnatexHomn cuctembl AMEpUKIH DKCNpece unm,
Korga nHoe npeaycMoTpeHo deaeparnbHbIMM 3aKOHaMM.
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3.3. Maintenance of the List of

Infrastructure Service Operators

Payment

The Payment System Operator shall maintain the list of
Payment Infrastructure Service Operators engaged by it
Thelistis maintained in writing and held on the premises
of the Payment System Operator.

Any addition or deletion of a Payment Infrastructure
Service Operator should be reflected in the list within one
month after such change. Payment System Operator
must submit the updated List of Payment Infrastructure
Service Operators notlater than 10 days after respective
changes.

3.3. BepmeHue nepeyHa OnepatopoB ycnyr
NnaTéXXHon UH(pPacTpPyKTypbl
OnepaTtop nnatexHoOW CcuUCTeMbl [OSKEH Bec™

nepeyeHb npusnedYyeHHolx um OnepaTtopoB ycnyr
NNaTéxHon NHMPacTPYKTypbl. ATOT CNNCOK BEAETCH B
NMCbMEHHOMBUAE U XpaHuTcay Onepartopa nnarexHomn
cUcTeMbl.

Jltoboe BHECEHME B CMUCOK HOBOMO MITN UCKMOYEHUE U3
cnucka OnepaTopa ycnyr nnaTéxHon NHpacTpyKIyphbl
npon3BoaMTCS B Te4EHNE OAHOTO MecsLa Nnocre Takoro
nameHeHuns. Onepartop nnatexHow cuctembl 0653aH
npeactasnate B baHk Poccun nameHeHus nepeyHs
onepaTtopoB ycnyr nnarexHou UHMPacTPYKTypbl He
nosgHee 10 gHen co OHSA BHECEHUSI COOTBETCTBY OLMX
N3MEHEHUN.
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Chapter 4 - Funds Transfer Procedure and
Transaction Processing

4.1. Procedure for interaction among the Payment
System Operator, Payment System, Participants and
Payment Infrastructure Service Operators. General
Process

American Express Cards allow Cardholders to make
payments or purchases withoutusing cash, to withdraw
cash at Automated Teller Machines (ATMs) and in bank
branches, to make paymentsin ATMs and to send funds
to the Card oraccountof another person, performother
payment operations, such as telecom (mobile, phone,
internet and hosting, long-distance and international
telecom).

A typical purchase transaction involves the following
parties: Cardholder, Merchant, Issuer and Acquirer.In a
typical purchase transaction, a Cardholder purchases
goods orservices fromamerchantusing acard or other
paymentdevice.

The following steps detail how the online authorizaton
process works for a single transaction processed by a
POS device in which an authorization response is
needed prior to completing the transaction.

A cardmember presents an American Express card or
paymentcard number to merchant.

The card information is captured by swiping the Card in
the POS device, manually keyingthe informationinto the
device, inserting a Chip-Card into a Chip-Enabled
Device, or tap-ping/waving an Express pay enabled Chip
Card or Mobile Proximity Payment Device over an
Express pay enabled device.

The POS device relays the transaction data (including
the card number, purchase amount, and other
information whichthe ParticipantIssueris able to check
and so determine that the person performing the
transaction is an eligible Cardholder) to the Payment
System Acquirer.

The Payment System Acquirer's system formats and
transmits this data to the American Express Operational
Centre as an Authorization Request message.

When the American Express Operational Centre
receives this request, it identifies the Issuer by
comparing the Card prefix with AEPS BIN-tables and
forwards the request to the Issuer's host system for
Authorization.(nolonger applicable)

The Issuer's Authorization system reviews the
transaction and Cardmember Information and provides
an authorisationresponse.

Maea 4 - lepeBoa AeHEXHbLIX CpeacTB U
nopAgoK 06paboTKuN TpaH3aKLun

4.1. Nopsapok B3aumoaencTeua mexay Onepatopom
NnaTéXHou cucrtembl, Y4yacTHMKaMM mnaTéXHoun
cuctembl u  Onepatopamu ycnyr nnaTéxHoOW
NH(pacTpykTypbl. O6LWMeE NONOXKEHUA

Kap Tbl AMepnkaH JKCnpecc No3BONSOT UX AepKaTensam
OCYLLeCTBNATL  MIaTexu unu nokynkm  6es
MCNOMb30BaHUSI HaNUYHbIX AEHEXHbIX CPEeACTB WM
CHMMaTb Hann4yHble OJeHexHble cpeacTBa B 6aHkomate
uUnu otaeneHmsax 6aHka, 0CyLLeCTBNATb NNaTexu yepes
6aHKoMaT, OCyLLeCTBNATb NepeBo AEHEXHbIX CPeacTB
Ha gpyryto KapTy unu cyet gpyroro nuua, oCyLecTBNsTb
Apyrue nnartexdble onepauuu nocpeacTsBoOM TEMNEKOM /
MOOUNbHOTO TeneoHa n NHTEPHET-O6aHKMHTa.

B TMnM4HOM onepaummn Nokynku y4acTBYHOT crieqyiolume
CTOPOHbI: gepxatenb KapTbl, TOProBo-CepBUCHOE
npegnpuartve, OMUTeHT u JkeBanep. B TunuyHon
onepauuu nokynku gepxartens Kap el nokynaeT To Bapbl
n ycnyru, ucnonb3ys Kapty unu gpyroe nnatexHoe
cpeacTso.

Cnepytowme warm [pgetanbHO  OMNUCBLIBAT  Kak
OCYLUECTBMNSAETCA aBTOPWU3aLMOHHBIA Mpoluecc Aans
TpaH3akuun, ocyllecTBneHHon nocpeactsom [MOC-
TepMuHana, ans KOTOPOW aBTOPMW3aALUOHHbLIA OTBET
obssateneH AnA 3aBepLUeHUsA TpaH3aKUUK.

Hepxatenb KapTbl npegbasnsetr KapTy AmMepuksH
Okcnpecc nub6o Homep KapTbl TOProBo-CepBUCHOMY
npeanpuaTuio.

MHdopmauma ¢ KapTbl cCyuTbiBaeTcd nocC-
TepMUHaNom, Nnbo BHOCUTCA BPYYHYIO B NnaTexHoe
ycTponcTso, KapTa co BCTpOEHHbIM Y NOM BCTaBnsAeTcs
B  YCTPOWCTBO AN  CYMUTbIBAHUS 4YuMna  wmm
npuknagpiBaeTcs K YCTPOWCTBY ANns ©GeCcKOHTakTHOro
CUNTbIBAHUS KapT.

MOC-TepmnHan nepegmaet wuHgopmauno ¢ KapTbl
Y4yacTHUKY NNaTexHoW CUCTEMbl-3KBamepy (BKIoyas
HoMep KapTbl, CyMMy MOKYMKU U APYTyo MHOpMaLmLo,
KOTOPYK Y4YacTHUK NNaTeXHOW CUCTEMbI-SMUTEHT B
COCTOSIHUY NPOBEPUTb U TakMM 06Gpasom onpeaenuTs,
4YTO NULO, OCYLLECTBASOWEEe TpaH3aKUuui sIBNSETCS
npaBoMepHbIM AepxaTtenem KapTbl).

MHdopMaumoHHas cuctema Y4yacTHUKA naTtexHon
cucTeMbl-akBariepa hopmMaTMpyeT U nepedaeT JaHHble
B OnepaunoHHbIN LLEHTP B KAYECTBE aBTOPU3aLMOHHOMO
3anpoca.

Kak  Tonbko OnepauunoHHbIi UeHTp  Monyyaer
aBTOPM3aLNOHHbIN 3anpoc, npovcxomT
naeHTUUKaUUA  OMUTeHTa  MyTEM  CPaBHEHUs

npecdukca Kaptel ¢ Tabnuuen faHHbIX Y4YacTHUKOB
MnatexHon cuctembl AMepukaH Jkcnpecc u
HanpaenseT 3anpoc YYacTHUKY NNaTeXHOW CUCTEMbI-
SMUTEHTY Ha ABTOpM3aL 0.

ABTOpM3aLMOHHAA cuctemMa IMUTEHTa aHanuaupyer
TpaH3aKLMOHHble AaHHble U MH(OPMaL M0 O AepKaTene
KapTbl u npepocTaBnsieT NMONOXMTENbHBIA OTBET Ha
ABTOpPM3aLUIO UM OTKA3 B HEWN.
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The American Express Operational Centre forwards the
response to the Acquirer. The Payment System
Acquirer’s system relays the appropriate action code to
the merchant's POS device.

If the Issuer is unable to respond, the American Express
Operational Centre will respond in accordance with
default parameters specified by that Issuer.

Oncethe Cardmember goes ahead with the transaction,
the merchant confirms the transaction and records the
authorisation code returned. The Cardmember is
provided with their purchased goods or service. The
merchant batches their American Express card
transactions, once per day, and submits the transaction
file to their Payment System Acquirer.

Transaction

OnepaumnoHHbIA LLEHTP NepechifiaeT OTBET YYaCTHUKY
nnartexHon cucTembl-akBanepy. WHdopmaynoHHas
cucTtema OkBariepa nepefaeT COOTBETCTBYHOLWMA KOA Ha
MOC-TepMmMHan TOproBo-CepBUCHOrO Npean puaTuS.

Ecnn  YyacTHMK  nnatexHom  CUCTEMbI-OMUTEHT
HegocTyneH, OnepauuoHHbIN LEHTP OTBETUT Ha
aBTOPU3aALMOHHBIN 3anpocC OT WMEHM Y4yacTHuUKa
nnaTexHonW CUCTEMbl -3MUTEHTA B COOTBETCTBAU
napameTpamu, YCTaHOBMEHHbLIMWU MO YMOSYaHUIO No
pacnopspkeHuto YdyacTHUKa nNNnaTtexHow CUCTEMbI -
3MUTEHTa.

Kak Tonbko TpaH3aKuus ycnewHo nposeaeHa, TOproso-
CepBUCHOe NpeanpuaTMe nornyyaeT NnoATBepKaeHne oT
YyacTHuka nnaTtexHomn CUCTEeMbI-3KBanepa n
NONMOXUTENbHBLIA aBTOPU3ALOHHLIA KO, AepXaTenb
KapTbl nony4aet ToBap unm ycnyru. ToproBo-cepeucHoe
npegnpusatue cobupaet BCE TP aH 3akuuu,
ocyllectBneHHble no Kaptam AmepukaH 3Ikcnpecc,
OOVIH pa3 B OeHb, U nepegaeT ann ¢ TpaH3akuyusmm
Y4yacTHUKY NnnaTexHOon CUCTEMbI-3KBaNepy.

Batch File/
TpaH3aKkUNOHHbIN
dann

Payment System
Participant
Acquirer/
Y4yacTHuk DkBanep

-

File Validation
and Acceptance/

American Express

Operational Centre/
OnepauvioHHbIN LEHTP
AMepunkaH BKcrnpecc

Payment System
Participant
Issuer/
YYacTHUK-OMUTEHT

Payment System

Mposepka n NpuHATNE

Cardmember/

\ -
| danna
Transaction
Batch File/
TpaH3aKUUOHHbINV
dann
Merchant ™ Goods or Services/
or ATM/ ™) Tosapbl 1 ycnyru
ToproBas Touka unu
ATM
\
\

The Payment System Acquirer will collate American
Express cardmember transactions submitted by their
merchants and submit a file to the Operational Centre
(usually on a daily basis).

The Operational Centre validates the incoming files and
acknowledges receiptto the Payment System Participant
as accepted, partially accepted or rejected. For both
partially accepted and rejected files, explanations will be
providedforthe cause of the issues.

DepxaTenb KapTbl

YyacTHUK nnaTexHOW cucTeMbl-3KkBariep cobupaer
JaHHble O TpaH3akunax no Kaptam, coBepLUeHHbIX B
obcnyxvMBaembIx um TOPrOBO -CEPBUCHBIX
npeanpusaTusX, U HanpaensieT UX B Buae danna B
OnepaumnoHHbIN LLEHTP Ha exXxeqHEBHO OCHOBE.

OnepauynoHHBIN LLEeHTP NpoBepsieT BXxoAsdwme caiinbl
W NOATBEpXJaeT WX MOJlydyeHue, YacTuyHoe
nony4vyeHne unn OTKa3 B MNOJNyYEeHUU Y4YacTHUKY
nnaTexHoun cuctemsl. B cnyyae yactTM4HOro npuHAMA
unu oTkasa B nonyyeHun dannos, 6yayT
npefocTaBneHbl COOTBETCTBYOLME NOSICHEH US.
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Validated transaction files from American Express
participants are collated and sorted into transaction and
reconciliation files for each Participant bank. The
transaction and reconciliation files are then sent to each
Payment System participant. In addition, transactions in
these collated and sorted files are used to calculate the
net clearing position for each Payment System
participant. The Payment Clearing Centre also sends the
report of the net clearing position to each Payment
System Participant.

MopTBepxaeHHble annbl, cogepxawue [aHHble O
TpaH3aKUMsaX, NONyYeHHble 0T Y4YacTHUKOB AMEPUKIH
dkcnpecc, cobuparTcs U COPTUPYIOTCH MO KaKOOMY
Y4yacTHUKY nNnaTtexHoW CUCTEMbI-IMUTEHTY. 3atem
(annbl, cofepxawme [OaHHble O TpaH3aKuusix,
oTNpaBnAlT YyacTHMKaM nnaTtexHon cuctemsbl. Ha
OCHOBE  TpaH3aKuui, yKasaHHbIX B TaKumx
OTCOPTUPOBAHHbIX harnnax, paccunTbiBaKOTCA
nnaTtexHble KIMPUHIOBbIE MO3ULMWU AOfS  KaXkaoro
YyacTHUKa NnaTexHon cnctembl. KnMpuHroBbin oT4yer
NnNaTexHouW CUCTEeMbl, COJepXalWuin nnaTexHble
KNUPUHIOBbIE  MO3ULMK,  TaKke oTnpasnsetca
MnarexHbim KIMUPUHIOBbIM ~ LEHTPOM  Kaxgomy
YyacTHUKY nnaTexHOon CUCTEMBI.

Acquiring
Participant/
Y4yacTHuK
OkBaviep

Payment System

American Express
Payment Clearing Centre/
OnepaumnoHHbIN LEHTP
AmepukaH Jkcnpecc

Issuing Participant/
Y4YacTHUK-OMUTEHT

Payment System

\ Report/
l ExxenHeBHbI OTYeT
0 AeATenbHOCTU

Statements/
Bbinucku

Y

Merchant

or ATM/
ToproBasi Touka

unn ATM

\
| €

In accordance with the net clearing position, the
Settlement Centre will as appropriate:

e Creditthose Payment System Participants to
whom funds are owed in line with the pre-set
arrangements;

e Debit those Payment System Participants
fromwhich funds are due in line with their pre-
set arrangements.

As previously, defined, Payment System Participants
will be required to open a Bank Account with the
Settlement Centre. All settlement actions referred to
below are within the American Express Payment
System and between Payment System Participants.

Report/
ExenHesHbI OTyeT
0 AeATenbHOCTU

Statements/
Bbinucku

Y

Cardmember/
Lepxatenb
KapThbl

Ha OCHOBaHUK BbICTaBIEHH blX nnaTexHbIX
KIMTMPUHIOBbIX NO3ULMIA, PacyeTHbIN LEHTP:

e KpeautyerT Tex Y4acTHMKOB nnaTexHou
cucTembl, KOTOpbIM nognexar ynnarte
OEeHeXHble CpeacTBa;

e [leberyer Tex Y4yacTHUKOB NnaTexHomn
CUCTEeMbl, KOTOpble [JdOSIXKHbl BbINNaTUTL

AeHeXHble cpeacTea.

Kak ykasaHO Bbllle, Y4YaCTHUKM NMaTeXHOW CUCTEMbI
0653aHbl OTKpbITb PacyeTHbn CuyeT B PacyeTHOM
ueHtpe. [log pacuyeramu, yYMNOMSAHYTbIMU U
perynupyembimMu B HacTosAwmx Mpasunax, noHAMaroTcs
pac4deTbl B pamkax lMnaTtexHon cuctemonn AMEpPUKIH
Skcnpecc mexay Y4acTHMKamu nnaTexHon CUCTEMBI.
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4.2. Procedure for Payment Clearing and Settlement
within the American Express Payment System

Procedure for defining Payment System Participant
Obligations

The Payment Clearing Centre and the Central
Payment Clearing Counterparty clear Payment
Instructions submitted by the Payment System

Participants for payment clearing within the American
Express Payment System. The Payment Clearing
Center also determines the sufficiency of funds to
execute paymentinstructions preparedin relation to the
Payment Clearing Positionsin the following manner.

The Payment Clearing Center determines the
Payment Clearing Position and sendsiitto the
Settlement Center as provided below.

Each Participantis required to have sufficientfunds on
its Settlement Account to meet its Settlement
Obligation. The Payment Clearing Center assumes that
each Direct Participant is in compliance with this
requirement. If funds held by a Participant on its
Settlement Account are not sufficient to meet its
Settlement Obligation, then the Settlement Center
informs the Payment Clearing Center and the Payment
System Operator thereof as provided for by agreements
entered into between them.

Each sending Participant (i.e. Participant sending
Clearing Files) creates and sends to the Payment
Clearing Center Clearing Files recording its
Transactions viathe Operations Center.

The Payment Clearing Center verifies that the inbound
Clearing Files conform to established requirements,
validates them and sorts the files for sending
Transactions to each receiving Participant.

The Payment Clearing Center informs each Participant
thatsends aClearing File whether its inbound files have
been approved or rejected. This information is being
sentvia the Operations Center.

The Payment Clearing Center merges all Transactions
addressed to a receiving Participant; generates and
sends outbound files (comprising such Transactions)
via the Operations Center to the relevant receiving
Participant..

The Payment Clearing Center calculates the Payment
Clearing Positionon netbasis.

4.2, Mopspok ocyliecTBneHus nnaTéxHoro
KNUpUHrau pacyéta B pamkax lnaréxHon cuctembl
AmMepukaH Jkcnpecc

Mopspnok onpepeneHusa ob6s3atenbCTB Y4yacTHUKA
nnaTeXXHou cucrtembl

MnaTtexHbln KNUPUHIOBbLIM LUeHTp un LleHTpanbHbin
NNaTexXHbl KNMPUHIOBbLIA KOHTpPareHT npeacTaBnskor
ycnyrum nnaTexHoro KNMpPUHra NNaTexHbIX
pacnopsKeHWN, NepedaHHbIX YHacTHMKaMu NnaTexHon
CUCTEMbl ANs NNaTtéXHOro KIAMpWUHIa B pamMKax
MnatexHon cucTeMbl AMepunKaH Okcnpecc.
MNaTéxHbIA KNMPUHIOBLIN LLEHTP Takke onpeaenser
[OCTaTOMHOCTb AEHEXHbIX CPEACTB ANs WUCMONHEHUs
nnaTtexHblX pacnopsxeHun, noaroTOBMEHHbIX B
oTHOoweHun [naTtexHbIX  KIUPUHIOBBIX MO3ULUIA,
cnepgytowmm obpasom.

MnaTéxHbin KMMUPUHIOBBIA  LUEHTp  onpegenser
MnaTexHyto KNMPUHIOBYH NO3ULIMIO U HanpaBnsieT ee B
Pac4eTHbIV LEHTP, KaK 3TO NPEAyCMOTPEHO HUXeE.

Kaxablh  YYyacTHUK [OMXeH WMeTb [O0CTaToO4yHO
OEHEeXHbIX cpeacTB Ha cBoeM PacyeTHom cuyeTe ans
ncnomnHeHmss ceoero PacuyeTtHoro ob6sa3atenbcTBa.
MnaTéxXHbIA KNMPUHIOBLIA LLEHTP NCXOAUT N3 TOTO, YTO
Kaxablhi  Y4YacTHUK BbINONHSAET AaHHOe TpeboBaHue.
Ecnu y YyacTHMKa HeQoOCTaTOYHO AEHEXHbIX CPEeACTB
Ha ero PacyeTHOM c4yeTe ansa ncnonHennsa PacuyétHoro
ob6sa3atenbcTBa, PacyeTHbIi LeHTp MHGopmupyeT 06
3ToM [naTéxHbIi KMTMPUHTOBLIN LLleHTp u OnepaTtopa
nnaTtexHon cucteMbl B nopsgke, npegycMoTPEHHOM
COrnaweH MU, 3aKI4YeHHbIMU MeXay HAMMU.

Kaxgpih  oTnpaBnawowmin YyacTHUK (T.e. Y4YacTHUK,
Hanpasnswowuin KnupuHrosble dannbl) co3gaét wu
oTnpasnset KnnpuHroeble annbl C 3annUcCbio CBOUX
onepauunn Nnaré&xHomMy KNMPUHIOBOMY LLEHTPY Yepes
OnepaumnoHHbIV LLEHTP.

MnaTéxHbin KITMPUHTOBBIN ~ LEHTP nposepser
noctynatwowme KnmpuHrosble hannbl Ha COOTBETCTBME
YCTaHOBMEHHbIM TpebGoBaHWAM, MNpoBepseT  WUX
OOCTOBEPHOCTb 1 COPTUPYET (han bl C LLenbio O T paBki
Onepaumnin kaxxgomy nonydaroemy Y4acTHUKY.

MnaTéxXHbl KNUPUHIOBLIV LEHTP COOBLLAeT Kaxgomy
YyacTHuky, Hanpasnswowemy KnupuHrosble dainsl,
ofo6peHbl nnu HeT ero noctynatowme dannbl. JaHHast
nHdopmauna nepepaetca 4Yepe3d OnepauuoHHbIA
LeHTp.

MnaTéxXHbIN KMUPUHIOBLIA LIEHTp 0O6beanHsieT Bce
Onepauunn, agpecoBaHHble OOHOMY MOMyYatoLemy
Y4yacTHUKy; co30aéT n oTnpaBnseT ucxoasawme darnbl
(c Takmmn Onepaumamm) Yyepes OnepaunoHHbI LEHTP
COOTBETCTBYIOLLEMY MOMyYaloLemMy YHacTHUKY.

MnaTtéxHbln  KAUPWUHTOBLIN LEHTP paccyMTbiBaeT
MNaTéxHyo KNMPUHIOBYO NO3ML MO HA HETTO -OCHOBE.
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The Payment Clearing Position shall be calculated in
RUB. If a Transaction currency is other than RUB, the
Payment Clearing Center applies arelevant official rate
ofexchange established by the Bank of Russia as of the
date of calculation ofthe Payment Clearing Position.

The Payment Clearing Center sends to the Settlement
Center paymentinstructions inthe form of register of net
positionsbased on each Participant’'s Payment Clearing
Position or, if the Settlement Center acts as a central
payment clearing counterparty, Participants’ Payment
Clearing Positions in the form of register of net
positions. These payment instructions or Payment
Clearing Positions are being sent via the Operations
Center.

The Payment Clearing Center informs t Participants on
their Payment Clearing Positions being sent for
execution to the Settlement Center. This information is
being sentvia the Operations Center.

Payment System Participants should ensure availability
of sufficientfunds in their Bank Accounts, opened atthe
Settlement Centre, and are responsible for the
monitoring ofthe execution of the collection orders and
timely funds allocation in such accounts to meet the
obligations arising fromthe calculation of net positions.

The Payment Clearing Process:

Each sending Payment System Participant creates and
sends to the Payment Clearing Centre, via the
Operations Centre engaged by the Payment System
Operator, inbound files recording its transactions.

The Operations Centre verifies that the inbound files
conform to established formatting and content
requirements, validates them, and sorts the files
(outbound files) for sending transactions to each
receiving Payment System Participant.

The Operations Centreinforms each sending Payment
System Participantwhetheritsinbound files have been
validated or rejected by sending an Acknowledgment
file.

MnatexHaa KNMPUHroBas No3uLUS paccynTbIBaeTCcs B
py6nsx. Ecnu BantoTton Onepayuu He sBnsieTcs pyonb,
MnatexHbin KIUPUHIOBbLIA  LEHTP  NPUMEHseT
ocurumnanbeHbI Kypc 06MeHa, ycTaHOBMNEeHHbIN BaHkom
Poccun Ha paty pacyeta COOTBETCTBYHOLLEN
MnaTexHom KNMPUHIOBON NO3NLIMN.

MnaTéxHblh KNUPUHIOBLIA LEHTP OTNpaBnseTr B
PacuéTHbIli LeHTp nnaTexHble pacnopsikeHus B BUAe
peecTpa HETTO-NO3UL WA, OCHOBaHHbIE Ha lNMnaTéxHon
KMUPUHTOBOW NO3NLMM KaXO0ro YYacTHUKa, Unu (ecnu
PacueTtHbIn LEeHTp BbICTynaetr B KayecTBe
LEeHTpanbHOro nnaTtexHoro KJTM P MHIOBOTO
KOHTpareHTa) [lnaTexHble KIMPUHIOBbIE MO3MUMK
YyacTHMKOB B BUAe peectpa HeTTo-no3uuui. [laHHble

nnaTexHble  pacnopsXeHusa  unu MnaTexHble
KNUpPUHroBble nosvumu nepepatoTca yepes
OnepaumnoHHbIV LLEHTP.

MnatéxHbln  KAUPUHFOBBLIN LEHTP  MHMOpMMpyeT

YyacTHNKoB 06 nx MNaTéxH biX KNP UHIO BbIX MO3NLINSX,
OTNpaBnsemMbiX Ha UCNONHEHNE B PacYETHbIN LLeHTP.

JaHHas MHopmaums nepepaercsa yepes
OnepaumnoHHbIN LLEHTP.
YyacTHukn nnarexHomn cucTembl OO JIKHbI

obecneymBaTtb Hann4ne cpeacTB Ha cBonx baHkoBckX
Cuetax, OTKpbITbIX B PacyeTHOM LeHTpe, B
[oCTaTO4YHOM O06beEME M HecyT OTBETCTBEHHOCTb 3a
MOHUTOPUHT WMCMOJTHEHUS MHKACCOBbIX MOPYYEHUN,
npegbaBneHHbix baHkom k nx baHkoBcknm Cuyetam,
OTKpbITbIM B PacyeTHOM ueHTpe, n obecneymsarb

OOCTAaTOYHOCTb [OEHEeXHbIX CcpeacTs  Ons  ux
CBOEBPEMEHHOIO NCMOSTHEHUS.

MowaroBas npoueaypa KIIMpUHra:

Kaxxabir OTNpaBNAWMA  YYaCTHUK  NnaTexHomn

CUCTEMbI CO34a€T U OTnpasBnsaeT annbl C 3anucbio
CBOMX TpaH3akuuni 4epes OnepaumoOHHbIN LIEHTP,
npuBnevYeHHbIn OnepaTtopoM NaTexHOoN CUCTEMBI.

OnepaunoHHBIN  LieHTP MpoBepsAeT nocTynawwme
annsl Ha cooTBeTCTBUE YyCTaHOBMEHHbIM
TpeboBaHNAM, NpoBepseT UX AEWCTBUTENBHOCTb, U
copTupyeT hannbl C Lenbio OTNPaBKM TPaH3aKunin

Kaxgomy nonyvawwemy  Y4YacTHUKY  nnaTtexHomn
CUCTEMBI.
OnepaumnoHHbIn LEeHTp coobulaet Kaxxgomy

oTnpasnsawwemMy YJYacTHUKY MMaTexHOW CUCTEMb,
nNpu3HaHbl MNM HeT ero nocTynawwmne dannbl
DENCTBUTENbHbIMU nytem HanpasneHus
noareepxgatowero canna.
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The Operations Centre loads all transactions to the
clearing database. The Payment Clearing Centre
merges all transactions addressed to each Payment
System Participant within the clearing database. The
Payment Clearing Centre then extracts and calculates
net clearing position for each Payment System
Participant, as the result of transactions processing by
Payment System Participants credit cards in Payment
System Participants acquire merchants and Payment
System Participants ATM providers.

Payment Clearing is performed daily within one
Clearing session.

Payment Clearing and Settlement is performed in
accordance with the terms of respective agreements
between NSPK OPCC and Payment System Operator
and NSPK OPCC Rules.

The Clearing cycle is regulated by the NSPK OPCC
Rules and NSPK OPCC Guidelines.

On each day that is a business day (the “Net position
register acceptance day”), the Payment Clearing Center
shall:

- Prior to the register acceptance time, perform the
control procedures in respect of the net positon
register prior to sending the netpositionregister to
the Settlement Center;

- Prior to the register acceptance time, compile Net
positionregister for each Clearing Period and send
it to the Settlement Center;

- At theregister acceptance time, if the net position
register is being sent with a delay of more than 30
minutes, inform the Settlement Center and
Payment System Operator of the register delay and
specific the time of sending of the net position
register.

4.3. Applicable Methods of Settlement

In accordance with Regulation of the Bank of Russia
No. 383-P dated 19 June 2012 “On the Funds Transfer
Rules” the forms of clearing settlements within the
American Express Payment System are as follows:

e Settlements in the form of money transfer as
requested by the payee (directdebit);

e Credittransfer.

OnepaumnoHHbIe LEHTP 3arpyxaeT BCe TpaH3akuun B
KNUpuHrosyto 6a3y. MNnatexHbli KNUPUHIOBLIN LLEHTP
o6beanHAeT Bce TpaH3akunm, agpecoBaHHbIe 0HOMY
nonyyawowemy Y4acTHUKY NnaTexHoOnW CUCTEMbl, B
KnupuHroson 6ase. 3atem lMnaTexHbIn KNUPUHIOBLIA
ueHTp ocyuwectBnaer o06paboTKy [aHHbX U
onpegensieT NnaTeXHble KNUPUHIOBbIE MO3NLNUN Ha
HEeTTO-OCHOBE, B pe3ynbTaTte 06paboTku 3aBep LLEeHHbIX
TPaH3aKUMN NO nNfaTexHbiM KapTam Y4YacTHUKOB
nnaTexHon cucTemsl B TOPrOBO-CEPBUCHBIX
npeanpuaTUaX YYacTHUKOB MNMATEXHON CUCTEMbI -
9KBaMepoB W YYacTHMKOB MMATEXHOW CUCTEMBI,
npepocTaensAloWmMX ycnyrm no obcnyxvsanuio Kapt B
6aHKomaTax.

MnatexHbin KnupuvHr npou3BoauTCcs €XeOHEBHO B
pamkax equHON KIMPUHTOBON CECCUM.

MnatexHbln KnMpUHT 1 pacyeTsl B NNaTeXHON cncteme
NpoBOAATCH B COOTBETCTBMU C YCNIOBUSIMA JOTOBOPOB
mexgy OIKL HCIMK w»n Onepatopom nnatexHon
cuctembl n TpeboBaHusamu Mpasun OMKL, HCIK.

MpoBeneHne KnupuHroBOro uUUKMa perynupyercs
Mpasunamu OMKY HCIK u PykoBoactBom OIMKL,
HCIK.

Kaxgpin paboumnin geHb («deHb npnema PeecTpaHeTTO-
noaunuun) MnatexHbli KNMpUHroBbINA LEHTP A0 MKEH:

- [0 HacTynneHuss BpeMeHu npuema peecTpa,
BbINOMTHUTb MpOLUeaypbl KOHTPOMSA peecTpa HeTTo-
no3vumin 0O HanpaefeHWs JaHHOTo peecTpa B
PacyeTHbIN LeHTp;

- 0O HacTynineHus BpPEeMeHu npuema peecTpa
COCTaBNATb peecTp HETTO-MO3NUUA 3a Kaxablv
KITMPUHTOBbLIVA MEPMOA N HanpaBuUTb PEECTP HETTO-
nosnumni e PacyeTHbIN LEHTP;

- MO HacTynfneHun BpeMeHu npnema peectpaHeTTo-
nosvumMin U B ClNydvyae 3afepXKu HanpaBneHus
peecTpa HeTTo-no3uumin 6onee yem Ha 30 MUHYT
nHdopmuposaTe PacueTHbin LeHTp n Onepatopa
nnaTtexHonW cucTeMbl O 3afepxke peecTpa U
BPEeMEH U Han paBreHns peecTpa HeTTo-MOo3UL WNA.

4.3. NMpumMeHUMbIe ¢hopMbI pacyeToB

B [lMnatexHon cucteme AMepUKaH  JKcnpecc
npumMeHsiloTca cnegyowme ¢opmbl  6e3HannyHbIX
pacyeTtoB B cooTBeTcTBUM € [lonoxeHvem

LlenTpanbHoro baHka Poccuickon ®epepaunm ot 19
mioHa 2012 roma Ne 383-[1 «O npasunax
OCYLLECTBIEH WS NepeBoaa AeH EXHbIX CPeACTB»:
e Pacyetbl B ¢opme nepeBoda [OeHEXHbIX
cpencTBno TpeboBaHMWIo NonyyaTens cpeacms
(npsimoe pebetoBaHue);

. PacuyeTbl nnatexHbiMu nopyyeHunamMmn.
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4.4. Payment System Participants’ Settlements
Procedure within the American Express Payment
System

Each Payment System Participant shall open and
maintain a Bank Accountwith the Settlement Centre.

On the register acceptance day, the Settlement Center
shall:

- At the register acceptance time, accept the net
positionregister and performthe control procedures

- At theregister acceptance time, if a register delay
communication was received, send an extension
communication tothe Payment Clearing Center and
Payment System Operator (via the Payment
Clearing Center), stating the duration of such
extension

- Atthe time of execution, ifthe control procedures in
respectof the net positionregister haveyielded an
positiveresult, prepare and execute instructions as
payee or payer;

- Upon to the time of an extension notice, deliver
such noticeto the Payment Clearing Center and
Payment System Operator (via the Payment
Clearing Center)

- Prior to the time of a non-execution notice, send
such notice to the Clearing Center and Payment
System Operator (viathe Clearing Center);

- Priortothetime ofa notice of an uncovered positon
in the event of debiting of funds from the bank
account of the Payment System Participant
equivalent to the uncovered position, inform the
Payment Clearing Center and the Payment System
Operator (via the Payment Clearing Center)
accordingly, within 15 minutes of such debiting

- Within15 minutes upon the time of a notice of an
uncovered position, send such notice and cancel
the payment order of the Central Bank of Russian
Federation issued in accordance of this section.

Each Payment System Participant will be advised by
the Payment Clearing Centre of their net clearing
position and their activity for the previous 24 hours by
receiptofthe Payment System Report.

Each Participant shall open a Settlement Account with
the Settlement Center. In case of any inconsistency
between the Russia Rules, and any agreement

4.4. OcywecTtBneHme pacyeta B [lnarexxHon
cucrteme AMepuKaH Jkcnpecc € Y4yacTHUKamu
nnaTeXXHou cucTembl

Kaxgpih  Y4YacTHUK NNaTexHOW CUCTEMbl OTKpPbIBAET
BbaHkoBcknit C4éT B PacHéTHOM LLeHTpeE.

B peHb npuemapeectpaPacyeTHbIN LEHTP OOKEH:

- No HacTynfeHuM BpEeMeHM Tnpuema peectpa
NPUHATE PEECTp HEeTTO-MO3UUMIA U BbIMOJHUTL
npoueaypbl KOHTPONS;

- MO HacTynfeHuM BpeMeHu npvema peectpa (npu
nonyyeHum nHdopmMaumm o 3afdepxke peecTtpa
HEeTTO-No3MUMN) HanpaBuTb WHdopMaumw o
npoaneHun B MNnatexHblin KNMPUHIOBbLIN LEHTP U
Onepatopy nnarexHomn cucTembl (4yepes
MnatexHbin KNUpUHTOBBIA LEHTP) C yKasaHUeM
BPEMEHMW NPOANEeHns;

- N0 HaCTynneHWn BPEMEHU WCMOJIHEHUS nNpu
NONOXUTENBHOM pesynbTare npouenyp KOHTpons
peecTpa HeTTO-MO3ULNIA COCTaBUTb U BbINOMHUTL
pacnopsiKeHWs B kayecTBe MosyyaTensi cpeacTs
UMW B KAYeCTBe MnaTenbLnka;

- NO HacTynneHun BpemMeHn un3BelweHus ob
MCNOJTHEHUN HanpaBWUTb YKa3aHHOEe U3BeLleHne B
MnatexHbin KnupuHroebii ueHTp n Oneparopy

nnartexHom  cuctembl  (4Yepes MnaTtexHbin
KNMpUHTOBbIN LEHTP);

- [o HacTynneHnsa  BpEeMEeHUn HarnpasneHus
MHOpMaLMM O  HEUCNONIHEHWM HanpasuTb
yKa3aHHY0 MHO pMaymto B MnarexHbin

KnupuHroeein ueHtp u Onepartopy nnatexHon
cuctembl (YepesnarexHbin KnnpuHrosbln LEHTP);
- 00 HacTynneHus BpeEMeHW yBeJOMIIEHUs O
HEenoKpPbLITOM NO3MUMKN  YYacTHUKa nnaTexHown
cucTeMbl B Clyvae CnuMcaHus 3KBMBaneHTa CymMMbl

HEenoKpbLITOM MOo3nMLUMM CO cyeTa Y4yacTHuKA
nnaTexHomn cucTeMmbl, WHGOpMUpoBarbL
MnatexHbin KnupuHroebih ueHtTp M OnepaTtopa
nnaTtexHonm  cuctembl  (4epes MnatexHbin

KnupuHroesin LeHTp) B TevyeHne 15 MUHYT C
MOMEHTa TaKoro CMMCcaH sl AEHEXHbIX CPEeACTB;

- B TeyeHue 15 MUHYT NO HACTyNNEHWUN BpeMeHU
yBEAOMIIEHNS O HENOKPbLITON NO3ULMK Hanpas T
JaHHOe yBeJOMITeHME U aHHYMPOBaTb NnaTexHoe
nopyyvyeHne LleHTpanbHoro bBaHka Poccuickon

depepaumn, COCTaBNEeHHOE B COOTBETCTBUAM
AaHHbIM pasgenom.
Kaxgblh  YyacTHMK nnatexHom cuctembl 6yper
NpOUHPOPMUPOBAH O cBouMX  obsa3aTtenbcTBax

MnatexHblM KIUMPUHTOBBIM LEHTPOM B KnMpUHIOBOM
oTYeTEe NNATEXHOMN CUCTEMBI, COAEPKALLEM NIATEXHYIO
KIMPUHTOBYID  NO3ULMIO  YyacTHUKA  MNiaTexHoun
CMCTeMbl U KOHCONMUOMPOBaHHYD WHGOPMauuio o
[eATenbHOCTU 3a Npeapiayme 24 yaca.

Kaxgblh  Y4acTHUK OTKpblBaeT PacyéTHbin CYéT B
PacyétHom ueHTpe. B cnyyae nobbix HECOOTBETCTBUM
Mexay Poccuiickumn  npasunamm 1 noObIM
cornaweHnem mexgy YdacTHUMKOM u PacyéTtHbiM
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between a Participant and the Settlement Center, the
former shall Prevail.

The Settlement Center executes funds transfers in
accordance with the payment instructions provided by
the Payment Clearing Center in the form of register of
net positions or, if the Settlement Center acts as a
central payment clearing counterparty, in accordance
with the payment instructions that the Settlement
Center prepared based on the Payment Clearing
Positions provided by the Payment Clearing Center in
the form of register of net positions to appropriately
debit or credita Participant’'s Settlement Account. After
these funds transfers are executed, the Settlement
Center sends confirmations to Direct Participants as
provided for by agreements they have entered into or
by the rules of the Settlement Center to which
Participants adhered.

In case the functions of the Settlement Center are
performed by the Bank of Russia, on the day following
the day of receipt of the register of net positions, if the
Participant has Uncovered Payment Clearing Position,
the Settlement Center shall prepare and submit cash
letter to the Participant’s Settlement Account in the
amount of such positionand Penalty.

Direct Participants must monitor fulfilment of any
paymentinstructionsand cash letters ofthe Settlement

Mutual claims and obligations that result in net
settlements in the American Express Payment System
will be between the Payment System Participants and
American Expressonly.

The Funds Transfer Process is as follows:

On delivery of payment instructions the Settlement
Centre validates that payment instructions are in
accordance with Regulation of the Bank of Russia No.
383-P dated 19 June 2012 “On the Funds Transfer
Rules” and thatall required informationis present.

LEeHTPOM MNP EeUMyLLECTBEHH YO CUITY UMEIOT MO NOXEHNS
Poccuncknx npaswun.

PacyéTtHbin LeHTp ocyLiecTBnsger nepesobl
OEHEeXHbIX CpeacTB B COOTBETCTBUU C MNATEXHbIMU
pacnopsipkeHusMu, npegocTtaBnsembiMy NnaTexHbiM
KITMPUHIOBLIM LIEHTPOM B BUAE peecTpa HeTTo-
nosnumn, unn (ecnu PacyeTHbIN LLEHTP BbICTyNnaeT B
KayecTBE LEHTpanbHOro MMaTeXHOro KIupWHroBoro

KOHTpareHTa) B COOTBETCTBMM C  MIaTEXHbIMU
pacnopsKeHUsIMK, MOArOTOBMEHHbIMU  PacyeTHbM
LEHTPOM Ha ocHoBe [InaTexHbiX KIUPUHIOBbLIX
nos3nunn, npenocTaBneHHbIX MnaTexHbim

KITMPUHTOBbLIM LLEHTPOM B BUE PEECTPa HETTO -No3nLmnii
Onsi  COOTBETCTBYHOLLEr0 CMUCAHWSA CPEACTB C
PacyétHoro c4érta YyacTHUKa WNAM  3a4YUCHEeHust
cpeactB Ha Hero. [locne ocylwecTBNeHUs Takux
nepeBOAOB [OEHEXHbIX cpeacTB PacyeTHbI UeHTp
HanpasnsieT NOATBEPXKAEHN A YYacTHUKaM B Nopsaake,
NpegyCMOTPEHHOM  3aKMYEHHLIMU  MEXay  HUMM
JoroBopaMy unu npasumnamum PacyeTHOro LeHTpa, K
KOTOPbIM NMPUCOEANHUMNCb YHaCTHUKM.

B cnyyae BbinonHeHua pyHKUMn PacyeTHOro LeHTpa
Bbankom Poccun, B pAeHb, criegylowuin 3a gHem
NnonyvyeHus peectpa HETTO-NO3NLUIA, MPU HaNUun y
YyactHuka HenokpbiTont [NNaTtéxHon KNupUHMOBON
nosuumn  Pac4yeTHbIi LEeHTp coCTaBnser MU
npeabsBNseT MHKaccoBoe nopyyeHue Kk PacyeTH omy
cueTy YyacTHuKa, nmetoero Henokpbityto MNnaréxHyto
KITMPUHTOBYIO MO3NL IO, B pa3Mepe Takoh Mo3uumu u
Wrpadpa.

MpaAmMble y4acTHUKM 006si3aHbl BECTU MOHUTOPUHI
MCMOMHEeHUs1 MobbIX NNaTeXHbIX PacnopskeHun u
WHKacCOBbIX MNOpyyeHun PacyeTHoro ueHTpa B
OTHOLUEHWUMN NX PacyeTHbIX CHETOB.

B3anmHble TpeboBaHMA N 0653aTenbCTBa NO KOTOPbIM
NpOBOAATCS pacyeTbl HA HETTO-OCHOBE B NnaTexHon
cucteMe AMEpPUKIH Okcnpecc MOryT ObiTb TOMBKO
Mexay Y4acTHMKaMU NAaTexHON cucTeMbl u AMEpKaH
Okcnpecc.

Mpoueaypa nepeBoaa AeHEXHbIX CPeACTB:

Mpwn nony4yeHum nnaTexHbiX
PacyeTHbI  ULeHTp npoBepsieT, 4YTO MNNaTexHble
pacnopsbkeHuss cocTaBfieHbl B  COOTBETCTBMM C
MNonoxeHunem banka Poccun o119 nioHa 2012 Ne 383-
M «O npaBunax ocywecTBNEHNs NepeBoAa AeH eXHbIX
cpeacTB», W BCs  Heobxogumas MHOpmMaums
npuUcCyTCTBYET.

pacnop skeHnn
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The Settlement Center executes funds transfers in
accordance with the payment instructions provided by
the Payment Clearing Center in the form of register of
net positions or, if the Settlement Center acts as a
central payment clearing counterparty, in accordance
with the payment instructions that the Settlement
Center prepared based on the Payment Clearing
Positions provided by the Payment Clearing Center in
the form of register of net positions to appropriately
debitor creditaDirect Participant’s Settlement Account.
After these funds transfers are executed, the Settlement
Center sends confirmations to Participants as provided
for by agreements they have entered into or by the rules
of the Settlement Center to which Direct Participants
adhered.

4.5. Procedure forHandling a Funds Transfer within
the American Express Payment System

For the sole purpose of this section, the term
Cardholder refers to Payment System Participants
clients including private individuals, self employed or
corporate customers in accordance with the applicable
regulation ofthe Russian Federation.

Electronic means of payment includes all types of
payment cards and products issued under license of
American Express. For example, credit cards, debit
cards and pre-paid cards related to e-money products.

Payment System Participants effect funds transfers on
a bank accountby way ofvarious mechanisms:

e Debiting funds from the payer’s bank account
and crediting funds to the bank accounts of the
funds receiver (including the wuse of
intermediary  banks), based on the
Cardholders’instructions made with the use of
electronic means of payment.

e Debiting funds from the payer’s bank account
and increasing the balance of electronic
money of the receiver based on the clients’
instructions made with the use of electronic
means of payment, including Payment Cards.
This funds transfer procedure is applied for
funds transfers within one Payment System
Participant as well as for electronic means of
payment within the American Express
Payment System;

e Debiting funds from the payer’s bank account
and cash withdrawal of funds by the Individual
Clients, based on the Cardholders’

PacyéTtHbIn LEeHTp ocyulectensiet nepeBogpl
OEeHEeXHbIX CPeACcTB B COOTBETCTBUU C MMATEXHbIMK
pacnopskeHuAMU, npedocTaBnsgemMmbiMu lMnaTexHbiM
KIIMPWHIOBBIM LEHTPOM B BUAE peecTpa HeTTo-
nosnmunn, unun (ecnn PacyeTHbIN LEHTP BbICTynaeT B
Ka4yecTBEe LEHTPanbHOro MNaTexHoro KImpuHroBoro

KOHTpareH Ta) B COOTBETCTBMUN C naTexHbIMU
pacnopaxeHnamu, noaroToBl1E€HHbIMU Pacuembim
LUeHTpOM Ha OCHOBe [MnarexHbix KIMNPUHIoBbIX

no3uuunmn, npenocTaBneHHbIX MnaTexHbiMm
KIMMPUHTOBBLIM LLEHTPOM B BUJE peecTpa HEeTTO-NoavLuii
ONs COOTBETCTBYIOLLErO CMMUCaHWs CPeacTB C
PacuétHoro c4yéta YyacTHuka WNM  3a4UCrieHns
cpeactB Ha Hero. [locne ocywecTBNEHUsS Takux
nepeBOAOB [AEHEXHbIX cpeacTB PacyeTHbIi LeHTp
HanpasnsieT NOATBEPXOEHUS YYyacTHUKaM B NMopsOKe,
NpeaycCMOTPEHHOM  3aKMIOYEHHbIMM  MexXay  HUMM
JoroBopaMmy Unu npasunamu PacyeTHOro LeHTpa, K
KOTOPbIM MPUCOEANHUMNCL YUYACTHUKM.

4.5. Mopsanok ocywecTBneHUA nepeBoa AeHEeXHbIX
cpenctB B pamkax lMnartexHon cuctembl AMEpPUK3H
Akcnpecc

McknounTenbHO Ons Luenen HacToswero pasgena nog
TepMuMHOM [epxaTtenb KapTbl MOHMMAaTCS KINEHTbI
Y4yacTHUKOB NNaTeXHOMN CUCTEMbI —pU3NYEeCcKMe NnLa,

topuanyeckne nuua, WHOMBUAYanbHbIe
npegnpuHMMarenu, sBnswWMecss  TakoBbIMU B
COOTBETCTBMM C 3akoHopdatenbcTBOM Poccuiickon
depepaunn.

OneKkTpOHHbIE CpeacTBa NnaTexa BKYaT BCe TUMbI
NNaTeXHblX KapT, SMUTUPOBAHHbLIX B COOTBETCTBUM C
nuueH3nen, nonyyeHHon OT AMepukaH OIKcnpecc.
Hanpumep, KpegnTHble KapTbl, AebGeToBble KapTbl U
npegonnadeHHble KapTbl, a Takke nNpoayKTbl,
OTHOCSILLMECS K 3NEKTPOHHbIM AEHEXHbIM CpeacTeaMm.
YYyacTHUKM nNNnatexHom CUCTEMbl OCYLLUECTBASAT
nepeBo AEHEXHbIX cpeacTB No 6aHKOBCKMM cYeTam
nyTem:

e CnucaHusa geHexHbIX cpeacts ¢ GaHKOBCKAX
CYETOB MNnaTenblMKOB W 3a4UClieHUs Ha
GaHKOBCKMe cyeTa nony4vartenen cpeacts (B
T.4. C MCMOMNb30BaHNEM 6 aHKOB-NOCPEaH MKOB)
Ha OCHOBaHuUW pacnopsixeHuin [epxatenen
KapTbl, COCTaBNEeHHbLIX C MNPUMEHEHNEM
3MEKTPOHHbIX CcpeacTB nnatexa, B T.M.
nnaTeXHblX KapT,;

e CnucaHusa geHexHbIX cpeacTs ¢ 6aHKOBCKMX
CYETOB NNaTenbLUNKOB U YBENMYEHMS OCcTaTKa
3MEeKTPOHHbIX JEHEXH bIX cpencts
nonyyarenei CpeactB  Ha  OCHOBaHWM
pacnopsKeHWn KNUEHTOB, COCTaBMEHHbIX C
NpUMEHEHNEM 3NEKTPOHHbIX cpeacts
nnaTtexa, B T.M. NnaTteXHbiX kapT. [daHHas
npouedypa nepeBoja [OEHEXHbIX CPEACTB
NPMMEHSIETCA KaKk B OTHOLIEHUWN NepeBozA
CPEACTB B paMKax oOfHoro YyacTHukKa
nnaTeXxHoW CUCTEMbI, TaK U B OTHOLUEHUU
nepeBoa 3NTEKTPOHHbIX AEHEXHbIX CPEACTB B
[naTexHon cucTeme;

e CnwncaHuns geHexHbIXx cpeacTB ¢ GaHKOBCKX
CYETOB NNaTenblUMKOB M BblAa4u HanM4HbIX
OEHEeXHbIX CpeacTB nonyyaTensam CpencTs-
dUn3n4ecknm nuyam Ha OCHOBaHUK
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instructions made with the use of electronic
means of payment, including Payment Cards;

e Decreasing the electronic money balance of
the payer and crediting funds to the bank
accounts of the funds receiver (including the
use of intermediary banks), based on an
Individual

o Decreasing the electronic money balance of
the payer and disbursing cash funds to the
individual Cardholders based on such
Cardholder’s instructions made with the use of
the electronic means of payment, including a
Prepaid Payment Card. This funds transfer
procedureis onlyapplicable for the personified
electronic means of payment;

e Decreasing the electronic money balance of
the payer and simultaneously increasing the
electronic money balance ofthe fundsreceiver
based on the Individual Cardholders
electronic payment orders made with the use
of the electronic means of payment, including
a Prepaid Payment Card. This funds transfer
procedureis applied for funds transfers within
one Payment System Participantas well as for
funds transfers within the American Express
Payment System and should only allow the
use of personified electronic means of
paymentby the receiver;

e Accepting cash on the basis of an Individual
Cardholders’ payment instructions made with
the use of electronic means of payment,
including Payment Cards, and crediting funds
to the bank accounts of the funds receiver
(including the use of intermediary banks) or
increasingthe electronicmoney balance.

Funds transfers are initiated by Cardholders’
instructions captured with the use of electronic means
of payment (or its datafields), including Payment Cards.
All such operations are carried out in compliance with
the requirements of the Bank of Russia of 24.12.2004
No.266-P "On theissue of bank cards and transactions
made with the use of payment cards" and the
requirements ofthese Payment System Rules.

pacnopskeHun Hepxatenen KapT,
COCTaBMNEHHbIX C MPUMEHEHUEM 3TTEKTPOHHBIX
CpeAcTB nnaTexa, B TOM YMCNe NMaTexHbix
KapT;

e  YMeHblUeHNSA ocTaTka 3NEKTPOHHbIX
OEHEXHbIX  CPeAcTB  nnatenbliyMka U
3a4ncrneHns cpeacts Ha 6GaHKOBCKUIA cueT
nonyyaTtensi OeHeXHbIX CPeacTB (Bknovas
nepesopl c yyactmem ©aHKoBCKOM
opraHusauuun-nocpegHnka) Ha OCHOBaHWK
nnaTtexHblx pacnopskeHun  [epxatenen
KapT, coOCTaBMneHHbIX C MPUMEHEHNEM
3ANEeKTPOHHbIX CPEeACTB nnatexa, B TOM Yyucne
npenonnadyeHHbIX NnaTexHbIX KapT;

e YMeHblUeHNS ocTaTka 3NEKTPOHHbIX
OEHEXHbIX  CPeAcTB  nnatenbliyMka U
npenocTaBneHus OEHEXHbIX cpeacT
Oepxartenam KapT Ha 0CHOBaHMU NNaTeXHbIX
pacnopskeHun Oepxatenen KapT,
COCTaBMNEHHbIX C MPUMEHEHUEM 3TEKTPOHHbIX
cpeacTs nnaTexa, B TOM yncne
npenonsiadyeHHbIX NnaTexHblx kapT. JaHHbIA
BUA nepesoja OEHEXHbIX cpeacTs

npumeHsieTcst TONbKO K
N ep CoH MU LMP OBaHHbIM 3N1EKTP OHHbIM
cpeacTBam nnarexa;

e  YMeHbLUeHUSs ocTaTka 3NEKTPOHHbIX

[OEHEXHbIX cpeacTs nnarenbLlUnKa "
OOHOBPEMEHHOr0  yBeNnUYeHUsn ocTaTtka
3NEKTPOHHbIXAEHEXH bIX CPEACTB Nosy4varens
[EH eXH bIX CpeacTe Ha OCHOBaHUK
3MEKTPOHHBIX MMATEXHbIX  PaCMOp sHKEHUA
Hepxxatenen KapT, COCTaBNEHHbIX C
NpUMEHEHNEM 3MEKTPOHHbIX cpeacts
nnatexa, B TOM 4Yucne npeaonnayvyeHHbiX
nnaTexHblx kapT. [aHHbIN BMAO nepeBozA
OEHEXHbIX CpeacTB MNPUMEHSEeTCS Kak B
OTHOLIEHUN nepeBoJa CPeACcTB B paMKax
OOHOro Y4yacTHMKa NNaTeXHOW CUCTEMBbI, TaK U
B OTHOLWEHUM MepeBofa INEKTPOHHbIX
OeHexXHbIX cpeacTs B [naTtexHon cucteme, U

TOMbKO c NCMOMb30 BaHNEM
Mep CoH UMY LMP OBaHHbIX 3MEKTPOHHbIX
CpeacTB nnartexa nonydarenem AeHEXHbiX
CpEcCTs;

e [lpvema HanmW4YHbIX OEHEXHbIX CPEeAcTB Ha
OCHOBaHWM  pacnopsbkeHuss  [epxartens
KapTbl, OOPMMEHHOr0 C MCNOMb30BaHNEM
3AMeKTPOHHbIX CPeAcTB nnartexa, B TOM Yncre
NnaTtexHblX KapT, U 3a4UNCIEHUN OEHEXHbIX
cpeactB Ha GaHKOBCKWMI cYeT nonydarens
cpencTB (B TOM 4ucre C UCMNOJb30BaHUEM
6aHKOB-NOCPEOHMKOB) UMW yBENUYEHUsI
ocTaTka 3NeKTPOHHbIX AEHEXHbIX CPEACTB.

Onepauun no nepeBody [JEHEXHbIX CpeACTB
OCYLLECTBNAIOTCA Mo pacnopsxeHuo [epxartenen
KapT, ohopMMeHHbIX C UCMOMb30BaHNEM 3M1EKTPOHHbIX
CcCpeacTB nnatexa (UX PEeKBUM3MTOB), B TOM 4ucre
nnaTexHbix kapT. Bce onepauuun ocyllecTBNAIOTCS C
y4yeToM ocobeHHocTen, ykasaHHbIX B [lonoxeHuu
BbaHka Poccumn 0124.12.2006 r. Ne 266-IT «O6 amuccum
6aHKOBCKMX kapT 1 06 onepauusax, coBepLUaeMbiX C
MCNOMNb30BaHMEM NNaTexHbIX kapT» u TpeboBaHun
HacToswwmx MNpasun.
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Electronic money funds transfers performed by
Individual Cardholders within the American Express
Payment System are executed by simultaneously
decreasing the payer’s electronic money balance with
their Payment System Participant and increasing the
receiver’s electronic money balance at their Payment
System Participant. Determining the Payment System
Participant’s Payment Clearing Positionis performed by
adding the equivalent of the funds transfer amount to
the net-basis Payment Clearing Positions of the
Payment System Participants. The Settlement for funds
transfers with the use of electronic means of paymentis
standard as defined by American Express Payment
System Rules

In executing transactions Authorization, identification
and authentication may be performed in accordance
with the requirements of Russian legislation and these
Payment System Rules.

In case of suspicion that a transaction made using the
Card provided by an issuer registered in aforeign state
(hereinafter referred to as «foreign issuer») to a client
whosepersonallawis aforeign law and accepted in the
Russian Federation, is carried out for the purpose of
legalization (laundering) of criminal proceeds or the
financing ofterrorism, the Payment System Participant
Acquirer has the right to request through the Payment
System Operator the information obtained by the
relevant foreign issuer when identifying such client, in
accordance with the requirements ofthe legislation of a
foreign state where the corresponding foreign issuer
operates, and which can be transferred to the Russian
Federation fromtheterritory of such foreign state (to the
extent and under the conditions permitted by such
legislation).

Upon completion of the payment operation made with
Payment Cards, primary accounting documents
(receipts, slips) are created electronically and/or in hard
copy. These documents serve as the basis for the
compilation and transmission of paymentinstructions of
the holder ofthe electronic means of payment (including
Payment Cards) sent to the Payment System
Participants.

Such funds transfers become irrevocable from the
moment the Cardholders verifies its payment
instruction.

The irrevocability of a funds transfer via electronic
means of paymentin POS terminals occurs at the time
of the submission of a transaction for clearing and
settlement procedures.

MepeBoabl  3MEKTPOHHBIX  OEHEXHbIX  CPEACTB,
ocyuwectensaemble [epxatenamu KapT B pamkax
MnatexHon cucTembl AMepUKaH Okcnpecc,

NpOBOAATCS C OAHOBP EMEHHBIM YMEHbLUEHWEeM ocTamka
3MEKTPOHHbIX OEHEXHbIX CpeacTs nnarenblmka y
COOTBETCTBYIOLLErO Y4acTHMKA NaTexHON CUCTeMbI U
yBenM4yeHneMm ocTatka 9MeKTPOHHbIX OEHEXHbIX
CPEeAcTB nonyyaTtens y COOTBETCTBYHOLLEro Y4acTHMKA
nnatexHon cuctembl. OnpepgeneHne nnaTexHon
KITMPUHTOBON MO3ULLMKN YYACTH KA NAaTEXHON CUCTEMbI
ocyuwlecTtBnsetrca nytem  gobaBrneHnss  CyMMbl,
3KBMBANEHTHOW CyMMe [eHexXHOro nepesoja, K
NNaTeXHOW KNMPUHIOBON NoO3uL UK, pacCyMTaHHOW Ha
HEeTTO-OCHOBE, Y4acTHUKa nNIaTeXHOW CUCTEMBI
Mpouenypa pacyeta CyMM nepeBeAeHHbIX AEHEXH bIX
CPEeACTB C MNOMOLLbIO 3NEKTPOHHbIX CPEACTB narexa
aHanornyHa npoueaype, OMUCaHHOM B HacTOAWMX
MpaBunax nnaTtexHoun cucTemMmbl AMEpUKIH SKcrpecc.

Mpun coBeplleHUK onepauuii MOXeT NPON3BOANUTLCS
aBTOopU3auns, naeHTMdUKaLmMa n ayTeHTugukaumsa ¢
cobntoaeHmnem TpeboBaHun 3aKoHodaTenbCcTBa
Poccuiickon ®epepaumu n Hactoawmx MNpasun.

B cny4yae BO3HMKHOBEH WS NOA03PEHUIA, YTO ONepaums ¢
MCNOSb30BaHNEM KapThl, npeaoCcTaBneHHON
3MUTEHTOM, 3aperucTpupoBaHHbIM Ha TeppuTopun
MHOCTPaHHOIro rocygapcTsa (ganee — WHOCTPaHHbIA
9MUTEHT), KIWEHTY, FNWYHbIM 3aKOHOM KOTOPOro
CuMTaeTCa MpaBO WMHOCTPAHHOrO roCyAapcTBa, MU
NpUHMUMaemMon Ha TeppuTopumn Poccunckon
®epepaunm, OCyLLECTBNAETCS B LEnsx neranvsaumm
(oTMbIBaHMSA) OOXO0O0B, MOMYYEHHbIX MNPECTYMHbIM
nyTeM, Unu nHaHCMpPOBaHNS TeppPOpPU3Ma, Y4aCcTHUK
nnaTtexHon cucTeMbl — 3KBarep Brnpase 3anpocuTb
yepes OnepaTtopa nnaTexHon CUCTEMBI
npegocTaBneHne CBedeHUW, KOTOopble MNONYYeHbl
COOTBETCTBYHOLIMM MWHOCTPAHHbIM 3MUTEHTOM NpU
naeHTUdnKaUum Takoro KrnmeHTta, B COOTBETCTBUM C
TpeboBaHUAMM 3aKkoHOAATENbCTBA  WUHOCTPaEHHOM
rocygapctea, rge ocCylecTBnseT [AesdATenbHOCTb
COOTBETCTBYHOLLMA MHOCTPAHHbLIA AMUTEHT, N KOTOpPbIE
MoryT ObiTb nepeaaHblB PO ¢ TeppuTopuu Takoro
MHOCTpPaHHOTO rocyjapctea (B TOM u4ucne B TOM
ob6beme M Ha Tex yCrnoBUsX, KOTOpble AOMYyCKakTCs
TakUM 3aKOHOOaTeNbLCTBOM).

Mocne coBeplueHMs onepalmm c NOMOLLbIO NNaTexHbIX
KapT COCTaBNAOTCS NEPBUYHbIE PACUYETHbl€ A0 KYMEHTbI
(4ekn, cnvnbl), opopMnsemMble B 3NEeKTPOHHOM BUAE
mnum Ha 6GymaxHom HocuTene. [aHHble OOKYMEHTbI
crnyxaT OCHOBaHMEM Ans COCTaBNeHUdA U nepejaum
nnaTexHbIX WHCTPYKUMA  [epxatensa KapThl,
HanpasnsembIX Y4yacTHMKaM NnaTexHon CUCTEMbI.

Be30T3bIBHOCTL Takoro nepeBoja AEHEXHbIX CpeacTB
no pacnopskeHusim [depxaTtenen KapT HacTynaet B
MOMEHT yOoocToBepeHus [epxaTtenem Kapt
NNaTeXHbIX UHCTPYKLUUNA.

Be3oT3blBHOCTE MepeBoAa AeHEeXHbIX CPeacTB Mo

pacnopsKeHusim depxatenen KapT npu
MCMONb30BaHUM 3M1EKTPOHHOIO cpeAcTBa nnarexa B
MOC-tepmuHane HacTynaet B MOMEHT

npenocTaBneHns TpaH3akL My Ans npoueayp KIupuHra
M pacyera.

43



lpasuna nnamexHol cucmembl AMePUKIH SKcrpecc

American Express Payment System Rules

Irrevocability of electronic money funds transfer comes
into effect when the Payment System Participant
receives the Cardholder's instruction and
simultaneously decreases or increases the balance of
electronic money available of the payer or receiver of
such funds transfer.

Funds transfers become unconditional when all the
conditions for the Authorization and verification of
operation, as well as identification and/or
authentication, in accordance with the requirements of
Russian legislation and Global American Express
business and operational policies have been satisfied.

Funds transfers are final when the funds are credited to
the bank account of the recipient (when the transfer is
effected for the same Payment System Participant), or
to the Account of the Payment System Participant that
provides services to recipient or the recipients
electronic money balance is increased (for electronic
money transfers) or when the equivalentofthe amount
ofthe electronic money funds transfer is credited to the
Account of the Payment System Participant (for the
transfer of the full balance of the electronic money, or
part of it, to the bank account) that provide services to
recipient,in accordance with the payment instructions.

4.6. Irrevocability, Unconditionality and Finality in
settlement with the Payment System Participants.

Irrevocability of funds transfer occurs at the time of
debiting the payer's account, opened with the
Settlement Centre. The finality of funds transfer occurs
at the time the funds are credited to the beneficiary's
Accountopened with the Settlement Centre.

Payment instructionsare sentby the Payment Clearing
Centre to the Settlement Centre without conditions for
the receipt of funds by the Payment System
Participants.

4.7. American Express Payment System Hours of
Operation

The Payment System Participant Issuer is responsible
for respondingto all Authorization Requests twenty-four
(24) hours per day, seven (7) days per week in
accordance with the policies set forth in the American
Express global business and operational policies.

Payment System Participant Acquirers are responsible
for routing Authorization Requests from merchants and
ATMs twenty-four (24) hours per day, seven (7) days
perweek.

be30T3bIBHOCTb nepeBoaa O3JIEKTPOHHbIX AeHEeXHbIX
cpencTB HactynaetT B MOMEHT NOonyyvyeHuda Y4yacTHUKOM
NnNaTteXxHom CUcTeMbI pacnopsxeHua ﬂepx(aTenﬂ
KaprI n ogHOBPEMEHHOro ymeH bLIJeHVIﬂ/yBeJ'IVI‘-IeHI/Iﬂ
OCTaTKa 3NTEeKTPOHHbIX AEHEXHbIX CpeacTB, 40CTYMHOM
nnartenbLlnky nnn nony4yarento nepesoa
AJTIEKTPOHHbIXAEHEXHbIX CpeaCTB.

Be3ycnoBHOCTb MepeBOda [AEHEXHbIX CpPeacTB Mo
nnaTteXxHbIM PacnopsPKeHUsM HacTynaeT B MOMEHT
BbINOJIHEHMS BCEX YCNOBUWA NO aBTOopuU3auum wu
yOOCTOBEPEHUIO onepauun, uaeHTudukaumm mumnm
ayTeHTUdUKaLnum B COOTBETCTBUM C TpeboBaHuaMU
3akoHopgaTenbcTBa Poccuiickon  dPegepauum ]
rmobanbHbix OU3HEeC Uu onepauMoHHbIX MNOMUTUK
AmepunkaH dkcnpecc.

OKOHYaTenbHOCTb NepeBoda AEHEXHbIX cCpeacTB no
nnaTteXxHbIM pPacnopsPkeHUsM HacTynaeT B MOMEHT
3a4ncrieHns cpeacTB Ha 6aHKOBCKUIA CHET NonyYaTenst
cpeacte (B crnyyae OCyLWeCTBIeHWs nepeesofa B
pamkax 0gHOro Y4yacTHMKa NnaTexHOon cucTemMbl) nnbo
Ha Cyert YyacTHuka nnaTexHomn CUCTEMBI,
o6 cnyxuBatoLero nonyvarens CpeacTs, MM B MOMEHT
yBENMUYEHNS 0CTaTKa 3MEKTPOHHbIX AEHEXH bIX CPEACTB
nonyyatens (B cnyyYyae nepeBoda 3f1EKTPOHHbIX
OEHEXHbIX CpencTtB), MMBO B MOMEHT 3auyMCrieHusi
CYMMbl, 9KBMBANEeHTHOW CyMMe nNepeBeAeHHbIX
3NEKTPOHHbIX AEHEXH bIX CPEeAcTB, Ha CYeT YyacTHUKa
nnaTtexHomn cucTtembl (B cryvyae nepeBoza MOIHOW
CYMMbI UITN YaCTN 3NEKTPOHHbIX AEHEXH bIX CPeaCcTB Ha
6aHkoBCKMI cyeT), obcnyxuBalowero nony4vatens
OEHEXHbIX CPEeACTB, B COOTBETCTBUM C MMATEXH bIMM
pacnopsKeHusiMu.

4.6. Be30T3bIBHOCT, BesycnoBHoOCTb 7]
OKoHYaTenbLHOCTL B pacyeTax ¢ Y4yacTHMKamMu
nnaTeXXHoOM CUCTEMbI

Be3oT3bIBHOCTL MepeBoda  [OEHEXHbIX  CpeacTB
HacTynaeT C MOMEHTa CMUWCaHN S JeHEXXH bIX CPeACTB Co
cyeTa nnarenblimMKa, OTKPbITOro B PacueTHOM LieHTpe.
OKkoHYaTenbHOCTb MepeBoAa [AEHEXHbIX Cpeacts
HacTynaeT B MOMEHT 3a4MCleHNs AeHEXHbIX CPEAcTB

Ha cuyeT YyacTHuKa-nonyyatens, OTKPbITOFO B
PacyeTHOM LieHTpeE.
MnartéxHole pacnopskeHus, oTnpasnsembie

MnatéxHblM  KAUPWUHIOBbIM LieHTpOM PacyétHomy
LEeHTPY, He MMEIOT Kaknx-nmbo ycnosunii BbINOHEHNS
Ona nonyvyeHusa cpeactB Y4yacTHUKaMu nnaTexHown
CUCTEMBI.

4.7. Pexum paboTbl
AmMepukaH Jkcnpecc

MnaTexHown CUCTemMbl

YyacTHUK NNaTteXHoOW CUCTEMbI-AMUTEHT HeceT
OTBETCTBEHHOCTbL 32 CBOEBPEMEHHOE NP e[0 CTaBrEHNE
oTBeTa Ha Bce ABTOpPM3aLMOHHbIE 3anpockl 24 yaca
exefHeBHO, 7 [OHEeN B HeOernt B COOTBETCTBUU C
rmo6anbHbIMY GU3HEC 1 onepaunoHHbIMUW MO MU TUKAMA
AmepunkaH Qkcnpecc.

YyacTHUK nnaTtexHoW CucTembl-aKkBamep HeceT
OTBETCTBEHHOCTb 3a KP Y0 CYyTOYHYO Map WP YT 3aumto
ABTOPU3aLNOHHBIX 3aNPOCOB U3 TOProBO -CEP BUCHbIX
npegnpuatuii n 6aHkomaToB, 24 YacaB CyTku, 7 JHEN B
Hegento.
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Operational Center:

The Payment System Participant transaction data files
will be processed by the Operations Centre twenty -four
(24) hours perday, seven (7) days per week.

Operational center obliged to fulfil processing condition
at least 80% of authorization in the contour of the
Operations Center within 2 (two) seconds.

The calculation of the processing time of authorization
messages by the Operations Center includes
accounting for milliseconds and is determined for each
operational day.

The Payment Clearing Center:

(a) each calendar day clears the Domestic Transactions
included in the Clearing Files received before 9.00 a.m.
Moscow time;

(b) sends Clearing Files to Direct Participants within 6
hours relative to the time when the Clearing Files are
sent to Direct Participants. The start time for sending
Clearing Files to Direct Participants is 7:30 p.m.
Moscow time$

(c) by 12.00 midday Moscow time on the same Banking
Day sends to the Settlement Center:

(i) Payment instructions based on each Direct
Participant’s Payment Clearing Position or (ii) if the
Settlement Center acts as a central payment clearing
counterparty, Direct Participants’ Payment Clearing
Positions.

Settlement:

Subject to the below, the Settlement Center shall
execute the payment instructions, which were provided
by the Payment Clearing Center by 12.00 midday
Moscow time (may be extended by the Settlement
Center) on any Banking Day, on the same Banking Day.

If the Settlement Center acts as a central payment
clearing counterparty in the payment system, the
Settlement Center shall prepare the payment
instructions based on the Payment Clearing Positions,
which were provided by the Payment Clearing Center
by 12.00 midday Moscow time (may be extended by the
Settlement Center) on same Banking Day, and
appropriately debit or credit Participants’ Settlement
Accounts on the same Banking Day.

Participants have to reserve enough funds at their
Settlement Accounts with the Settlement Center before
12.00 midday Moscowtime to ensure the performance
ofits Settlement Obligation. Settlementis performed by
the Settlement Center from 12.00 midday Moscow time
till 01.00 p.m. Moscow time on the relevant Banking
Day.

OnepaumnoHHbIV LEHTP:

dannbl Y4yacTHNKoB nnaTexHon CUCTEMBI,
copepxawme OaHHble o] TpaH3akumsx,
obpabarbiBatoTcs OnepaunoHHbIM LLEHTPOM 24 yaca B
CYTKW, 7 OHEeWN B Hepento.

OnepaumnoHHbIM LEHTP 0653aH BbINOMHATL YCITOBUE MO
o6paboTke He meHee 80% aBTOpM3auui B KOHType
OnepaunoHHOro LeHTpa B npeaenax 2(AByX) cekyHn.

Pacyer BpemeHM 06paboTkM  aBTOPU3ALMOHHBLIX
coobweHnn OnepaunoHHbIM LLIEHTPOM BKIOYaeT B
cebsa yyeT MUNNNCEKYHA N onpenensieTcs 3a Kaxabin
onepaunoOHHbIN AEHb.

lMnatexHbln KNMPUHIOBbLIN LIEHTP:

(a) kaxabin BaHKOBCKMI OeHb OCYLLECTBISET KIMUPUHT
nokanbHbIX onepauunii, BKIYeHHbIX B KnnpuHroebie
dannbl, nonydvyeHHole o 9:00 nNo MOCKOBCKOMY
BPEMEHMU;

(b) ocywecTtBnser HanpaBneHne KnnpuHroebix
cannos NpsamMbiM YyacTHUKaM B TeyeHue 6-Tn 4Yacos
OTHOCUTENbHO BPEMEHM Havana HarpaerieHus
KnupuHrossix gavnos MNMpambiM YyacTHukam. Bpemsa
Havyana HanpaeneHus KnnpuHrosbix dannos MNpsavbim
YyacTHukam — 19:30 MO MOCKOBCKOMY BPEMEHN;

(c) mo 12:00 No MOCKOBCKOMY BpPEMEHMU CreaytoLero
BaHkoBCcKoro gHA HanpaBnseT B PacyeTHbI LEeHTp:

(i) nnaTexHble pacnopsXKeHWss Ha  OCHOBaHWUMU
MnaTexHOM KNMPUHIOBOW No3vumm Kaxgoro Mpsamoro
y4acTHuka unu (ii) NnatexHble KMMPUHIOBbIE NO3ALWIA
Mpambix  Y4yacTHMKOB, ecnn PacyeTHbIn  LEeHTp
BbICTYyNaeT B KayeCcTBe LIEHTPanbHOro naTexHoro
KITMPUHTOBOrO KOHTpareHTa.

PacueThi:

Mpwu ycrnoBumu cobnogeH usi NONOXEHWN, N3MO0XEHHbIX
Huxe, PacyeTHbIn ULeHTp 06s3aH  MCNOMHSTL
nnaTexHble pacnopsikeHus, npenocTaBneHHble
MnaTexHbIM KAUPUHroBbiIM UeHTpoMm go 12:00 no
MOCKOBCKOMY BpeMeHM (CPOK MOXeT ObiTb MpoaneH
PacueTtHbiM LeHTpomMm) B ntobow BaHkOBCKMI OeHb, B
aTOTXe BaHKOBCKMI OeHb.

Ecnn PacyeTHbI UeHTp BbICTynaeT B KayecTse
LeHTpanbHOro NNaTexHoro KNMpUHroBOro KOHTpareHTa
B NnatexHowm cucteme, PacyeTHbIl LeHTp o06s3aH
COCTaBNATb MNNaTeXHble pacnopskeHuUss Ha OCHOBe
MnaTexXHbIX KNMPWHIOBbIX MO 3ULUA, NP EeLo CTaBlEHHbIE
MnatexHblM KNUpUHrosbiM uUeHTpom po 12:00 no
MOCKOBCKOMY BpeMeHM (CPOK MOXeT ObiTb MpoaneH
PacuyeTHbIM LLeHTpOM) B 3TOT e BaHKOBCKUI AeHb, U B
COOTBETCTBYHOLLEM NOpSAOKe CnucblBaTb cpeactea C
PacyeTHbIX CcYeTOB Y4YacTHWKOB WM 3a4YUCHATL
cpencTBa HaTakme cyeTa B 3TOTxe baHKOBCKMI OeHb.
YyacTHUkuM 4omkHbl A0 12:00 N0 MOCKOBCKOMY Bp eMeHN
obecneunTb HanNM4Me Ha cBoMX PacyeTHbIX cyeTax B

PacueTHOM UeHTpe HeobxoAMMOro KonuyecTtea
OeHeXHbIX cpeacTB ans obecnevyeHns UCMOSHeHUs!
CBOUX PacueTHbIx 00A3aTenbCTB. PacueTbl

npowunseogsaTtcs PacyeTHbIM LeHTpoM ¢ 12.00 go 13.00
MO MOCKOBCKOMY BpPEMEHW B COOTBETCTBYHLLMNA
BaHKOBCKUI OeHb.
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4.8. Procedure under which a funds transfer is to be
accompanied by information about the payer as
required by Russian anti-money laundering
legislation, if such information is notincluded in the
instruction of a Payment System Participant

This requirement does not apply to the American
Express Payment System as all money transfers in this
system are paymentcard transfers.

All Payment System Participants must ensure all
transactions and activities are undertaken in
compliance with the requirements of American Express
and applicable local law including the requirements of
Federal Law on Combating Money Laundering and the
Financing of Terrorism (No. 115-FZ of August 7, 2001).

4.8. Mopsagok CONpoOBOXAEHUSsA nepesoaa
OEeHEeXHbIX CPeACTB CBeOEeHUSAMM O Nnatenblunke B
COOTBETCTBUM C TpebGOoBaHUAMU POCCUNCKOro
3aKoHopaTenbLCcTBa o npoTMBOAENCTBUM
OTMbIBAaHUIO [OXOAOB, MOJIyYEeHHbIX MNPECTYNHbIM
nytem, B CcHny4Yae, €CliM OHM He coaepxarcsa B
pacnopsikeHun Y4acTHMKa nnaTtexXHoMm CUCTEMbI

K TMnatéxHon cucteme AMepukaH JKcnpecc AaHHoe
TpeboBaHNne He MNpPUMEHSETCHA, MOCKOMbKY BCe
nepeBodbl OEHEXHbIX CPeACTB B [OaHHOW cucTeme
OCYLLECTBNAIOTCSA C UCMOMNb30BaHMEM NNaTeXH biX KapT.

Bce YuyacTHuKM nnaTtexHon
rapaHTupoBatb cobniogeHue
AMepunKaH Okcnpecc 7] OencTByloLero
3aKoOHOOaTenbCTBa, BKITtO4as TpeboBaHus
®epepanbHoro 3akoHa N 115-d3 ot 7 aerycta 2001
roga "O npoTuBogencTBMM Neranm3saunm (0 TMbIBaHUIO)
0OX0O0B, MOMYyYEHHbIX MPEeCcTynHbIM nNyTeMm, W
UHaHCKPOBaHNIO TEP PO pPU3Ma» Npu NpoBELEH UM BCEX
onepaumimmn OCyLLECTBIIEHNN NP OYEN AEATENBHOCTHU.

CUCTEMbI
BCeX

DO MKHbI
TpeboBaHuit
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Chapter 5 - Risk Management

Payment System Operator coordinate activity of
all Payment System Participants and all Payment
Infrastructure Service Operators to ensure operational
continuity of the American Express Payment System
Operator, such activity includes risk management
system and operational continuity in Payment system in
accordance with the Federal Law No 161-FZ dated 27
June 2011 “On the National Payment System” and
Central Bank of Russiaregulations.

The principal function ofthe risk management system is
to define the operational continuity of the American
Express Payment System, to define the governance
structure required to achieve that and to define the
methodology and control measures to demonstrate that
operational continuity and the mitigation actions
necessary to maintain that continuity.

To ensure operational continuity of the American
Express Payment System, all Payment System
Participants and all Payment Infrastructure Service
Operators will develop and implement a combination of
risk methods and measures to ensure compliance with
the requirements of the local applicable law, the Central
Bank of Russia requirements and the American Express
Payment System rules.

The requirements of these Rules are not applicable to
Settlement Center and Central Clearing Counterparty if
provide Payment Clearing Center function by the Central
bank of Russia.

5.1. The Risk Management Model

Risk Management System of American Express
Payment System sets the principle of distribution of the
risk assessment and management functions between
Payment System Operator, Payment Infrastructure
Service Operators and the Payment System
Participants.

Such distribution envisages transfer of all functions
related to the risk management to the Payment
Infrastructure Service Operators and the Payment
System Participants. Section 5.2.1 of the American
Express Payment System rules describes distribution.

Payment System Risk Management Policy is an internal
American Express Payment System document
describing approach related to organization structure,
risk management procedures, operational continuity of
paymentsystem, and details of the riskanalysis methods
and risk profile of payment system.

Maea 5 - YnpaBneHne puckamm n nopsgok
obecneyeHus 6ecnepebownHoro
dyHKLMOHUpoBaHUs NnaTeXXHo cucTemMbl

B uensix obecneyeHus 6ecnepeboriHoCM
dYyHKUMOHNPOBaHUSA MnaTtexHon cucteMbl AMEPUKIH
dkcnpecc Onepatop nnarexHomn cucTembl
OCyLLecTBNSAET CKOOpAMHUPOBaHHy ¢ OnepaTopamm
yCcnyr nnatexHon MHMPacTPYKTypbl U Y4acTHUKaMM
MnaTexHon cucTeMbl 4EATENbHOCTb, KOTOP ast BKIHOYaeT
ynpaBneHue puckamu B [natexHon cucteme u
ynpaBrneHne HenpepbiBHOCTbIO (DYHKLMOHNPOBaHUS
nnaTexHonW cuctembl C  yyeTom  TpeboBaHun
depepanbHoro 3akoHa Ne 161-d3 ot 27 utoHa 2011
roga «O HauMoHanbHOW MNMaTeXHOW cucTeme» wu
HOpMaTMBHbIX akToB BaHka Poccuu.

OCHOBHbIMU LLENsMU CUCTEMbI YNpaBneHUsi puckamm
ABMSIOTCA noaaepxaHue 6ecnepeboiiHoro
dYyHKUMOHNPpOBaHUS lMnaTtexHon cucteMmbl AMEPUKIH
Okcnpecc, onpegeneHne CTPYKTypbl YyhnpaBreHus
pvckamu, Heo6xoanmoii ans [0 CTUXKEHUS
OecnepebONHOIO  (PYHKLMOHMPOBaHMSA, a  Takke
onpegeneHne METOANK U KOHTPOJSIbHbIX MEPO NP USTUIA,
obecneuynBaOWNX OMEPaLMOHHYK [OEeATENbHOCTL MU

HeobXoanMble Mepbl ans nopaaepxaHus
6ecnepebonHOCTH.
B uensx obecneyeHuns 6ecnepeboiHoro

dYyHKUMOHNPOBaHUSA lMnaTtexHon cuctemMmbl AMEPUKIH
Okcnpecc  Y4YaCTHUKM  NNaTeXHOW  CUCTEMbI U
Onepatopbl ycnyr nnatexHon WHpacTpyKIyphbl
paspabaTbiBalOT U BHEAPSOT KOMMNMNEKC MeToaoB U
MepOonpuUsITUi no ynpaBneHuto puckamm,
COOTBETCTBYOLMX TpeboBaHUaM npUMeHUMOro
3aKoHOJaTenbCTBa, HOPMaTUBHbIX akToB baHka Poccum,
a Takke TpebGoBaHWUI, YCTaHOBMEHHbIX [MpaBunavu
nnatexHomn cucteMmbl AMEpUKIH DKcnpecc.

TpeboBaHuns HacTosWwmX MpaBnn He NPUMEHSATCS K
PacyetHoMy ueHTpy u LeHTpanbHomy [naTtexHomy
KnupuHroBoMy KOHTpareHTy B criyyae BbIMOMHEHNs

dyHKunn PacuyeTHoro wueHTpa u LeHTpanbHoro
MnatexHoro KnupuHroBoro KoHTpareHTa baHkom
Poccun.

5.1. Mogenb ynpaBneHus puckamu

Cuctema ynpasrneHus puckamu NnaTtexHomn cucremsl
AMepUnKaH Okcnpecc npegycmaTpusaer
pacnpegeneHue PyHKUMN NO OLEHKE N ynpaBrneHuo
puckamm Mexgy OnepaTtopom NMaTeXHOW CUCTEMBI,
OnepaTtopamu ycnyr nnaTexHon MHQPacTpyKTypbl U
YyacTHukamu nnaTexHomn CUCTembl.

YkasaHHoe pacnpeneneHue npegycmartpuBaer
nepegady Bcex PyHKUMM MO peanunsaymm Mep orn pUsmmmn
no ynpaeneHwo puckamm Onepatopam ycnyr
nnaTexHon MHPaCTPYKTYpPbl N YYaCcTHUKaM NiaTexHon
cucTembl. YKasaHHOe pacnpefeneHvne U3NOoXeHO B
nyHkre 5.2.1 MNpasun.

B TlMnatexHon cucteme AMepuKaH Jkcnpecc
pa3paboTaH BHYTPEHHUN AOKYMEHT «[lonoxeHue no
ynpasieHUto puckamm B NaTexHOoN CUCTEMEY, KOTOPbINA
BKMtOYaeT NOAXOA4 K OpraHU3auWOHHOW CTPYKType,
npouegypbl no ynpaeneHuo puckamm,
6ecnepebonHOCTM  (PYHKLNOHUPOBAHUS  MNaTEXHON
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5.2. Risk Management Governance Structure

In order to control the execution of the operational
continuity requirements of the American Express
Payment System by the Payment System Participants,
Operational Center and Payment Clearing center, the
following structureis defined:

e American Express Bank LLC The Board of
Directors;

e The Payment
Committee;

System Risk Management

e American Express Bank LLC Risk Management
Department;

e American Express Bank LLC Operations
Department;

e Other departments of the Payment System
Operator and American Express as defined by
their responsibilities.

e Riskmanagementis performed by responsible
persons and structural units withintheir
authorities. Mentioned units areresponsible
for:

e Development and approval of interna
documents

e Amalysis and monitoring of risks on regular
basis

e Compliance control of the Rules by

Participants, Operational Center andPayment
clearing center

e Cooperation with representatives of Payment
Infrastructure Service Operators in order to
appraise risks in Payment system and
compliance control of seamless performance
indicators of payment system

e Modifications to the American Express
Payment System Rules and internal documents
of Payment System Operator

e Making risk managementrecommendations
The segregation of the risk management roles and

functions is set out in the internal documents of the
Payment System Operator.

cuctembl (B®rC), petanusaunmm MeToaOMKM aHanusa
PUCKOB U onucaHue npoduns PUCKOB NnaTexHown
CUCTEMBI.

5.2. OpraHmsaumoHHasi CTPyKTypa YynpaBlieHUs
puckamun
B uenax KoHTpona WCNONHEHUs Y4vacTHMKamu,

OnepaunoHHbIM LeHTpoM v MnatexHbiM KnuprHroBsIM
LeHTpOM TpebGOoBaHWIN MO ynpaBMneHU puckamm wu
obecneyeHnto BecnepeboiHOrO PyHKLNOHNPOBaHMS
MnatexHon cucTeMbl AmepUnkaH Akcnpecc
yCTaHaBnMBaeTcs  clegylwas  opraHusaunoHHas
CTPYKTypa ynpaseHns puckamu:

e CoBetaupektopoB OO0 «AmepukaH Jkcnpecc
BaHk»;

e Komuter no ynpaBneHutio puckamu B
MnaTtexHon cncteme AMepuKaH SKCnp ecc;

e Cnyxba ynpasneHus puckamm OO0

«AmepurkaH Skcnpecc baHky;

e YnpaeneHune OnepawynoHHON OeATENBHOCU U
obcnyxvBaHua pgepxatenen  kapt OO0
«AmepunkaH Okcnpecc baHky;

e VHble CTPYKTypHble nogpasgeneHus u
coTpyaHukn Onepartopa nnaTexHon CUCTEMbI U
«AMepunkaH 3kcnpecc» B pamKax — UX
JOJIKHOCTHBIX 0653aHHOCTEN.

e  YnpaBrieHue puckamu ocyLlecTBnseTcs
COTPYAHMKaMU U CTPYKTYPH bIMM
noapasgeneHnsMmn B pamkax ux nosTHO MO YMIA.
B dyHKUMOHaNbHbIE 00A3aHHOCTU
noapasfaeneHunin, OTBETCTBEHHbIX 3a
ynpasreHne puckamu, BXoauT:

e PaspaboTka W yTBEpPXOEHME BHYTPEHHUX
OOKYMEHTOB MO YN paBneHu o pyuckamu;

e MOHUTOPWHI 1 aHanM3 PUCKOB Ha MO CTOSHHON
OCHOBE;

e KoHTponb 3a  cobniogeHuem  [pasun
YuacTHukamn, OnepaunoHHbIM LEeHTPOM 1
MnatexHbiM KNMPUHIOBLIM LLEHTPOM,;

e Bsanmopencraue c npeacTaBuTENSMU
Onepatopa ycnyr nnaTexHomn
MHMPACTPYKTYPbl C LENbio OLEHKN PUCKOB B
MnaTexHomn cucteme n KOHTPONA cobnoaeHns
nokasarenemn 6ecnepeboriHoro
(PYHKLMNOHMPOBAHMS MNATEXHON CUCTEMBI;

e BHeceHue nameHeHun B Npasuna MNnatexHoun
cucteMbl AMEpuMKaH SKCNPecc N BHYTPEHHME
OOKyMeHTbl Onepatopa lNnatexHon cnucrtemsl
AmMepunKaH Jkcnpecc;

e BbipaboTka pekomeHOauun Mo ynpaBneHUo
puckamm.

PacnpepeneHne yHKUMOHaNbHbLIX 00A3aHHHOCTENA NO
ynpaBfeHnto puckaMmm Mexay opraHamu yrnpasneHus u
noapasgeneHnamm Onepartopa NfaTeXHOW CUCTEMbI
AMepurKaH JKcnpecc ycTaHaBnMBaeTCs B MOOXEHUSIX,
OOJDKHOCTHBIX WMHCTPYKUMSIX M UHBIX BHYTPEHHUX
nokymeHTax OnepaTtopa.
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On a regular basis the Payment System Operator
involves therepresentative fromthe Operational Center
and the Payment Clearing Center to participate in the
Payment System Risk Management Committee in order
to ensure adherence and compliance to the payment
systemrules by the Operational Center and the Payment
Clearing Center.

5.2.1. Segregation of risk management
responsibilities between Payment System Subjects

The following approach for risk management functions
allocation is specified

® Payment System Operator determines the risk
management requirements of the payment
system taking into account selected risk
management model, including the
requirements for the operational continuity of
paymentsystem in paragraph 5.6;

e Operational Center and Payment Clearing
Center performs individual risk management
and operational continuity of payment system
assiciatied with provision of services of
Operational Center and Payment Clearing
Center taking into account the requirements of
paragraph 5.6.

e Risk management system of Operationa
Center and Payment Clearing Center and
participants should include the appointment of
responsible persons and /or granting of power
of attorney departments responsible for risk
management and development of internal risk
management documents as well as provide
performance appraisal of the subject of
Payment System both in general and in part not
related to the functioning of Payment System in
case such activity may become a source ofrisk
affecting the ability of the subject of the
Payment System to comply with the
requirements ofthe Payment System Rules.

e Operational Center, Payment Clearing Center
and participantsare responsible for regular risk
assessment and implementation of risk
management methods in accordance with
Payment System rules and applicable
regulation ofthe Russian Federation

® Toensurethe operational continuity of payment
system the following responsibilities for the
ownership and management of business
processes and technological infrastructure are
defined:

Onepatop lNnaTexHon cucTembl Ha perynsipHow 0 CHoBe
npuenekaet npeacTasuTenen OnepaunoHHOro LeHTpa
n MnatexHoro KnMpuHroBoro LeHTpa Ans yvactus B
3acepaHusax Komuteta no ynpaeneHWto puckamu B
nnaTexHon cucTemMe B KaYeCTBE MpPUrNaLleHHbIX N1l C
uenbto obecnevyeHns KOHTpona 3a coOntogeHvem
OnepaunoHHbIM LieHTpoM U lMnaTtexHbiM KnnprHroBbiM
ueHTpoMm [lpaBun TlnatexHon cucTeMbl AMEPUK3H
Skenpecc.

5.2.1. PacnpepeneHue OTBETCTBEHHOCTU MexAay
cy6beKkTaMM MNNaTeXHOW CUCTeMbl B pamkax
ynpaBneHuss puckamm o006s3aHHOCTU YynpaBJfieHus
puckamu

B nnatexHon cucTteme onpegerneH cregylowun
npuUHUMN pacnpegeneHmnsa yHKUUA B paMmKax OLEHKN U
ynpasneHuns puckamu:

e Onepartop nnaTexHow cucTtemMbl AMepuKsH
JOkcnpecc  onpepgenser  TpeboBaHuMA K
ynpaBrieHnto puckaMmu NNaTexHowm CUCTEMbI C
y4yeToM BbIGpaHHOW 0 praH u3aLoHHoM Mo Jenm
ynpasneHunsa puckamu, Brrodas TpebdoBaHus K
B®IC, nanoxeHHblie B Nn.5.6;

e OnepaunoOHHbIN LeHTp wu MnatexHbin
KnnpuHrossin LEeHTp ocyuiecTBnser
camoCToATENbHOE YynpaBneHue puckamum wu
BPrIC, CBSAA3aHHbIMU c OKasaHUem
cooTBeTcTBYOWMX ycnyr OnepaumnoHHOM
ueHTpau MNMnatexHoro KNMprHroeoro LeHTpac
yyeTom TpeboBaHuii nn. 5.6.

® Cuncrema ynpasneHuns puckamm
OnepaumnoHHoro ueHTpa, MnartexHoro
KnupuHroeoro ueHTpa n Y4acTHUKOB AOJIKHA

BKNOYaTb B TOM 4UCMe HasHayeHue
OTBETCTBEHHbIX  COTPYOHWKOB W (MIM)
HapeneHue COOTBETCTBYOLLMMU
MOTHOMOUU MM noapasgeneHuin,

OTBETCTBEHHbIX 32 YyMpaBleHWe puckamm u
pa3paboTkO BHYTPEHHUX [OOKYMEHTOB MO
ynpasreHunto puckamu, a Takxke
npegycmatpuBatb OLUEHKY [OeATenbHOCM
cybbekta [lMnatexHon cuctembl AMepuKaH
Jkcnpecc Kak B LENnoMm, Tak U B 4acTu He
CBSI3aHHOMN c Y HKLNOHM POBaHNEM
MnaTtexHon cncteMbl AMEPUKIH JKCnpecc, B
criyyae, ecnu Takas [OeATenbHOCTb MOXeT
cTaTb WCTOYHUKOM puUcka, BUSIOLEro Ha
cnocobHocTb cybbekTa lNnarexHon cucTembl
BbINONMHATL TpeboBaHus Mpaeun MNnaTtexHon
cucTeMbl.

e OnepaunoHHbIN LeHTp, MnaTtexHbIn
KnMpuHroebin UeHTp W  Y4YaCTHUKM HeCyT
OTBETCTBEHHOCTb 3a pPErynspHyl OLEeHKy
pUCKOB U BHegpeHue cnocoboB ynpaBneHus
puckamm B cooTBetcTBUM C [MpaBunavm
MnaTtexHon cuctembl AMEPUKIH Jkcnpecc u
NPUMEHUMbIM 3aKOHOAaTENbCTBOM
Poccunckon depepauynn.

e B uensx obecneyeHus BONC onpepeneHa
crepytowasi OTBETCTBEHHOCTb 3a BnageHue u
ynpasreHune 6unsHec-npoueccamu "
TEXHOMOMYECcKo N NHPacTPyKTy poui:
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® Operational Center, Payment Clearing Center
and and Participants are responsible for
managing and ensuring the uninterrupted
operation of business processes and the
technological infrastructure that ensures the
functioning of the payment system within the
assigned functions;

® Payment System Operator does notownand is
not responsible for business process
management and technological infrastructure
of the Payment Infrastructure Service Operator
and Participants.

In the case of a non-performance by the Payment
Infrastructure Service Operator and/or Participantofthe
Payment System of the processes and procedures
necessary to ensure operational continuity of payment
system as partof the performance oftheir functions, the
Payment System Operator may request from the
breaching party full compensation of damages (whether
caused to it or thethe Payment System). Such damages
are defined as the expenses that the Payment System
Operator has made or will have to make to restore the
operational continuity of paymentsystem or the violated
rightas well as loss ofordamage caused to its property
(real damage).

If the failure to perform procedures to ensure operational
continuity of the Payment System is due to violation by
the Payment Infrastructure Service Operator and/or
Participantofthe Payment System of their obligations to
abstain from a certain activity (negative obligation) then
the Payment System Operator, regardless of
compensation for losses, has the rightto demand the
suppression ofthe breaching action, to the exend this is
notinconsistentwith the nature ofunderlying obligation.
Such request can be made by the Payment System
Operator also in the event where the Payment System
Operator reasonably believes that there is a real threat
of violation of such an obligation by the Payment
Infrastructure Service Operator and/or Participant ofthe
Payment System .

5.3. Informing the Governing bodies of the Payment
System Operator
Informing the Governing bodies of the Payment System
Operator settled by internal documents of Payment
System Operator “Regulation of Risk Management in
Payment System”

5.4. Levels of rendering of operational services and
Payment Clearing services in Payment System

The following levels ofrendering of operational services
and Payment Clearing services are defined in Payment
System:

Standart mode of operation — the provision of
Operational and Payment Clearing services under
normal conditions in which none of the operationa
continuity of payment system indicators exceed the
thresholdvalues.

e OnepaumnoHHbIN LeHTp, MnatexHbin
KnUpUHroebIn LEHTP M YYacTHUKM OTBEYAIOT 3a
ynpasrneHune n obecnedeHune 6 ecnepebonHoro

(YHKUMOHMPOBaHUST GU3HEC-MPOLLECCOB U
TEXHOMOTMMYEeckon MHMPaCTPYKTYphI,
obecneumnBatoLen YHKL MO HMUP OBaHME

NNaTexHon CUCTEMbI B paMKax BO3MOXEHHbIX
Ha HUX PYHKL NI,

e Onepartop nNnaTexHon CUCTeMbl He BrnageeT 1
He HeceT OTBETCTBEHHOCTb 3a YynpasreHue
OGusHec-npoueccamm U TEXHOIOTMYECKON
MHpacTpyKTypon OnepaTtopoB ycnyr
nnarexHown MHMPacTPYKTYpbl U YHACTHUKOB.

B cnyyae BUHOBHOTO HEMCMNOMHEHN A ONepaTopPoM yCnyr
nnaTtexHon WHAPaACTPYKTypbl U/Mnun  Y4acTHUKOM
nnaTtexHoun cuctembl nopsigka obecneveHus 6OrC B
pamkax BO3JIOXEHHbIX Ha HWUX yHkunn, Oneparop
nnaTtexHonW cucTembl BrnpaBe TpeboBatb OT
HapyLnBLLEro nuua nonHoro BO3MeLLEeH A
NPUYNHEHHbIX EMY (MM NNATEXHON cucTeme) yO bITKOB.
Mpn 3tomM nop y6biITkaMu MNOHMMAKTCS pacxonpl,
koTopble OneparTop NnaTexHOon CMCTEMbI NPON3BEN U
JoJkeH 6yaeT npounssecTy Ans BoccTtaHoBneHust BOMNC
WV HapyLWEeHHOro npasa, yTpaTa unu noBpexaeHune en
MMyLLecTBa (peanbHbli yuiepo).

B cny4yae ecnu HeucnonHeHve nopsgka obecneyeqns
BOrNC BbipaxaeTca B HapylweHuu onepatopom YIA
n/vnu Y4yacTHMKOM NnaTexHo cuctemMbl 0653aTenbCcTBa
Nno BO3[AEpXaHW OT COBeEpPLUEHUS OnpeaeneHHor
nencteust (HeratuBHoe ob6asarenbcteo) Oneparop
NNaTtexHon CUCTEMbl HE3aBMCMMO OT BO3MELLEeHUs
ybbITKOB Bnpase TpeboBaTb npeceyeHus
COOTBETCTBYlOLErO  OEWCTBMS, €CcnuM  3T0  He
NpoTMBOPEYUT cyllecTBy ob6s3atenbctea. [daHHoOe
TpeboBaHne MoxeT ObITb NpeabaBneHo Onepatopom
nnaTtexHon cucTeMbl WU B Cry4Yae BO3HWKHOBEHUS
peanbHOW yrpo3bl HapyLLEeHUsi Takoro o6si3aTtensbcTaa.

5.3. Mopsapok MH(OpMUpOBaHUSA opraHoB
ynpaBneHuss Oneparopa niaTteXXHOW CUCTEMbI
Mopsgok WHMOPMUPOBAHUA OpPraHoB YynpaBneHus
OnepaTtopa nnaTtexHoW CUCTEMbl perynupyercs
BHYTPEHHUM JokymeHToM OnepaTopa nnarexHon
cuctembl «llonoxeHne nNo ynpaBneHWO puckamu B
MnaTtexHoOn cnucTemen.

5.4. YpoBHM OKa3aHUA onepauuoHHbIX YCIyr nycnyr

nnaTtexHoro knupuHra B [lnatexHouW cucreme
AmepukaH dkcnpecc

B lMnatexHon cucteme AMepuKaH Jkcnpecc
onpegeneHbl cnegytowme YPOBHMU OoKa3aHus

OonepauynMoOHHbIXYCYTr 1M yCcnyr nnaTexHOoro KnnpuHra:

CTaH,ElapTHbIVI YpOBE€Hb OKa3aHuda ycnyr — OKa3aHune
onepaunoOHHbIX yCIyr n ycnyr nnaTtexHoro KnnmpuHra B

lWITAaTHOM pexvume, MNpU KOTOPOM HWU OOUH U3
nokasatenen bB®PMNC He npeBblllaeT MNOPOTOBLIX
3HAYeHUN.
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Allowed mode of operation —the provision of Operational
and Payment Clearing services with violations affecting
the operational continuity of payment system but not
disruptingthe functioning of the payment system.

Critical mode of operation - the provision ofoperational
services and paymentclearing services with violations
affecting operational continuity of payment system, and
leading to theincapability of providing services by the
paymentsystem.

Payment System Operational services and payment
clearing services should be maintained at standard level.
In case of transition from Standart level to Alllowed
Payment Infrastructure Service Operator determines the
measures and deadlines for returning the provision of
services to the Standard or Allowed mode of operation,
and also analyzes the causes and consequences of such
a transition.

5.5. Operational Continuity Parameters

In order to measure the performance of the American
Express Payment System, the Payment System
Operator has defined the following criteria:

e Restoration of Payment Infrastructure service
by Operational Center and Payment Clearing
Center takes place within 2hours in case ofthe
payment infrastructure services suspension
due to a violation of the requirements for
ensuring the protection of information when
transferring funds established by the Bank of
Russia Regulation of9 of June 2012 No. 382-P
"On the requirements for ensuring the
protection of information during the transfer of
funds and on the procedure for the Bank of
Russia to monitor compliance with the
requirements to ensure the protection of
information in the implementation of
remittances "

® Continuity ofthe Payment Infrastructure service
characterized by aperiod of more than 13 hours
between two consecutive events in Payment
System that led to the disruption of Payment
Infrastructure  Service that meet the
requirements for the provision of services,
including a violation of the requirements to
ensure the protection of information in the
implementation of money transfer established
by Bank of Russia regulations (hereinafter
referred to as “incidents”), as a result of which
the provision of Payment Infrastructure service
has been suspended.

Pa3pelleHHbIn YypOBEHb OKasaHWS yCryr — okasaHue
onepauMoHHbIX YCNYT 1 YCINYT NAaTeXHOro KMMpuHma ¢
HapyweHuamu, snuaowmmu Ha BOMNC, Ho He
NPUBOSALMMN K HapyLIEeHUO YHKLMOHNPOBaHWSA
nnaTexHon CUCTEMBI.

KpnTnyecknn ypoBeHb OKasaHUs ycnyr — oOKasaHue
onepauMoHHbIX YCIYT M YCNYT NAaTEXHO O KINMPUHIA C
HapyLeHuamu, Bnusaowmmm Ha b®rC, u npusoasawmmm
K HEeBO3MOXHOCTW OKasaHus yCnyr nnaTexHon
CUCTEMON.

B MnatexHol cucteme AMepUKaH OKCnpecc OONKeH
obecneunBatbcss CTaHOAPTHbBIN YPOBEHb OKasaHus
OnepauMoHHbIX YCNYT U yCNyT NNaTeXHoro KnupuHra. B
cnyyvyae nepexoga [lnatexHon cucTemMbl AMeEpU K3H
Skcnpecc n3 CtaHpapTHOrO pexuma
dYyHKUNOHUPOBaHNA B KpUTUYECKUN YyPOBEHb OKa3aHUsi
ycnyr, OnepaTtop ycnyr nnarexHon nHdpacTpyKTypbl
onpegensieT MeponpusaTUsE U CPOKM MO BO3BpaTty
okasaHusa ycnyr B CtaHgapTHbI unu PaspelueHHbin
YpPOBEHb OKasaHWs Yycnyr, a Takke aHanuaupyer
NPUYNHBI U NOCNEACTBUSA TAKOTO Nepexoa.

5.5. Nokasarenn BPIC

B uensx obecneyeHus 6ecnepebonHoro
dyHKUMOHMpOBaHUA MNnatexHon cuctembl AMEpUKaH
Okcnpecc Onepartop NNaTeXxHom cCUCTeMbl Onpeaenser
cneaywowme nokasarenu bOrcC :

e BoccTaHoBneHue okasaHuga Yenyr lNnartexHon
UHdppactpyktypbl («YMW») OnepaunoHHbIM
LueHTpoM ©  [naTexHbiM  KINUPUHIOBbLIM
LLEHTPOM NPON3BOAMTCS B TEHEHUE 2 4YacoB B
cryyvyae npuocraHoBsrneHus okasaHus YU, B
TOM yucne BCreacTeue HapyLueHns
TpeboBaHum K obecnedyeHuio  3aWuThl
MHMOPMaL UM NPU OCYLLECTBIEH UM MEP EBOOOB
OEHEXH bIX cpeacTs, yCTaHOBMEHHbIX
MNonoxeHunem baHka Poccuum oT 9 ntoHa 2012
roga N 382- "O TpeboBaHnAX k 06ecneyeHnto
3aWmnThl MHOPMaUUM NPU OCYLLECTBIEHNM
nepeBOfOB AEHEXHbIX CPEACTB U O nopsake
ocyulectBneHusa baHkom Poccum KOHTpons 3a
cobniogeHnem tpeboBaHu Kk obGecneyeHnto
3aWmThl MHOPMaUUM MpU OCYLLECTBIEHNN
nepeBoaOB AeHEXHbIX cpeacTs"”.

okasaHus
nepuoaomM BpPEMEHU
G6onee 13 Yacos mexagy OBYMS
nocnegoBartenbHoO NPon30LWeaLN MM B
MnatexHon cucteme AMepuKaH Jkcnpecc
COObITUSIMU, KOTOPbIE MPUBENU K HApYLLEHUIO
oKasaHus Y, COOTBETCTBYHOLLMX
TpeboBaHUSAM K OKaszaHWO yCrnyr, B TOM Yucrne
BCMNEACTBME  HapylweHus TpeboBaHWM K
obecneyeHunto 3awWmnTbl UHGOpMauuM npu
OCYyLLECTBNEHUN nepesoaoB [EH eXH bIX
cpencTta, yCTaHaBNMBAaEMbIM HOPMaTUBHbIMU
akTamun baHka Poccuu (ganee- «MHLNAEHTHIY),

B pesynbTaTe KOTOPbIX NPUOCTaHaBNMBANOCh
okasaHue YIN.

e HenpepbiBHOCTb
XapaktepusytoLiasics

YK,

51



lpasuna nnamexHol cucmembl AMePUKIH SKcrpecc

American Express Payment System Rules

Compliance of the Operationa Center with the
regulations for the implementation of
operational procedures specified in paragraph
4.7 ofthe Payment System Rules at a level not
lower than 99.8%.

Compliance by the Payment Clearing Center
with the rules for performing payment clearing
procedures specified in clause 4.7 of the
Payment System Rules at a level notlower than
99.8%.

Accessibility ofthe Operations Center ata level
notlower than 99.98%.

Growth rate of the average daily number of
incidents atalevel nothigherthan 10%.

According to the applied organizational model
of risk management in AEPS, the Operator
transferred the function for the implementation
of measures in relation to the determination
(calculation), determination of threshold values,
review and analysis of operational continuity of
payment system indicators to OPCC NSPK. A
detailed description of the methodology isin the
methodology for determining the operational
continuity of payment system indicators in
OPCC NSPK.

OPCC NSPK transfers information to the
Payment System Operator on each
establishment and revision of the threshold
levels of the operational continuity of payment
system indicators using the risk assessment
results ofthe paymentinfrastructure services in
the paymentsystem.

If during the calendar month after the expiry of
the year after the previous report from the
OPCC NSPK, there was no report on the
revision of the threshold levels of the
operational continuity of payment system
indicators, then the Payment System Operator
considerstheindicatorsremained the same.

OPCC NSPK independently collects and
processes information, to calculates and
analyzes the values of the operationa
continuity of payment system indicators, by
comparing themwith the threshold levels of the
operational continuity of payment system
indicators, and uses the results ofthis analysis
in the independent assessment of the risk
management system of the Payment
Infrastructure Services in the payment system
and in the independent assessment of the
impact of incidents on operational continuity of
paymentsystem.

e CobniogeHne  OnepaunoOHHbIM
pernaMeHTa BbIMOJIHEHUS  OMepaunOHHbIX
npouegyp, ykasaHHoro B n. 4.7 [lpasun
nnaTtexHonW CUCTEMbl Ha YPOBHE HE HUxe

99,8%.

LLeHTPOM

e CobniopgeHne [natexHbiM KT P UHOBbLIM
LEeHTPOM pernameHTa BbiNONHEHUs Npouenyp
nnaTexHoro KNUpuHra, ykasaHHoro B n. 4.7
MpaBun nnaTexHOW CUCTEMbl HA YPOBHE He
Huxe 99,8%.

e [loctynHocte OnepauMoHHOrO LeHTpa Ha
ypoBHe He Huxe 99,98%.

e Temn npupocTa cpeaHeaHEeBHOTO KONnyectsa
MHUMOEHTOBHaypoBHe He Bbilwe 10%.

CornacHo NpMMEHAEMOWN OpPraHM3auMoOHHON MOZenu
ynpasneHus puckamu B NMnatexHomn cucteme AMep MKaH
Okcnpecc, Onepatop nepegan  dyHKUMIO MO
peanusauuMn MeponpusaTUA B OTHOLWIEHWUM nopsaka
onpepeneHus (pacyerta), yCTaHOBMNEHUS MOPOTOBbIX
3Ha4yeHWI, nepecmoTpa M  aHanusa 3Ha4YeHun
nokasatenen BOPMNC B OIKL HCIMK. MNogpo6Hoe
onucaHve MeToauMkn copepxuTca B MeTtoauke
onpepeneHnsa nokasatenen 6AMNC AO «HCIK».

ONKL HCIMK nepemaér OnepaTtopy RnaTexHon
cucTeMbl MHOPMaLMIO O KaXOOM YCTAHOBMEHUU U
nepecMmoTpe NopPorosbixX ypoBHeN nokasaTtenen 6AINC c
MCNOSb30BaHNEM PE3YNbTaTOB OLEHKM PUCKOB yCNyr
nnatexHon MHPaCcTPYKTypbl B NaTEXHON CuCTEME.

Ecnu B Te4yeHuMe kaneHaapHOro Mecsua no McTeveHum
roga nocne npepgplgyuero otyéra ot ONKL HCIK He
NOCTYNWIo 0T4ETa 0 NEPEeCMOTPE NOPOrOBLIX yYP OBHEN
nokasarenen bOINC, To Onepatop NNaTEXHON CUCTEMBI
CUMTaET 3TO OTYETOM O TOM, YTO MOPOTOBbLIE YPOBHU
nokasarenen bONC octannce HanpexHeM ypOBHE.

OrnKy HCIMK  camoctoaTensHo cobupaer wu
obpabarbiBaeT MH(opMaLuo, Ha 0CHOBaHNK KOTOPOM
paccuynTbIBaeT U aHanNu3npyeT 3HaYeHUsi nokasarenen
BOrC, B TOM YMcne nyTem nx cpaBHeHMS C NOPOroBbIMU
ypoBHAMM nokaszatene BOMNC, u wucnonbayer
pesynbTarhbl yKasaHHoro aHanusa npv
CaMOCTOSITENbHON OLEHKE CUCTEMbl YyNpaBreHus
puckamu ycryr nnaTexHoh WH@PaCcTPyKTypbl B
nnaTtexHon CUCTEME U NMPU CaMOCTOATENbHOW OLEHKe
BNUAHUA MHLUMOeHTOB Ha BOTC.
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® Thetime period duringwhich the OPCC NSPK
should restore the provision of payment
infrastructure services in case of suspension of
their provision, and the time period during which
the OPCC NSPK should restore the provision
of payment infrastructure services that meets
the requirements for the provision of services,
in case of violation of these requirements,
within the threshold values of the indicator
“Restoration of the Payment Infrastructure
Services”.

5.6. American Express Payment System Operational
Continuity procedure

To execute continuity of operations in the American
Express Payment System, Payment System Participants
and the Payment System Infrastructure Operators
should.

Accordingto the applied organizational risk management
model in AEPS, OPCC NSPK provides Payment
Infrastructure servicein the eventof an incident, as well
as organizes the restoration of services in the event of
suspension of their provision, and the restoration of
Payment Infrastructure service that meets the
requirements for the provision of services, in case of
violation ofthese requirements.

Payment System Participants, Operational Center and
Payment Clearing Center independently determine the
procedure forimplementing the operational continuity of
payment system requirements established by the
Payment System Rules, the current legislation of the
Russian Federation, and the regulations of the Bank of
Russia within its own organizational risk management,
including compliance with the operational continuity of
payment system procedure. functions within the
paymentsystem, including:

e Risk Management
e operational continuitymanagement

e interaction with other subjects of payment
system to provide operational continuity of
paymentsystem

e monitoring compliance with the procedure for
providing operational continuity of payment
system

e informationalinteraction withinthe the payment
system in order to manage the risks of violation
ofthe operational continuity of payment system;

e storing informationaboutthe functioning ofthe
paymentsystem and incidentswithinthe frame
of activities related to the American Express
paymentsystem;

e development of regulations
implementation of procedures;

e Development, review and test of the ensuring
Business contiuity and recovery plan according
p.5.7

for the

Mepunop BpemeHun, B TedeHune kotoporo ONMKL, HCIK
OOJXeH BOCCTAHOBUTb OKa3aHWe YCnyr MraTexHon
MHMPACTPYKTYpbl B Cry4yae MPUOCTaHOBMEHUS WX
OKasaHus, U nepuoa BPEMEHU, B T€YEHUE KOTOPOro
OMKL HCIK pgomkeH BOCCTaHOBWTb OKa3aHWe ycnyr
nnatexHon  MHGpPaCTPpyKTypbl, COOTBETCTBYHOLLEE
TpeboBaHUSIM K OKa3aHUWI0 YCIyr, B Cyyae HapyLUeHns
yKkasaHHbiIXx TpeboBaHWW, OOMKeH OblTb B pamMkax
NoOporoBbIX 3Ha4YeHU nokasatensa «BoccTaHoBneHve
okasaHua YenyrlnatexHon VIHdpacTpyKTypbI».

5.6. Mopsipok obGecneveHus
(pyHKLIMOHUPOBaHUA
AmMepukaH Jkcnpecc
B Lensax obecneyeHus 6ecnepeboriHocTn
dyHKUMOHNpoBaHUA lNMnaTtexHon cuctemMmbl AMEPUKIH
Skcnpecc YyacTHUKK nnaTexHomn CUCTEMBbI,
OnepaunoHHbI LEeHTP M [naTtexHbln  KNMpUHIoBbIN
LeHTp OOMXHbl cdopmMmupoBatb M GopManun3oBarmb
noaxoasbl K ynpasneHuto  6ecnepeboliHOCTHIO
dyHKUMOHNPpOoBaHUA lNMnaTtexHon cuctembl AMEPUKIH
Skecnpecc.
CornacHo NpUMEHSIEMON OpPraHM3auMoOHHOW MOoAenu
ynpasneHusi puckamu B lNnatexHon cncteme AMep MkaH
Okcnpecc, OMKL, HCIMK obecneuynBaeT okaszaHue YA
npuM  BO3HWUKHOBEHUW  WHUWAEHTOB, a Takxe
OpraH130BbIBaeT BOCCTAHOBIEHNE OKa3aHusa ycnyr B
cnydvae NPUOCTAHOBMNEHUA  UX oKasaHus n
BOCCTaHOBIeHne okasaHus YIW, cooTBeTCTBYHOLLEO
TpeboBaHUSIM K OKa3aHWIo YCIyr, B Cyyae HapyLUeHns
yKasaHHbIX TpeboBaHuWN.
YYyacTHUKM NnnaTexHon cncremsl, OnepaumoHHbIN LIEHTP
1 MnatexHbl KNUPUHTOBLIN LEHTP CaMOCTOSATENbHO
onpefenslT NOpSAoK peanu3aunn TpeboBaHWM MO
obecneueHuno BPMNC, ycraHoBneHHbIX [MpaBunamm
nnaTtexHomn CUCTEMBI, OencTByOWUM
3aKoHOaTeNbCTBOM Poccunckon depepaunn,
HopMaTuMBHbIMM akTamum bBaHka Poccum B pamkax
COOCTBEHHOW OpraHn3aLoHHONM CTPYKTYP bl yNpaBrieHusi
puckamm, BkItovas cobntoaeHm e nopsigka ob6ecneyeHms
BOMNC B OTHOLWEHUN BbIMNOMHSAEMbIX UMU YHKLUA B
paMkax NnaTexHon CUCTEMbI, B TOM YNCIE:

e ynpasreHue puckamu;

6ecnepe6oHOCTU
MnaTtexHon CcUCTEMBbI

e ynpasneHue
(OYHKLNOHMPOBaHNS;

e B3auMogencTeMe C JApyrmmu cybbekTamn
nnaTtexHon cuctembl no obecnevyerHnto bOC;

Hernpep bIBHOCTbIO

e KOHTpPO/b 3a cobntogeHnem
obGecneyeHns bOrcC;

nopsaaka

e  MHOPMaALMOHHOE B3anMOAeNCTBMNE B pamKax
nnaTexHonW CUcTeMbl B Lenax ynpaBneHus
puckamm HapyLeHns BOTC;

e XpaHeHue cBedeHWN O (PYHKLMOHUPOBaHUN
NNaTeXxHon CUCTEMbI U MHLUOEHTaX B paMKax
[eAaTenbHOCTM, OTHocswenca kK [natexHon
cncteme AMepunkaH Skecnpecc;

e paspaboTka  pernameHTOB  BbiMOJIHEHMS
npoueayp,
e paspaboTka, MnepecMoTp U TECTUPOBaHUE

Mnanos OHMBL cornacHo n.5.7;
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e compiling and maintaining in current status a
list of critical business processes and critical
resources

5.7. Business continuity and
Requirements

Business contiuity and recovery plan in case of non-
standart situations and emergencies developed by the
Operational Center Participants and Payment Clearing
Center should contain the following information related
to Business contiuity and recovery of the Payment
system of American Express in case of of incidents
related to suspension provision of paymentinfrastructure
services or violation of established levels of payment
infrastructure services:

recovery plans

e thelistofthreats that may lead to an interruption
in  payment system operation and the
classification of such threats depending on the
level of adverse effect on the American Express
Payment System;

o thelistofcritical operational processes;

e the procedure for reporting on and activating
the paymentsystem contingency;

e the action plan necessary to restore the
American Express Payment System;

e Perform regular test (check) and review
Business contiuity and recovery plan at
intervals of at least once every two years

The operational Center and Payment Clearing Center
should include Business contiuity and recovery plan
measures aimed at managing the continuity of the
American Express Payment System in case of
exceeding the recovery time of the Payment
Infrastructure Services when they are suspended for
more than two times for three months in a row, as well
as in case of violation of the Payment System Rules,
resulting in the refusal of the Operating Center and (or)
Payment Clearing Center unilaterally from providing
services to the Payment System Participant (s) not
related to termination of participation in the American
Express Payment System in cases stipulated by the
Rules ofthe payment system.

Payment System Participants must establish their own
contingency plans in the event of failure, including
technical failures, loss of connectivity, insolvency or
other suspension of their own business operations,
which may lead to the interruption ofthe services within
American Express Payment System as required by the
applicable law and in compliance with American Express
Payment System rules.

e COCTaBneHue U nopaepXxaHue B aKkTyanbHOM
COCTOSIHUM NepeyvyHss KPUTUYECKUX OusHec
NpPOLEcCoB U KpUTUYHBIX PECYPCOB.

5.7. Tpeb6oBaHus K nnaHam obecne4yeHun
HenpepbIBHOCTA U BOCCTAaHOBJIEHUA OeATeNIbHOCTU
MnaHbl obecneyeHus HenpepbIBHOCTU "
BOCCTaHOBNEHMUS neaTenbHoCTU B cnyvae
HeCcTaHJApTHbIX M u4pes3BblHakHbIX cuTyauun (Mnad

OHuBA), paspabaTbiBaeMble YyacTHUkamm,
OnepauMOHHbIM LLEeHTPOM 1 naTexHbiM K pNHIOBbIM
LEeHTPpOM A0 MXKH bl cofepxarb crepyoLLyto
uHdopmaumlo, OoTHocsAWwylcAa Kk obecneveHuto

HEeNnpepbIBHOCTY W BOCCTAHOBIEHUA AEATernbHOCTU
MnatexHon cucteMbl AMEPUK3IH OKCMpecc B cryyae
BO3HWKHOBEH S WHLUWNOEHTOB, CBSA3aHHbIX c
NPUOCTaHOBNEHMEM OKasaHWUsa yCnyr nraTexHon
MHMPACTPYKTYpPbl UMNU HapYLWEHUS YCTaHOBMEHHbIX
YPOBHEW oKa3aHus yCnyr nnartexHon nHpacTpyKTypbl:
e [lepeyeHb yrpo3, CMNOCOOHbIX HapyLWuUTb
OesATenbHOCTb B pamkax lNnaTexHon cnuctemsl
AMepurKaH Qkcnpecc U nx knaccudukaumio B
3aBUCMMOCTM OT  CTEMEeHW HeraTuBHOM
Bo3gencTena Ha [natexHyi  cuctemy
AMepUKaH BKkcnpecc;
o [lepeyveHb KpUTMYECKM BaXH biX OMNepaLmoHHbIX
NpoLEeccos;

e T[lopsgok WHMOPMUPOBAHWUS W  aKTMBaUUK
nnaHa obGecneyeHMss HenpepbiBHOCM U
BOCCTaHOBIEHNS AeATeNbHOCTY;

o [lopsagok pgencTBuiA NO  BOCCTaAHOBIEHMIO
[enTenbHOCTM B pamkax MNnaTtexxHon CMCTeMbl
AMepukaH  JKcnpecc, BKYass  OLEHKy
cuTyauuu,

e [lpoBegeHne perynspHoOro TecTUpPOBaHWSA

(npoBepkn) n nepecmoTpa NMnanos OHuBN c

nepuoanMYHOCTbIO HE pexe O4HOro pasa B ABa

roga.
OnepaunoHHbIN LEeHTPp K [naTexHbIin  KNUPUHIOBbIA
LLeHTp A0J1KH bl BKNtovaTh B [NnaH OHuB meponpustms,
HanpaBfeHHble Ha YynpaBfieHWe HenpepbiBHOCTLIO
dyHKUMOHNpoBaHUA lMnaTtexHon cucteMmbl AMEPUKIH
Okcnpecc B cryyae  MNpeBbIEHUS  BPEMEHU
BOCCTaHOBNeHMs okasaHua Y npu npnoctaHoBneHmmn
MX okasaHusA 6ornee AByX pa3 B TEYEHUE TPEX MECSALEB
noapsd, a Takke B cnyvae HapylweHus [Mpasun
nnaTexHouW CUCTeMbl, Bblpa3MBLLUEroCss B OTKase
OnepauuoHHoro ueHTpa wu  (unn) [natexHoro
KIMPUHIOBOrO LeHTpa B OAHOCTOPOHHEM Mopsake OT
OKasaHMsa ycnyr Y4acTHUKY (aM) NnaTexHon CUCTEMDb,
He CBA3aHHOTrO0 C NpeKkpalleHnem yqyactus B MNnaTexHon
cucteme  AMepukaH Okcnpecc B crnyyasx,
npegycMoTpeHHbIX [paBmMnamm nnaTexHon CUCTEMBI.
Y4yacTHUkM nnaTtexHon cucTemsl 0653aHbl
paspabaTbiBaTb COOCTBEHHble MNnaHbl obecneyeHus
HenpepbLIBHOCTU U BOCCTAaHOBINEHUS AEATENbHOCTU B
cnyvyae HecTaHAAPTHbIX U 4Ype3BblHaWHbIX CUTyauui,
BKMtoYas crydam TexHu4deckoro cbosi, noTepu cCBA
(ceTeBOro coeaMHeHUs), BOZHMKHOBEHUS (M H aH COBbIX
3aTpyAHEHUN U WHbIX  (PAKTOPOB  HapyLUeHus
OonepaunoHHON AeATeNnbHOCTU, KOTOPble MOMMU Obl
NPUBECTU K MNPUOCTAHOBMEHU OKa3aHWUsA ycnyr
MnatexHon cuctemon AmepukaH Jkcnpecc B
COOTBETCTBMU C MPUMEHUMbIM 3aKOHOAATENBCTBOM U
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Such payment system contingency plans are to be
providedto the Payment System Operator on an annual
basis or on request.

Payment System Operator has a right to request
scheduled testing of the Payment System Participants
contingency plansin ajointlyagreed approach.

Payment System Participants are required to informthe
Payment System Operator about all changes in their
contingency plans, including IT and data communication
infrastructure,

The Payment System Operator sets out the technical
requirements of continuous American Express Payment
System operation through:

e the establishing of the mandatory technical
network functionality;

e the execution of the established procedures to
ensure proper processing of the data and
paymentinformation;

e the release into production of new and/or
upgraded payment  system technica
functionality onaperiodic basis;

e to mitigate therisk of operational failure through
periodic functional testing;

e the setting out ofrequirements for the Payment
System Participant’s certification.

Payment System Participants must provide the
necessary IT applications and network connectivity,
which will be certified by the Payment System Operator
in accordance with the standards and technical
specifications required by the American Express
Payment System and American Express global business
and operational policies

The Payment System Participants bears all risks
associated with the violations of the technica
requirements of the American Express Payment System.

In case ofan interruptionin service (system outages) that
results in a loss of connection or network connectivity
between the Payment System Participants and the
payment system, Payment System Participants must
cooperate with the Payment System Operator and
comply with any requests to resolve the interruption.

The Payment System Operator can request
improvements to the Payment System Participants
contingency plans in order to maintain the operational
continuity standard and procedure specified by the
Central Bank of Russia.

TpeboBaHuaAMU MpaBn NNaTexHon cucTembl AMep MK3H
Okcnpecc.
YKazaHHble  nnaHbl  JOMXHbI  NPenoCcTaBnATHCA
OnepaTtopy nNnaTtexHoW CUCTEMbl €KEerogHO WM no
3anpocy.

OnepaTop nnaTtexHou cucTeMbl BnpaBe 3anpocuTb
rpaduk TeCcTUpOBaHUA Y4acTHMKaAMM  NIiaTexHon
cucTteMbl NnaHoB no obecneyeHuo HenpepbiBHOCTU
AeATenbHOCTM MO COrnacoBaHHOM C HUMU Npoueaype.

Y4acTHUKM NnaTexHon cucrembl 06583aHbl yBego Mnsmb
OnepaTopannatexHoi cMcTemMbl 060 BCEX U3MEH EHUSIX
B nnaHax obecnevyeHns HenpepbiBHOCM U
BOCCTaHOBMNEHUS OesTenbHOCTH, BKITIOYas
ncnonbayemble IT-uHDPacTpykTypy U MHDPacTPyKTypy
no nepepave JaHHbIX.

OnepaTtop nnatexHoOW cucTeMbl YycTaHaBnuBaeT
TEXHUYecKne TpeboBaHuAa ans obecneyeHus
6ecnepebonHocTn  pyHKUMOHUPOBaHMA [naTexHon
cucTeMbl AMEpUKIH DKCMpecc:

e OnpepeneHne ob6a3aTenbHbIX TpeboBaHU K
TEXHUYECKMM BO3MOXHOCTSIM CETH;

e OcyuwecTBneHne onpeaeneHHbix npoueayp B
uenax obecneyeHna Hagnexawen obpaboTm
nnaTtexHon nHdopmaumuy,

e Bbinyck B MpouW3BOACTBEHHY Cpedy HOBOM
n/mnu o6HOBMEHHOrO TEXHMNYECKOM
dYHKLMOHaNa Ha perynsipHo i 0 CHOBE;

nocneacTeum
cbos

e CHuxeHune
onepauunoHHoro
nepunoan4eckoro
OYHKLNOHANBHOro TECTUPOBaHUS;

e YcTaHoBreHue TpeboBaHUi Kk cepTuduKaummn
Y4yacTHUKOB NNaTEXHOW CUCTEMBbI.

puvcka
NMoCpeacTeom
npoBeOeHnst

Y4yacTHUK nnaTtexHonW cucTeMbl npegocTaBnser
Heob6xooumoe nporpammMHoe obGecnevyeHne n Cxembl
CeTeBOro COeAuMHeHus, noanexawme oJobpeHuo
OnepaTopoMm NNaTexHomn CUCTEMbI, B COOTBETCTBUN CO
cTaHpapTaMM W TeXHW4eckumu cneumdukaumsmm
MnatexHon cuctembl AMEpUK3SH  Jkcnpecc W
rno6anbHbIMN GM3HEC N ONepaunoHHbLIMU NONUTUKaMM
AMepuKkaH dkcnpecc.

YyacTHUKu nnatexHomn cuctembl 6epyT Ha cebs Bce
pUCKM, CBA3AHHbIE C HapYLUIEHUSAMU UMN TEXHUYECKAX
TpeboBaHum [NnatexHon cucrembl AMep nkaH SKcn pecc.

B cny4yae oTka3a onepaunoHHOro cepBuca (CUCTEMHOM
c60s), npuBOAOsSLWEro K MNOTepe COeaVHEHUs wumm
NOAKIIOYEHNA K CETU Mexay Y4YacTHMKaMU NnaTexHomn
cucTtembl U MNnatexHor cncteMot AMepUKaH KC pecc,
Y4yacTHUKM nnaTtexHomn cucTemsl 065a3aHbl
coTpygHuyatb ¢ OnepaTtopoM NnaTtexHon CUcTeMbl U
cobntopaTe TpeboBaHMA NO yCTpaHeH o c60eB.

Onepatop nnaTtexHon cucTtemMbl BnpaBe noTpeboBsam
BHECEHMSA UM3MeHeHu’ B nnaHbl obecneyeHus
HENpepbLIBHOCTU W BOCCTaHOBMNEHUS AeATEeNbHOCMU
Y4yacTHUKOB MNMaTeXHOW CUCTEMbI AN NOAAep KaHus
cTaHgapTa no 6ecnpepbiBHOCTU [AeATENbHOCTU U B
cooTBeTcTBUYK C TpeboBaHuamm BaHka Poccuu.
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Payment System Participants must immediately notify
the Payment System Operator of a loss of payment
system processing and should assistand participate in
the remediation of the service interruption as requested
and directed by the Payment System Operator. The
Payment System Operator can request subsequent
documentation of the event from the Payment System
Participantifappropriate.

5.8 Methods for Analyzing Payment System Risks

Amercian Express Payment System defines risk analysis
methodologies in the Risk Management Policy of
American Express Payment System.

1. population and wupdating of interrelated
sequential technological procedures performed
in the provision of Payment Infrastructure
service (hereinafter - “business processes”);

2. development and updating of classifiers
(structured lists) of risks in the Payment
System, risk events, causes ofrisk events;

3. analysis of all business processes in the
payment system and the development of a list
of possiblerisk events for each of the business
processes, indicating the sources of these risk
events and the consequences of their
occurrence;

4. determining thelevel ofinherentrisk for each of
the identified risks in the Payment System and
establishing the level of acceptablerisk;

5. Comparison of a certain level of inherent risk
and an established level of acceptable risk for
each of the identified risks in the Payment
System to highlight significantrisks;

6. application of risk management methods for
each ofthe significantrisksand the subsequent
determination of the level of residual risk for
each ofthe significantrisks;

7. Comparison of the levels of residual risk and
acceptable risk for each of the significant risks
and making a decision on the need to apply
other methods of risk management in the
Payment System in addition to the previously
applied risk managementmethods;

8. monitoring of risks in the Payment system,
including the levels of residual risks in the
Payment system, their compliance with the
level of acceptable risk;

9. compiling up and updating the results of risk
assessment in the payment system and
analyzing the effectiveness of measures to
restore the provision of payment infrastructure
services that meet the requirements for the

YyacTHuku MnatexxHon Cnuctembl OO JXKH bl HEMEANEHHO
yBegoMuTe OnepaTtopa [natexHo Cuctembl o0
HapyLeHW K dyHKLMOHUPOBAH st NATEXH O CUCTEMbI U
065a3aHbl OKa3biBaTb COAENCTBME M Yy4yacTBOBAaTb B
BOCCTaHoOBnNeHnn becnepebonHOro okasaHus ycnyr B
COOTBETCTBMM C YyKasaHuaMn Onepartopa nnaTexHon
cuctembl. Onepatop lMNnarexHon Cuctembl B crnyvae
HeobxoaumocTu Bnpase TpeboBaTb OT Y4acTHUKOB
MnatexHomn Cuctembl npenocTasneHus
COOTBETCTBYIOLMX AOKYMEHTOB O Criyyae HapyLleHus
PYHKLNOHMP OBAHUS NNATEXHON CUCTEMBI

5.8 MeTtoaukum aHanusa puckoB B [lnatexHon
cucteme AMepuKaH JKcnpecc

B MnaTtexHoh cucteme AMepuKIH  JKcnpecc
nmcnonbayetcs mMeToaMKa aHanusa PVCKOB,
onpegeneHHas Bo BHyTpeHHeM JokymeHTe Oneparopa
nnatexHon cucrtembl «llonoxeHne No ynpaefeHUo
puckamu B [natexHonn Cucteme AMepukaH OKCNpecey,
yKasaHas meToauKa BKMloyaeT:

1. dopmupoBaHVe 1 NogaepKaHne B aKTyarbHOM
COCTOSIHUM  MNepeyHel  B3aMMOCBSI3aHHbIX
nocnegoBaTenbHbIX TEeXHO MO rMYeckix
npouegyp, BbIMONHAEMbIX Npu okasaHuun Y
(nanee — «bn3Hec- NpoLecchl»);

2. paspaboTky U nopaepxaHwe B akTyanbHOM
COCTOSIHUMU KnaccudgunkaTtopos
(CTPYKTYpPUpPOBaHHbIX MEepedYHen) pUCckoB B
MnaTtexHon cucTeme, PUCK-COBObLITUIA, MPUYMH
BO3HMWKHOBEH US1 PUCK-COBbLITUIA;

3. npoBegeHueaHanmsaBcex 6M3Hec-npoLeccos
B NnarexHon cucrteme un GopmMupoBaHMe
nepeyHss BO3MOXHbIX PUCK-COObITUIA AN
Kaxgoro n3 GM3Hec-npouUeccoB C yKasaHuem
MCTOYHMKOB BO3HMKHOBEHMWS [OaHHbIX PUCK-
COObITUIA U NOCNEACTBUN MX BO3HUKHOBEHUS;

4. onpepeneHne ypoBHA NpUCYLLEro pucka ans
Kaxgoro M3 naeHTMULMPOBaHHbIX PUCKOB B
MnatexHon cucteMe U yCTaHOBMEHUE Y POBHS
OONYCTUMOTO pUCKa;

5. conocTaBrneHne OnpenereHHoro  YpoBHS
NPUCYLLEro pucka U yCTaHOBIEHHOro YPOBHS
JOMYyCTUMOrO pucCKa MO  Kaxaomy U3
MaeHTMOULMPOBaHHLIX puckos B lNnaTtexHon
cucTeme Ans BblAeNeHns 3Ha4YMMbIX PUCKOB;

6. npumMeHeHue cnocoboB yrnpaBneHus puckamm

ONS KakOoro U3  3HaYMMbIX  PUCKOB WU
nocnegywuiee onpegeneHue YPOBHS
0OCTaTOYHOTO PUCKA ONA KAXKIOT0 M3 3HAaYMMbIX
PUCKOB;

7. COMNOCTaBfeHne ypoBHEN 0CTaTOYHOroO pucka u
OO0MYCTUMOTO pUCKa ANS Kaxgoro U3 3HavyvMbiX
puckos " NPUHATHE peLeHuns o]
HeobxoanmocTn NPUMEHEH S Apyrux
cnoco6oB ynpaBneHusi puckamm B MNnarexHon
cucTemMe B JONOSHEHWE K paHee MpuMeHeHHbIM
cnocob6am ynpaBneHusi puckamm;

8. MOHMTOPUHT puckoB B NnaTtexHon cucteme, B
TOM 4ucrie ypoBHEN OCTaTOYHbIX PUCKOB B
MnaTexHon cucteme, WX COOTBETCTBUE
YPOBH IONYCTUMOrO pUCKa;

9. cocTaBneHune " aKkTyanusauuio no
pesynbTataM OLLEHKM PUCKOB B MIaTEXHON
cucteme  u aHanusa  adpeKTMBHOCU
MEpPONpPUATUIA MO BOCCTAaHOBMNEHUIO OKa3aHus
YMW, cooTBeTcTBYOWErO TpeboBaHUSAM K
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provision of services, the profile of each of the
identified risksin the Payment System.

5.8.1 The methodology of acceptable level risk

assessment

The risk level is calculated on the basis of a
comprehensive riskassessment, determined by the level
of probability of a risk event occurring and the
consequenceofarisk event.

The probability and the impact ofrisk are determined on
a five-point scale. The probability of risk reflects the
possibility of the occurrence of the risk event itself from
a low probability (no more than once every 2 years) to
the highest probability (during the next quarter). The
impact of risk reflects the assessment of the material
consequences oftherisk eventfromvery low (the ability
to provide payment services in the standard mode of
operation at maximum financial costs of up to 7 million
rubles and in the absence of an impacton the business
reputation of the Payment System, consequences of a
legal nature, and no penalties /fines) very high (transition
to a critical mode of operation with financial losses
exceeding 140 million rubles, irreparable damage to
business reputation, significantfines / penalties).

The following formula is used to calculate the level of
risk:
R=I*P, where

R — Risk
| — Risk eventimpact
P — probability ofrisk event

A detailed description of the probability scale and the
impact of risk, as well as the assessment of the level of
riskis set forth in the internal documentof the Payment
System Operator “The Risk Management Policy in the
Payment System of American Express”.

5.8.2. Risk Types. Risk level assessment

The Payment System Operator, within the risk
management system, defines the following types of risks
will be assessed and monitored:

Credit risk — the risk of payment system infrastructure
failure and paymentinfrastructure services provision not
meeting requirements for the services provision, as a
result of Payment System Participants’ failure to meet
their contractual obligations to the said organizations
within the stipulated deadlines or in future. In order to
manage credit risk in the Payment System of American
Express, global standards for evaluating potential or
existing participants in the payment system are applied,
which consistin assessing therisk of a Participantin the
paymentsystem.

oKasaHuio ycnyr, npodguna Kaxmoro w3
BbISIBNIEHHbIX pUcKoB B [natexHol cucteme.

5.8.1 MeToauMka oueHKN NpuemMnemMoro ypoBHA pucka

YpoBeHb pucka paccyuMTbiBaeTCAd Ha OCHOBaHWUU
KOMMJTEKCHOW OLEHKM pUCKa, ONpeaensieMoin ypoBHEM
BEPOATHOCTM  BO3HWUKHOBEHUSI  pPUCK-COBbLITMA 1
nocneacTBMeM pUCK-COObITUS.

BepoaTHOCTE M BRAWsSIHWE puUCKa OMNPeAensioTcs no
natmbannbHoOM WKane. BepoATHOCTb pucka oTpaxaeT
BO3MOXHOCTb HaCTYyMMEHUsi CaMOro PUCKOBOro COObMmst
OT HMU3KOW BEPOSTHOCTM (He Yalle 1 pasa B 2 roga) 4o
HauBbICLUEN BEpPOATHOCTU (B TeYEeHWe crnepyroLero
KBapTtana). BnusHue pucka oTpaxaeT OLEHKy
MaTepuanbHOCTN NOCNEACTBUSA PUCK COObITUA OT OYeHb
HN3KOMN (BO3MOXHOCTb OKa3aHWUs MIaTexHbIX YyCcryr B
CTaHOApTHOM  pexume  PYHKUMOHMPOBaHUS  Npu
MakCMManbHbIX (OMHaHCOBBIX 3aTpartax 4o 7 MIH. pyb. un
npu OTCYTCTBUM BMUSIHUSA Ha [JENOBYK penyTauuio
MnatexHon cucTembl, MNOCMEACTBMA MNpPaBOBOMO
Xapaktepa, OTCYyTCTBMM wWTpadoB/MeHen) A0 OYeHb
BbICOKOM (Nepexoa B KPUTUYECKUIA YPOBEHb OKa3aHus
ycnyr npu oMHaHcoBbIX YObITkax npeBbiwatowmx 140
MNH. py6., HEBOCCTAaHOBMMOM YpPOHE [eroBoW
penyTauuu, CyLecTBEHHbIX LUTpadax / neHsx).

[ns pacyeTta ypoBHS pucka npumeHseTcs cneayolias
dopwmyna:

R=I"P, rpe

R — ypoBeHb pucka

| — BNUsiHWE pUCK-CODOLITUS

P — BEpOATHOCTb BO3HWKHOBEH NSt pUCK-COBbITUS

Moaopo6HOEe onucaHune Wkanbl BEPOATHOCTM U BITUSHUS
pucka, a TakKe OLEHKM YPOBHS pUCKa W3MOXEHO BO
BHYTpeHHeM [JokymeHTe Onepartopa [nartexHon
cuctembl «lonoxeHne nNo ynpasfeHU puckamu B
MnatexHon cucteme AMEPUKIH SKCNpecey.

5.8.2. Bupbl puckos. MNMpodunb puckoB nnatexHomn
cuctembl

Mpodunu puckos lnatexHon cuctembl AMeEpUKIH
OKcnpecc COCTaBnATCA MO Creaylowmum puckam,

BbiiBNEeHHbIM B [lnatexHon cucteme AMepuksH
Jkcnpecc:
KpeoutHbim puck - puck okasaHus YIU, He

COOTBETCTBYOLWEro TpeboBaHUSAM K OKa3aHMWI0 YCNyr,
LleHTpanbHbIM [nartexHbim KITM PV HOBbIM
KOHTpareHToM unun PacyeTHbIM LEHTPOM nnaTexHown
CcUCTeMbl BCNEeACTBME HEBbLINOMHEHUs Y4acTHUKamm
nnaTeXxHom CUCTeMbl JOTOBOPHLIX 00A3aTenbLCTB Nnepeq
yKaszaHHbIMW OpraHmns3aumsmMm B yCTaHOBMNEHHbIN CPOK
mnu B Oyaywem. B uensix ynpaBrneHus KpeaumTHbIM
puckom B lnartexHonm cucteme AMepukaH Jkcnpecc
npumeHsitoTca  rnobanbHble  CcTaHJapThl  OLLEHKU
NOTEHUMAaNbHbIX WM  CYLECTBYHOWNX Y4YaCTHUKOB
NraTeXxHon CUCTEMbI, KOTOPbINA 3aKNYalTCs B OLEHKe
pucka YyacTHUKa nnaTexHon CUCTEMBbI.
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Payment System Participant Risk

A Payment System Participant is unable to meet its
financial obligations to the payment system due to
financial difficulties. The assessment of the Payment
System Participant’s risk identifies its creditworthiness
and its financial standing to assess its ability to fulfil its
respective settlementobligationson time and in full.

Payment System Participants creditworthiness and
financial standing are assessed according to the risk
provisions in the American Express Payment System
rules and American Express global business and
operational policies on aregular basis. Thismay be more
frequent particularly in situations where there is higher
than usual perceived risk or where specific information
has become available. Following these assessments,
the Payment System Operator can request the
assignment of collateral in the form of an irrevocable
letter of credit or bank guarantee as collateral on behalf
of the Payment System Participants.

The long-term rating of a Payment System Participant
shall be rated by arecognized debt-rating agency atno
less than “investmentgrade” (i.e., in the case of Fitch and
Standard and Poor’s, not less than “BBB-", and in the
case of Moody’s, no less than “Baa3”). The Payment
System Operator will use the lowest rating of the rating
agencies. If a Payment System Participantis not rated
by one ofthe rating agencies, itwill be rated on asimilar
scale by internal American Express rating teams. If the
Participant’s debt ratings ever fall below “investment
grade,” or their volumes exceed an amount determined
by American Express, the Participant must obtain a
standby letter of credit, cash collateral agreement, or
guarantee from an acceptable guarantor above
“investmentgrade”.

Direct Payment System Participants will be assessed on
their settlement performance against the defined
settlement execution criteria issued by the Payment
System Operator. Serious or repeated disruptons
caused by non-settlementwilllead to the actionsdefined
in chapter 6. In case Uncovered Payment Clearing
Position arise as a result of technical issues or human
error (setttement not funded because of local holidays
etc.), the Payment System Participants should rectify it
by themselves. In the event of a Financial Failure which
is not rectified by the Participants themselves, the
Payment System Operator would reimburse the
Settlement Center for the shortfall subject to conditons
of the contractual arrangements. The Payment System
Operator would deploy any collateral, which was
obtained from the Participant, which has the Uncovered

Puck YyacTtHuKa nnateXXHow cuctembl

Puck HencnonHeHus o6a3atenbcTBa nepeg MNnarexHon
cuctemMoin AMepUMKaH QKCNPEeCC CO CTOPOHbI YYacTHUKA
nnaTtexHom CUCTEMbI, BbI3BaHHbIN  (UHAHCOBLIMU
3aTpygHeHusMu. B pesynbTate oOuUeHKM pucka
YyacTHUKa nNnaTtexHon cucTembl oOnNpegensieTcs
KPeanmTocnocobHOCTb M (PUHAHCOBOE MOJIOXEHME
YyacTHMKa nNNateXXHOW CUCTEMbI, BKIO4Yas ero
CNocoBHOCTL 0TBEYATb MO pacyeTHbIM 06s3aTenbCTBaM
B MOJIHON Mepe 1 CBOEBPEMEHHO.

KpeontocnocoBHOCTE M (PMHAHCOBOE MOJSI0XEHNe
YyacTHUKa nNnNaTtexHouW CUCTeMbl OLEHUBAeTCs B
cooTBeTcTBMKN C [lpaBunamu nnaTexHoOm cucTembl
AmepukaH 3Jkcnpecc u rnobanbHbiMM 6Gu3HEC U
onepaumoHHbIMA NONUTUKAMN AMEPUKIH DKCnpecc Ha
perynsipHoO OCHOBE UMN NO Mepe MOJIyYEeHMUs MHOW
nHdopmMauum, Tpebytollen BHeouep eaHoro nepecmoTpa
pvcka Y4yacTHUKa nnatexHon cucteMbl. Pesynbtatom
OLEHKN pUcKa Y4acTHUKa NnaTexHon CUCTEMbl MOXET
cTaTb 3anpoc Co CTOPOHbI OnepaTtopa NnaTexHon
cucTeMbl O NpegocTaBneHnn 6e30T3bIBHOW 6aHKOoBCKON
rapaHTMu UNU akkpeauTMBa B kavyecTBe obecneveHus
MUcnornHeHus o653aTtenbCTB  YyacTHMKA MIaTEXHON
cuUcTeMbl.

OnepaTtop nnaTexHOW CUCTEMbl  OCYLLIeCTBNSET
MOHUTOPWHT JONTOCPOYHOTO KPEAMTHOTO PEenTUHIA,
NPUCBOEHHOro Y4acTHUKY NNaTeXHOW CUCTEMbI OOHUM
M3 MPU3HaHHbLIX areHTCTB, KOTOPbLIN He AOMXeH ObiTb
HUXe «WHBECTULMOHH O-KPeau THOTO penTuHra»
(Hanpumep, penTnHr, NnpuceoeHHbIN Fitch n Standard
and Poor’s, He gonxeH ObiTb HUxe «BBB-» 1 penTuHr
areHTcTBa Moody’s He gomxeH ObiTb HUxe «Baald»).
Onepatop nnaTtexHon cuctembl 6yaeT MCNONb30Bam
cambli HU3KUI PENTUHT U3 JOCTYNHbIX. B cnyyae, ecrn
YyacTHUKY nnaTtexHoOW CUCTEMbl He MNPUCBOEH
Tpebyembll  JONTOCPOYHBIA  PENTUHT, BHYTPEHHUE
nogpasgeneHuss AMepuKaH JKcrnpecc npoussemyTt
HeobXxoaMMyto OLLeHKY Mo aHanornmyHon wkane. Ecnv B
pesynbTate OLEHKM pucka Y4dacTHMKa NnaTexHown
CUCTEMbI €0 MHBECTULIMOHHO -KPeaAU THbIA PENTUHT HIDKe
TpebyemMoro 4ONFOCPOYHOro peiTuHra unm 06 Lembl ero
onepauvin npeBblWawT pasmepbl, YCTaHOBMEHHble
AmepunkaH Jkcnpecc, YY4acTHUK NnaTteXHoW CUCTEMbI
06a3aH npepocTaBuTb 6€30T3bIBHYO GaHKOBCKyO
rapaHTUIO NN akKkpeaMTuB B KavecTBe obecnedeHusi
McnornHeHuss o6s3aTenbCTB  YyacTHMKA MITATEXHON
CUCTEMBI.

Onepatop nnatexHow CUCTEMbI MO  OAHHbIM,
noctynawowmm ot PacuyeTtHoro ueHTpa, OLeHUBaeT
pacyeTHY AUCUMNMAUHY YYacTHWMKOB MIaTexHon
CUCTEMBI. B cny4vae CyLLEeCTBEHHbIX unm
NOBTOPSAIOLNXCA HAapPYLEHUA B NMPOLLECCE PACYETOB,
OnepaTop nnatexHon cucTemMbl OyAeT NpPUHUMMAETL
Mepbl, YKasaHHble B [naeBe 6 [lpaBun nnaTtexHomn
cucTembl AmepunkaH Okcnpecc. B cnyvae
BO3HWKHOBEH st HenoKpbITON MNMnaTexHon KN pUHroBOM
no3vuMm B pesynbrate TeXHWYEecKnXx owunbok wmm
yenoBeyeckoro gaktopa (pacyét He ocyllecTBnseTcs
M3-3a MECTHbIX MpPasgHUKOB W T.0.), Y4acTHMKA
NNaTéXHOoW CUCTEMbI YCTPaHAKT X CaMOCTOSITENBHO. B
cnyvyae ®PMHaHCOBOro HapyleHUs, He YCTpaHEHHOM
cammmmn YyactHukamm, OnepaTtop nnaTéxHom CUCTEMBI
Bo3mellaeT Pac4yéTHOMY LEHTPY BbiNMaYeHHbIe UM
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Payment Clearing Position, in reimbursing the
Settlement Center. In the absence of sufficient collateral,
the Payment System Operator would expectto utilize its
own resources; if necessary, it would draw upon its
committed revolving credit facility, which should be
sufficient to cover the largest peak Payment Clearing
Position ofaParticipantin case of need.

The Payment System Operator has the rightto block
Payment System Participants’ card transactions in the
event of application of bankruptcy or liquidaton
procedures against that Payment System Participant or
in that Payment System Participant’s inability to provide
an acceptable form of security defined above.

Legal Risk — therisk of payment system infrastructure
services failure as a result of the payment system
entities’ failure to meet requirements of applicable
legislation of the Russian Federation, regulations of the
Bank of Russia, payment systemrules, documents of the
Payment System Operator, or as a resultof legal conflict
and/or ambiguity in legislation of the Russian Federation,
regulations ofthe Bank of Russia, payment systemrules,
agreements between paymentsystem entities

The Payment System Operator will establish a

procedureto:

e Monitorany changes in Russian legislation and
Central Bank of Russia directives related to
paymentprocessing.

e Ensure any required amendments to the
American Express Payment System rules are
implemented

e Periodically review all related agreements

e Ensure any disputes are addressed according
to the American Express Payment System
rules.

Operational Risk — the risk of payment system
infrastructure services failure and paymentinfrastructure
services provision not meeting requirements to the
services provision, as a result of faults, failures and
breakdowns in the payment system entities’information
and technological systems, defects in arrangement and
performance of technological and management
processes, errors orillicitactions ofthe payment system

cpencTBa C y4eTOM YCIOBWMIA 3aKMKOYEHHbIX [0 r0BOPOB.
OnepaTtop nnNaTtéxHol cucTembl Mcnonbdyet nwboe
obecnevyeHune, nony4yeHHoe oT YyacTHUKA, MMeEIOLLEro
HenokpbiTyto [natexHyo KNMPUHIOBYIO NO3NUMIO MpU
TakoMm Bo3MelleHUn Pac4éTHoMy LeHTpy. B oTcyTcTBME
goctatoyHoro obecneveHnss OnepaTtop nNNATEXHON
cucTteMbl 6yaeT Mcnonb3oBaTh COOGCTBEHHbIE pECYPCb;
npu HeobxoAMMOCTM OH Npou3BedEéT BbIOOPKY MO
BO30OHOBNSIEMOMY KpeauTy, KOTOPbIA OOJxeH ObiTb
JocTaTtoyeH Ans NoKpbiTMA HanbornbLiero No pasmepy

obsa3aTtenbcTBa Y4yacTHMKA, BbITEKalOWero u3 ero
MnaTexHOo M KNMPUHIOBON NO3NLUN.
OnepaTop MNnaTexHoW CUCTEMbl MMeeT Mpaso

3abnoknpoBaTtb KapTOYHble TpaH3akuuMKM Y4dacTHUKA
nnaTexHoW CUCTeMbl B Cryyae nNPUMEHEeHUsa K
YyacTHUKY NnaTexHon cucteMbl npouenyp 6aHkpoTciBa
MNn nNUKBMZAUMW WM B clyvyae HecnocobHocm
YyacTHMKa nNnaTtexHom Ccuctembl NpefoctaBUTb
Tpebyemyto  [MpaBunamu  nNnaTtexHOW  CUCTEMbI
AmepunkaH Qkcnpecc bopmy obecrneveHus.

MpaBoBon puck — puck okasaHus YIMW, He
cooTBeTCTBYytoLEro TpeboBaHMAM K OKasaHUo yCnyr,
BCreacTBne HecobniogeHus cybbektamm MnaTtexHom
cuctembl TpeboBaHMI 3akoHogaTenbcTBa Poccuiickon
depepaumnu, MNMpaeun MNnatexHon cucTeMbI, JOTO BOPOB,
3aKMOYEHHbIX  Mexay cybbektamn  natexHon
cuctemMbl, JokymeHToB OnepaTtopa nnaTexHon CUCTeMbl
n pokymeHToB onepartopoB YM nubo Bcneactsue
HanMunsa NpaBOBbIX KONMU3UKA M (UNKU) NpPaBoOBOK
HeonpeneneHHoOCTM B 3akoHodaTenbcTBe Poccuimckon

depepauumn, HopmaTMBHbIX akTax baHka Poccum,
npaeunax nnaTtexHonW cuctemMbl W  JOroBopax,
3aKMoYeHHbIX  Mexgy  cybbektamyu  [MnartexHon
cUCTEeMbl, a Takke  BCMNEACTBME  HaxXOXOEHWs

onepatopoB YIMN n Y4yacTHMKOB NNnaTexHon CUCTEMbI
noA pUCANKLMEN pa3nNYHbIX FOCYJapCTB.

Onepatop nnaTtexHoun cucrtembl onpepenser
cnegylowme npouenypbl No yrnpasrieHuio NpaBoBbM
pucKoMm:

e MOHUTOPWHr U3MEHEHUW B  POCCUICKOM
3aKoHOJaTenbCTBE M HOPMATUBHBIX aKTax
BaHka Poccuu;

e (OO6ecneyeHne BHECEHUSA U3BMEHEHU B
MpaBuna nnaTtexHow cucTeMbl AMEpPUKIH
Okcnpecc B cnyyae NpuMeEHMMOCTU U3M EHEHWUIA
B POCCUIACKOM 3aKkoHodaTenbLCcTBe K
MnaTtexHon cncteme AMepUKaH SKCNpece;

e [lpoBepka BCcex COrnalleHunii, 3akno4aembIx ¢
OnepatopoM  nnaTeXxHowW CUCTEMbl Ha
nepmnoanveckon oCHOBe;

e (OO6OecneyeHne BegeHUs pgen no crnopav
cornacHo [lpaBunam nnaTtexHom CUCTEMbI
AMepunKkaH Jkcnpecc.

OnepauuoHHbIN PUCK — pUCK okasaHusa YIU, He
cooTBeTCTBYytoLWEro TpeboBaHMAM K OKasaHWo yCnyr,
BCIEACTBME BO3HUKHOBEHUA y cybbekToB [naTtexHomn

cuctembl cboeB, OTKasoB W apapu B paboTe
MHMOPMALMOHHBIX U TEXHOJOIMYECKUX CUCTEM,
HeOooCTaTkOB B OpraHusauuM U BbIMOMHEHUN
TEXHOJIOTMYECKUX W YNpaBleHYecknx MpoLeccos,

OWNBOK MNM NPOTUBOMPABHbLIX AENCTBUI MepCcoHana
cy6bekToB [natexHoi cuctembl nu6o BcneacTeue
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entities’ personnel, or due to circumstances that are
caused by events unrelated to activities of the payment
system entities, including extraordinary situations,
erroneous or illicitactions of any third parties. Fraud risk
is defined in AEPS with the purposes of operational risk
management.

AEPS rules define responsibility of the Participants,
Operational Center and Payment Clearing center for the
ownership and management of the business processes
and IT infrastructure in line with the operational risk
management and assessment,

In order to manage operational risk in the Payment
System American Express, the risk of fraud is
highlighted.

Fraud Risk

The Payment System Operator sets out the criteria for
identification of the high risk merchants. All Payment
System Participants will be notified of merchants
identified as potential high risk through FraudNet (an
American Express provided application). In addition to
the notification, the Payment System Operator will
provide the list of actions to address the fraud risk
concerns.

All Payment System Participants are required to
cooperate fully to investigate all frauds or potentia
frauds, to take action to minimise any losses, to hold
funds if appropriate, to assist and regulatory or law
enforcementagencies and to initiate legal action against
any perpetrators.

Payment System Participant Acquirers must provide, in
addition to the above requirements, fraud risk and
detection procedures to ensureits merchants cooperate
fully and provide all relevant information in any
investigation. It may be necessary to terminate such
merchantrelationships for any participationin fraudulent
activity and for any negative effect on the American
Express brand.

The Payment System Participant has a right to request
the block of the card transactions to prevent fraudulent
actions by itself.

The Payment System Operator has a right to block
Payment System Participants’ card transactions in a
fraudulent situation to limit potential loss where there is
no reasonable alternative.

BO3OENCTBMA COOBLITUIA, NPUYMHBI  BO3HUKHOBEHUS
KOTOPbIX HE CBfI3aHbl C AEATENbHOCTbI CYyOBHEKTOB
MnatexHOMW cUCTeMbl, BKMOYas  Ype3BblHalHble
cutyaumm, owmboYHbIe NN PO TUBOM PaBHbIE AEV CTBAS
TpeTbUX NuL.

B pamkax oueHku 1 ynpaBneHust 0 nep auoHH bIM PUCKOM
MpaBnnamn nnaTtexHOMm cucTtembl MpegycMoTpeHa
OTBETCTBEHHOCTb YYaCTHUKOB MNMaTeXHOW CUCTEMBbI,
OnepaumnoHHoro LeHTpa u MNnarexHoro KnnpuHroBoro
ueHTpa 3a BMageHue U ynpaeneHue 6OusHecc-
npoueccamumun UT-nHdpacTpyKTypon.

B uenax ynpaBneHus onepauuvoOHHbIM PUCKOM B
MnatexHol cucteme AMEpPUKIH DKCNpecc BbiaenseTcs
PUCK MOLLUEHHUYECTBA.

Puck MoweHHun4ecTBa

OnepaTtop nNnarexHOW CcuUcCTeMbl YyCTaHaBnuBaeT
TpeboBaHus Ans onpegeneHns TOProBO-CEepPBUCHbIX
npeanpuaTUiA C NOBbIWEHHbIM puckoM. Bce YuyacTHukm
nnaTtexHoun cuctembl 6yaoyT yBeooOMIeHbl O TOProeo-
CEPBUCHbIX npeanpuaTnax c BbISIBITEHHbIM
noTeHuManbHbIM  BbICOKMM PUCKOM NOCPEACcTBOM
FraudNet (ceteBoii pecypc, npemocTaBnsieMbii
AmMepukaH OJkcnpecc). B gononHeHune Kk Takomy
yBegomneHunto, Onepatop nNnatexHOW CUCTEMbI
npefocTaBrnsieT KOHTaKTHble JaHHble Ans coobLeHus
Y4yacTHUKammn nnaTexHon cncremMbl NobbIX NOA0 3peHni
B OTHOLUEHWUU PMCKa MOLLEHHNYECTBa.

Bce Y4yacTHUKM nnatexHowW cucTtembl 00653aHbI
coTpygHuyatb ¢ OnepaTtopoM NnaTtexHOW CUMCTEMbI B
L ensix BbIsIBNEHMSA BCEX NOTEHUMaNbHbIX M (DaKTUYECKUX
MOLUEHHUYECKUX AEACTBUIA, MNPUHUMATbL Mepbl MO
MUHMMMU3aLUMKM yObITKOB B pe3ynbTaTe MOLWEeHHNYeCTBa,
COXpaHsTb CpeacTBa B crnyyvyae HeobGxoaummocm,

okasblBaTb  COAEWCTBME FOCYOApCTBEHHbLIM UMK
NpaBoOXPaHNTENbHbLIM opraHam B cnyyvae
VMHULUMPOBaHUSA cynebHbIX MNCKOB npomwme
HapywuTene.

YYacTHUKM nNnaTtexHon CUCTeMbl - OKBalepbl, B
OOMOIHEHNE K BblLleyKa3aHHbiM TpeboBaHV M, A0 IDHbI
obecneunTb HanMuve npouenyp No BbISBMEHUIO pucka
MOLUEHHUYeCcTBa, [AOCTYMHbIX TOProBO-CePBUCHBIM
npeanpusaTMaM gns  npouecca B3anMOOeNCcTBUs t
npegocTtaBsneHna mHgopmauum, Heobxogumon ans
paccnegoBaHuii. B cnyvae HeraTMBHOTIO BINSHUSA Ha
OpeHA  AmepukaH Jkcnpecc WM BbISIBNEHUS
MOLUEHHWYECKNX AENCTBUA Yy TOProOBO-CEPBUCHOIO
npeanpuatms, OnepaTtop NNaTeXxHOW CUMCTEMbI MOXET
noTpeboBaTb NpekpalleHe npvema kapT YKasaHHbIM
TOProBbIM NpeanpuaTUeM.

Y4yacTHUK NNaTexHon CUMCTEMbI UMEET NPaBo 3an pocUTbL
6nokmpoBaHMe COOCTBEHHbIX KapTOYHbIX TPaH3aKUMn
ans npegoTBpalleH ust MOLWEHHUYECKUX AENCTBUN.

Onepartop nnaTtexHoW cucTeMbl UWMeeT Mpaso
6nokupoBaTb KapTOYHble TPaH3akuuMKM Y4YacTHMKa
nnatexHon CUCTEMbl MPU  BbISIBNEHUM  puUcka
MOLUEHHUYECTBA  C Lenbto npeaoTBp alLeHus
noTeHLManbHbIX YOBITKOB B Cllydae OTCYTCTBUS UHbIX

060CHOBaHHbIX arn bTEPHATUBHbLIX METOJOB.
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Liquidity Risk - the Rrsk of payment system
infrastructure services failure and paymentinfrastructure
services provision not meeting requirements to the
services provision, as a result of absence with the
Payment System Participants of funds sufficient for
timely execution of their obligations to other payment
system entities. This type of risks closely correlates with
creditrisk.

General commercialrisk - therisk of payment system
infrastructure services failure and paymentinfrastructure
services provision not meeting requirements to the
services provision, as aresult of deterioration of financial
position of Payment System Operator and/or Payment
Infrastructure Servicers unrelated to exposure of the
paymentsystem to creditrisk or liquidity risk.

The description of the risk profile is contained in the
internal document of the Payment System Operator
“Risk Management Policy in the Payment System
American Express”.

The paymentsystem Operator compiles and/or updates
the risk profile on an annual basis.

5.9. Provision of Risk Management Information

The Payment System Operator has the right to request
any information relating to the operation ofthe American
Express Payment System from the Payment System
Participants and the Payment Infrastructure Service
Operators.

Under the management of the operational continuity of
payment system system as part of the activities of
Operational and Payment Clearing center of the
payment system Operator interacts with the OPCC
NSPK, among other things in accordance with the
procedure established by the Methodology for
Determining operational continuity of payment system
Indicators and the Rules of Interaction of the OPCC
NSPK JSC and the Substation Operator forthe collection
and processing of Incidents used for calculating
operational continuity of paymentsystem".

This interaction includes sending the following
information in electronic formto the email address ofthe
responsible employees ofthe payment system Operator:

® Information about operational continuity of
paymentsystem indicators specifiedin p.5.5 of
the Payment System Rules on amonthly basis;

e Information about incidents no later than 12
hours from the moment of occurrence
(detection) of the incident or information
confirmingthe absence ofincidents;

e Incidentresolutionreportno later than 24 hours
after theincidenthas been resolved;

e A copy of the updated Onivd Plan and the
results of testing the Plan at least once every
two years;

® - Results ofsignificantriskassessmentand risk
profile atleast once a year;

Puck nukBuMaHOCTM — pucKk okasaHusa YIU, He
cooTBeTCTBYytoLEro TpeboBaHMAM K OKasaHUo yCnyr,
BCMeACTBME OTCYTCTBUS Y YYaACTHUKOB MIaTEXHON
CUCTEMbl [OEHEXHbIX CPEACTB, [OCTATOYHbIX [Ansi
CBOEBPEMEHHOrO BbINOMHEHMs X 06a3aTenbCcTB Nepeq
apyrmmn cybbektamum MnatexHon cuctembl. JaHHbIA
BM[ p1cKka TECHO B3aMMOCBSI3aH C KpEAUTHbIM PUCKOM.

OOLWMIt KOMMEpPYeCKUIN pUCK - puck okazaHus YT, He
cooTBeTcTBYytoLEro TpeboBaHMAM K OKasaHUo yCnyr,
BCMNEeACTBME YXydWeHUs (PUHAHCOBOrO COCTOSHUS
OnepaTtopa nnarexHon cuctembl U (MNK) onepaTtopos
YT, He cBA3aHHOIO C peann3aunen KpeanTHOro pucka
MnaTtexHon cucTeMbl U pucka nMKkBMaHocTu MNnaTtexHon
cuUcTeMbl.

OnuncaHve npoduna PpUCKOB COOEPXUTCA  BO
BHyTpeHHem [JokymeHTe Onepartopa nnaTtexHon
cuctembl «lonoxeHne No ynpaBNeHWIO puckamu B
MnatexHon Cucteme AMEpPUK3IH AKCNpecey.

OnepaTtop NnaTexHOW CMCTeMbl COCTaBnseT u (Mnm)
06HOBMSET NPOdUIb PUCKOB Ha EXXerogHON OCHOBE.

5.9. NMopsagok nHopMaLMOHHOIo B3anMoaencTBus

OnepaTtop nNnaTexHOW CcucTeMbl UMeeT npaso
3aTpeboBatb nby MHGMOPMaUMIo, KacawLLycs
dYyHKUMOHUPpOBaHUA [natexHon cuctembl AMepukaH
3kcnpecc, OT Y4YacTHMKOB MNNaTeXHOW CUcCTemMbl WU
OnepatopoB ycnyr nnaTéxHon nHPacTpyKTypbl.

B pamkax ynpaeneHus BOMNC B yactu gesitenbHOCM
OnepauunoHHoro u MNnatexHoro KnupuHroeoro LeHTpa
Onepatop nnaTtexHon cUucTeMbl B3anMOAENCTBYET C

ONKY “HCIMK’, B TOM u4ucne cornacHo nopsky
yCTaHOBMEHHO My «MeToaunkomn onpepgeneHus
nokasarenemn BOrCx» ] «PernameHTom

B3ammogenctensa OMKL, AO "HCIIK" n Onepatopa lC
no cbopy 1 o6paboTke VIHLMOEHTOB, UCNOMb3yeMbIX st
pac4yeta BPIMCx». YkazaHHoe B3anmopencTeue
BKIOYaeT HanpaeneHne Ha agpec 3MeKTPOHHOW NoYThI
OTBETCTBEHHbIX COTpyAHMKOB OnepaTopa nnatexHoun
cuctembl crnegylowen MHgopmauun B 31eKTPOHHOM
BUae:

e [fOaHHble o0 nokasatenax bBOrC, ykasaHHble B N.
5.5 TllpaBun nnatexHouW cuctembl Ha
eXeMecsiMHOM OCHOBE

e (CegeHus o6 nHunageHTax He nosgHee 12-Tn
4YacoB C MOMEH Ta BO3HMKHOBEHWS (BbISIBITEHUS)
MHLUMAEHTann60 cBeaeH W NOATBEP KOAIOLLMX
OTCYTCTBME NHUWNOEHTOB;

e OTyeT 06 ycTpaHeHUN MHUMZAEHTA He No3aHee
24-x yacoB nocne ycTpaHeHns MHUMOEHTa;

e Konuto o6HoBneHHoro lMnaHa OHuBO wu
pe3ynbTaTtoB TeCTMpoBaHusA [naHa He pexe
oOHOro pasaB ABa roaa;

e PesynbTaTbl OLEHKN 3HAYNMbIX PUCKOB U PUCK-
npodunb He pexe OQHOTO pasa B rog,;
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® Notification ofanyplanned activities that affects
the suspension of the provision of services
three days prior to such activities.

Also the payment system Operator invites
representatives ofthe nspc with areporton the activites
of the Operational and Payment clearing center to
regular meetings of the Payment System Risk
Committee.

Information interaction between the payment system
Operator and Participants of the payment system is
carried out by sending the following information to the
email addresses of responsible employees of the
paymentsystem Operator:

information about internal indicators of
services rendered by participants of the
paymentsystem on a monthly basis;

e any planned suspension of service provision /
shutdown of processing systems 30 days prior
to such suspension;

e + about the circumstances preventing the
transfer of funds or the processing of
authorization, payment clearing or settlement of
payments or leading to the loss of any
information about transactions within the
Payment System American Express,
immediately no later than 12 hours from the
moment of occurrence (detection) of such
circumstances;

e reporton the elimination of circumstances that
prevent the transfer of funds or authorization,
paymentclearing or settlement of payments, or
lead to the loss of any information about
transactions within the American Express
Payment system no later than 24 hours after
the elimination of such circumstances;

® a completed assessment form provided in
Appendix 3 to the payment system Rules at
least once every two years at the requestofthe
paymentsystem Operator

To ensure information interaction Payment System
Participants arerequired to provide the Payment System
Operator with the current contact information of the
managers of the Card security, fraud, and credit risk
departments within the Participant's organization.

e Fullname and position/title;
e Name of Participant;

e Direct office and alternate (if available)
telephone number(s);

e Business fax number(s), if available;

e YBegomneHue o ntobbix NNaHoBbIX paboTax,
OKa3bIBalLWMX BNUSAHWUE Ha NPUOCTaHOBIEHNE
OoKasaHMWsa ycnyr 3a Tpu OHA [0 NPOBeAeHUs
Taknx paboT.

Tawke OnepaTtop NNaTeXHOW CUCTEMbl NMpurnawaer
npeactasutenen OlNMKY “HCMK” ¢ otyetoMm o
gestenbHoctv  OnepauuoHHoro u  [natexHoro
KIMPUHIOBOrO LEHTpa Ha perynsipHble 3acedaHusi
KomunTteTa no puckam B nnaTexHom cucteme.

MHdopmaunoHHoe  B3ammopgenctene  Oneparopa
NMNaTeXHonW CUcTeMbl C Y4yacTHMKaMU NnaTexHomn
CUCTEeMbl OCYLLECTBNAETCA MOCPEACTBOM Har paBfeHns
YyacTHMKam Ha agpeca  9NIeKTPOHHOM  MOYThI
OTBETCTBEHHbIX cOTpyaHUkoB OnepaTopa nnaTexHon
cucTembl cneaytowen nHdopmalum:

e WH(pOpMaumMa O BHYTPEHHUX MOKasaTensx
oKasaHWa ycnyr YyacTHukamu nnaTtexHon
CUCTEMbI Ha EXXEMECAYHO I OCHOBE;

e 0 nobbIX NMaHUpyembIX NPUOCTaHOBMNEHUSX
okasaHus ycnyr / OTKITHOYEH UsIX
npoLeccuHroBblx cucrem 3a 30 gHen OO Takmx
NPMOCTaAHOBIEHU IA;

e 006 ob6cToATENbCTBAX,  MPENSATCTBYHOWLMX
nepeyncneHnio CpeacTs UMM UCMOJHEHWIO
aBTOpM3auMKn, NNaTeXHOMY KIUPUHTY UK
pacyeTam no nnatexam Unu BegyLumx KytpaTe
Kakon-nmbo MHopMaumm o0 TpaH3aKuMsax B
pamkax [MnatexHon cuctembl AMeEpUK3H
Okcnpecc, Heno3gHee 12-T YacoB C MOMEHTa
BO3HMWKHOBEH S (BbISIBNEHNSA) TaKmx
o6cTOATENBCTB;

e oT4eT 06 ycTpaHeHuMM o0O6CTOATENBLCTBAX,
NpenaTCTBYOLWMX NepevncneH o cpeacTs unm
MCNOSTHEHWIO aBToOpM3auuun, nNnaTexHomy
KITMPUHTY UM pacyeTaMm Mo nnarexam wmm
BeAyLMX K yTpaTte kakow-nnbo nHGo pmaumm o
TpaH3aKuMax B pamkax lnatexHon cuctembl
AMepunkaH Jkcnpecc He no3gHee 24-x 4acoB
nocrneycTpaHeHusi Takmux 06CcToATeNbCTB;

e  3aMOJTHEHHYH aHKeTy OLLEeHKW, NpUBEAEHHON B
MpunoxeHun 3 «k [paBunam nnarexHon
CucTeMbl He pexe OAHOro pasa B ABa roa no
3anpocy OnepatopannartexHon CUCTEMBbI.

Ons o6ecneyeHuns NHGO pMaLM OHHO O B3aM MO e CTBUs!
YyacTHUKK nnaTtexHomn cucTemsl 0653aHbI
npepoctaBuTe Onepatopy nnarteXHoOW CUCTEMbI
aKTyanbHble  KOHTaKTHble [JdaHHble  COTPYAHMKOB,
OTBETCTBEHHbIX 3a ynpasfneHue puckamu B pamkax
BbINOJTHAEMbIX COOTBETCTBYOLWNM YyacTHUKOM
dyHKUKMM B MNMnatexHon cncteme AMEpUKaH SKCMpecc,
BKIntovas ynpasneHune MHGO P M aUMOHHOMN
0e3onacHOCTbIO, paccrnegoBaHMEe  MOLLEHHMWYECcKX
OencTBumn, kpeanTHble pucku, Nnad OHWBA.

e OVNO 1 OoNXKHOCTb;
e HammeHoBaHue Y4yacTHUKa;

e [IpsiMO 0pMCHBIN TENEOHHbBIA HOMEP U UHbIE
TenedoHHblIEe HOMepa npuHanmuuy;

e Homep cdakca, ecrnv npUMeHMMO;
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e Emergency contactinformation for use outside
of business hours;

e Business email address;

e Any changes must be communicated to
Payment System Operator within 30 days.

e For the purpose of informing the payment
system Operator, Participants of the payment
system and the OPCC NSPK can use the
phone numbers and email addresses of
representatives of the payment system
Operator, as well as contact information for
contacting Participants ofthe payment system.

Contact Details to be used by Payment System
Participants for issues escalation:

American Express Bank LLC, American Express
Payment System Operations Department (Moscow
working hours)

33-1 Usacheva Str, Moscow 119048

Tel: +7 495 933 8400

Email: AEPSRUSSIA@ aexp.com

The Payment System Participants, in accordance with
their risk management structure, will report information
about increased risks of interruption of the Payment
System operations as soon as they discover such risk
and by any available communication means, including
but notlimited to the description ofthe nature of therisk,
the root cause, the potential impact and mitigatng
solutions andtimelines being considered.

If the Participant of Payment System and Payment
Infrastructure Service Operator have not send
notifications about the violation of the operational
continuity of payment system during the calendar month
The Payment System Operator considers this to be a
report of the absence of violations of the operational
continuity of payment systemin the given month.

5.9.1 notification Procedure in cases of suspension
(termination) of services

The payment system operator shall inform Participants
of the payment system and Payment Infrastructure
Service Operator on cases and reasons for the
suspension (termination) of rendering of services of
payment infrastructure on the day of such suspension
(termination) by giving notice using a method of
communication that ensures prompt availability of
information (e.g., posted on the official website in
information and telecommunications network "Internet’,
giving notice by e-mail, other methods), in accordance
with the internal documents of the Operator of the
paymentsystem or Payment System Rules.

e KOHTaKTHble JaHHbIe ANA UCMOMNb30BaH WA BHE
paboyero BpeMeH u;

e Agpeca O(PMCHON 3NEKTPOHHOM NOYThI;

e Jliobble M3MEHEHUSI B KOHTAKTHbIX OaHHbIX
OOMkHbI  BbITb  coobuweHbl  OnepaTopy
nnartexHon cnctemol B TedeHne 30 gHen.

Ons uenen nHdpopmupoBaHusa OnepaTtopa nnarexHomn
cucTeMbl Y4yacTHUKM nnatexHon cuctembl n OTKLL
“HCIK” moryT ncnonb3oBaTe HOMepa TernedoHOB U
agpeca AMEeKTPOHHOW  NOoYTbl  MNpeacTaBUTenen
OnepaTopa nnaTtexHon CUCTeMbl, @ TaKKe KOHTaKTHas
MHdopMaumsa ans obpaleHns Y4acTHUKOB NaTexHomn
cucTembl.

KoHTakTHas MH¢popmauma anst o6GpalueHus
Y4yacTHMKOB NnaTeXXHOW CUCTEMbI:

OO0 «AmepukaH O3kcnpecc baHk» YnpasneHve
OnepauvoHHON [OedATenbHOCTM UM 0OCMYXUBaHMSA

depxatenein kapT (B pabouume Yacbl MO MOCKOBCKOMY
BPEMEHW)

Yn. YcaueBa, 33, ctp. 1, rop. Mockea, 119048

Ten: +7 495 933 8400

9n.noyTta: AEPSRUSSIA@aexp.com

YyacTHUKM nnaTexHon cucteMbl, OnepaunoHHbIV LEHTP
n MnatexHbin KNnMpUHIoBbIN LEHTP, B COOTBETCTBUAN C
MX OpraHun3auoHHON CTPYKTYP O Y paBneHns puckamu,
B CIyy4ae BbISIBITEH WS MNOBbILEHHbIX PUCKOB, CBA3AHHbIX
¢ pyHKUMOHMpPOBaHMeM NnaTexHon cucreMbl AMEp UK3H
dkcnpecc B kpatyanwme cpoku, nobbiM OOCTYMHbIM
cnocobom uHgopmupylor 06 atom Onepatopa
nnaTtexHon CMCTEMbI, yka3blBas ONMCcaHWe xapakTrepa
pucka, BEpPOSATHbIE MPUYUHBLI €ro  BO3HMWKHOBEHMS,
BO3MOXHble MNOCMNEACTBUS, BO3MOXHOE peLUeHUe,
BKMtoYass BPEMEHHbIe paMKu, AnNS CHUXEHUSA CTeneHn
BNUSHUSA pucka.

Ecnu B TeyeHune kaneHJapHOro Mecsua oT Y4yacTHUKa
nnartexHon cuctembl 1 OnepaTtopoB yCryr NnaTéxHomn
MHMPaCTPYKTypbl He MOCTYNMuno yBeJOMIEeHUA O
HapyweHuun BPrC, To OnepaTtop NNaTéxHON CUCTEMbI
cuMTaeT 370 OTHETOM 06 OTCYTCTBMM HapyLieHu BPTC
B fJAHHOM MecsLue.

5.9.1 Tlopsgpok wuHcopmMupoBaHMs B cny4vasax
NPUOCTaHOBIEHUA (NpeKpaLleHns) okazaHus ycnyr

Onepatop nnaTexHoW CcUCTEMbl  UHGOPMUpyer
YyacTtHukoB nnatexHon cuctembl u OMKL, “HCIMK” o
Cny4asx u npuYmMHax npuocCTaHO BIEH 1S (M PeKp aLLeHsT)
oKasaHunsa ycnyr nnaTtexHon MHMPacTpykTypbl B AEHb
Takoro MNpUOCTaHOBMNEHMS (NpekpaweHusl) nyTem
HanpaBneHuss YBEeOOMIIEHUS C  WCMONb30BaHWEM
cnocoba cBsA3n, obGecneymBaroWero onepatuBHyHO
AOCTYMHOCTb MHopMaL UM (HanpuMmep, pasmeLleHne Ha
ounumanbHoOM canTe B WHO P MaLMOHHO-
TEernekoMMYH M KaL MOHH O cetun "MHTepHeT",
HanpaBneHve yBeAOMMNEHUSA NO 3MNEKTPOHHOW NnoyTe,
WHble Ccnocobbl), B COOTBETCTBUU C BHYTPEHHUMU
pokymeHTamu OnepaTtopa NnaTteXxHOW CUCTEMbl WNU
MpaBnnamun NnnaTexHON CUCTEMBI.
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The Payment System Operator informs the Bank of
Russia (Department of the national payment system) of
the cases and reasons for suspension (termination) of
payment infrastructure services by sending a paper
message or an electronic message with an
authentication code within two business days from the
date of suspension (termination) of payment
infrastructure services. The Operator of the payment
system on the day of the suspension (termination) of
rendering of services of payment infrastructure shall
send to the Bank of Russia (the national payment system
Department) notice of suspension (termination) of
rendering of services of payment infrastructure using a
communication method, information about which is
brought to him by the Bank of Russia (the national
paymentsystem Department).

5.10. Procedure in emergency, disputed and non-
standard situations

In the event of an emergency, disputed and non-
standard situation, Payment System Participants must
inform the Payment System Operator by sending an
email, the fax or telephone to the contact details
stipulated in Payment System rules. Payment System
Participants must provide to the Payment System
Operator documentation stating the reasons and effect
of the situation and is to include all business and
technical consequences and resolution.

Payment System Participants are required to assistand
participate in the remediation of the service interruption
as requested and directed by the Payment System
Operator

5.11. Procedure for Operational and/or Technical
amendments or upgrades

The procedure for changing operational and
technological processes and procedures is set by the
Payment System Operator and Payment Infrastructure
Service Operators as defined in American Express
global business and operational policies for the
implementation of changes.

Payment System Participants will be advised of changes
at least 6 months in advance ofthe changes coming into
effect, exceptin cases where urgent implementation of
changes arerequired for the prevention of critical failures
in the American Express Payment System.

Participants do not have the right to make changes in
operating and technological facilities and procedures for
interacting with the Payment System without the
approval of the Payment System Operator of the
proposed changes and the timing of their
implementation.

Onepatop nnatexHon cuctembl MHMOpMUpyeT baHk
Poccun (denapTamMeHT HaUMOHaNbHOW MnaTexHon
cucTeMbl) O crnyvasx U npuyYnMHax NpuoCcTaHOBMEHUS
(npekpaweHns)  okasaHuA ycnyr nnaTexHowm
MHMPACTPYKTYpbI nocpeacTeoMm HanpasneHusi
coobueHnsi Ha byMaxxHOM HOCUTENE NN INEKTPOHHOMO
coobueHns, cHabxeHHOro kKogom ayTeHTudukaumnm, B
TeuyeHue AByX paboumnx gHew co AHSA NPUOCTaHOBIEHNS
(npekpaleHuns) oKasaHus ycnyr nnaTexHomn
nHdpacTpyktypbl. Mpu atom Onepartop nnaTexHoOn
cucTeMbl B JdeHb MNPMOCTAHOBIEHNS (NpeKpaLleHus)
oKasaHWa  ycnyr nnatexHow  MHpacTpyKIyphbl
HesameanuTenobHo Hanpasndetr B baHk Poccumn
(DenapTamMeHT HauMOHaNbHOW NNaTeXHOW CUCTEMBI)
yBeOOMSIEHNE O MPWUOCTAHOBMEHMN (NpeKpaLleHnn)
oKasaHWsa ycnyr nnaTtexHon WHMPacTpyKTypbl C
nmcnonb3oBaHueM cnocoba cBsi3n, MHGPOpPMauMs o
KOTOpOM pgoBegeHa p[o Hero baHkom Poccun
(denapTameHTOM HaLMOHarNbLHOW NNATEXHO W CUCTEMDbI).

5.10. TMMopsgok B3auMoOAeNcTBUS B CMOPHbIX,
HeCcTaHAAPTHbIX U Ype3BbIYaWHbIX CUTYaLUsX

NHdopmnpoBaHne Onepartopa nnaTexHon CUCTEMbI B
cnyyae 4YpesBbl4alHbIX, CMTOPHbIX MW HecTaHAap THbIX
CUTyaunin oCyLLEecTBNSAETCS YYacTHMKaMW MraTexXHON
cUCTEMbl MO YKasaHHbIM B HacToswmx [lpaBunax
KOHTaKTHbIM OaHHbIM nytem HanpaBreHus
3MEKTPOHHOro, akcoBOro coobLweHna wumm no
TenedoHy. YYaCcTHUKM NNATEXHOW CUCTEMbI LOJIKHbI
npegoctaBute OnepaTopy NNaTteXxHOW CUCTEMbI
OOKYMEHTaUMK0 C YyKasaHWemM MpUYUH U BAUSHUSA
BO3HUKLIEA CUTyauumn, nocneacTsmn gns 6GusHec un
TEXHOMOTMYECcKUX MpPOoLEeccoB, U UX akTMyeckoro
paspeLueHus.

Y4acTHUKM NnaTexHon cuctembl 06s3aHbl OKka3blBaTb
cofecTBMe U yyacTBOBaTb B BOCCTaHOBIEHWU
6ecnepeboiHOTO OKasaHWs ycnyr B COOTBETCTBUM C
TpeboBaHusaMu OnepaTopa nnaTexHon CUCTEMbI.

5.11. Tlopsnok wu3MeHeHUsi onepauuoHHbIX W
TeXHOJIOrM4YeCcKMX CpeacTB U npoueayp

Mpouenypa N3MEHEHUSA onepaumOoHHbIX "
TEXHOJTOTMYECKNX cpeacTs 7] npoueayp

ycTaHaBnuBaetcst OnepaTtopoM NnaTexHOon CUCTEMbI U
OnepaTtopamu ycnyr nnatexHou nHpacTpykTypbl B
COOTBETCTBMM C NOPSOKOM, ONpeaeneHHbIM B
rmobanbHbix OM3HEC M ONepauMOoHHbIX MONNTUKAX
AmepurkaH Qkcnpecc, MNpaBnnax nnaTexHom CUCTeMbI U
JorosopamMmu mexay cyb6bektamu MNnaTtéxHon cuctemsi.
Y4yacTHUKM NnaTexHown cuctembl 6yayT yBeooMMeHbl O
npegnonaraemMmblX U3MEHEHUAX HE MeHee, 4YeM 3a 6
MecsileB A0 MOMEHTa (aKTM4YeCKoro BHeApeHus
N3MEHEHUN, MCKnyas cnyyam CPOYHOI0
BMellaTenbcTBa B uensx npenoTBpaLleHms
KpuTnyecknx cboes B MNMnatexHon cncrteme AMEpPUKaH
Akecnpecc.
Y4yacTHUKM He BrpaBe BHOCUTb W3MEHEHUs B
onepauuoHHble W TexHOosMornyeckie cpeactTea MU
npouegypbl nNo B3aumopgencrteuio ¢ [lnarexHon
cuctemon 6e3 cornacoeaHns c OnepaTopom nrnaTexHom
cuctemMbl nNpegnoniaraemMbiX M3MEHEHUA U CPOKOB MX
BHEOPEHUS.
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5.12. Procedure for American Express Payment
System Assessment

The Payment System Operator will select, upon the
decision of its executive body and / or in case of
interruption event of the operational continuity of the
American Express Payment System, qualified external
auditor following its standard procurement process to
assess the performance and compliance of its operation
and technical infrastructure.

NSPK OPCC involves independent organizations to
assess the quality of function of operating and
technological tools, information systems. Results of
evaluation are transmitted to the Operator of the
Payment System a paper or electronic form

5.13. Procedure for ensuring Information Security in
American Express Payment System

See Chapter 7.

5.14. Risk Management Methods

The risk management system will use the following
methods to ensure operational continuity:

e Authorization of operations by theissuer;

Settlements in the American Express Payment
System until the end of the working day;

e by the blocking of payment cards issued by
Payment System Participantwhereit is unable
to meet its obligations

e other appropriate methods as specified in the
American Express Payment System rules

The risk management system will not use a payment
system guarantee fund as risk management method.

The Payment System Operator as part of the risk
management system may impose restrictions on those
Payment System Participants for which an analysis of
their financial condition indicates a heightened risk,
including but notlimited to setting alimiton the Payment
Clearing Position and/or approved Authorizations, or to
impose requirements for increased security for the
performance of Payment System Participants funds
transfer obligations.

5.12. Mopspok
(pyHKLIMOHUPOBaHUA
AmepukaH dkcnpecc

OLEeHKHU
MnaTtexHon

Ka4yecTtBa
CUCTEeMbI

OnepaTop nnaTeXxHon CcuUcTeMbl MO peweHunto ero
MCNOJTHUTENbHOIO OpraHau /vnne cny4ae BbiABNEeHUA

NOBbILLEHHOMO pucka HapyLueHns
6ecnepeboHOCTM Oy HKLMOHMP OBaAHN S MnaTexHomn
cucTemsl AMepukaH Okcnpecc npuenekaer

He3aBUCUMYK ayaunTOpPCKYyKO OopraHusauyunto B Lensax
OLEeHKM KayecTBa (byH KUMOHUPOBaAHUA onep auOHHbIX U
TEXHONOIMYeCknxcpencTs, n H(bO PMaUUOHHbIX CUCTEM.

OMMKL HCIK npuBnekaeT He3aBMCUMbIE OpraHun3aumm
ans OLEHKM KayecTBa YHKLNOHM pOBaHUSI
onepaumoHHbIX M TEXHONOMMYECKUX  CPeAacTs,
MHMOPMALUNOHHbIX cucTem. PesynbTtathl oueHkn OIMKL
HCIK nepepaer Onepatopy lNnatexHon cuctembl B
BMAe oTtyeTa B GyMaxHOM NI SNKEKTPOHHOM BuJe.

5.13. Nopsipok o6ecneyeHUs 3awmTbl MHG opMmaLum
B MnarexxHon cucteme AMepukaH JKkcnpecc

Cwm. MnaBy 7.

5.14. Cnoco6bl ynpaBneHusi puckamu

Cuctema ynpaBneHuss puckamu npegycmarpuBaet
cnegytowme crocobbl ynpaBrneHus puckamu:

e ABTOpM3aLMA ONepaLmii SMUTEHTOM;

e OcyuwecTtBneHne pacyetoB B [lnarexHon
Cucteme AMepuKIH Jkcrnpecc OO0 KoHuUa
paboyero gHs;

e BriokupoBaHue onepauuii C UCMOMb30BaHNEM
nnatexHblx KapT, Bbinyckaembix Y4acTHUKOM
NnaTexHow CUCTEeMbl, U B CETU YCTPOWCTB
YyacTHUKa B cry4yae  HEBO3MOXHOCM
BbINOMHEH s 0653aTENbCTB CO CTOPOHbI TAkoro
Y4yacTHUKa;

e [lpoune cnocobbl ynpaBneHus puckamm,
npegycmoTpeHHble [lMpaBunamn nnaTtexHomn
cuctemMbl AMEPUKIH DKcnpecc.

MpaBunamu nnaTexHon cmcteMbl AMEPUKIH DKCMpecc
He npegycMOTPEHO WCMONbL30BaHNE rapaHTUNHOM
doHAaa B kavecTBe cnocoba ynpaBneHns puckamu.

OnepaTop NnaTexHow CUCTEMbI, B LLensax Yn paBreHusi
puckamm B [lnatexHonm cucteme, WMeeT Mpaso
NPUMEHATb B OTHOLIEHMU YYACTHWKOB MNaTeXHOM
cucTeMbl, aHann3 UHaHCOBOMO COCTOSIHUS KOTOPbIX
cBMaeTenbCTBYET o) NOBbILEHHOM pucke,
OrpaHuuMTENbHbIE Mepbl, BKIOYas YyCTaHOBMEHVEe
MakcumanbHoro pasmepa [natexHon KnupuHroson
Moanumn wn/mnn opobpeHHbIX ABTOpM3aUMi, WU
npenobsiBnsAte TpeboBaHMSA O MOBbLILEHHOM pa3mMepe
obecneyeHns ncnonHeHMsa o06s3aTenbCTB YYacTHUKOB
MnaTtexHon cncTeMbl NO NepeBoay OEHEXHbIX CPEACTB.
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5.15. Rights and obligations of subjects of the
American Express Payment system to manage the
continuity of the payment system

The responsibilities of payment system entities for
managing the continuity of the payment system include
compliance with the Rules of the payment system, as
well as independentimplementation of aset of measures
and methods for risk management and organization of
business continuity management within their own
organizational structure and their activities in the
paymentsystem, in accordance with the requirements of
the current legislation of the Russian Federation,
regulations of the Bank of Russia, in particular
Regulation 607-P, the Rules of the payment system,
Rules of the OPCC NSPK and agreements concluded
between paymentsystem entities.

Operational Center
responsible for:

e detecting the cases ofviolation of procedure for
ensuring the operational continuity of payment
system

e informing the Payment System Operator and
Payament System Participants about revealed
violatons according p. 5.9 Payment System
Rules

e elimination of revealed violations according to
therequirements ofthe currentlegislation of the
Russian Federation, regulatory acts of the Bank
of Russia, and the Rules of the payment
system;.

e auditing the of the results of elimination of
violations and informing the Payment System
Operator ofthe results of the audit performed

and Payment Clearing center

The responsibilities of the OPCC NSPK for the
management of operational continuity include the
implementation of a set of measures and risk
management methods aimed at fulfilling the
requirements and compliance with the Payment System
Rules, ensuring the required level of uninterrupted
operation of the provision of operational services,
compliance with the requirements for the Operational
and Payment Clearing Center.

e Maintenance of the required response
performance in respect of the transaction
authorization request processing time on an
appropriate level.

e Informing the Payment System Operator and
the Payment System Participants in the event
of an emergency.

e Execution of a full American Express Payment
System contingency plan test of all its IT
applications and network connectivity used by
Payment System Participants on a regular
basis.

5.15. NMpaBa u 06s3aHHOCTM cy6bekToB lnartexHon
cuctembl AMEpPUK3IH JKcrpecc MO ynpaBrieHUo
HenpepbIBHOCTbIO (PYHKLMOHUPOBAHUA NIaTeXXHOWN
CUCTeMbl

B 0653aHHOCTM CyOBHEKTOB NNaTEXHOW CUCTEMbI MO
ynpaBneHnto HeNnpepbiBHOCTbIO  (PYHKLMOHWPOBaHMS
nnatexHowm cucTembl BXxoauT cobntogeHue [Mpasun
nnaTtexHo CUCTEMbI, a TakKke CcaMoCTosTenbHas
peanunsauns KoMnnekca MeponpusaTMin n cnocobos no
ynpaBrneHno puckamm 1 o praHnsaumns 4eaTernbHOCM no
ynpaBneHnto HeNpepbIBHOCTbIO (PYHKLNMOHUPOBAHUSA B
pamMkax COGCTBEHHOW OpraHu3auMOHHON CTPYKTYpPbI U1
OCYLLECTBNSAEMON UMUK OEATENbHOCTM B MNMaTeXHOW
cucteme, B cooTBeTCTBMM C  TpeboBaHusMK
AencTsyloLero 3aKoHodaTenbCcTBa Poccunckon
denepaumn, HopmatMBHbIX akToB baHka Poccuu, B
yactHocTu [MonoxeHua 607-M, [NpaBun nnaTéxHon
cuctembl, [pasun OINKL HCMK wn poroBopos,
3aKMOYEHHbIX MexXay CyObekTaMu NNaTéxHOoW CUCTEMBL.

B o6s3aHHOCcTM OnepaumnoHHOro LeHTpa u MNMnaTtexHoro
KIMPUHIOBOrO LLeHTPa BXOAUT:

e BbISIBMIEHWE ClMyYyaeB HapylleHWs nopsaka
obecneyeHunsa BOIC,

e uMHMopmupoBaHme Onepatopa nNaTEXHON
cUCTeMbl M YYacTHMUKOB NaTeXHOMW CUCTEMbI O
BbISIBIEHHbIX HAPYLIEHUAX, B COOTBETCTBUM C
n.5.9 MNpaBun nnaTexHon CUCTeMbI;

e yCTpaHeHMe BbISIBMEHHbIX HapylWeHun B
COOTBETCTBMYU C TPEOOBAHUSAMY OEN CTBY IOLLEMO
3akoHopaTenbcTBa Poccuickon depepaumm,

HopMmaTMBHbIMK akTamu BaHka Poccum,
MpasmMnamn nnaTéxHon CUCTEMBI;
e MpoBedeHue npoBepkKu pe3ynbLTaToB

YyCTPaHEHUSA HapYLEHUA U MHGOPMUPOBaHNE

Onepatopa nnaTéxdHomn cucTembl o]

pesynbTaTtax npoBeaeHHOW NPOBEPKU.
B o6s3aHHoctn OMKY HCIMK no ynpaBneHuo
HenpepbIBHOCTLIO YHKLNOHNPO BaHUS BXOOUT
peanusauma kKoMMnekca MeponpusTum um cnocobos
ynpasreHns puckamu, HanpaBneHHbIX Ha BbIN OfTHEHNE
TpeboBaHU U cooTBeTcTBME [lpaBunam nnaTexHomn
cucTemsl, obecneyeHne Tpebyemoro  ypoBHS
6ecnepebOMHOCTM oOKa3aHWSA OMnepaunoHHbIX YCMYyT,
cobniogeHne TpeboBaHunm Kk OnepaunmoHHOMY K
MnatéxHomy KnnpuHroBomy LEHTPY.

e nopjgepxaHue ypoBHs ©ecnepeboriHocTM
oKasaHus onepaymOoHHbIX ycnyr
OnepaunoHHOro LeHTpa, onpedensieMbli kak
Heobxoanmoe Bpems Ana nonyyeHus oTeBeTa
npu  OCYLECTBNEHMN  aBTOPM3aLMOHHOIM
3anpoca.

e WHbopmupoeaHme Onepatopa nnaTexHon
CUCTEMbI U YHYACTHUKOB NNaTeXHO W CUCTEMbI O
cbosx, npowusoweaunx B  pe3ynbTare
aBapUMHbIX CUTyaL .

e TecTupoBaHMe nnaHoB no obecneyeHuo
HenpepbIBHOCTU n BOCCTaHOBJIEHMIO
nporpamMmMHoOro o6ecnevyeHus n CXem CeTeBoro
coeaMHeHns, NCNonb3yeMblX Y4yacTHUKaMu
NnaTeXxHOon CUCTEMbI, Ha PEerynsipHoOn OCHOBeE.
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e Providing a transaction authorization stand-in
service for those Payment System Participants
who are temporarily unavailable. The
parameters of the stand-in service are defined
by the respective Issuing Payment System
Participantand can be amended at any time.

Payment System Participants are responsible for:

e Ensuring the availability of funds in the
Accounts opened with the Settlement Center in
sufficient amount to effect settlements in the
AEPS,

e Revealing a violation of the procedure for
providing operational continuity of payment
system including violation by Payment System
Operator

e informing the Payment System Operator and
Payament System Participants about revealed
violatons according p. 5.9 Payment System
Rules

e determination of the terms for elimination of
violations identified in relation to the functions
performed by them within the frame of the
payment system in accordance with the
requirements of the current legislation of the
Russian Federation and the Payment system
rules

Subjects of the payment system must independently
effectively manage the risks of financial and other
operations, ifthey can lead to, including:

« insufficient funds to fulfillobligations under the payment
system (bankruptcy, etc.);

* restriction on the partof regulators to carry out the main
type of activity (revocation ofabanking license, etc.);

« decisions of executive or judicial authorities, leading to
various restrictions on interaction with the Operator or
other entities of the payment system (court decision on
the seizure of accounts, etc.).

e [lpemocTtaBneHue dyHKUMKM aOybnupyoLen
06paboTkn aBTOPM3ALMOHHOIO 3anpoca Ans
Y4acTHUKOB NnaTeXHON CUCTEMbI, Y KOTOPbIX
BPEMEHHO OTCYTCTBYET CeTeBOE COeaAnHEHNe.

MapameTpsl yKa3aHHOoro cepeuca
yCTaHaBNMBAOTCA  KaxgblM  YYaCTHUKOM
MNartexxHonm CcuUcTeMbl - OMUTEHTOM U

OnepatopoM NnaTtexHoOW cuctembl U MOTyT
ObITb N3MEHEHbI B Nt06OE BpeMs.

B o6g3aHHOCTM Y4yacTHUKOB [lnaTtexHon cucTembl
BXOOUT:

e O6ecneveHne Hanuuus cpeacTs Ha Cuyerax,
OTKpPbITbIX B PacyetTHOM uUeHTpe, B
JoctatoyHOM o6beme AN OCyLeCTBreHus
pacuetos B AJIC,

e  BbIIBIIEHME HapYLLEHUsi Nopsiaka o becneyeHust

BorC, B ToM umcne Onepatopamu ycnyr
NNaTtexHom WHQPACTPYKTYpbl  NNATEXHON
CUCTEMBI,

e uHopmupoBaHme Onepatopa nNaTEXHON
cuctembl n OnepartopoB yCnyr nnaTtexHon
MHMPACTPYKTYpbl MNMNATeXHOW CUCTEMbI O
HapyLlweHnsx BcooTeeTcTBMKU cn. 5.9 Mpasun
NnaTeXHon CUCTEMDbI;

e onpepgereHne cpoKoB yCTpaHEeHW S HapyLLeHWN,
BbISIBIEHHbIX B OTHO LLEH MU BbIN OMHAEMbIX UMU
YHKLNI B paMKax NNaTeXHON CUCTEMBI, B TOM
yucrne B COOTBETCTBUMU C TpeboBaHwMsMM
OenCcTBYIOLLEro 3aKoHOOaTenbCcTBa
Poccuickon ®egepaunm n MNpasunnnaréx-Hon
cucTeMbl.

Cy6bekTbl nnaTexHon cuCTEMbI JOJIKH b,
camocToATENbHO 3MPEKTUBHO YNpPaBnATb pPUCKaMM
(PUHAHCOBLIX U WHbIX OMepauuii, eCnM OHW MOTyT
npuBECTU, B TOM YUCTE:

e  KHEOOCTaTOYHOCTW CPEACTB 4SSl BbiMOJIHEHNS
065a3aTenbCTB B paMKax niaTexHon cucTembl
(6aHkpoTCcTBOM NPp.);

e  OrpaHUYEHUI0 CO CTOPOHbLI PETYNIATOPOB Ha

oCylUecTBIeHne OCHOBHOrO BMaa
AeATenbHOCTU (0T3bIB 6aHKOBCKOWM NMLEH3MN I
np.);

. peweHnam opraHoB MCMOJTHUTENBHON WIN
cy,qe6H0|7| BnacTun, npnBogdalnX K pasnnyHbimM

OrfpaHUYeHnsM Ha
OnepatopomMm unu
NNaTeXxHon CUCTEMbI

ApyrMmm

B3aMMogencTeme C
cyb6bekTamm
(peweHune cypa 06

Payment system entities have therightto independently:

« determine a set of measures and methods for risk
managementand the procedure for theirimplementation
within the framework of their own organizational
structure and their activities in the payment system;

» determine the organization and procedure for the
implementation of activities to manage the continuity of
functioning within the framework of its own
organizational structure and the functions performed by
them in the paymentsystem;

» determine their own organizational structure and job
responsibilities of departments and persons responsible
for risk management and the management of the
continuity ofthe paymentsystem;

apecTe CYeToB, U Np.).

CybbekTbl nnaTéxHomn cucTembl Bnpase
CaMOCTOSATENbHO:
e onpegensitb KOMMNIEKC MePONpuUsTMA 1

cnoco6oB MO ynpaBneHUo pMCKamm 1 Mo PsiaoK
MX peanu3aumm B pamkax CoOOCTBEHHON
opraHu3aLoHHON CTPYKTYpbI " nx
0eATenbHOCTU B NNATEXHOW CUCTEME;

e onpegensaTe OpraHu3auul W NOPSAMOK
peanusaunn OesTenbHOCTU NO YyNpaBneHuo
HenpepbIBHOCTbIO  (PYHKLMOHMPOBaAHUS B
pamkax CoOCTBEHHONW  OpraHuW3aunoHHOM
CTPYKTYpbl U DYHKLUIA, OCYLLECTBISIEMbIX UMK
B MiaTeXHOoW CUCTEME;

e onpepensTe COGCTBEHHYH OpraHuW3aUnoHHY0
CTPYKTYPY W  JOO/MKHOCTHble 006s513aHHOCTM
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* determine the list and format of information and
documents required for risk managementand continuity
of the payment system;

* develop internal documents on risk management and
continuity ofthe payment system;

* determine other necessary measures for managing
risks and managing the continuity ofthe payment system
in accordance with the requirements of the current
legislation of the Russian Federation, Bank of Russia
regulations, payment system Rules, rules of the OPCC
nspk, and agreements concluded between payment
system entities.

nogpasgeneHnii m nuuy, OTBETCTBEHHbIX 3a
ynpasneHne puckamu 7] ynpaerneHue
HenpepbIBHOCTbIO YHKLNOHNPOBaHUA
nnaTexXHowm CUCTEMBI;

onpegenaTb CNUCOK M hopmaT MHGOopMaumm n
OOKYMEHTOB, HE06X0AMMbIX AN ynpaBreHns
puckamm " Henpep bIBHOCTLH
PYHKLNOHNPOBAHUS NNATEXHOW CUCTEMBI;
pa3pabaTbiBaTb BHYTPEHHUE AOKYMEHTbI MO
ynpaBfeHUto puUcKkamMnm u HenpepbIBHOCTHIO
DYHKLNOHNPOBAHUS NNATEXHOW CUCTEMBI;

onpenensaTtb apyrmne Heo b6 xoaumbie
MEpoNpUATMSA NO YMNpPaBAEeHU puckamm u
ynpasreHunto HenpepbIBHOCTLIO

(PYHKLUNOHMPOBAHUSA MMATeXHON CUCTEMbl B
COOTBETCTBMM C TPeOOBaHNSMN OEN CTBYOLLEO
3akoHopaatenbcTBa Poccunckon Pepepauun,
HopMaTMBHbIX akToB baHka Poccuu, MNMpasun
nnaréxHown cuctemsl, Mpasun OMKL, HCIIK, n
OOrOBOPOB, 3aKMIOYEHHbIX MEXy CybbeKkTamm
nnaTtéxHon cncTemsl.
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Chapter 6 - Compliance with the American

Express Payment System Rules

The Payment System Operator is responsible for
monitoring compliance with the payment systemrules by
Payment System Participants and by Payment
Infrastructure Service Operators.

6.1. Right of American Express Payment System to
Monitor, Audit, Inspect or Investigate

In exercising control of compliance with the American
Express Payment System rules by Payment System
Participants and Payment Infrastructure Service
Operator, the Payment System Operator can, if
appropriate and within the framework of American
Express Payment System Rules:

e request financial and compliance information
includinginformation ontheir activity (excluding
Central Bank of Russia). This information
should be provided to the Payment System
Operator in the form requested (including but
not limited to hard or soft copy, by mail or via
electronic mail) and within the time frame
requested by the Payment System Operator.

e request an audit of the activities of Payment
System Participants and Payment
Infrastructure Service Operator (excluding
Central Bank of Russia) for compliance with the
American Express Payment System rules.
Such audits may be conducted by the Payment
System Operator itself or by specialized third-
party organizations engaged by the Payment
System Operator. All costs incurred will be met
by the Payment System Participant and
Payment Infrastructure Service Operator

e take adequate measures against the Payment
System Participants and Payment
Infrastructure Service Operator if they fail to
comply with the requirements of the American
Express Payment System rules.

MaBa 6 - KoHTponb 3a cobnogeHuem lNMpasun
nraTeXHoum cucteMmbl AMepuK3H Jkcnpecc

OnepaTtop nNnaTexHOW CUCTEMbl  OCYLLECTBMSAET
KOHTpONb 3a cobntogeHvem [lpaBun nnartexHon
cucteMbl  AMEPUKIH  OKcnpecc YyacTHnKamu

nnatexHou cuctembl 1 Onepatopamu ycnyr nnaTexHon
NHGPaCTPYKTYpbI.

6.1. [MpaBo [natexHon cucrembl AMepUK3H
dkcnpecc Ha ocyliecTBrneHue KOHTpOnNSA,
npoBeAeHUs ayAUTOPCKMX U NPOUYNX MPOBEPOK

B pamkax ocyLlecTBneHns KOHTPONS 3a cobnogeHnem
MpaBun nnartexHon cuctembl AMEPUKIH IKChnpecc
YyacTHUKamu nnatexHou cuctembl n OnepaTtopom
ycnyr nnatexHom  wmHdpacTtpyktypbel  Oneparop
nnaTtexHon CUCTEMbl B clly4yae HeoGXoaMMocTu U B
cooTBeTcTBMKM C [lpaBunamu nnaTtexHon CUCTEMBI
AmepunkaH dkcnpecc:
e 3anpawwuBaeT (PUHaAHCOBYH MHAOPMaLUO, a
Takke noaTeBepxaeHue cobniogeHus Mpaeun
nnaTtexHom cucTembl AMEPUKIH JDKcnpecc,

BKMoYas MHOpMauuio O AeATEeNbHOCU
Y4yacTHUKOB  NnaTexHoun cucTembl n
Onepatopa ycnyr nnatexHomn
MHPacTpyKTyphbl (3a NCKMIoYEeHeM
LleHTpaneHoro BaHka Poccuiickon

depepauunn). [JaHHas uHdopmauna forxHa
O6blTb NpeactaBneHa Onepatopy NnaTexHoON
CUCTEMbI MO 3anpocy B )OpMe U C MOMO LU0
cpencTs, ykazaHHbIx OnepaTtopomM nnaTexHowm
cucTemsl (Bkntoyas npegocTaBneHme
MHopmaumm B GYMaxHOM U 3MEKTPOHHOM
BMAE, MO NOoYTE NN INIEKTPOHHOM MOYTE) U B

CpoKM, onpepeneHHble OnepaTtopom
nnaTexHoun CUCTEMBbI.

e npoBOAUT npoBepku COOTBETCTBUS
OesATenbHOCTH YyacTHunkoB nnatexHomn
cuctembl 1 Onepartopa ycnyr nnaTtexHom
NHMPaCTPYKTYpbI (3a NCKIOYEeHnem
LleHTpanbHoOTrO baHka Poccunckon
depepauun). HacToswum  [pasunam
nnaTtexHon cucTembl AMEPUKIH JDKcnpecc.
MpoBepka 0esATenbHOCTHN YyacTHMKoOB
nnatexHon cuctembl u OnepaTtopa ycnyr
nnaTtexHomn MHMPaCTPYKTYpbI MOXeT
npoBoaMTbcad kak camum  OnepaTopom
NNaTeXHoW CUCTEeMbI, TaKk U MPUBNEYEHHbIMU
Onepatopom nnarexHomn cucTembl,
crneynanmapoBaHHbIMM CTOP OHHVMM

opraHnsaunamn. Bce pacxoabl HanpoBeaeHne
TakKnx MNpoOBEpPOK AOJTIXKHbI ObITb OnnadyeHsbl

Y4yacTHUKOM  MnNaTtexHoOW CUCTEMbI UM
Onepatopom ycnyr nnarexHom
MHMPacTPyKTypbI.

e MpUMeHseT Mepbl adekBaTHOro BO3AeNCTBUSA K
YyacTHukam nnaTexHown cucTemsl "
Onepatopam ycnyr nnaTexHoun
MHMPACTPYKTYpbl B Criydae HapyLleHUust uMu
TpeboBaHun [MpaBnn nnarexHon CUCTEMbI
AmMepunkaH Qkcnpecc.
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Payment  System  Participants and Payment
Infrastructure Service Operators must cooperate fully
with the Payment System Operator in an investigation or
onsite review. This cooperation includes providing
access to the premises and to all pertinent records and
releasing any information to the Payment System
Operator upon request.

6.1.1. The procedure for monitoring compliance by
the operators of Payment Infrastructure service and
participants in the payment system with the
procedure forproviding the operational continuity of
payment system

The control over compliance with the operationa
continuity of payment system by maintenance procedure
is carried out in accordance with the concluded
agreement and other agreements reached between the
Payment System Operator and the Payment
Infrastructure Service Operator.

The control over compliance with the operationa
continuity of payment system maintenance procedure is
carried out by the Payment System Operator at least
onceevery two years and consistsofthe Operator of the
paymentsystem sending aformal request (in paper and
electronic form, by mail or e-mail) to fill out the evaluation
guestionnaire given in Appendix 3to the Payment Rules
system.

6.2. Procedure for auditing Payment System
Participants and Payment Infrastructure Service
Operator

The Payment System Operator shall have the right at
any time and upon giving any Payment System
Participantand Payment Infrastructure Service Operator
(excluding Central Bank of Russia) thirty (30) days
advance written notice, to audit the activities of such
Payment System Participantand Payment Infrastructure
Service Operator (includingits financial statements).

Audits may be carried out with respectto certain aspects
of Payment System Participants’ and Payment
Infrastructure Service Operator’'s (excluding Central
Bank of Russia) activities. The scope of the audits can
include the required standards of financial soundness,
AML compliance, operational capability, American
Express Payment System continuous operation
requirements, risk assessment and management and
other questions within the framework of the American
Express Payment System Rules.

Y4yacTHUKM nnaTtexHon cuctembl 1 OnepaTop ycnyr
nnaTtexHon WHAPaACTPYKTYpbl AONXHbI  OKasbiBaTb
nonHoe cogenctene OnepaTopy NNATEXHON CUCTEMBI
npv nNpoBedeHWU NPOBEPOK WNN PEBU3NA B  UX
nomeLleHnsax. OTO 03HayaeT, YTO OHMW  [JOTKHbI
npefocTaBnATe AOCTYN K CBOMM MOMELLEHNAM 1 BCEM
OTHOCAWMMCH K NpOBepke [OOKYMEeHTaMm, a Takke
npeaocTaBnATb N6 Y0 MHOp MaL Mo, 3amn paLLv Baemyo
OnepaTopoMnnaTeXHOoN CUCTEMBI.

6.1.1. Mopsipok  npoBegeHUs  KOHTpons  3a
cob6niopgeHnem onepatopamu YMU u YyactHukamwm
nrnaTeXHow cucTembl nopsiaka obecnevyeHuns BPIC

KoHTponb cobniogeHna Onepatopom yCcnyr nnaTtexHon
MHGpPacTpyKTypbl nopsagka obecneveHus BOMNC
OCYLLECTBNSAETCA B COOTBETCTBUM C 3aKMIOYEHHbIM
OOTOBOPOM U WHBIMW OOCTUTHYTLIMU COTMNaLLEH UMK
mexgy OnepaTtopom nnatexHow cuctembl n OTKL,
HCMK, a Takke Ha OCHOBaHWM WHMOPMaLMN,
nonydyaemon ot OlKY HCIMJ B cooTBerctBUU C
nopsaKkoM, N3noxeHHsiM B 1.5.9 MNpasun.

KoHTponb cobntopgeHnsa  YyacTHUKamn  nopsgka

obecneyveHuns BOMNC ocyuwecTtengerca Onepatopom

nnaTexHon CMCTEMbI HE pexe 0HOro pasaBABa rogamn

3aknoyaeTcsa B HanpasneHuu OnepaTopoM nnaTexHon

cucTteMbl odmumanbHoro 3anpoca (B 6ymaxHoOM U

3MEKTPOHHOM BMAE, NO NOYTE NN 3NEKTPOHHON NoYTE)

O 3anofHEeHWW aHKeTbl OUEHKU, MpUBEAEHHOW B

MpunoxeHnn 3k MNpaesmunam nnaTeXHOMW CUCTEMBI.

6.2. lMopsapok npoBeneHUss NPOBEPOK Y4YaCTHUKOB
nraTtexHou cuctembl u OnepaTtopa ycnyr nnatexHomn

MH(PaCTPYKTYypbI

OnepaTtop nnaTexHon CMCTeMbI BNpaee B Ntoboe Bpewvs
Ha OCHOBaHUM NMUCbMEHHOrO yBEeOOMIIEH NS,
HanpaefeHHOro NboMy  Y4YacTHUKY  NnaTexHon
cuctembl unu  Onepatopy ycnyr  nnatexHown
MHMPaCcTPYKTypbl (3a uckntodeHnem LleHTpanbHoro
BaHka Poccunckon ®egepaumn) 3a 30 (Tpuauate) gHEN,
NpoOBECTU MPOBEPKY AesTenbHOCTM (B TOM u4ucre
OaHHbIX (PMHAHCOBOW OTYETHOCTM) TAKOTO Y4YacTHUKa
nnartexHon cuctemol unm Onepartopa ycnyr nnarex-Hon

MHPacTPYKTypbI.

MpoBepkM MOTyT MPOBO AN TLCS MO O TAEMbHBIM BOMPOCaM
OeATENbHOCTU YYaCTHUKOB MMaTeXHOW CUCTEMbl U
Onepatopa ycnyr nnatexHon MHMpacTpyKTypbl (3a
ncknoyeHnem LUeHntpanbHoro baHka Poccuinckon
dPepepauunn). NMpoBepka MOXeT ObiTb NMpoBedeHa Ha
npegMer (UHaHCOBOW YCTOWYMBOCTW, COOGNOAEHUA
3akoHopatenbcTBa B obnactn MNOLO/PT, obecnedeHns
6ecnepebomnHOCTM  (pyHKUMOHUPOBaHMA [naTexHon
cuctembl AMEpUKIH DKcnpecc, Mo BONpOcaM OLLEHKA U
ynpaBneHus puckamu, a Takxke no MHbIM BONPOCaM B
pamkax cobntogeHna TpeboBaHun HacToAwmx MNpasvn
nnartexHon cnctembl AMEPUK3IH QKCrp ecc.
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The Payment System Operator reserves the right to
conduct a complete audit and Vulnerability Threat
Analysis of any infrastructure or functional equivalent
(excluding Central Bank of Russia) that facilitates
connectionto the American Express Payment System to
ensure compliance with applicable American Express
global business and operational policies. These audits
and vulnerability threat analyses will include security
assessments and may include physical and on-site
assessments.

When auditing Payment System Participant's and
Payment Infrastructure Service Operator’s (excluding
Central Bank of Russia) activities, the authorized
representatives of the Payment System Operator or
specialized third-party organizations engaged by the
Payment System Operator shall have therightto:

e receive and review documents of the Payment
System Participants and Payment
Infrastructure Service Operator;

e where necessary receive copies of documents
forfiling purposes;

e receive verbal and written clarifications on
matters relating to the Payment System
Participants’ and Payment Infrastructure
Service Operator’s activities;

e have access to Payment System Participants
and Payment Infrastructure Service Operator’s
places ofbusiness;

e inspect the premises of a Payment System
Participantand Payment Infrastructure Service
Operator at any time and charge them a fee for
thisinspection.

e conductan investigation or onsitereview atthe
Payment System Participant's and Payment
Infrastructure Service Operator’'s expense.

e monitorand conduct securityinspectionsat any
location thathas excessive fraud activity

e have access to the information systems of
Payment System Participants and Payment
Infrastructure Service Operator, and obtain
information in electronic form.

Onepatop nnaTtexHon CUCTEMbI COXPaHSsieT 3a cobon
npaBo MNpPOBOAMTb MOJIHYHO MNPOBEPKY W aHanus
YSI3BMUMOCTM Y NOTEHLU MANbHOM OMAaCHOCTY B O THO LLEHWN
nobor MHMPacTpykTypbl UnNn ee @yHKLUNOHANbHOM
3KBMBaneHTa (3a ucknwyveHmem LleHTpanbHoro baHka
Poccuiickon depepauunmn), koTopble obecnednBaor
nogkntoyeHne Kk [natexHon cucteme AMepUksH
Okcnpecc, ans obecneveHus cobnoaeHns rnodanbHbIX
OUn3HeC 1 onepaunoHHbIX MONUTUK AMEpPUKIH JKC pecc.
Takne NpoBepKkM U aHanm3 ysa3BUMOCTEN U Yyrpo3 MOryT
Bkntoyatb B cebs oueHky 6esonacHoctu lNnatexHon
cucTteMbl AMEPUKIH DKCMpecc, a Takke MOTyT BKItoYaTb
B cebs punanyecknii aHanns n oL eHKy Ha MecTax.

Mpn npoBeaeHUN NPoOBEP KM OEATENBHOCTM Y4aCTHMKOB
nnatexHou cuctembl unu Onepatopa ycnyr nnaTexHon
WHPPACTPYKTYpbl (3a ucknoveHnem LleHTpanbHoro
baHka Poccuiickon depepaumn). ynosHOMOYEHHbIE
npeactasutenn OnepaTopa NNaTteXHoOW CMCTEMbI UMn
npusnedyeHHolx OnepaTtopoM nnaTexHowW CUCTEMbI
cneyunanuampoBaHHbIX CTOPOHHUX OpraHmn3auui nMexar
npaso:

e nony4atb " npoBepATb  OOKYMEHTHI
Y4yacTHUKOB  MnaTexHoMn CUCTEMBI "
Onepatopa yenyr nnarexHown
MHMPaCTPYKTYpbI;

e npu HeobGxogumocTM nonyyaTb  Komuu
JOKYMEHTOB Ans npuobLieHunst K MaTepuanam
npoBepkKu;

e Mony4vaTb YCTHble U MUCbMEHHbIE MOSCHEHUS]
no Bonpocam QJesaTenbHOCTU YYacTHUKOB
nnarexHon cuctembl M Onepatopa ycnyr
nnaTexHon MHPacTPyKTypbl;

e fonyyatb JOCTyn B MecCTa OCYLUECTBEHUS
fesiTenbHOCTH Y4YacTHMKOB  MIaTexHon
cuctembl U OnepaTtopa ycnyr nnaTexHou

VNHPacCTPyKTypbl;

e B nwboe BpemMs NpoBOONTbL NPOBEPKA
nomMelwleHnin noboro YyactHuka nnaTexHoun
cuctembl M Onepartopa ycnyr nnaTexHomn
MHMPPAaCTPYKTYypbl, @ Takke B3MMaTb C HUX
nnarty 3a npoBeAeHne 3TUX NPOBEPOK;

e npoBOAUTb KameparbHble npoBepK
YyacTHuKa nnaTtexHoun cucremsl 1 Oneparopa
yCcnyrnnaTexHomn NHPP acTpyKTypbl 3a X CYET;

e MpPoOBOAMTb MNpPOBEPKM coOnogeHns Mep
OesonacHocTM Tam, rae ObiNo BbISBIEHO
HenponopuMoHanbHO 00MblWOE KONMYECTBO
MO LLEHHWNYECKMX ONepaLuni.

e nonyyaTb [OCTyn K  WHGOPMALUMOHHBLIM
cuctemam Y4acTHUKOB NnaTeXHO W CUCTEMbI U
Onepartopa ycnyr nnaTexHom
MHMPACTPYKTYpbl,  BKYasi nony4yeHve
MHOPMaLUM B 3NTEKTPOHHOM BUAE.
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Payment  System Participants and  Payment
Infrastructure Service Operator must cooperate fully with
any such audit.

The Payment System Operator shall require that the
auditors maintain the confidentiality of any confidential
information ofthe Participantand Payment Infrastructure
Service Operator in question.

Based on the results of an audit, the authorized
representatives of the auditing party shall prepare a
confidential audit report containing general information
about the activities of Payment System Participants and
Payment Infrastructure Service Operator as well as
specificinformationregarding the initial auditrequest.

A reportof any auditconducted pursuantto this section
shall be deemed confidential information jointly of the
Payment System Operator and the Payment System
Participant and Payment Infrastructure Service
Operator, and will be shown only to staff of either party
who is responsible for supporting the American Express
Payment System.

If such audits indicate that a Payment System
Participants and Payment Infrastructure Service
Operator’s operations are deficient with respect to the
required standards, the Payment System Participant and
Payment Infrastructure Service Operator shall propose
within thirty (30) days after receiving such audit results,
a corrective plan and to eliminate the deficiencies
identified in the audit.

6.3. American
Violations

Express Payment System Rules

All  Payment System Participants and Payment
Infrastructure Service Operator shall be responsible for
compliance with the System Rules.

In case of Payment System Participant’'s and Payment
Infrastructure Service Operator’s violation of these
American Express Payment System Rules the Payment
System Operator may:

e Instruct the Payment System Participant and
Payment Infrastructure Service Operator to
remedy the breach;

e Apply fines to the Payment System Participant

as defined in American Express global
business and operational policies;

Y4yacTHUKM nnaTtexHow cuctembl, 1 Onepartop ycnyr
nnaTexHon WHppacTpykTypbl 064A3yl0TCS OKasbiBaTb
BCECTOPOHHee coAelicTBMe B MpoBedeHUU miobon
NnpoBepPKM.

OnepaTtop nnaTtexHOoW cucTeMbl 4OMkeH TpeboBaTb OT
ayaMTopoB coBntoaeH s KOH M aeH UMansHo cTy nobon
KOHMUAEH LM anbsHomn NHGOpMaymm YyacTHUkoB
nnartexHoun cuctembl 1 Onepatopa ycnyr nnaTexHom
MHMPACTPYKTYpbl, B OTHOLUEHUM KOTOPbIX NPOBOAUTCS
nposepka.

Mo nToram npoBepKM ynornHOMOYEH Hble NpeACTaBUTENN
NpoBepsIoLLEN CTOPOHbI COCTaBMST akT MPOBEpKA,
cogepxawmin obuwy nHpopmaumio o OesaTenbHOCMU
Y4yacTHUKOB nnatexHomn cuctembl 1 Onepatopa ycnyr

nnaTtexHonm  WHMPacTpyKTypbl, WHGOpMaum o
BbISBMIEHHbIX B XOAE€ MPOBEPKN HapyLIeHUax ¢
npunoxeHmem noATBep KOaoLLMX AOKYMEHTOB,

cBefeHMA 0 hakTax NpOoTUBOAEN CTBMSA NPOBEPKE.

OTyeT no pesynbTatam MNpPOBEPKUA, NPOBEOEHHON B
COOTBETCTBUMU C HaAcCTOSAWMM pasgenomM, OTHOCMUTCH K
KOHMMAEHUNaNbHOM NHpopMaLnum 0OHOBPEMEHHO W
OnepaTtopa nNnaTtexHOW cuctembl, U Y4YacCTHMKOB
nnartexHon cuctembl 1 Onepatopa ycnyr nnaTexHom
MHMPACTPYKTYpbl, NpM 3TOM Takoh oOT4yeT Oyper
npefocTaBrieH Arnsi 03HaKoMIEeHUs! TONbKO paboTHMKaM
Onepartopa nnarexHowm CMCTEMbl, OTBETCTBEHHbLIM 3a
noaaepxaHue paboTbl MNnatexHon cuctembl AMep UK3H
3kcnpecc, Ha KoHWAEH LnanbHON OCHOBE.

Ecnn no pesynbtatam Takux NpoBepok Oyger
YCTAHOBMEHO, 4YTO B [OEATENbHOCTM Y4YacTHUKOB
nnatexHomn cuctembl 1 Onepartopa ycnyr nnatexHon
MHMPaCTPYKTYpbl UMEKTCS HeooveTbl B OTHOLLEHUN
cobniopeHnsa Tpebyemblx CTaHAapToB, CybObekT
nnatexHou cucrtembl o6na3yetca B TeyeHue 30
(TpupouaTtn) gHer nocne NonyvyeHust pesynbTaToB Takon
NpoOBEPKN MPeaoCTaBUTb KOPPEKTUPYIOWMIA NMaH |
yCTpaHWUTb Ntobble HeJoCTaTKW, BbISIBNEHHbIE B XOA4e

npoBepkn, nposegeHHon OnepaTtopoM nnaTexHom
cucTeMmbl.
6.3. HapyweHue T[lpaBun nnaTeXxXHoW cCUCTEMbI

AmepukaH dkcnpecc

Bce YuacTHUKM nnatexHom cuctembl n Onepartop ycnyr
nnaTtexHon NHPPaCcTPYKTypbl HECYT OTBETCTBEHHOCTb
3a cobniopeHne TlpaBun nnatexHow CUCTEMbI
AmepurkaH Qkcnpecc.

B cnyyae HapyweHusa YdacTHuKamum
cuctembl u  Onepatopom ycnyr  nraTexHon
WHPAcTPpYKTypbl [paBun  nNnAaTtexHom cucTemsl
AmepunkaH Jkcnpecc, Onepartop nnarexHowm CUCTEMbI
Brpase:

nnatexHon

e [loTpeboBaTtb OT Y4yacTHMKa nnaTexHowm
cuctembl 1 Onepartopa ycnyr nnaTexHoun
MHMPacTPYKTypbl yCTPaAHEHUS Hap Y LLIEHWN;

e Bsbickatb wWTpadbl ¢ Y4acTHMKa MraTexHon
CUCTEMbl, NpeaycMOTpeHHble rmnobanbHbIMK
6M3HeC M oOnepaumoHHbIMU MONUTUKaMM
AMepunKaH Jkcnpecc;
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e Terminate the Payment System Participants
membership in the American Express Payment
System in case of the either's violation of the
material conditions of the American Express
Payment System Rules regarding its
compliance with information security and anti-
money laundering prevention requirements; or
material breach of the either's activity
requirements according to the license granted
by American Express, or in case of the
insolvency or liquidation procedure.

6.4. Appeals

If a Payment System Participant believes that an
imposed conditionis unreasonable, itmay appeal to the
Payment System Operator.

The Payment System Participant must prove in its
appeal that the prohibition orimposed conditions are
impractical or unwarranted.

Payment System Operator considers the appeal within
30 days and takes a resolution.

6.5. Merchants Investigation responsibilities

Payment System Operator may request an investigaton
of merchants at any time within the framework of the
American Express Payment System and in accordance
with American Express global business and operational
policies. Payment System Participant Acquirers are
obliged to fully cooperate with any such investigation.

Payment System Participant Acquirer and the merchant
are obliged to correct any deficiencies identified in the
respective audit or investigation. The Payment System
Operator reserves the right to levy fines on either party
in accordance with the American Express global
business and operational policies.

If the merchantfails to correctan identified violation, the
Payment System Operator can impose conditions upon
the Merchant, suspend the merchant for a prescribed
period or permanently prohibit the Merchants
acceptance ofthe American Express card.

e [IlpekpaTuTb y4yacTve Y4acTHWKa NnaTexHomn
cuctembl B [natexHon cucteme AMepUKH
Jkcnpecc B cnyvyae HapylweHusi Y4acTHUKOM
CyLllecTBeHHbIX ycnosui MNMpasnn nnartexHown
cucteMbl AMepukaH JKcnpecc, Kacawwmxcs
cobniogeHns YyactHukom TpeboBaHui no
3aWwmTe  daHHbIX, O NnpoTUBOZEN CTBUN
neranusauun  (OTMbIBaHUIO) JOXOOOB U
(UHaHCMPOBaHNIO TEpPOpPMU3Ma, a Takke B
cnyyae HapyweHuns YyacTHUKoM
CYLLECTBEHHbIX YCNOBUIM OCYLLECTBNEHUS UM
0esaATenbHOCTU B pamMkax [naTexHon cncrembl
AmMepnkaH Okcnpecc B COOTBETCTBUM C
NMUEH3NENn, NOMy4YeHHOM OT  AMEpUKIH
3Kcnpecc, UM HaxoXaeHus Y4yacTHuKa B
npoueaype nMkemaauuu unm 6aHkpoTcTea.

6.4. Anennsunmn

Ecnn Y4yacTHUK nnaTtexXHOW CUCTEMbI CYMTAET, YTO
npegbsiBlieHHOe TpeboBaHune ABnseTcs
Heob6OCHOBaHHLIM, OH MOXeT nopgatb Onepartopy
nnaTteXxHown cucTeMbl COOTBETCTBYIOLLYHO an ennsayuio.

B cBoen anennauun Y4YacTHUK NNaTteXHOW CUCTEMbI

HOJKEH npuBecTM 06GOCHOBaHWS TOrO, MOYEMy OH
cunTaet npeabsBrieHHoe TpeboBaHue
He0 60 CHOBaH HbIM UV HEBbIN ONTHAMBIM.

Onepatop nNnaTtexHoW CUCTEMbl paccmaTpuBaer

yKasaHHYy anenndaumnio B TedeHne 30 gHen 1M BblIHOCUT
pelleHune.

6.5. Ob6sizaHHOCTM nNO nNpoBeAeHUI0 MNPOBepPoK
[eATeNbHOCTU TOProBO-CEPBUCHbLIX NpeanpuUATUn

OnepaTop nnaTtexHoW CUCTEMbl MOXET MPOBECTU
npoBepkKy OesaATenbHOCTH TOPTroBO -CEPBUCHOM
npeanpuatusi B pamkax MnarexHon cuctembl AMEpUK3H
Okcnpecc B nwboe BpemMA B COOTBETCTBMM C
rmo6anbHbiMu GU3HEC 1 OMepaLOHHbIMU MO NUTMKaMA
AmepurkaH Jkcnpecc. YYacTHMK NnaTexHon CMCTEMbI -
akBaviep 0b6s3yeTcqd  okasbiBaTb BCECTOPOHHEE
coencTBue B NpoBeaAeH MU Nob o NpoBEPKN.

Y4YacTHUK nnaTexHon CUCTEMbI - 3KBanep M TOProeo-
CepBUCHOE npegnpusaTMe 006sa3ylOTCA  MCMNpaBnuTb
HapyLleHus, BbisBNEHHble B Xo4e npoBepkn. Oneparop
nraTtexHon cMcTemMbl MMEET MPaBo B3biCKaTb LWUTPadbI C
nobo 13 CTOPOH B COOTBETCTBUU C rnobanbHbIMU
OusHec M onepaumMoHHbIMKM MONMUTUKAMN AMEPWUKIH
Okcnpecc.

Ecnv ToproBo-cepBUCHOE NpeanpusiTue He ycTpaHuT
HapylieHue, BbisBneHHoe OnepaTtopoM nnaTexHOM
cucTembl, Onepatop nnaTexHo CUCTEMbI UMeeT Npaso
onpeaenuTb AOMOMHUTENbHbIE Mepbl B OTHOLLIEHUM
TOProBO-CEPBUCHOTO MPEANPUATUSA, TMPUOCTaHOBUTL
AeATeNnbHOCTb TOProBO-CEPBUCHONO MPEAnpuATUs Ha
onpeaeneHHbIn nNepuos WNU 3anpeTuTb TOProBO-
CcepBMCHOMY MpeanpusTuio npuem KapT.
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Information Protection

Chapter 7
Requirements
The Payment System Operator and each Payment
System Participant and Payment Infrastructure Service
Operator shall comply with requirements of the
Resolution ofthe Governmentofthe Russian Federaton
No 584 as of June 13 2012 “On the approval of the
regulations oninformation securityin apayment system”
and the Central Bank of Russia Regulations No 383-P as
of June9, 2012 “On the requirements to the ensuring of
protection of information during the carrying out of
transfers of money and on the procedure for the
performance by the Central Bank of Russiaof control of
observance of the requirements to the ensuring of
protection of information during the carrying out of
transfers of money”.

Payment System Participants must protect American
Express Cardmember Data and Sensitive Authentication
Data by adhering to the Information Security Policy as
described in more detail in Exhibit 1 to these American
Express Payment System rules (Information Security
Policy).

The Payment System Operator and each Payment
System Participant shall ensure information security
regarding information security tools and methods,
personal data, and other information that must be
protected in accordance with the Russian Federation
laws (hereinafter -“information”) by way of taking legal,
organizational, and technical measures for the purpose
of:

protecting information from unauthorized access,
destruction, modification, blocking, copying, transfer,
and dissemination, as well as from any other unlawful
actions with such information;

ensuring confidentiality ofinformation; and

ensuring theright to access information in accordance
with the applicable Russian laws.

For the purposes of ensuring information security the
Payment System Operator and each Payment System
Participantshall take the following measures:

establishing and arranging operation of a separate unit
responsible for information security (an information
security division), or appointment of an officer
(employee) responsible for information security;

ensuring that duties of employees who are involved in
processing informationinclude duties to comply with the
information security requirements;

taking measures to identify information security threats
and analyze information system vulnerabilities;

MaBa 7- TpeboBaHusA K 3awmTe MHdopmaLum

Kaxablh  YyacTHMK nnaTtexHow cuctembl, Oneparop
nnatexHon cuctembl n Onepatop ycnyr nnaTtexHomn
MHOPACTPYKTypbl 0653aHbl BbINOMHATL TpeboBaHuA
"MonoxeHna o 3awmuTe WHGOPMaUUU B MMATEXHON
cucteme", YTBEPXKOEHHOTO MNocTaHoBRNEHNEM
MpasuTtenbcTtBa Poccunckon Pegepaunn ot 13 MIoHS
2012 r. Ne 584, n TpebomaHus MNonoxeHus baHka
Poccnm ot 9 nioHs 2012 Ne 382-I "O tpeboBaHUSX K
obecneyeHuto 3aWmnThI nHdopmauunn npu
OCYLLEeCTBNEHUN NepeBOAOB AEHEXHbIX CpeacTB U O
nopsake ocyuwecTeneHus baHkom Poccum koHTpons 3a
cobntogeHnem TpeboBaHum kK obecneyvyeHnto 3aWwmThbl
MHpOpMauuM  Npu  OCYLIEeCTBIIEHWM  MNepeBodoB
OEHEXHbIX cpeacTs”.

YYacTHUKM NNaTeXHOM CUCTEMbI 0053y HOTCS 3almLLaTh
HanHble pepxatenen KapTel AMepuKkaH 3kcnpecc u
ayTeHTUnKaLUnOHHbIe AaHHble nocpeacTsom
cobnopgeHunsa  [onuTukM  3aWuUThl NHGOpMaumu,
onuncaHHon 6onee nogpo6bHo B [lpunoxeHunm 1 K
HacTosawmm MNMpasunam NnatexHon cucteMbl AMEp UK3H
Akcnpecc (MonuTuka sawm el UHGOPMaUnm).

Kaxxgblh  Y4acTHUK nnaTtexHoln cuctembl 1 Oneparop
nnaTexHoun cmctembl 06a3ytoTca o6ecnevmBaTh 3aWwmTy
MHdopMaLmMn 0 cpeacteax U Metogax obecneveHus
uHopmaunoHHon  6esonacHoOCTW,  NepCoHanbHbIX
OaHHBIX W MHOW wHdOpMauun, noanexailen
oba3atenbHOW  3awmTe B COOTBETCTBMN  C
3akoHodaTenbCcTBOM Poccurickon ®egepaunm (ganee —
MHdopMaLms), nNyTem peanusaumm pUaNYECcKumX,
OpraHun3aLMOHHbIX U TEXHUYECKUX Mep, Hamn paBreHHbIX
Ha:

obecneyeHune 3alnTbl MHdZ)OpMaLI,MM oT
HenpaBoOMeEpPHOro nocTtyna, YHUYTOXEHUA,
MO,D,I/ICbVILl,I/IF)OBaHVIH, GHOKVIpOBaHI/IH, KONMnpoBaHuA,

NnpefoCcTaBEH WS U PACT POCTPAHEHUS], @ TakKe OT UHbIX
HenpaBoMepHbIX AeiCTBUI B O THOLLEH UM MHOp MaLmu;

cobntoaeHve KoHMUAEH UM anbHOCTU MHOopMaLLuK;

peanusauuio npaBaHagocTyn K MHGOpMaLmn B
COOTBETCTBMU C 3aKOHOAaTenbcTBOM Poccuimckon
depepaumu.

Onsa uenen o6ecnevyeHuns 3awm Tl MH O pMaLm U Kaxapii
YyacTHUK nnatexHon cuctembl u Onepatop nnaTexHon
cucTeMbl 0653aH bl TPUMEHSTbL CrieayoLmMe Mepbl:

co3gaHne n  opraHmsaums  YyHKLMOHMPOBAHUS
CTPYKTYPHOro noapasaeneHusi no sawure MH¢o p Maumm
(cnyx6bl  MHOpPMaLMOHHON ©GesonacHoCTU) wnm
HasHayeHWe [JOJIKHOCTHOro nuua (paboTHuKa),
OTBETCTBEHHOTO 3a opraHusaymio 3aWmThI
MHdOopmMaLuu;

BKMtOYEHWNE B OOJTKHOCTHbIE 06513aHHOCTM pabOTHUKOB,
yyacTBytowmx B 06paboTke MHGpopmaymm, 06s3aHHOCTU
No BbIMNOJTHEHNIO TPe60BaH N K 3aLLmMTe MHOpMaLmK;

OCYLUECTBMEHNE MEPOMNPUATUA, WMEIWNX LEemnbio
onpegeneHve yrpo3 6e30nacHOCTM MHMOPMaLMM K
aHanun3 yassBumMoCTH MHGOPMALNOH HbIX CUCTEM;
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analyzing and managing risks of noncompliance with the
information security requirements;

developing information security systems and
incorporating such systems into information systems;

using information security tools (encryption tools, tools
designed to protect information from unauthorized
access, antivirus software, firewalls, intruder detection
systems, and security control (analysis)tools);

detecting and
incidents;

responding to information security

ensuring information security when using public data
information and telecommunication networks

determining a procedure of access to the payment
system’s infrastructure facilities being used to process
information;

organising and conducting monitoring and assessment
ofcompliance with the information security requirements
at the own infrastructure facilities at least once every two
years.

The Payment System Operator and each Payment
System Participant shall approve their local (internal)
regulations setting out a procedure of compliance with
the information security requirements.

For the purpose of control (assessment of) over
compliance with the information security requirements
the Payment System Operator and each Payment
System Participant may engage, under a contract,
organizations licensed to provide technical protection of
confidential information.

Control (assessment of) over compliance with the
information security requirements shall be performed by
the Payment System Operator and each Payment
System Participant, either independently or under the
contract with an organization licensed to provide
technical protection of confidential information
(outsourced).

The information security requirements shall be complied
with:

in case of developing and creating information systems
— at all stages of their creation, modernisation and
operation;and

in case of acquiring information systems — upon their
commissioning and in the course of their modernisation
and operation.

For the purposes of ensuring information security the
Payment System Operator and each Payment System

npoBeAeHMe aHanmn3a pyuUCcKOB Hap yLLEH s Tpeb oBaHWI K
3awmuTe MHPOPMaL MU U yNnpaBneHUe TakKMMn pyuckamu;

paspaboTka W  peanus3auMa CUCTEM  3alUThbI
MHO pMaLmm B MH (O pMaLMOHHBIX CUCTEMAX;

npuMeHeHme  cpeacTB 3aWmThI MHOopMaumm
(wncbpoBanbHble (kpunTorpacduyeckune) cpeacTsa,
cpencTea 3aWmThI MHdopmMaumm oT
HeCaH KLV OH pOBaH HOro poctyna, cpencTea
aHTUBUPYCHOM 3awuTbl, CpPEACcTBa MEXCETEBOTO

3KpaHUpPOBaHUS, CUCTEMbI OOHapPYXeHUS BTOPIKEHWUIA,
cpencTBa KOHTPONsA (aHanu3a) 3alWu LWeHHOCTH);
BbISIBIEHNE WHUWAEHTOB, CBSI3aHHbLIX C HapyLUEeHNEeM
TpeboBaHU K 3aWwmMTe MHOPMaL MK, pearnpoBaHne Ha
HUX;

obecneyeHne MHGOpMaumn npu
MCcnonb30BaHun MHdOPMaLMOHHO-
TENEeKOMMYH MKaLMOHHbIX CETEN 06LLEro nonb3oBaHns;

3aWmThI

obbekTam
cuUcTembl,

onpefjeneHue nopsigka  goctyna K
MHPacTPYyKTyphI nnaTtexHomn
o6pabarbiBatowmMm nHopmaLmio;

opraHu3auust U1 MpoBedeHNEe KOHTPONsS U  OLEHKU
BbIMONHEHUs TpeboBaHmi K 3awmTe MHdopmaumm Ha
CcoOCTBEHHbIX OObeKkTax UHMPAaACTPYKTYpbl HE pexe
1 (opHoro) pa3aB 2 (aBa) roga.

Kaxxgbln  Y4yacTHUK nnaTtexHon cuctembl 1 Oneparop
nnaTtexHou cuctembl 006s3ylOTCA yTBEpXOaTb CBOM
nokanbHble (BHYTpPeHHuMe) npasoBble akThbl,
yCTaHaBNuBaBLUME NOPSAAOK peanun3auum TpeboBaHum k
3awmTe HopmaLmn.

B uensax koHTponsa (oueHkn) cobniogeHna TpeboBaHni K
3aWwmMTe MHGOPMaUMKN Kaxabll YYacTHUK nnaTexHown
cuctembl 1 Onepartop nnaTexHoOW CUCTeMbl Bnpase
3akntoyaTb AOTOBOPbLI C OpraHu3auusMu, UMeoLLUMM
NMUEH3NI0 Ha AesATeNbHOCTb MO TEXHUYECKON 3awmTe
KOHhmAaeH umanbHom nHdopMauum.

KoHTponb (oueHka) cobrtogeHnsa TpeboBaHnii K 3awwmTe
MHdOopmMalum ocyllecTBnseTcs OnepaTtopom
nnaTtexxHom cucTembl U Y4acTHUKaMM MNnaTexHomn
cucTeMbl camocTosiTenbHO, nNMbBo no poroBopy c
opraHu3saumen, UMeroLen NMLEH3NI0 Ha AeATENbHOCTL
no TEXHUYECKOW  3almTe KOH M AeH LnansHom
WHMOPpMaL UM (BHELUH WA NCNOMHUTENb).

TpeboBaHus K 3aWmMTE HGPOPMALMN peanmnayoTcs:

B clnyyvae pa3paboTkuM 1 co3daHUst UH(OPMaUMOHHbIX
CUCTEM — Ha BCex CcTaguax (dTanax) Mx co3daHus,
MOZepHM3auuu, aSKkcnnyatauMum U BbiIxoga U3
akcnnyarauuu;

B Crny4ae npuobpeTeHns MH(OPMaLUOHHEIX CUCTEM —
npuv BBOAE WX B 3KCNyaTtauutio, MoAepHM3auum,
aKcnnyaTaumu i BbIXxo4a M3 aKcnnyatayuu.

Ona uenen obecnevyeHus 3awmTbl  UHGOPMaLUK
YyacTHuUkn nnatexHon cuctembl u  Oneparop
nnaTexHoun CcUCTEMbI 0653aHbl cobnopat
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Participant must follow the relevant regulations of the
Central Bank of Russia.

Requirements forinformation security in funds transfers
shall apply to protectthe following information:

information on cash balances on bank accounts;

information on balances of electronicfunds;

information on effected funds transfers, including
information contained in notices (acknowledgements)
related to the acceptance of the Participants’
instructions, as well as in notices (acknowledgements)
related to the fulfiiment of the Payment System
Participants’instructions;

information on effected funds transfers as kept in the
operational centre using payment cards or located
outside the Russian Federation;

information containedinthe instructions of fundstransfer
operators’ clients as executed in the applicable form of
clearing, the Payment System Participants’instructions,
the paymentclearing centre’s instructions;

information on paymentclearing positions;

information required for clients to authenticate their right
to dispose of funds, including data of payment
cardmembers;

key information of cryptograp hic facilities for information
protection used in funds transfers;

information on the configuration determining the
operation parameters of automatic systems, software,
hardware, telecommunications equipment operated by a
funds transfer operator, operator of payment
infrastructure services, and used for funds transfers, as
well as information on the configuration determining the
operation parameters of information protection
hardware;

restricted information, including personal data and other
information subject to mandatory protection under
Russian laws and processed in funds transfers.

Forthe purposes ofanalysis ofensuring in the payment
system of the protection of information during the
carrying out of transfers of money resources Payment
System Participants shall provide to Payment System

COOTBETCTBYIOLUME HOPMATUBHbIE aKkTbl LieHTpanbHoro
6aHka Poccuiickon degepaumn.

TpeboBaHus k06ecneyeHno 3aLm Tbl UH GO p MaLmm Npu
OCYLLEeCTBNIEHMN MepeBOJOB [OEHEeXHbIX CpeacTB
npuMeHsIloTCs ans oGecnedeH s 3alnThbl CriegyoLlen
WHdOopMaLum:

MHdopmMaumm o6 ocTaTkax OEHEeXHbIX CpPeacTB Ha
©aHKOBCKMX cYeTax;

MH(*)OpMaLI,VIM 06 ocTartkax SNEeKTPOHHbIX OEHEeXHbIX
CpeacTs;

MHdOpMaLUM O COBEPLUEHHBIX NEePEBOAAX OEHEXHbIX
CpeacTB, B TOM Ynucne nHdopmauum, cogepxrallencs B
n3BeLleHnaX (NOATBEPKOEH USX ), KacaloLMXCs Npuema K
MCMOJTHEHWIO PacNOPSKEHMN YYaCTHUKOB NaTexHom
CUCTEMbI, @ TaKkke B U3BELLeHMNAX (MoATBEPXOEHUSX),
KacarwLmMXCcsi MCNONHEHUS pacnopshkeHWin Y4acTHUKOB
nnaTtexHon CUCTEMBI;

MHMOPMaLUM O COBEPLUEHHbLIX NEpeBOdAX AEH EXH bIX
cpencts, xpaHsawelica B OnepauMoHHOM LEHTpe C
MCNOoNb30BaHWEM NaTeXHbIX KAapT UM Haxoaswemcst
3a npegenamu Poccunckon degepaumnn;

MHdopMauum, copepxallencs B OGOPMIIEHHbIX B
pamkax npuMeHsemMon opMbl 6€3HaNMYHbIX pacyeToB
pacnopshKeHUsIX KMMEHTOB ONepaTtopoB NoO MnepeBomy
OEHEeXHbIX CpeacTB, pacnopshkeHusx YyacTHUKOB
nnaTtexHon cucTembl, pacnopsbkeHuax [MnaTexHoro
KITMPUHTOBOTO LEHTPA;

MH(*)OpMaLI,I/II/I O NNaTeXHbIX KIMNPUHIOBbIX MO 3ULNAX;

MHGopMaLmn, HeoGXoauMon ANs  yAOCTOBEpEeHUs
KNMeHTaMu npaeBa  pPacnopshikeHUs  OEHEXHbIMM
cpeactBamu, B TOM 4Wcne [daHHbIX Jdeplkatenei

NnNaTeXHbIX KapT;

KIto4eBOn MHoOpmaumnm CpeacTs KpunTtorpadunyeckon
3aWmThl WHdOpMaL K, MCMNONb3yeMbIX npu
OCYLLEeCTBNEHNN NepeBo 0B AEH €XHbIX CPEACTB;

MHopMaLMnm o  KoHduUrypauum, OnpenensaioLen
napaMeTpbl paboTbl aBTOMATU3MPOBAHHBLIX CUCTEM,
nporpaMmmHoro obecneyeHus, cpeacTs
BblYNCININTENBHON TEXHUKWU, TENEKOMMYHUKALMOHHOM
o6opyaoBaHus, akcnnyartauums KOTOPbIX
obecneunBaeTcs onepaTopom No nNepesoy AeHeXHbIX
cpencTs, Onepatopom ycnyr nnarexHomn
MHMPACTPYKTYpbI, " MCnonb3yemMbixX ons
OCYLLEeCTBNEHNSA MepeBOAOB AEHEXHbIX CPeAacTB, a
TaKke MHMOpMaLMn o0 KoHdUrypaumu, onpeaensioLlen
napameTpbl paboTbl TEXHUYECKNX CPEACTB NO 3almTe
MHOopMayum;

MHdOpMaLUM OrpaHUYeHHoro octyna, B TOM 4ucne
NepcoHanbHbIX [JaHHbIX W WHOW MHGOpMaumu,
noanexawen ooba3aTtenbHOM 3aWMTe B COOTBETCTBUAM C
3aKoHO4aTeNbLCTBOM Poccunckon denepauun,
obGpabaTtbiBaeMoli Npu OCYLECTBNEHUN MNePEBOOB
OEHEXHbIX CpeacTB.

Ona uenen aHanusa obecneyeHUs B MNaTEXHON
cucteme 3awmTbl MHGOPMaLUM NPU OCYLLECTBIEHUN
nepeBOAOB AEHEXHbIX CPeacTB YHacTHUKN nnaTexHon
cucTtemMbl HanpaensT OnepaTtopy NnaTexHon CMCTEMbI
no TpeboBaHunto Onepatopa NNaTeXHON CUCTEMbI, @ B
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Operator by request or annually,
received, the following information:
about the degree of performance of requirements to the
ensuring of the protection of information during the
carrying outof transfers of money resources;

if no request is

about the carrying out of the procedure of ensuring the
protection of information during the carrying out of
transfers of money resources;

about the revealed incidents connected with
infringements of requirements to the ensuring of the
protection of information during the carrying out of
transfers of money resources;

about the results of the carried out estimations of
conformity;

about therevealed threats and vulnerabilities in ensuring
the protectionofinformation.

Payment System Participants assume legally binding
obligations to comply with the American Express
Payment System rules and the American Express global
business and operational policies

The American Express Payment System risk
management function includes analysis of the
information security in the payment system when
effecting money transfers, which receives periodically,
but at least once year information about Operational
Centre’s activities as well as the information about other
American Express entities’ activities, and risk
assessments relating to the information security within
the payment system. This information shall contain, inter
alia, the following data:

data classification

provision of rights of access, including access to the
information systems and applications, and the rights
access compliance control

data encryption
data transmission protection

physical protection of data processing centres

logical security system for network and servers that
provide access to data, information systems and
applications

control over unauthorized access to network and servers

control over the procedure for data storage and
maintenance oflogs of information access attempts.

information security breaches while performing of
operational services by the Operational Center.

cny4vae OTCYTCTBUSA Takoro TpeboBaHUsA Ha eXeroaHon
OCHOBE Ccrney oLy MHMO P MaLKIo:

O CTeneHn BbinonHeHns TpeboBaHWM K 0 6ecneyeHnio
3aWmTLl MHOPMaLMM NPY OCYLLECTBNEH N NepeBoaoB
AEHEeXHbIX CPEeAcTs.;

0 peanusauuu nopagka obecrnedyeHus
MHGopMaLM  MNpu  OCYLLECTBREHUM
JEHEXHbIX CPeaCTB;

3aWm Tbl
nepesoOoB

o] BbISIBIEHHbIX ~ MHUWAEHTAX, CBA3@HHbIX C
HapyweHnsMmn TpeboBaHU K obGecneyeHuto 3awmTbl
MHdopmMaumm  Npu  OCYLLIECTBIEHUM  NepeBodoB
JEHEXHbIX CPeacTB;

O pegynbTatax NnpoBeAeHHbIX OUEHOK COOTBETCTBUA;

O BbISIBITEHHbIX Yrp03ax M yA3BMMOCTSX B 06ecnevyeHmnm
3aWmTbl MHGOpMaL UK.

YYacTHUKM NNaTeXHON cncteMbl AMEPUKIH JKCnpecc,
npuHMMatoT Ha cebs ob6a3aTtenbcTBa NoO COONOAEHMIO
MpaBun nnatexHon cucteMbl AMepukaH 3kcnpecc u
rmobanbHbix 6M3HEeC K onepaunoHHbIX MO NUTUK
AmMepurkaH dkcnpecc.

Cuctema ynpaeneHus puckamu MNMnatexHon cucrtemsl
AMepurKaH Jkcnpecc BKNYaeT aHanma obecnevequs B
nnaTexHonW cucTemMe 3aWwnUTbl MHGOPMaUMU Mpu
OCYLLEeCTBNEHMN MNepeBOAOB AEHEXHbIX CpeacTs, B
uensx kotoporo OnepaunoHHbIA LEHTP, TakKe Kak U
MHble KOMMaHWW rp YN bl KOMNaHWU h AMepUkaH QKcnpece
Ha nepuoanmyeckont OCHOBE, HO He pexe 0HOro pasa B
roa, npenocTaBnsieT UH(OPMaLUI0 O ero AesaTenbHOCU
M OUEHKM pucka B obGnactu sawmTbl MHPOpMaUMN B
nnatexHon cucteme. [laHHas MHOPMaLLMS COOEPKNT,
He orpaHunYmnBasCh, cneayowme cBegeHns:
Knaccudgukaumnio JaHHbIX

npegocTaBneHne npae AOCTyna, BkM4Yas [OCTyn B
MHOPMaLNOHH ble CUCTEMbI U NMPUTIOKEH WS, U KOHTPOSb
3a cobntogeHMem npas gocTtyna

W poBaHME AaHHbIX
3alMTY JaHHbIX NPY UX Nepeaave

dun3nYeckyto 3amTy LLEeHTPOB 06paboTKM AaHHbIX

forMYeckyto cuctemy 6e30nacHoOCTM CETU U CEPBEPOB,
MpeaoCTaBnsoWmMX JocTyn K OaHHbIM,
WNH(O P MaLMOHH bIM CUCTEMaM 1 MPUNOXEHUAM

KOHTPOJb HECaH KL MOHUPO BAaHHOTO AOCTYNa B CETU U K
cepeepam

KOHTpOJIb nopadka XpaHeHUA OaHHbIX WU BedeHue

peecTpoB NOMbITOK AOCTYNa K MH(OpMaLum.

O  HapyweHusiX  3awWwmuThbl UHopmauunm  npu
npeaocTaBneHum onepaumoHHbix ycnyr OnepaunoHHbIM
LEHTPOM.
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Information security incidents, including incidents within
the American Express group of companies, relating to
payment system activity, shall be promptly reported t
the Payment System Operator through the Operational
Centre and controlled in real-time mode with
implementation of all subsequentactionsin accordance
with the requirements of Russian law and the American
Express global policies and standards to the extent not
contravening such law

All amendments and improvements to the informaton
systems and applications shall be made by American
Express apart fromthe processes oftheirongoing use.

The information security activity of the Operational
Centre and American Express shall be subject to the
annual audit by an independent unit of the American
Expressto be conducted using arisk-oriented approach
under which any highriskareas are subjectto mandatory
audit. If such areas relate to payment system activity, the
results of such audit shall be reported to the Payment
System Operator by the said unit.

Payment System Participants, Payment Infrastructure
Service Operators and the Payment System Operator
shall on their own ensure information protection within
their corporate information system as required by these
American Express Payment System rules.

The Payment System  Participants, Payment
Infrastructure Service Operators and the Payment
System Operator shall ensure information security in
funds transfers, in exchanging e-mails, in keeping
information related to their activities in the payment
system, for which purposethe following may be used:

the provisions of national standards for informaton
protection, standards of organisations, including those of
the Central Bank of Russia, recommendations in the
area of standardisation, including the recommendations
of the Central Bank of Russia adopted under Russian
laws on technical regulation;

the provisions of documents as determined by

international payment systems;

the provisions of the documents as determined by the
Russian legislation;

MHuMaeHTbl B 06nacTy 3awm Tl UHGO pMaLum, BKIoYast
WHLUMUAEHTbI BHYTPU AMEPUKIH QKCMpecc, 0 THO CALLMECH
K pgedatrenbHocTu [lnatexHow cuctembl AMeEpUK3H
Akcnpecc, poBoaatcs Yepe3 OnepaunoHHbIA LEeHTP 40
OnepaTtopa nnaTexHon CUCTEMbI HE3aMeannTensHO, U
KOHTPONMUPYIOTCA B pPEXMME pearilbHOro BPEMEHU C
npMMeHeHMeM BCeX nocregywowux [encTBun B
COOTBETCTBUU [¢] TpeboBaHNAMM  POCCUIACKOMO
3aKoHoaTenbCcTBa, a Takke rnodanbHbIMU BU3HEC U
onepaunoHHbIMA NONUTMKaMnM AMEpPUKIH Jkcnpecc, B
4YacTu, UM HE NPOTUBOPEYaLLEN.

Bce M3MeHEeHUa U ynydleHWs B WMHGOPMaLUOHHBIX
cMcTeMax M MPUMOXEHUAX MNPOBOASTCS AMeEpPUKaH
3kcnpecc, OTAENbHO OT MPOLECCOB WX TEKYLLETO
MCNOMb30BaHUs.

JeatenbHocTb OnepaunoHHOrO LUEHTpa, a Takke
AmepukaH Skcnpecc B 06nact 3awmTbl UHMO pMauum

NoanexuT  EeXerogHoMy  ayauTy  HEe3aBUCUMMbIM
noapasgeneHuem rpynnsl AMepukaH Jkcnpecc, npu
nposeeHUN KOTOpOro ncnornbayercs puck

OpPUEHTUPOBaHHLIN NOAX04 B COOTBETCTBMU C KOTOPbIM
obnacTn oeaTenbHOCTM C BbICOKMM PUCKOM Noznexar
ob6sa3aTenbHOMY ayauTy. Bcnyyae, ecnn oHM 0 THOCHTCA
K pgearenbHocTu [natexHow cucTtembl AMEPUKIH
dkcnpecc, pesynbTaTthl TAKOrO ayaMTa AOBOOATCS OO
Onepatopa nNnaTexHoW  CUCTEMbl  YKa3aHHbIM
noapasgeneHunem.

Y4yacTHUKM nnaTtexHon cucTtembl, Onepartopbl ycnyr
nnartexHon nHpacTpykTypbl, 1 Onepatopbl NaTeXHon
cucTeMbl camocTosATeNnbHO obecneymBaloT 3awnUTy
WHdopmMauum BHYTPU cBoem KOpMnopaT1BHON
WH(POPMALMOHHON CUCTEMbI B COOTBETCTBUM C
TpeboBaHuAMM HacToAwmx [paBunm  nnaTexHown
cuctembl AMEPUKIH JKcnpecc.

YyacTHUKM nnatexHow cuctembl, OnepaTtopbl ycnyr
nnaTexHomn nHgpacTpykTypsl 1 OnepaTtop nnaTexHon
cuctembl 0653aHbI 06ecnevmBaTh 3aWU Ty MHEO pMaLmn
npu OCYLLECTBNEHUM NepeBOAOB AEHEXHbIX Cp eACTs,
npun obmeHe 3NeKTPOHHbIMKU coobLWeHuaMK, npu
XpaHeHnn  MHdopmMaumM,  CBA3aHHOW  C nx
aeatenbHOCTbiO B [natexHon cucteme AMeEpPUKIH
Jkcnpecc, onayero MoryT 6biTb MCNONb30BaHbI:

nonoXeHna HauWuoHalnbHbIX CTaHOAPTOB NO 3aluTe
I/IHCbOpMaLI,VII/I, CTaHOapTOoB opraHmaauw?l, B TOM 4yucne

ctaHgaptoB  LleHTpanbHoro ©aHnka  Poccuiickon
depepaumn, peKoMeHaaunm B obnacm
cTaHdapTu3auuMm, B TOM 4YUCNe pPeKoMeHaaumn
LlenTpanbHoro ©6aHka Poccuiickon  ®Pegepaumm,
NMPUHSATLIX B COOTBETCTBMM C 3aKOHOZATENbCTBOM
Poccuinckon denepaunmn o) TEXHUNYECKOM
perynmpoBaHuu;

NOoMnoXeHus [OKYMEHTOB, onpenensieMbix

MexgyHapoOHbIMU NNaTeXHbIMU CUCTEMaAMU;

NONOXeHUs OOKYMEHTOB, onpepensieMbix
3aKkoHoaatenbcTBoM Poccunckon Pepgepauun;
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the results of risk analysis in ensuring information
security in funds transfers on the basis of models of
threats and information interlopers detected in national
information protection standards, including the standards
of the Central Bank of Russia adopted under Russian
laws on technical regulation, or onthe basis of models of
threats and information interlopers detected by a
payment system operator, funds transfer operator,
paymentinfrastructure services operator.

All the Payment System Participants shall immediately
inform the Payment System Operator on any revealed
incidents related to information security under the
procedure and in the form required by the Payment
System Operator; the Payment System Operator shall
separately notify the Payment System Participants about
such procedure and form.

Each Payment System Participant and the Payment
System Operator shall regulate the revision of the
procedure for ensuring information security in funds
transfers as required by the Payment System Operator,
in connection with:

any changein information protection requirements under
the paymentsystem rules;

any change in Russian laws, the regulations of the
Central Bank of Russia coveringrelations in the national
paymentsystem.

Payment  System Participants and  Payment
Infrastructure Service Operators shall ensure using
information protection hardware intended for detecting a
malicious code and to prevent its impact on information
infrastructure facilities (hereafter - the “hardware
protecting information from a malicious code”) in
computer equipment, including ATMs and payment
terminals if technically possible to do so; regular
upgrading the hardware protecting information from a
malicious code and databases used in the hardware
protecting information from a malicious code and
containing the description of malicious codes and
methods oftheir deactivation.

The Payment System Operator shall keep record of and
make available to Payment System Participants and
Payment Infrastructure Service Operators the following
information:

pesynbTaTbl aHanusa puckoB Npu oGecrnevyeHn iy 3aluTsl

MHdOpMaLMM  Npu  OCYyLWeCTBeHUn  nepeBodoB
OEHEeXHbIX cpeacTB Ha OCHOBeE MopJenen yrpos u
HapywmTenen 6e3onacHocTn WH o pmaumn,

onpefeneHHblX B HaUMOHaNbHbIX CTaHdapTax no
3awmTe MHopmaumm, cTaHaapTax opraHm3auni, B TOM
yucne ctaHgapTtax LleHTpanbHoro 6aHka Poccuiickon
depepauuu, NPUHATLIX B COOTBETCTBUU  C
3akoHopgaTenbcTBoM Poccunckon depepaumm o
TEXHUYECKOM PErynnpoBaHun, UIin Ha 0CHOBE Mo Aenen
yrpo3 M HapywmuTtenen 6e3onacHocTM MHGOpMaumu,
onpegeneHHbix OnepatopoM nnaTteXHoOW CUCTEMBbI,
onepaTtopoM MO MNepeBoAy [AEHEeXHbIX CpeacTs,
OnepaTopoMycnyr nnaTexHon MHPPacTpyKTypbl.

Bce Y4yacTHMkM nnatexHom cucteMbl 00653aHbI
HemeaneHHo nHgopmmposaTe Onepartopa nnarexHown
CUCTEMbl O BbISIBIEHHbIX MHUWAEHTAX, CBA3AHHbIX C
obecneyeHnem 3awmTbl MHGOpMaumM, B nopsiake u
dopme onpegenseMblx OnepaTopoMm MnaTexHon
cuctembl; MHpopmauma o nopsgke wn opwme
gononHutensHo goBoantcs OnepaTtopoM MiaTexHon
cucTembl [0 cBedeHWst YYacTHWKOB MNnaTexHowm
CUCTEMBI.

Kaxxgblh  Y4acTHUK nnaTtexHoln cuctembl 1 Oneparop
nnaTtexHon cuctembl 0653yHOTCA pernaMeHTMpPOBaTb

nepecMoTp nopsgka obecneveHus 3aWmnThl
MHGOopMaLMM  NpU  OCYLLECTBNEHWN  MNMepeBoaoB
OEHEeXHbIX CpeacTB B paMkax 06si3aHHOCTeN,

ycTaHOBMEeHHbIX OnepaTtopoM NNaTexHOW CUCTEMBI, B
CBSA3U:

C N3MeHeHusMN TpeboBaHWIN K 3alwmTe MHMOPMaLmuw,
onpepeneHHbix [MpaBunamy nNnNaTexHOW CUCTEMbI
AMepurkaH dkcnpecc;

C UBMEHEeHUNAMUN, BHECEHHbIMU B 3aKOHOAATEeS1bH bl€ aKTbl

Poccunnckon degepaumnn, HOpPMaTUBHbIE  akKTbl
LleHTpanbHoro ©GaHka Poccuiickon  ®epepauuu,
perynupylowme  OTHOLWEHUA B HauunoHarnbHou

nnaTtexHon cncteme.

YyacTHUKM nnatexHomn cuctemsl 1 1 OnepaTtopsbl ycryr
nnaTtexHon  MHPacTpyKTypbl obecneumBalor
MUCMOMNb30BaHWE TEXHUYECKUX CPeacTB  3almThbl
MHdopMauuM, npeaHasHavyeHHbIX  [Ans BbiSIBIEHNS
BPEOOHOCHOroO kKoga W ana  npegoTBpalleHus
BO3OENCTBMSA BPEOOHOCHOTO Koda Ha OObekTbl
WHPOPMALMOHHON  UHAPACTPYKTYpbl  (danee  —
TexHuyeckne cpegcTea 3awuTbl MHOpMaLMn oOT
BO3OENCTBMS BPEOOHOCHOrO koAda), Ha cpeacTBax
BbIYMCIIMTENBHON TEXHWUKW, BKMoyass GaHkomatsl ©
nnartexHble TepMUHanbl, NPU HaNU4YMM TEXHMNYECKON
BO3MOXHOCTKW; perynspHoe oOHOBNeHne Bepcun
TeXHUYecknx cpeacTs 3awuTbl WHdopMaumm oT
BO3OeNCTBMSA BPEOOHOCHOro koga M 6a3 paHHbIX,
NCnonb3yembix B paboTe TEXHUYECKMX CPEACTB 3aLLM ThI
MHGOpMaLMM OT BO3OENCTBUS BPEOOHOCHOrO Kojda u
coep kalimx onvMcaHne BpeaoHOCHbBIX KOAOB U1 CNOcobbl
nx o6e3BpexmBaHus.

OnepaTop nnaTexHow cucTemMbl 06ecnevmBaeT yyeT u
OOCTYMHOCTb AN YYaCTHMKOB NNaTeXHOW CUCTEMbI U
Onepatopa ycnyr nnatexHow WHpacTpyKIypbl
MHOopMayumn:

O BbISIBIIEHHbIX B MIaTEXHOW CUCTEME MHUWUAEHTEX,
CBSI3@aHHbIX C  HapyweHusmu  TpeboBaHUN K
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on any incidentsrevealed in the payment systems and
related to violations of requirements for information
security in funds transfers;
on methods of analysis of and responding to incidents
related to violations of requirements for information
security in funds transfers.

obecnevyeHunto 3alnThI NHGOpMaLLMn
OCYLLECTBNEHMNN NepeBO 0B AEH EXHbIX CPEACTB;

npw

0 MeToAMKax aHanu3a v pearmpoBaHUs Ha UHLUMOEH THI,
CBsi3aHHble C  HapyweHuamu TpeboBaHU K
obecneyeHuno 3aWmThl MHGOpMaLun npu
OCYLLECTBINEHNMN NEPEBO/IOB AEHEXKH bIX CPEACTB.
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Chapter 8 - Dispute Resolution

8.1. General Provisions

Disputes between a Payment System Participantand the
Payment System Operator should generally be settled in
the ordinary course of business. Therefore, neither the
Payment System Participant nor the Payment System
Operator shall havethe rightto resortto litigation or any
other procedure prior to exhausting the arbitration
procedures setforth in this Chapter 8.

The procedure for disputes resolution between the
Payment System Operator and Payment Infrastructure
Service Operators shall be set out in the agreement(s)
pursuant to which Payment System Operator appoints
and authorizes Payment Infrastructure Service
Operators to perform such functions for American
Express Payment System

The Payment System Operator shall represent the
Payment Infrastructure Service Operators in relations
with Participants and all disputes between Payment
System Participants and the Payment Infrastructure
Service Operators shall be resolved in accordance with
the provisions ofthis Chapter below

8.2. Formal Written Notice

If any dispute shall arise between a Payment System
Participant and the Payment System Operator, the
Payment System Participant and the Payment System
Operator shall attempt to resolve such dispute promptly
by negotiation between authorized representatives.
Either a Payment System Participant or the Payment
System Operator may give the other party written notice
of any dispute not resolved in the normal course of
business. Within thirty (30) days after delivery of the
notice, the receiving party shall submit to the other a
written response.

The notice and theresponse shall include, respectively:

e A statement of the party’s position and a
summary of arguments supporting that position,
and

e The name and
representative.

titte of the authorized

8.3. Resolution Meeting

Within forty-five (45) days after delivery of the disputing
party’s notice, the authorized representatives of both
parties shall meet at a mutually acceptable time and
place and thereafter as often as they deem reasonably
necessary, to attempt to resolvethe dispute.

MaBa 8 - PaspelueHue cnopoB

8.1. O6LwwuMe nonoxeHusa

Cnopbl Mexgy Y4YacTHMKOM MnaTeXHOW CUCTeMbl U
OnepatopoM  nnaTexHoW  cucTeMbl  noanexar
yperynnpoBaHnio B Xxode OObIMHOW OeATENbHOCTW.
CoOTBETCTBEHHO, HM YYaCTHUK NIaTeXH O CUCTEMBI, HU
OnepaTop nnaTexHow cucTemMbl He BNpase npubderats k
cynebHoMy pasbuparenbCcTBy UM MHOMY NPOV3BOACTBY
o OKOHYaHusg  apbuTpaxHoOro nNpPOU3BOACTEA,
npegycMoTpeHHoro HacToswewn Mnason 8.

Mopspok paspeweHns cnopoB mexagy Onepatopom
nnatexHown cuctemol n Onepatopamu yCcrnyr nnaTtexHomn
WHAPACTPYKTYpbl yCTaHaBnNMBaeTCsd B  [JOroBope
(DoroBopax), B COOTBETCTBUM C kOTOpbiM Oneparop
nnaTtexHom cCucTembl HasHa4YaeT U YMNOJSIHOMOYUBEET
Takoro OnepaTtopa ycnyr nnaTtexHon nHgpacTpyKiypbl

OCyLLeCTBNATb COOTBETCTBYOWME  yHKUMM Ans
MnatexHon cucteMbl AMepukaH SKkcnpecc
Onepatop nnatexHoOW CUCTEeMbl NpeacTaBnser

OnepaTopoB ycnyr nnaTexHoOW WHQPacTPYyKTypbl B
OTHOLIEHUAX C YYacTHUKaAMW NNaTexXHoW CUCTEMbI, U
BCE CNOpbl Mexay YYacTHUKOM NNaTeXHOW CUCTEMbI U
OnepaTtopamu ycnyr nnatexHon WHQPacTpyKTypbl,
paspeLualoTcsl B COOTBETCTBUM C NOPSAAKOM, YKa3aHHbIM
B HacTosLwen [naBe HMxe

8.2. NucbmeHHOE yBegomMmneHue

B cnyyae BO3HMKHOBEHMA Mexay  Y4YacTHWUKOM
nnarexHon cuctembl U OnepatopoM nnaTexHou
cucTeMbl Kakoro-nubo cnopa, YY4acTHUK NnaTexHoun
cuctembl 1 Onepatop nNnaTexHon cMcTeMbl 00653ytoTcs
NPpUNOXMTb YCUNUS K YPEryNMpOBaHWIO TaKOro crnopa

He3aMeanuTenbHO MNyTeM MeperoBopoB  Mexay
YNONMHOMOYEHHbIMA  NpeacTaBuTenaAMn.  YYacTHUK
nnatexHonm cucrtembl unum OnepaTop nNnaTEXHON
cuctemMbl BnpaBe HanpasBuTb APYron  CTOPOHe

nMCbMEHHOE yBedomneHne o nwbom cnope, He
yperynmpoBaHHOM B xofe o6blMHON aedATenbHocTU. B
TedyeHne 30 (Tpupuatn) AHenW C Aathl BpyYeHus
yBE€OOMIMEHNSA, CTOPOHA, NOMy4YnBLllas yBedOMIIEHME,
ob6fA3aHa HanpaBWTb OPYroW CTOPOHE MWUCbMEHHbIA
oTBeT.

YBegomneHne v OTBET Ha yBedOMIEeHMWe [OOSKHbI

cofepaTb, COOTBETCTBEHHO:
e 3asBneHue CTOPOHbI O CBOEW MNO3NULMUA U
KpaTkoe M3roxeHne OBOAOB B NOMb3y Takou

nosvunm, n
e OVO M [OMKHOCTb  YNOSTHOMOYEHHOO
OOIMMKHOCTHOrO  nuua, koTopoe  Oypger

NpeacTaBnsATb COOTBETCTBYHOLLYIO CTOPOHY.

8.3. MNeperoBophbl 1 paspelleHne cnopa

B TeyeHue 45 (copoka naTn) AHenM nocrne Bpy4veHus
CTOPOHOW cnopa yBegoMIleHus npeacTaBuTenmn obenx
CTOPOH NpPOBOAAT BCTpe4Yy BOBpPeMs M B MecTe,
npuemnemble ans obenx CTOPOH, a Takke B
JanbHemweMm Tak 4acTto, Kak 3T0 0OO0CHOBaHHO
Heo6xoaMMo, Ans paspeLleHns cnopa.
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All reasonable requests for information made by one
party to the other will be honored. The foregoing time
deadlines may be extended by mutual written
agreement. If the parties mutually agree that itwould aid
resolution of the dispute, each party may have its
attorney attend such meetings.

All negotiations pursuant to this section shall be
confidential and shall be treated as compromise and
settlement negotiations for purposes of applicable rules
of evidence.

8.4. Mediation

If the dispute has not been resolved by negotiaton
between the authorized representatives and ifthe parties
have notagreed to extend the applicable time deadlines,
within ninety (90) days ofthe disputing party’s notice, the
parties shall endeavour to settle the dispute by mediation
under the rules and procedures ofthe dispute resolution
forum specified in the American Express global business
and operational policies. Each party shall bear its own
costs of such mediation. The parties agree that the
mediator, not the parties, shall decide when the parties
are unable to reach agreement on the resolution of this
dispute, and that mediation shall continue until the
mediator so decides. The parties shall refrain from
demanding arbitration for aperiod of sixty (60) days from
the date of the mediator’s decision thatthe parties have
failed to reach agreement. Any applicable statute of
limitations with respect to a dispute subject to this
chapter shall be tolled for the period beginning from the
date of delivery of the original notice regarding the
dispute through the period ending five (5) days after the
end of the sixty (60) day cooling off period referred to in
this chapter.

After the expiration of the sixty (60) day period, a pary
may elect to initiate binding arbitration by the arbitral
tribunal and in aplace specified inthe American Express
global business and operational policies.

Bce o06ocHOBaHHble 3anpocbl Ha npeaocTaBrieHne
MHMOpMaLUK, Han paBnsieMble 0QHOW CTOPOHO W AP Yron
CTOPOHe, noanexar BbiNOMHEHMW0. BbiweykasaHHble

CpOKM MOryT OblTb yBenuW4YeHbl NO  B3aMMHOMY
cornaweHunto CTOpoH B MUCbMEHHOW  hopme.
MpucyTcTBMEe Ha TakMx BCTpevax opuanyeckmx

COBETHMKOB CTOPOH AOMYCKaeTCs, ecriv no B3av MHOMY
cornalleHuio CTOpPOH Takoe npucytcteme 6yaet
crnoco6cTBOBaTL paspelleH o cnopa.

Bce neperoBopbl B COOTBETCTBMM C HACTOALYM
Pasgenom 8 cuuTaloTca KOHUAeHUMANbHbIMU 1
ABNSOTCA NeperoBopammn 06 yperynuposaHum crnopa u
JOCTUXXEHUUN KOMIMPOMUCCHOIO cornaiueHus ans uenen
NpPUMeEHMMbIX HOPM A0 Ka3aTenbCTBEHHOro npaga.

8.4. PaspeweHune cnopa npu yyactum nocpegHuka
(meaunauumsn)

Ecnu cnop He 6bIn yperynupoBaH nyTem neperosopos
Mexay NpeacTaBUTENSAMM CTOPOH, YNONHO MOYEH HbIMU U
ecnu CTOpPOHbl HEe [JOroBOPUNNCL O MPOANEHUU
NPUMEHUMbIX CPOKOB, CTOPOHbI 06513aHbI B TeyeHne 90
(oeBsiHOCTa) OHE C MOMeEHTa BpPYYEHUs CTOPOHOM
cnopa yBEAOMIIEHMSA  NPUNOXMTb  yCuUnusa K
yperynupoBaHuio cnopanyTem npoueaypbl Meamaumm B
COOTBETCTBMMU C MpaBunamun u NnopsaKkoM, ykasaHHbIMu B
rmobanbHblX GM3HEC M OMepauuoHHbIX MONUTUKAX
AmepunkaH Okcnpecc. Kaxgas cTopoHa HeceT CBOM
3aTpaTbl B CBSI3W C TakoW nNpouemypon megvaumu.
CTopOHbI cornawarTcs, YTo MeagMaTtop, a He CTOP OHbl,
NPUHUMAET peLIeHME O TOM, YTO CTOPOHbl HE CMOCOGHbI
OOCTUTHYTb COrMalleHns O paspeLlleHnmn cnopa, n 4to
NpPOA0IIXNTENBHOCTD npouegypbl Meauaumu
ycTaHaBnuBaeTca No peweHunto meanatopa. CTOPOHbI
BO3[epxuBalTca oT TpeboBaHMA nepejaym cnopa B
apbuTtpax B TevyeHune 60 (wecTupecsaTn) gHen c AaThl
NPUHATUA MeanaTo POM peLLEeH NS O TOM, YTO CTOPOHbI He
CMOTNN AOCTUTHYTb cornatueHmns. Jliobon npumeHUMbIn
nepuos WMCKOBOW [aBHOCTM B OTHOLUEHWUM CMNOpa,
paspellaemMoro B COOTBETCTBUM C HacTosLwen nason,
NOANEXMT NPOANEeHNo Ha nepuoa, HaunHalLwmnicsa ¢
JaTbl BPYYEHUS MepBOHA4YanbHOro yBeOMIIEHUS O
cnope, 1 3akaHuYMBarLWmMnca Yepes 5 (NATb) gHen nocne
ncTedYeHus nepuvoga  NpoJoskuTenbHocTelo 60
(wecTbaecAT) AHew, yKkasaHHOro B HacToswen [nase.

Mo wncTeyeHun ykasaHHbix Bbiwe 60 (wecTngecaTn)
OHe CcTopoHa BnpaBe MNpWHATL pelweHne o6
MHULNMPOBAH NN ob6s3aTenbHOro ap6uTpaxHoro
npoussoacTBa B apbuTpaxHoMm cyde M B MecTe,
yKaszaHHbIMW B rmo6anbHbiXx 6U3HEC Y ONepaLMOHHbIX
nonuTMkax AMepukaH Jkcnpecc.
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Chapter 9 - Fees

American Express Payment System rules do not
establish a minimum amount of fee for money transfer
services for Payment System Participants and their
clients.

For services ofthe Payment System Participants pay the
uniform fees within the American Express Payment
System.

The Payment System Operator will pay for the services
of the Operational Center and Payment Clearing Center
based on monthly invoices which will be raised and
issued in accordance with signed agreements with the
Operational Center and Payment Clearing Center.

The fees for services of the Settlement Center which
performs by the Bank of Russiadetermined and effected
pursuant to the procedure established by the Bank of
Russia in accordance with the requirements of the laws
ofthe Russian Federation and regulationsofthe Bank of
Russia.

Tariffs may be unilaterally amended by the Payment
System Operator in accordance with the procedure
stipulated in the Payment System Rules.

In case of the Tariffs changing provisioning the
introduction of new tariffs or an increase in the size of
tariffs, the new Tariffs are implemented not earlier than
30 calendar days after notifying the Central Bank of
Russia.

Payment System Participant gives the preliminary
consentto the Payment System Operator for debiting his
accountfor fees in accordance with Tariffs.

Additional compliance related fees in accordance with
the Exhibit 2 may be assessed and collected from
Payment System Participants in the event on non-
compliance with American Express global business and
operational policies.

MNaBa9 - Komuccumn

MpaBmna nnartexHoln cuctemol AMEPUKIH JKCNpece He
yCTaHaBnMBalT MUHMMAaNbLHOro pasmepaonnarsl ycnyr
no nmnepeBoAy [OEHEeXHbIX CpeacTB Y4acTHMKamu
NnaTeXHon CUCTEMbI U UX KTMEHTaMU.

Mopsgok onnarbl ycnyr nnaTexHon UHMpacTpyKIyphbl
ABNsieTca eaMHoobpasHbiM B pamkax [lnartexHon
cuctembl AMEepUKaH Skcnpecc.

Onnata ycnyr OnepaunoHHoro LeHTpa u MNnatexHoro
KnupuHrosoro ueHTpa  GyaoeT NpOoUn3BOANTHCS
OnepaTopoM nNnaTtexHoW CUCTEMbl Ha OCHOBAHWU
eXEeMECSYHbIX CHETOB B COOTBETCTBUM C 3aKITHOHEHHbIMU
porosopamu ¢ OnepaumnoHHbIM LEHTPOM 1 MnaTexHbim
KnupuHroesiM LLEHTPOM.

Tapudbl PacyeTHoro ueHTpa, yHKUUU KOTOPOro B
MnaTtexHon cncteme AMEPUKIH JKCNpecc BbIMOHSET
LleHTpanbHbin  BaHk poccunckomn depepauun,
yCTaHaBMMBaKTCA U BBOAATCH B AEWCTBME B MOPSAIKE,
yCTaHOBMEHHOM LleHTpanbHbiM GaHkom Poccuiickon
depepaumn B cootBeTcTBUM C 3akOHOAATENbCTBOM
Poccuiickon ®epepaumun U HOPMATUBHBLIMK aKTaMu
BbaHka Poccun.

Tapudbl MoryT OblTb  u3MeHeHbl Onepartopom
nnaTexHonW CUCTEMbl B OJHOCTOPOHHEM MNOPSJKe,
npegycMOTPEHHOM [Ansi BHECEHWS W3MEHEeHWN B
MpaBunannartexHon cuctembl AMEPUKIH DKCnpecc.

B cnyvae nameHeHnusa Tapndgos, npeaycmaTpmMBaoLmx
BBeeHME HOBbIX TapUOB UMK yBENMYeHMEe pasmepa
TapundoB, HoBble Tapudbl BBOOAATCA B AeNCTBUE He
paHee yem 4depe3 30 KaneHOapHbIX OHEN nocne gHs
yBegomneHuns banka Poccun.

YyactHuk T[natexHon cuctembl pdaet  cornacue
(3apaHee paHHbI akuenT) Onepatopy nnaTexHon
cucTeMbl Ha CNUcaHUMe KOMMUCCUI 3a ycnym no
yCTaHOBMEHHbIM HacToAWMMK MNpaBmnaMmmn nnarexHon
cuctembl  AMepukaH Okcnpecc Tapudam 6es3
pacnopsikeHWs Y4acTHUKa NNaTexHon CUCTEMBI.

HJononHutenbHble KOMUCcUMn/WTpadbl B COOTBETCTBUAM C
MpunoxeHnem Ne 2 moryT B3MmartbCcs C Y4yacTHuUKa
nnaTtexHon cucTembl B Ccriydae HecobnogeHus um
rmobanbHbix ©OW3HEC U  onepaunoHHbIX MOJNUTUK
AMepUnKaH dkcnpecc.
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Exhibit 1: Information Security Policy

Unlawful disclosure (hereinafter the Data Compromise)
negatively impacts cardmembers, merchants and
Payment System Participant Issuers. Addressing this
threat by implementing security operating policies can
help improve customer trust, increase profitability and
enhancethe security ofthe payment system.

Payment System Participant Acquirers must ensure that
all oftheir Service Providers and merchants of Payment
System Participant Acquirers and their merchants
Service Providers using Cardmember Data and
Sensitive Authentication Data follow this Information
Security Policy.

Payment System Participant Acquirers must ensure that
their Service Providers, merchants and merchant’s
Service Providers:

store Cardmember Data only to facilitate American
Express Card Transactions in accordance with their
agreements with the Payment System Participant
Acquirer; and comply with this Information Security
Policy.

The Information Security Policy is intended to ensure
that Cardmember Data and Sensitive Authentication
Data are protected wherever such data are stored and
processed. The Information Security Policy applies to all
Payment System Participants, merchants, and Service
Providers that process, store, or transmit Cardmember
Data and/or Sensitive Authentication Data.

General Compliance Requirements

All Payment System Participants are required to comply
with the Information Security Policy and must ensure that
all Service Providers comply with the Information
Security Policy.

Payment System Participant Acquirers mustalso ensure
that merchants comply with the Information Security
Policy. All Payment System Participants must ensure
thattheir agreements with their Service Providers, andin
the case of Payment System Participant Acquirers, with
their merchants, include a requirement to comply with
the Information Security Policy. In addition, such
agreements must contain provisions requiring Payment
System Participants' Service Providers, and in the case
of Payment System Participant Acquirers, their
merchants, to reportall instancesof a Data Compromise
immediately to the Payment System Participant and in
no case later than twenty-four (24) hours after discovery
of the incident, to allow the Payment System Participant
to comply with the requirements setoutin these payment
system rules.

MpunoxeHune 1: MonuTtnka

nHcpopmauumn

HenpaBomepHoe packpbiTue uHgopmauum (ganee -—
YTeuka OaHHbIX) UMeeT HeraTuBHble NOCNeacTBMA ANs
nepxatenen KapT AMepukaH 3kcnpecc, CepBUCHbIX
opraHusaumi M Y4YaCTHUKOB MNMaTteXHOW CUCTEMbI-
3MUTEHTOB. YCTPAHEHWE 3TO Yrp0o3bl NyTEM BHeEOPEHNS
NoONMUTUKK 3aWm ThI UHdopmMaLum MOXeT
cnoco6cTBOBaTb MOBbLILWEHUID [OBEPUS  KITMEHTOB,
yBenu4yeHnto npmbbinm n nosbiweHuto 6esonacHocm
MnatexHon cncteMmbl AMEPUKIH JKcnpecce.

3awuTbl

YYyacTHUKM NNAaTEXHOW CUCTEMbI-3KBaepbl AOMKHbI
obecne4ynBartb, MCNONHEHNE TpebGOBaHMI HaAcTOSsLLEN
MonuTMKM BCEMU NOCTaBLUMKAMU YCAYT U CEPBUCHBLIMM
opraHn3aumMsMm YYacTHUKOB MNaTEXHOW CUCTEMbI -
aKBanepoB, a Takke [locTaBwmkamn ycnyr, ux
CEPBUCHbIX OpraHu3auMin ucnonb3ywwmux [daHHble
depxarenen Kapt u ayTeHTUUKaLNOHHbIE AaHHbIE.

YYacTHUKM NNaTexHOW CUCTEMbI-3KBanepbl A0JIKHbI
obecneunBatb, 4TOObl WX MNOCTaBLUMKM  YCHT,
CEpPBUCHbIE OpraHM3aumMn M MNOCTaBLUMKN YCIyr MuX
TOProBO-CEPBUCHBIX Npean puUATHiA:

xpaHunu [JaHHble fgepxartenen KapT Tonbko ans uenen
onepaumn no Kaptam AwmepukaH JSkcnpecc B
COOTBETCTBMM C WX [AOroBOpaMu C Y4YacCTHUKOM
nnatexHow cucTemMbl-akBanlepoMm; W  cobnoganm
HacTosAwyto MonNuTUKY 3aWm Tl UHOpMaun K.

Monutuka 3awmThl MHOPMaLMM NpeaHasHadeHa s
obecneyeHns 3awnTtbl [daHHbIX gepxartenen Kapt u
ayTeHTUMUKALUNOHHBLIX [JaHHbIX B noboM mecTe
XpaHeHus n obpaboTkm Takmx paHHbIX. [lonuTuka
3aWmMThl  MHOPMaLUM  NPUMEHSIETCS KO  BCEM
YyacTHUKam  NnaTtexHoW  CUCTEMbl, CEepBUCHbIM
opraHusaumam W nocTaBWWKaM YCNyr, KOoTopble
obpabartbiBaloT, XpaHAT wunu nepegalT [aHHble
depxarenen  kapT  u/vnu  ayTeHTUdUKaLNOHHbIE
OaHHble.

O6Gwwme TpeboBaHUA NO COONIOAEHUIO NMOSNTUTUKUN

Bce YyacTHUKM nnatexHoW cucteMbl 00sA3aHbl
cobniogate lMonuTuky 3awmuTtbl MHGOpMauMn K
obecneunBatb cobniogeHne [lonuTukM  3aWuThl

WHOpMaL M1 BCEMU MO CTaBLUMKAMU YCHIyT.

Y4YacTHUK NNaTeXHON CUCTEMbI-IKBaEpP Takxke OO JKeH
obecneunBatb cobntogeHne TMonuTUKM  3aWUTHI
MHOPpMaLMN  TOProBO-CEPBUCHLIMU OpraHmM3aL VK.
Bce YyacTHUKM nnaTteXHOW CUCTEMbl  OOJIXKHbI
obecneymBatb, YTOObI X JOTOBOPbLI C MOCTaBLLUKaMK
ycnyr, a B OTHOWEHUN YYaCcTHMKOB MIaTexHON
CUCTEMbI-3KBAEPOB — OOrOBOPbI C UX CEpBUCHbLIMU
opraHusaumamm, Bknwydann B ceba TpeboBaHue o
cobntogeHnn Monutrkm 3awm Tl MHMOpMaummn. Kpove
TOrO, Takne A0roBOP bl AOJIKHbI COAEPKaTb NMOMOXEHUS,
Tpebylowme OT NOCTaBWMKOB YCNyr Y4acTHUKOB
nnaTtexHom CUCTEMbl, @ B OTHOLUEHUMN YYaCTHUKOB
nnaTtexxHom CUCTEMbI-OKBAaNepoB — OT MX CEPBUCHbIX
npeanpusatuii, HemeaneHHo coobwartb Y4YacTHUKY
nnaTtexHoun cMcTemMbl 060 BCEX CyYasix yTEUKM AaHHbIX,
Ho B NtobOM crnyyae He No3aHee ABaaUaTh YeTbipex (24)
YacoB nocre 06HapyXeH WA MHUMAEHTA Ansa T0ro, 4TobbI
YyacTHUK nnaTtexHom cucTembl MoOr cobniocm
TpeboBaH s, N3NOXKeHHbIe B HacTosALWMX MpaBunax.
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All compliance validation documentation and information
must be provided to the Payment System Operator upon
request. Payment System Participants may be required
to provide information via a secure web portal on a
periodicbasis. Questionsonthisprocess can be directed
to the relevant Payment System Operator
representative. Payment System Participants failing to
provide information requested by the Payment System
Operator may be subject to non-compliance fees setout
in American Express global business and operational
policies.

Notification of Data Compromise from Payment
System Participant to the Payment Service Operator

After discovery of a Data Compromise, Payment System
Participants are required to do the following:

Report to the Payment System Operator immediately
and in no case later than twenty-four (24) hours after
discovery of the incident, the suspected or confirmed
loss, theft, or misappropriation by any means of any
materials, records, orinformationin any form containing
Cardmember Data and/or Sensitive Authentication Data,
including such loss, theft, or misappropriation by a
merchant, Service Provider, or agent of the Payment
System Participant. All reports must be submitted to the
Payment System Operator Fraud and Security team at
gnsfraud @aexp.com and shall contain, to the extent
possible, the followinginformation:

name of Payment System Participant;

form ofinformation compromised;

number of account numbers compromised

type of Cardmember Data
Authentication Datacompromised;

and/or Sensitive

pertinent details regarding the suspected or confirmed
loss ortheftand ensuing investigation;

name and telephone number of person to contact for
additional information;

name and telephone number of person reporting the
suspected or confirmed loss, theft, or misappropriation;
and

accounts numbers compromised (if exists)

Bce pokymeHTbl M MHdOpMauuWs, noareepxgarowme
cobniogeHne ykasaHHbIX TpebGOBaHWMN,  OOSKHbI
npegocTtaBnsaTecs OnepaTopy nNnaTtexHon CMCTEMbI MO
nepBomy TpeboBaHuio. OT Y4acTHUKOB MIIaTEXHON
cucteMbl  MoOXxeT  TpeboBaTbCcA  nepuoguyeckoe
npepocTaBsneHne nHgopmaumnm Yyepes 6esonacHbin Be6-
nopTtan. Bonpocbl no 3ToMy npoueccy MoryT
HanpaBnsATbCA COOTBETCTBYHLIEMY MNpeacTaBuUTeENto
Onepatopa nnarexHom cuctembl. Ha YyacTHukoB
nnaTtexHomn CUCTEMBI, He npenocTaBUBLLNX
MHdOopMaLuio, 3anpoLueHHyto OnepaTtopom NnaTexHom
cucTeMbl, MOTyT BbITb HaMoXeH bl LUTPadH ble caH KLU, B
COOTBETCTBUM c rnmobanbHbIMKU OusHec n
onepauMoHHbIMA NONUTUKAMU AMEPUK3H DKcnpecc.

YBenomneHne Y4YacTHUKOM MNJaTeXHOW CUCTEeMBbI
Onepartopa nnaTeXXHoOW cuctemMbl 06 yTeuke HJaHHbIX

Mocne oGHapyXeHWs yTeYKM [aHHbIX Y4YacTHUK
nnatexHomn cuctembl 0683aH COBEPLINTL criegyolime
OencTBug:

CoobwmnTb Onepatopy  nnarexHon cucTembl
HemeaneHHo, HO B nwbGom crnyvyae He no3gHee
ABaguaTtn Jetblipex (24) yacoB nocrne oGHapyXeHus
MHUMOEHTA O NoJo3peBaeMon UM NoATBEpKAEHHON
yTepe, XMLIEHWU UNn HeNnpaBOMEPHOM MPUCBOEHUU C
NOMOLLbLIO OB bIX CPEACTB , 3anuncen nnu nHgo pMaumnm
B ntobon cdopme, codepxawmx [OaHHble OepxaTtens
KapTbl u/vunu ayTeHTUUKaALNOHHbIE AaHHbIE, B TOM
yncne o TakoWn yTepe, XULLEHUW UMK HEeNpaBo MEPHOM
NCMNoNb30BaHUM CepBUCHOM opraHusaumen,
nocTaBWMKOM YCNyr WAW  areHTomMm Y4yacTHuKa
nnaTexHonu CUCTEMBbI. Bce oTuyeTbl  OONKHbI
nepefaBatbCs rpynne Mo MOLIEHHUYECTBaM U
6e3onacHoctn OnepaTopa nNnaTteXHOW CUCTEMbI MO
agpecy an. noytbl: gnsfraud @aexp.com u JOJXHBI NO
BO3MOHOCTU COAEPKaTb CreayoLLy o UHHOpMaL mio:
HanMeHOBaH e Y4acTHMKa NNaTeXHOW CUCTEMbI;

HanMeHOBaHMe Y4acTHUKAa NnaTexHon CCUCTEMDbI;

dopma packpbiTon nHopmaL mu;

KONMYeCcTBO pacKpbITbiXx HOMepoB CYeTOB;

BWUA PacKpbITbiX AaHHbIX JdepxaTtenen KapT wu/unm
ayTeHTUUKaLNOHHbIX AaHHbIX;

noapoOHOCTN, OTHOCSALWMECH K NOJO3PEBAEMON WK
NOATBEPXOEHHON  yTepe, unm XULEH U0 "
nocnegyoLemMy 3a 3TMM paccrefoBaHuIo;

®.N.0. n HoOMep TenedoHa NULa, K KOTOPOMY MOXHO
06paTnTbCs 3a 4ONONHUTENLHO K MHGO pMaLen;

®.1.0. nu Homep TenecdoHa nuua, coobLMBLLENO O
noao3peBaeMom Nnm NOATBEPKAEHHON yTepe, XMLLEHUN
WX HenpasoMepPHOM MPUCBOEHUN; U

packpbiTble CuetoB (ecrm

nmMerTCs).

HOMepa KOHKPETHbIX
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Take immediate action to conductan investigation of the
incident and to limit the potential exposure of
Cardmember Data and Sensitive Authentication Data.

Fully cooperate with the Payment System Operator to
rectify issues from the incident, including providing
access to the premises involved. In addition, the
Payment System Operator must be given access to all
pertinentrecords and documentation as soon as they are
available including analysis and reporting from third-
party forensics companies, as well as access to
information needed to verify the ability to prevent future
Data Compromises in a manner consistent with the
requirements of this Policy, which may include, but are
not limited to, a validation by a security assessor
(qualified by the Payment System Operator as such) that
issues from theincidenthave been remediated .

Should the Payment System Operator determine the
Payment System Participant, its merchants, or their
agents are deficient or negligent in processing, storing
and/or transferring Cardmember Data or Sensitive
Authentication Data securely, and/or investigating the
loss ofsuch data, the Payment System Participant must
immediately comply with any corrective action required
by the Payment System Operator. Investigative services
will be provided for a fee by the Payment System
Operator and will be utilized to provide training,
investigative coordination, and actual investigatons on
substantial losses occurring across markets where
American Express operates or any cases of significant
losses for American Express.

Payment System Participants who do not comply with
requirements of this section in full will be subject to all
costs incurred by the Payment System Operator plus
non-compliance fees set out American Express global
business and operational policies.

If a Data Compromise occurs at an Payment System
Participant Issuer, irrespective of whether the Payment
System Participant Issuer provided notification to the
Payment System Operator thatthe Card or Card number
in question was lost, stolen, not received, or otherwise
misappropriated, the Payment System Participant Issuer
shall havetherisk oflossfor Charges on Cards forwhich
the Payment System Participant Issuer provided an
Authorization.

HemeaneHHo NpucTynnTh K paccneaoBaH vio MHUMAEHTa
W OrpaHnynTb NOoTeHUManbHbIN YPOBEHb pucka Ans
JaHHbIX gepxaTenen KapT u ayTeHTUMKaLMOHHbIX
AaHHbIX.

B nonHom ob6bveme coTpygHuyate ¢ Onepartopom
nnaTexHonW CUCTeMbl AN peweHuss BOMPOCOB,
CBSI3aHHbIX C MHLUWAEHTOM, BKMoYas NpenocTaBneHve
JocTyna K COOTBETCTBYHOLWMM nomelieHnsam. Kpome
Toro, OnepaTopy nnaTtexHomn cucTeMbl AOJIXEH ObITb
npeaocTaBneH AOCTYN KO BCEeM OTHOCSWMMCSH K Aeny
3anucam M JOKyMeHTauuu, Kak TONbKO OHWU OyayT
OOCTYMHbI, BKMOYas aHanu3 U 3akfovyeHus oT
CTOPOHHUX  OpraHusauun, MNpUBNEYEHHbIX  Ond
paccrnefoBaHUsi MHUMAEHTa, a Takke [ocTyn K
Heo6xoanmoi NHdopmMauum ansa npoBePKn
cnocoBHOCTU NpegoTBpaTUTL By ayLLYIO YTEUKY OaHHbIX
B cooTBeTCTBMM C TpeboBaHMAMM HaCTOALLEN
MonuTukM, KOTOpblE MOTYT NpegycMaTpuBaTtbh, B TOM
yucne, noarBepxaeHne akcnepTom no 6esonacHocm
(kBanuduumnpoBaHHbiM  OnepaTtopoM  NnaTexHon
cucTeMbl B 3TOM KavecTBe) 06 ycTpaHeHumn npobnem,
CBSAI3aHHbIX C UHUNOEHTOM.

B cnyyae ecnu Onepatop nnatexHom CUCTEMbI
YCTaHOBUT HEOOCTATOYHOCTb MPUHUMAEMbIX MeEpP W
HEGPEXHOCTb CO CTOPOHbI YYyacTHMKa MNNaTexHon
CUCTEMbI, Er0 CEPBUCHbIX OpraHn3aunii Uin nx areH 1o
B uUenax ©Oe3sonacHoi o6paboTku, XpaHeHuu n/unm

nepegaye OaHHbIX  JdepxaTtenen KapT nnm
ayTeHTM M KaAL MO HHbIX AaHHbIX nvnn npu
paccnefoBaHWu yTepu TakMX [AaHHbIX, Y4YacTHUK

NNaTtexHon CUCTEMbl AOIIXEH HeMeAneHHO NPUHSTL
nobble  KoppekTupylwme Mepbl no TpeboBaHWO
OnepaTtopa nnaTtexHouW cucTembl. Ycrnym  no
paccnepnoBaHuto 6yayT npefocTaBnsaTbCA CO CTOPOHbI
OnepaTopa nnatexHon cucTembl 3a nnaty u oygyT
ucnonb3oBaTbCa Ans o6y4vyeHus, KOOpPOMHUPOBaHUSA
paccnefoBaHus M pakTMyeckux paccrnegoBaHui
3Ha4YNTENbHbIX YOBLITKOB, MOHECEHHbIX Ha PbIHKaX
npucyTcTBUs AMepnkaH SKcnpecc, nnum nbbix cnyyaes
3Ha4YMTENbHbIX yObITKOB AMEPUKIH JKCcnpecc.

YyacTHUKM NnaTexHoW cucTeMbl, He cobniogawwme
TpeboBaHue pgaHHOro pasgena, OyaoyT HecTu Bce
pacxodbl, noHeceHHble OnepaTtopoM nnaTexHon
cuctembl, a Takke wWTpadHble CaHKuuuM  3a
HeBbINOMHEHNe TpeboBaHM, B COOTBETCTBUW C
rnmobanbHbIMK BU3HEC 1 onepaLnoHHBIMU MONTUTUKAMN
AmMepurKaH JKkecnpecc.

B cnyyae yTeuknm faHHbIX y Y4acTHUKa nnaTexHom
CUCTEMbI-BMUTEHTA, HE3aBUCUMO OT TOTO, YBEAOMIAN
N1 YYacTHUK NaTexHOon cncTeMbl-aMuteHT Oneparopa
NnnaTtexHon CUCTEMbl O TOM, YTO COOTBETCTBYHOLIaA
Kapta unu Homep KapTbl Obin yTepsiH, yKpageH, He
nosiyyYeH NnvuHbIM 06pa3om HenpasBo MEPHO MPUCBOEH,
Y4yacTHUK NnaTexHoOn CUCTEMbI-SMUTEHT ByaeT Hecm
puckybbiTkoB oT Onepauuii no Kaptam, Ha np oBegeHue
KOTOpbIX Oblla nonyvyeHa ABTopusauns ot YyacTHuMKa
NnaTexHon CUCTEMbI-IMUTEHTA.
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Notification of Data Compromise from the Payment
System Operator to Potentially Impacted Payment
System Participant Issuers

Upon learning a Data Compromise may have occurred,
the Payment System Operator will notify all impacted
Payment System Participant Issuers of potentialy
compromised Accounts by way of one or more alerts
through the American Express FraudNet Participant
Communication Platform (PCP) and/or Customer
support NSPK Portal. Usage of FraudNet can be found
in the American Express global businessand operational
policies.

Multiple alerts about a single Data Compromise can be
identified by the common reference number and thus can
be tracked in the Payment System Participant
Communication Platform.

Accounts included in alerts may have been received
from the compromised entity or the Payment System
Operator’s subdivision of American Express Group of
companies (American Express Global Security, Law
Enforcement).

If alistofaccountsis notavailable, the Payment System
Operator will conduct a data analysis based on
information known about the Data Compromise and
provide to Payment System Participant Issuers the
resulting listoftheir Accounts.

Payment System Participant Issuers must take action
immediately after receiving an alertto minimize any fraud
activity on the identified Accounts, including but not
limited to, monitoring, closing, or blocking these
Accounts.

YBegomMmneHue 06 yTeuke paHHbIX oT Oneparopa
nnaTteXHoW CUCTeMbl, HanpaBnsieMoe Y4yacTHMKaM
nraTeXHoM CUCTEeMbI-IMUTEHTaM

Mocne Ttoro, kak OnepaTopy NnaTteXHoW CUCTeMbl
CTaHOBUTCS M3BECTHO O BO3MOXHOW yTeYKe AaHHbIX,
Onepatop nnarexHowm CcUcTeMbl cooOLaeT BCEM
YyacTHUKaM NnaTexHon CUCTEMbI-OMUTEHTAM, KO TOPbIX
NOoTeHLUManbHO MOXET 3aTPOHYTb AaHHbI MHUUAEHT 06
yTeuke AaHHbIX N0 cyeTam/HoMepam KapT nyTem o aHoro
unu 6onee npeaynpexaeHun Yyepes ViH o p MaunoHHyto
nnatgpopmy Y4yacTHUKOB nnarexHom cucTembl
FraudNet Amepukan Okcnpecc (UMY) wn/vnun MopTtan
Cnyx06bl KITMEHTCKOMN NoAOEpP KKN HCIK.
CooTBETCTBYHOLME WMHCTPYKUMU MO MCMOMb30BaHNIO
FraudNet onpegeneHbl B rnobanbHbix 6Gu3HEC u
onepaunoHHbIXMONMTMKax AMepUK3IH JKcnpecc.
HeopHokpaTHble npegynpexaeHns o6 ogHOM cnydae
yTeYKM JdaHHbIX 06BbeanHSATCA eOMHbIM CCbINOYHbIM
HOMepOM, 4TO MO3BONSET OTcneaMTb WUX B
WHdopmaumnoHHo i nnatgopme Y4acTHMKOB NnaTexHomn
cucTeMbl.

Cueta, BKMIOYEHHbIE B NpegynpexaeHuns, MoryT 6biTb
nonyyeHbl OT OPUAMYECKOTO nNuUaA, Y KOTOPOro
npou3owna yTeyka daHHbIX, UK OT nogpasgeneHusi

AmMepunkaH OJkcnpecc (nogpasgeneHve AMepuUKsH
Okcnpecc no rnoGanbHoW GesonacHocCTM, Mo
npaBo N pPUMEH EHUIO).

Mpwu oTCcyTCTBUM NepeyHs cueToB, OnepaTtop nnarexHomn
cuctemMbl MNPOBOAUT aHanuM3 [daHHbIX Ha OCHOBe
M3BECTHOW MWHGOpMauum o6 yTeuyke [OaHHbIX MU
npegocTaBnsaeT YyacTHUKaM nNNaTexXHow CUCTEMBbI-
3MUTEHTaM MNOJTyYEHHbIV B pe3yfnbTaTe 3TOro nepeyeHb
nx CyetoB.

Mocne nonydeHua npegynpexgeHus  YyacTHUKM
NnnaTteXxHom CUCTEMbI-AMUTEHTbI AONXHbI HEMEANEHHO
NPUHSATL  Mepbl ang MWH U MU3aLnum nobon
MOLUEHHUYECKON  OesATenbHOCTU B OTHOLLEHNN
ycTaHoBMeHHbIX CyeToB, BKMOYas, B 4YacTHOCTH,
MOHUTOPUHT, 3aKpbiTMe WM ONOKMPOBAHUE TaKUX
CuyertoB.
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Exhibit 2/ MpunoxeHnue 2. Tariffs/Tapudbi

HaumeHoBaHue ycnyru/ Service name

Tapwudp/ Tariff

Mopspok
B3umaHus/ Order
of charging

OTkpbITHE cyeTal Account Opening

be3 komuccuu/ Free
of charge

Banmaetcsa
eoMHoOBpPEMEHHO/
Charged onceon
accountopening

Komuccusa 3a o6cnyxuBaHue cyeta/ Account Maintenance

be3 komuccuu/ Free
of charge

ExemecauHo/Monthly

HauucneHue npoueHTOB Ha KpeauToBbI ocTaTok/ Interest
rate (credit balance)

0%

ExemecauHo/Monthly

3akpbiTne cyeta/ Account closing

be3 komuccuu/ Free
of charge

Banmaetcsa
eanHoOBpPEMEHHO/
Charged onceon
accountclosing

BaHkoBckue nepeBoabl / Payment transactions

Mcxopawme nnatexu B Poccuiicknx pyonsx/ Outgoing
paymentsin RUR

20 py6./20 Russian
Roubles

3a onepauuto/Per
transaction

Uexopswme nnatexv B Jonnapax CLUA/ Outgoing payments in
usD

5 [onnapos CLUA/5
US Dollars.

3a onepauuto/Per
transaction

Mcxopawme nnatexun B EBpo/Outgoing Payments in Euro

5 EBpo/ 5 Euro.

3a onepauuto/Per
transaction

BHyTpnbaHkoBckue nnatexu B Poccuincknx pybnsx/ Intrabank
transfers in RUR

be3 komuccuu/ Free
of charge

3a onepauuto/Per
transaction

BHyTpunbGaHkoBckune nnatexu B Jonnapax CLUA/ Intrabank
transfers in USD

be3 komuccuu/ Free
of charge

3a onepauuto/Per
transaction

BHyTpnbGaHkoBckue nnartexu B EBpo / Intrabank transfers in
Euro

be3 komuccuu/ Free
of charge

3a onepauuto/Per
transaction

Bxopgsawume nnartexu B Poccuiicknx pybnsx, Jonnapax
CLWAEBpo/ Incoming payments in RUR, USD, Euro

be3 komuccuu/ Free
of charge

3a onepauuto/Per
transaction

Bbinucku n gpyrue ycnyru/ Statements and other services

Beinvcka no cyety/ Statements on account:
Beinnckn Ha 6ymaxHom HocuTene/Paper statements;

CoobweHne CBUOT MT940/SWIFT message MT940

be3 komuccuu/ Free
of charge

PerynspHble
Bbinucku/Regular
statements

Oy6nukat Beinuckm no cyety / Duplicate statements

200 py6./200
Russian Roubles

3a Bbinucky/Per
statement

MoaTBepxaeHMe ocTaTka No 3anpocyayamTopCcKon pupmbl/
Balance confirmation on request by the audit firm

be3 komuccuu/ Free
of charge

3a cnpaBky/Per
notification

CnpaBka o Hannuuu cyeta no 3anpocy Knnenrta/ Written
notification on account maintenance upon the Client's request

be3 komuccuu/ Free
of charge

3a cnpasky/Per
notification
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Exhibit 3/ MpunoxeHue 3. Operations Continuity Assessment questionnaire for Participants
| AHKeTa oLleHKM BbINosiHeHus TpedoBaHur no BPIC YyacTHUKamu nnaTeXxHom CUCTEMbI.

Homep Bonpoca

dopMmynmpoBka Bonpoca

OTBeT YyacTHuKa

nrnaTexHon cuctTembl

[NosicHeHue k oTBeTY

Ccbinika Ha

BHYTPEHHUM
JOKYMEHT Y4yacTHVKa

OOQTAWILIAIA CIACTAML

2

w

HasHayeH N OTBETCTBEHHbLIA COTPYAHUK U (MNK) ObiNM HageneHbl
COOTBETCTBYHOLMMM MONHOMOUYUSAMUN CTPYKTYPHbIE MOApa3ferneHus,
OTBETCTBEHHbIE 3a yNpaBleHWe puckamMu B pamMKax [AesATeNbHOCTU
MnatexHon cuctembl AMEPUKIH Jkcnpecc?

BxogsT nu B nepedeHb 0683aHHOCTEN OTBETCTBEHHOTO 33 ynpaBneHue
pvckamMu COTpYAHMKA WUNWM noapasgeneHusl BONpocChl, CBA3aHHbIE C
paspaboTKON BHYTPEHHUX [OOKYMEHTOB MO yNnpaBreHulo puckamu B
pamkax gesatenbHocTu [MnatexHol cuctembl AMepukaH Qkcnpecc?

MpenycmaTpunBaeT Nu cuctema ynpasneHusi pyuckamm Y4acTHUKa O LeHKy
OesATenbHOCTN YUacTHMKa B pamKax AessTenbHOCTU [NnaTexHon CUcTeMbl
AmepurkaH Qkcnpecc?

MpegycmaTpuBaeT Ny cMcTeMa ynpaBreHnsl puckamm Y4acTHUKA OLiEHKy
OesATEeNbHOCTN YYacTHUKA B 4acTh He CBSA3aHH O C Oy H KL OHMP OBaHWEM
MnatexHon cuctembl AMepuMKaH JKcnpecc, B cny4vae, ecnu Takas
OeATENbHOCTb MOXEeT CTaTb WCTOYHMKOM pUCKa, BMAUSAKOLEro Ha
cnocobHoCTb YyacTHUKa naTexHon cnctembl BbiNONHATb TpeboBaHMA
MpaBun MNnaTtexHon cucTembl?

MpenycmartpuBatoT N BHYTPEHHME JOKYMEH Tl YYacTHUKa MnaTtexHomn
CUCTEMbI, pernaMeHTUpyliMe YynpaBleHue puckamum B pamkax
JestenbHocTy MNnatexHon cuctembl AMEPUKIH JKCMPECC, PEryrsipHyHO
OLIeHKY pMCKOB ¢ y4eTom TpeboBaHun MNpasun NnatexHon cucremol?

MpoBoauTCcst NM YYaCTHUKOM perynsipHas oLueHka PUCKOB C Y4YeTOM
TpeboBaHui MNpasun MNnarexHon cncremol?

lMpenycmaTtpuBaroT N1 BHYTPEHHME JOKYMEHThbl YYacTHUKa lNMnaTtexHon
cucTeMbl, pernaMmeHTUpyWwue ynpasneHue puckamm B pamKkax
aeatenbHocTM lMnaTtexHon cucteMbl AMEpPUKIH JKcnpecc, cnocobbl
ynpaBneHus puckamm c ydyetom TpeboBaHuii [Npasun [lMnatexHon
cuctembl?

MpegycmaTtpumBatoT N1 BHYTPEHHME OOKYMEH Tl YYacTHUKa lNMnaTtexHon
cucTeMbl, pernaMmeHTUpylWwmne ynpaBneHne puckamm B pamKkax
aeatenbHOCTM MnaTexHon cnctemMmbl AMEPUKIH JKcnpecc, Noaxoapl K
ynpasneHuio 6ecnepebonHOCTbI0  PYHKUNMOHUPOBaHKA [naTexHoi
cuctembl AMEpUKIH DKCnpecc B pamkax BbIMOMHAEMbIX YYacTHMKOM
dyHKUMI B [naTtexHon cucteme AMepuKkaH Jkcnpecc?

MpegycmaTpunBaloT MM BHYTPEHHUE AOKYMEH Tl YyacTHuMKa [natexHoi
CUCTEMbI, pernameHTUpYyloWmne YynpasreHne puckamm B  pamkax
destenbHocTn [MnatexHon cucTteMbl AMEpUKIH JKcnpecc, no psaok
B3anmogenctena ¢ Onepatopamu YIMN n Onepatopom [naTtexHown
cnctembl AMEPUKIH OKCMpecc B pamkax BbIMOMHAEMbIX Y4aCTHUKOM
dyHKuMI B MnaTtexHon cucteMe AMepUK3aH Jkcnpecc?

10

MpenycmatpuBatoT NN BHYTPEHHWE OOKYMEHTbl YyacTHUMKa [naTtexHomn
CUCTEMbl, pernamMeHTUpylwmne ynpasneHMe puckamu B pamkax
geatenbHocTM natexHon cuctembl AMepUKIH Jkcnpecc, Nopsaaok
OCYLLEeCTBNEHMA KOHTPONA 3a cobniogeHvem nopsgka obecneyeHust
BOINC B pamkax BbiMOMHSEMbIX YH4aCTHUKOM PyHKL U B [naTexHom
cucteme AMepurkaH Qkcnpecc?

11

OcyuiecTtensieTcs n Y4yacTHUKOM MnatexHon CUCTEMBI
WHPOPMALNOHHOE B3auMOZENCTBUE B  paMkax [dedATenbHOC
MnatexHon cucteMbl AMEpPUKIH OJKCnpecc B Uensax ynpasreHus
puckamu HapyweHns 6PrC?

12

CocTaBnsaeTt nu Y4yacTtHuk NnatexHom cucTtembl NepeyeHb KpUTUYECKNX
GM3HEeC-NPOLLECCOB B pamMKax BbINMOJIHAEMbIX YYaCTHUKOM (DYHKUMWIA B
MnatexHon cucteme AMEPUK3IH Jkcnpecc?
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Homep Bonpoca

dopmMynupoBka Bonpoca

OTBeT Y4yacTHuKa

NMaTeXHOW CUCTEMBI

[NosicHeHue K OTBETY

Ccblfka Ha

BHYTPEHHUI
JOKYMEHT Y4yacTHuKa

OO0QTAQWIINIA CIACTAMLL

13

MopnepxvBaeT nu  Y4yacTHUK [lnatexHom cucTeMbl nNepeveHb
KPUTUYECKNX BM3HEC-NPOLECCOB B paMKax BbINMOHSAEMbIX YYaCTHUKOM
dyHKumni B MNnatexHon cucteme AMEpUKIH IKCNpecc B akTyanbHOM
COCTOSAHMN?

14

CocTaBnseT nun YyacTHUK MnaTtexHo cMcTemMbl NepeyeHb KPUTUYHBIX
pecypcoB (NpoBanaepoOB KPUTUYECKUX YCIYT) B pamMKax BbIMOMHSAEMbIX
YyacTHUKOM byHKLMN B MnaTexHon cucteme AMepukaH dkcnpecc?

15

PaspaboTaH nu YyactHukom MNnatexHon cuctemsl Mnad OHnBAO?

16

OcyuectBngeT Nu Y4yacTHUK lNnaTtexHon cucTembl perynspHbivi (He
pexe 04HOro pasaB Asa roga) nepecmoTp MNnaHa OHMBAO?

17

CopaepxuT nu NMnan OHWBL YyacTHmka lNnaTtexHon cMcTeMbl NepeyveHb
yrpo3, cnocobHbiX HapyWwnTb AEATeNbHOCTb B pamkax [lnatexHoi
cuctembl AMEPUKIH IKCMpecc U nx knaccudmkalmio B 3aBMCMMOCTN OT
CTeneHn HeraTMBHOTO BO34eNCTBUA Ha [naTtexHyto cuctemy Amep vksH
Jkcnpecc?

18

Copepxut nu NMnad OHMB[ YyacTHuKal[lnaTtexHown cuctembl NepeYeHb
KPMUTUYECKM BaXHbIX ONEPaLM OHHbIX NPOLLECCOB B paMKax BbIMOMHAEMbIX
YyacTHUKOM dyHKU MM B [naTexHon cucteme AMepurKkaH dkcnpecc?

19

Copepxut nu Mnad OHMBA YuyacTHuKa MnaTtexHo cuctembl NOPSA0K
nHdpopmMmuposaHnsa Onepatopa nnarexHon cuctemol 1 Onepatopos YN
B cnyyae aktmBauumum [MnaHa OHwBO B pamkax BbINOJTHSAEMbIX
YyacTHukom yHkumi B MNnaTtexHon cncteme AMepurkaH dkcnpecc?

20

Copepxut nu MNnad OHMB[A YuyacTHuka MnaTtexHon cuctembl NOPSAOK
OECTBUA NO BOCCTAHOBIEHUO AeATENbHOCTU B pamkax [lnatexHon
cuctembl AMEpUKaH DKCnpecc, BKNoYas OLEHKY CMTyauuu, B pamkax
BbINOJTHAEMbIX Y4acTHUKOM pyHKUMI B MNnatexHon cucreme AMepuksH
dkcnpecc?

21

MpoBogdatca nu  YyacTHUKOM [lnatexHow cucTembl perynspHoe
TecTupoBaHue (MpoBepka) (He pexe oOHOro pasa B Asa roga) NnaHa
OHuBO?

22

OxBartbIBaeT Nu perynsipHoe TecTupoBaHue (nposepka) (He pexe 04HOM
pasa B aga roga) lNnana OHWB[M dyHKUMK, BEINONHSAEMbIE YYaCTHUKOM
B [MnartexHon cucteme AMepUKaH Jkcnpecc?

23

BHocunuce nu YyacTtHukomMm [naTtexHonm cucTteMbl U3MEHEHUS B
MCMONb3YyeMY0  TEXHOJOMMYECKyld  MHGPaCTPyKTypy MU (nnm)
MHMPACTPYKTYpy MO nepepade [JdaHHbIX, KOTOpble MOMNM OKa3aTb
cylwecTBeHHoe BnusHue Ha BOrC [MnatexHon cucteme AMepuKsH
Akcnpecc?

24

Yeegomnan nu YyactHuk MNnatexHon cuctembl Onepatopa MnatexHon
cucteMbl 06 M3MEHEHUsiX B  MCMOSMb3YEMYK TEXHONOIMYeCckylo
UHPacTpyKTypy M (Mnu) nHdpacTpykTypy No nepegave [OaHHbIX,
KOTOPbl€ MOMNY OKa3aTb CcyLlecTBeHHOoe BNusHue Ha BOIC MnatexHon
cucteme AMepunkaH Qkcnpecc?

25

YcTaHOBMNEH NN BO BHYTPEHHUX JOKYMeHTax YyacTHuka [MnatexHoun
cucTembl Nopsaok MHGo pMmuposaHusa OnepaTtopa nnaTexHOoN CUCTEMbI O
CcobbITUSX, KOTOPbIE NPUBOAAT K HEAOCTATOUYHO W 3PAEKTUBHOCTU UMK
ypesBblHaiHbIM CUTyaLusiM, B TOM uucrne o cny4dasx cbos BOMNC
MnatexHon cuctembl AMEPUKIH JKcnpecc ¢ yvyeTom TpeboBaHWM
MpaBun MNnatexHon cucteMbl N0 06MeHY MHopMaLmeit, Heo 6xommon
ans ynpaeneHus puckamu B [NnatexHon cucteme AMepukaH kcnpecc?

26

BHocunucb N nameHeHns B 0OTHOLWEH UM paHee nepenaHHbix Oneparopy
nnaTtexHom CUCTEMbl KOHTaKTHbIX OaHHbIX COTPYAHWUKOB Y4yacTHUKa
lMnaTexHOon cncTeMbl, OTBETCTBEHHbIX 3a YN PaBeHMe pUCKaMm B pamkax
BbIMOJTHAEMbIX COOTBETCTBYIOLUMM YYaCTHUKOM DYHKLUUIA B naTtexHomn
cucteme AMepurkaH Qkcnpecc, BKYasa ynpasieH e nHgop MaumoHHON
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lpasuna nnamexHol cucmembl AMePUKIH SKcrpecc

American Express Payment System Rules

Homep Bonpoca

dopmMynupoBka Bonpoca

OTBeT Y4yacTHuKa

NMaTeXHOW CUCTEMBI

[NosicHeHue K OTBETY

Ccblfka Ha

BHYTPEHHUI
[OKYMEHT Y4yacTHUKa

OO0QTAQWIINIA CIACTAMLL

6e3onacHoCTbIo, paccnegoBaHue MOLUEHHUYECKUX  OencTBUN,
KpeanTHble pucku, Nnad OHMBO?

27 | BoigBnan nu YyactHuk MnaTexHon CUCTEMBI Crly4an puUcKa HapyLeHns
BOINC B TeyeHue 3anpawmBaemMoro nepuoga?
28 | YBepomnan nu YyacTtHuk MNnatexHon cuctembl Onepatopa lNnatexHon

CUCTEMbI O BbISIBIEHHbIX CNyYasx pucka HapyweHui BOINC B TeyeHne
3anpaluvBaemoro nepuoga?
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