
 

 
Advances in Artificial Intelligence (AI) have enabled fraudsters to create increasingly 
sophisticated scams. AI can be used to generate highly convincing emails, text 
messages, voice calls, images, and even videos that appear to come from trusted 
organisations, colleagues, family members, or financial institutions. 

Be aware of common scam tactics 

Fraudsters may use AI and deepfake technology to: 

• Impersonate senior executives, colleagues, or trusted individuals through 
realistic voice or video calls requesting urgent action. 

• Create emails or messages that closely mimic the writing style, tone, and 
branding of American Express. 

• Use deepfake audio or video during virtual meetings to make fraudulent 
requests appear credible. 

• Claim a matter is "confidential", "time-sensitive", or requires you to bypass 
normal verification procedures. 

• Request personal information, account details, passwords, or One-Time 
Passwords (OTPs). 

• Encourage you to click unfamiliar links or make payments and transfers 
urgently. 

Remember SAFE 

When you receive an unexpected request, take a moment to SAFE-check it: 

• Stop 
Pause before responding, particularly if the request is urgent or unusual, or 
asks you to bypass normal procedures. 

• Assess 
Consider whether the request is consistent with previous communications. Be 
cautious even if the voice, image, or video appears authentic. 
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• Fact-check 
Verify the request through official contact details or trusted channels. If 
someone claims to be from American Express or someone you know, contact 
them directly using a verified phone number or email. 

• Escalate 
If you suspect fraudulent activity, do not engage further. Report the incident 
and contact American Express directly using verified contact information. 

A reminder from American Express 

American Express will never ask you to provide your password or One-Time Passwords 
(OTP) through unsolicited emails, SMS messages, or phone calls. 

If you receive a suspicious communication claiming to be from American Express, 
please contact us through Live Chat via your Online Merchant Account or call us on 
1800-235-6755. 

 

https://www.americanexpress.com/en-sg/business/merchant/dashboard/

