NOTE: To enable the links you must download 'AMERICAN
2023 P C | W e bi n O rS the file and view in Adobe Reader EXBRESS
Quick, narrated modules to help you report your PCI Compliance to American Express

@ Click to access the narrated module of your choice

e Why PCl is valuable to you and your company }5 minutes

e Learn about the types of PCl Validation
Documentation you can submit to American Express

¢C|IC|( to open deck

Module 1

Module 2 / minutes

A demonstration showing how to complete your SAQ
online using the GuideMe method in the SecureTrust
Portal

< A demonstration showing how to use the SecureTrust

Module 3 8 minutes

MoeUE 4 portal to upload your existing SAQ and/or Scans. ® MIALIES
A demonstration showing how to use the SecureTrust
Module § portal fo set up and run your External Network 10 minutes

e

Vulnerability Scans

AMEX PCI Compliance Program email address:

Seeees  American Express PCl Compliance Program _ ,
axppcicomplianceprogram@aexp.com



mailto:axppcicomplianceprogram@aexp.com
https://amex.webex.com/amex/ldr.php?RCID=bc8d10555e4859596d4dd8dd50bb2fde
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https://amex.webex.com/amex/ldr.php?RCID=4a0a22673343e6b2e377349ba44f3b1a
https://amex.webex.com/amex/ldr.php?RCID=3389e7f4f01556ff3a90fcc836f4980e
https://amex.webex.com/amex/ldr.php?RCID=3d56ea19d3aa569eb9b727ac6c116d7d
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The Value of PCI

What is the PCI DSS and its benefit to your company

% American Express PCI Compliance Program





Payment Card Industry Data Security Standard E
(PCI DSS)

American Express is a founding member of the PCI
Security Standards Council, established in 2006.

PCI DSS is designed to assess a Merchant’s behavior
(changing of passwords, security policy, data
security fraining, etc.) and their technical
environment (network security, firewall protection,
malware/antivirus, etc.) to ensure they are holistically
secure.

All payment brands are responsible for enforcing PCI
DSS compliance — each defines their own levels and
penalties — but the PClI documentation is universal.
You can submit the same documentation to all.

== American Express PCl Compliance Program
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Why care about PClI Compliance®e =

To help protect your business and our Card Members from a Data Incident

;. Who are the Culprits (aka “Threat Actors”)?
EESE” - What are the Threats? | |
B Organized Crime

0% 20% 40% 60% 80% 100%

System Intrusion, Denial of Service

Attacks and Social Engineering
0% 20% 40% 60% 80% 100%

What are their Motivations?

0% 20% 40% 60% 80% 100%

Financial

American Express PCI Compliance Program Source: Data pulled from 2023 Verizon Data Breach Investigations Report




https://www.verizon.com/business/resources/reports/dbir/



Merchant Obligation =

When your company signed the Card
Acceptance Agreement (CAA) you were .
agreeing to the terms and conditions of our 315 AR 00.
Merchant Policy, which includes complying

with the Data Security Operating Policy (DSOP)

Card Acceptance
Agreement

and protecting Cardholder Data through PCI DSS
regularly reporting your PCI DSS compliance Stepl: Step 3:
status to us, if we request you to do so. Assess Report
american] Merchant
Similar obligations may exist with your VISA / % Policy
MasterCard processor and/or your bank. Step 2
epair

DSOP

e American Express PCl Compliance Program




https://www.pcisecuritystandards.org/



Data Security Operating Policy (DSOP) E

Protect cardholder data globally

DSOP requires merchants to:

» Protect Cardholder data using PCI DSS
« Submit PClI Compliance reporting status
« Report data incidents to Amex

« Reimburse Amex for Card data losses

Link to Data Security website

Link to Data Security Operating Policy

5= American Express PCI Compliance Program



https://www.americanexpress.com/us/merchant/us-data-security/country-selector.html

https://merchantharbor.americanexpress.com/internationalregulations/new?locale=es_MX#dsop



PCI Compliance Operations E

The PCl level designation may be different from payment brand to payment brand, but PCl documentation is
universally accepted. You can provide the same documentation to all payment brands.

‘ DEFINITION: ‘ DEFINITION: ‘ DEFINITION: ‘ DEFINITION:
2.5 million Card 50K to 2.5 million Card 10K to 50K Card Below 10K Card
=] fransactions or more per N transactions per year* m transactions per year Q' transactions per year
— YEOAr" — — —
g PCI DSS VALIDATION d>) PCI DSS VALIDATION d>) PCI DSS VALIDATION g PCI DSS VALIDATION
Q DOCUMENTATION: Q DOCUMENTATION: Q DOCUMENTATION: Q DOCUMENTATION:
- Annual Onsite Security =l ° Annual Self Assessment ] < Annual Self Assessment ]« Annual Self Assessment
Assessment Report Questionnaire Questionnaire Questionnaire
* Quarterly Network Scan » Quarterly Network Scan * Quarterly Network Scan
REQUIREMENT: REQUIREMENT: REQUIREMENT: REQUIREMENT:
Mandatory Mandatory When designated When designated
FEE: FEE: FEE: FEE:
$25,000 (15 $5,000 (1% $50 (1¢1) $50 (1¢1)
$35,000 (2n9) $10,000 (2nd) $100 (2n9) $100 (279)
$45,000 (3r9) $15,000 (3r9) $250 (39) $250 (3r9)

American Express PCI Compliance Program *Or as designated by the PClI Compliance based on additional risk factors.
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AMEX PCI Compliance Program email address:
axppcicomplianceprogram@aexp.com

A
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PCI| Validation Documentation

Learn about the documentation you are required to submit to American Express

% American Express PCI Compliance Program





Data Security Operating Policy (DSOP) E

Protect cardholder data globally

DSOP requires merchants to:

» Protect Cardholder data using PCI DSS
« Submit PClI Compliance reporting status
« Report data incidents to Amex

« Reimburse Amex for Card data losses

Link to Data Security website

Link to Data Security Operating Policy

5= American Express PCI Compliance Program



https://www.americanexpress.com/us/merchant/us-data-security/country-selector.html

https://merchantharbor.americanexpress.com/internationalregulations/new?locale=es_MX#dsop



PCI Compliance Operations E

The PCl level designation may be different from payment brand to payment brand, but PCl documentation is
universally accepted. You can provide the same documentation to all payment brands.

‘ DEFINITION: ‘ DEFINITION: ‘ DEFINITION: ‘ DEFINITION:
2.5 million Card 50K to 2.5 million Card 10K to 50K Card Below 10K Card
=] fransactions or more per N transactions per year* m transactions per year Q' transactions per year
— YEOAr" — — —
g PCI DSS VALIDATION d>) PCI DSS VALIDATION d>) PCI DSS VALIDATION g PCI DSS VALIDATION
Q DOCUMENTATION: Q DOCUMENTATION: Q DOCUMENTATION: Q DOCUMENTATION:
- Annual Onsite Security =l ° Annual Self Assessment ] < Annual Self Assessment ]« Annual Self Assessment
Assessment Report Questionnaire Questionnaire Questionnaire
* Quarterly Network Scan » Quarterly Network Scan * Quarterly Network Scan
REQUIREMENT: REQUIREMENT: REQUIREMENT: REQUIREMENT:
Mandatory Mandatory When designated When designated
FEE: FEE: FEE: FEE:
$25,000 (15 $5,000 (1% $50 (1¢1) $50 (1¢1)
$35,000 (2n9) $10,000 (2nd) $100 (2n9) $100 (279)
$45,000 (3r9) $15,000 (3r9) $250 (39) $250 (3r9) S

American Express PCI Compliance Program *Or as designated by the PClI Compliance based on additional risk factors.






Security Technology Enhancement Program (STEP) E

The STEP Attestation is a unigue Amex document, designed to

reward merchants who have made an investment in more secure American Exprase’
technology. The reward is less paper-work required to report your Annual Security Technology Enhancement Program (STEP) Attestation
PCl status to us. We only need the STEP Attestation once a year.
We don’'t need your ROC, SAQ or Scans, just this form if you Step L Annua Sef Examinato

Merchants conduct an annual self-examination of thelr equipment, systems, and networks (and thelr components)
.
qualify.

whe, e that

If a merchant submits the

Qualification Criteria: i STEP Attestation no other
. Compliant with PCI DSS . PCI Validation Document
is needed.

* No Data Incidents in previous 12 months
 Atleast 75% of ALL Card transactions are: o o e e o Tt re e
—_ EMV, EMV Con'l'oc'l'lessl or Digi'l'dl Wo”e'l' OR |:|UslngaPolm-To-PulntEncryptlon{P2PEJsoluuunlncludedonmePCISSCIIstofvaIldatedsolulﬂnsDR

|:| Using a Point-To-Point Encryption (P2PE) solution that has been validated by a PC1 S5C Qualified Security Assessor

OO

Title of person completing Attestation |
Signature Date (YYY'¥-MM-DD) [

Other factors to consider: e
* VISA has a similar program, called Technology Innovation Program Opion’:Sove completdfor s aPOF. Vit s/ Ggin e ortoacess the Tristve secur ora anduposd

your completed STEP Attestation.
2: Print completed form and send via fax to Trustwave at 1-312-276-4019 (If you are In an International market add the

(TIP). Similar requirements, but unique form. SDpICpse Mmool g UK. Ieratonal o £e sy 355

Option 3 Save completed form as a PDF. Send via emall to
If you need assistance submitting the form contact Trustwave at

— Point-to-Point Encryption (P2PE) solution OR E] e e 2 ot prior 1ot igmtare dotecf e A STES Acstanon e oo T
T k . d | 1-. The undersigned hereby attest that all of the statements In this STEP Attestation are true and accurate
_ Merchant Name | |
O er.]lze SO U |Or'] American Express Merchart Nurber (10 digit SE#) | |
» If you think you qualify for STEP, contact Merchant Phone Numbe | |
. . Merchant Data Security Contact Emall Address | |
axppcicomplianceprogram@aexp.com to get the form. Name of person corpletng Attstaton] |
|
|

Definitions ‘ \
PCI DSS - The Payment Card Irﬂsolusu'yDatQSechlty"t:dr;d ard_ which i sa\ala;haftmmwmw;a“ P i = e
Frequently Asked Questions: PCI Security Council: - & 0 o Skcune oot 8 oy o rOtSE accaunt S s e pmen
o g s EMV compliant terminal — A Chip-Enabled Device having a valid and current EMVCo (waaw smyco com) approval/certification and capable of
Understanding the SAQs for PCI DSS version 3 processing AEIPS complant Chip Card Transactions.
- g:nwmqmmnitnﬁn&?nwgwtmm been qualified by the Payment Card Industry Security Standards.
Sequrity Technology Enhancament Program Attestation. April 2017 @

@ American Express PCl Compliance Program
®



mailto:axppcicomplianceprogram@aexp.com

https://docs-prv.pcisecuritystandards.org/SAQ%20(Assessment)/Instructions%20%26%20Guidance/Understanding_SAQs_PCI_DSS_v3.pdf

https://docs-prv.pcisecuritystandards.org/SAQ%20(Assessment)/Instructions%20%26%20Guidance/Understanding_SAQs_PCI_DSS_v3.pdf



Level 1 Annual Requirement: Report on Compliance

Annual Onsite Security Assessment
documented on a Report on Compliance
Attestation of Compliance (ROC AOC):

« Go to the PCIl Website for a list of
Qualified Security Assessors (QSA)

« A set of Frequently Asked Questions (FAQS)
regarding the ROC Reporting Template can be
found on the PCIl Website

 The ROC Reporting Template that the QSA wiill
use to report the merchant's security status can
also be found on the PCl Website

* Any Level merchant can submit a ROC AOC,
but it is mandatory for all Level 1 Merchants or
Service Providers.

AMERICAN
EXPRESS

QUALIFIED SECURITY
ASSESSORS

Qualified Security Assessor (QSA) companies are independent

security organizations that have been qualified by the PCI

Security Standards Cou
PCI DS5. QSA Employe
QSA Company and have satisfied and continue
Requirements.

date an entity’s adherence to
viduals who are employed by a
to satisfy all QSA

Verify a QSA Emplayes
Search by Last Name, First Initizl or Centificate Number to quickly verify the centification status of 2 Quali

v

Find a Qualified Security Assessor Company

SUBMIT

Fikerby: | aAusTRALIA 4 ASIA PACIFIC R ENGLISH v EXPORT LIST »
Resuls: 79
COMPANY PLACE OF BUSINESS PRIMARY CONTACT SERVICING MARKETS

NOTE: Per the American Express Data Security Operating Policy

(DSOP), if a merchant submits a Report On Compliance (ROC)
completed by a Qualified Security Assessor (QSA), they do not

need fto submit a Scan.

AMERICAN|
EXPRESS
®

American Express PCI Compliance Program

This Attestation of Compliance must be completed as a declaration ofthe results of the merchant's
assessmentwith the Pasyment Card Industry Dats Security Standard Requirements and Security

4 t Proced (PCI D3S). G lete all sections: The merchant is responsible for ensuring that
each section is completed by the relevant parties, as applicable. Contactyour acquirer (merchant bank)
orthepayment brands for reporting and submission procedures.

Section 1: AssessmentInformation

Instructions for Submission

Part 1. Merchantand Qualified Security Assessor Information

Part 1a. o

Company Name: | DBA (doing
business as):

Contact Mame: Title:
ISAMame(s) (ifapplicable) Title:
Telephone: E-mail:
Business Address: City:
State/Province: Country: ‘ Zip |
URL:

Part 1b. Qualified ity A [ ion (if
CompanyName:
Lead Q54 Contact Mame: Title:
Telephons: E-mail:
Business Address: City:
State/Province: Country: | Zip: |
URL:
Part 2. Executive Summary

Part 2a. Type of Merchant Business (check all that apply)
O Retailer O Telecommunication O Grocery and Suﬁar n_ark:tr_
O Petraleum O E-Commerce O Mail ord ifielephar e ord = 0TO)
O Others (please specify): N ~

‘Which payment channels are covered w_th\
assessment?

‘What types of payment channels doesyour
business serve?

O Mail order/tel

O Mail orderftelephone order (MOTO)



https://www.pcisecuritystandards.org/assessors_and_solutions/qualified_security_assessors

https://www.pcisecuritystandards.org/documents/PCI-DSS-3x-ROC-RTs-FAQs.pdf?agreement=true&time=1471548845986

https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Reporting%20Template%20or%20Form/PCI-DSS-v3_2_1-ROC-Reporting-Template.pdf

https://merchantharbor.americanexpress.com/internationalregulations/new?locale=en_AU



Level 2, 3 or 4 Annual Requirement : Self-Assessment Questionnaire (SAQ)

Designated merchants need to report, even if they have outfsourced or don't store Card data

*Vulnerability
Comment Scans
Required?

Eight assessment types to choose from
that cover all types of Card Data

Description

A-EP

B-IP

C-VT

P2PE-
HW

% American Express PCl Compliance Program

Card-not-present Merchants (e-com or mail/telephone-order) that have fully
outsourced all cardholder data functions to PCI DSS validated third-party service
providers, with no electronic storage, processing, or transmission of any cardholder
data on the Merchant’s systems or premises.

E-com Merchants who outsource all payment processing to PCI DSS validated third
parties, and who have a website(s) that doesn’t directly receive cardholder data
but that can impact the security of the payment transaction. No electronic storage,
processing, or transmission of any cardholder data on the Merchant’s systems or
premises.

Merchants using only:
e Imprint machines with no electronic cardholder data storage; and/or
e Standalone, dial-out terminals with no electronic cardholder data storage.

Merchants using only standalone, Pin Transaction Security (PTS)-approved payment
terminals with an IP connection to the payment processor, with no electronic
cardholder data storage.

Merchants who manually enter a single tfransaction at a time via a keyboard into an
Internet-based virfual terminal (VT) solution that is provided and hosted by a PCI DSS
validated third-party service provider. No electronic cardholder data storage.

Merchants with payment application systems connected to the Internet, no
electronic cardholder data storage.

Merchants using only hardware (HW) payment terminals that are included in and
managed via a validated, PCI SSC-listed Point-to-Point Encryption (P2PE) solution,
with no electronic cardholder data storage.

All Merchants not included in descripfions for the above SAQ types.

*PCl requirement 11.2

N/A to face-
to-face
channels.

Applicable
only fo e-com
channels.

N/A to
e-com
channels.

N/A to
e-com
channels.

N/A to
e-com
channels.

N/A to
e-com
channels.

N/A to
e-com
channels.

All other types

No

Yes

No

Yes

No

Yes

No

Yes

Environments (CDE)

Self-Assessment Questionnaires cover
more than third party suppliers. There
are internal network management
conftrols, training, security awareness,
security processes, policies and other
elements that form PCl reporting.

So even if a merchant has
outsourced the transaction
processing element of their network,
they must still complete the
appropriate SAQ to comply with the
requirements.

Source: PCI Security Council:
Understanding the SAQs for PCI DSS version 3



https://docs-prv.pcisecuritystandards.org/SAQ%20(Assessment)/Instructions%20%26%20Guidance/Understanding_SAQs_PCI_DSS_v3.pdf

https://docs-prv.pcisecuritystandards.org/SAQ%20(Assessment)/Instructions%20%26%20Guidance/Understanding_SAQs_PCI_DSS_v3.pdf



Level 2, 3 or 4 Quarterly Requirement: External Network Vulnerability Scan E

The Merchant needs to hire an Approved
Scanning Vendor (ASV) to help them complete
their quarterly scans.

A list of Approved Scanning Vendors (ASV) can
be found here:

hitps://www.pcisecuritystandards.org/assessor
s and solutions/approved scanning vendors

NOTE: Per the American Express Data Security
Operating Policy (DSOP), if a merchant submits
a Report On Compliance (ROC) completed by
a Qualified Security Assessor (QSA), they do not
need to submit a Scan.

@ American Express PCl Compliance Program
®

APPROVED SCANNING
VENDORS

An A5V is an organization with a set of security services and tools
["ASV scan solution”) to conduct external vulnerability scanning
services to validate adherence with the external scanning

requirements of PCl D55 Requirement 11.2.2. The scanning
vendor's ASV scan solution is tested and approved by PCI S5C
before an ASV is added to PCI 55C's List of Approved Scanning
Vendors,

Plesse note, the PCI Security Standards Council maintaing a structured process for security solution providers to become Approved Scanning Vendors (ASYs) aswell asto be
re-approved each year.

Approval and re-spproval indicsts only that the spplicable A5V has successfully met all PCI Security Standards Council requirements to perform PCI data security scanning,
and the PCl Security Standards Council does not endorss thess sacurity solution providers or their business processes or practices.

Although the PCI Security Standards Council strives to ensure that the list of Approved Scanning Yendora linked to this page is current, the list is updated freguently and the
PCI Sacurity Standards Council cannot guarantze that the listis current at all times. Accordingly, each time a cliant engages an ASV, the client is advizad to check thizlisten 2
regular basiz to enzure that itz ASY haz successfully maintmined it status 32 an Approved Scanning Vendar.

Find an Approved Scanning Vendor Company

COMPANY NAME v SUBMIT || CLEAR




https://www.pcisecuritystandards.org/assessors_and_solutions/approved_scanning_vendors



Non-Compliant Documentation =

We accept non-compliant (failing) documentation. It is expected to be a temporary reporting option allowing you
to summarize the high-level activities and expected timeline to achieve PCI DSS compliance.

By submitting a non-compliant document, you have fulfilled 'E‘ — z
the DSOP requirement to report your PCI DSS status to us. St e e o et oS e e

1rnda brief description of the actions being taken to meet the requirernent.

* Annual Assessment — submitted once a year @ o beore ot P4

Compliant to PCI s .
D55 Requirements | Remediation Date and Actions
(If "NO" selected for any

Prioritized Summary & Af ion of C

— A non-compliant (failing) ROC or SAQ reported on the -
Part 4. Action Plan for Non-Compliant Requirements. 1

(Select One)
YES NO

O

O

V/MC also accepfts this document. z ’
— A Prioritized Approach Summary AOC. V/MC also ’ We ftee fc;r failure t(')l
accepfs this document. -4 FEport, Not necessarily
: . : 1 for non-compliance.
— Use our Project Plan letter template explaining why you o — :

are non-compliant. This is a unique Amex document.
V/MC wiill not accept this document.

ey . lnsert cote here]
AMERICAN EXPRESS PC| COMPLIANCE PROGRAM

70 W. Madisan, Suie 1050
Chicago, IL 60602

- Quarterly Scan - submitted every 90 days T T B
— A non-compliant (failing) Attestation of Scan ne = B vmmestamramacamsons $

Compliance. V/MC also accepfts this document. e e

— Use Project Plan letter template explaining why they are e e P

unable to submit scans. This is a unique Amex document. R e R

Sincerely,

V/MC wiill not accept this document.

[Nage, Tile, Phane and Email address of your chief executive officer, chief finapdial officer, chief information securi .

@ American Express PCl Compliance Program
®





E“"giﬁﬁ‘::s American Express PCl Compliance Program

AMEX PCI Compliance Program email address:
axppcicomplianceprogram@aexp.com




mailto:axppcicomplianceprogram@aexp.com
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Securelrust
is now VIKIngCLOU Dm

Reporting your PCI status

How to report your PCIl Status to American Express using the GuideMe method in the
SecureTrust portal

% American Express PClI Compliance Program





Securelrust
snow IKINGCLOUD”

SecureTrust Portal

Process to report your PClI Compliance status to American Express

Your existing username will work.

Access Login If this is the first time logging in to
Portal the new portal, you will need to
create a new password
I
. Choose how to report fo us, then
Business Guide Me Upload answer a series of questions to
Profile Method Method set up the Dashboard so you
can complete the process.
Use the ‘widgets’ on the
Complete Set up / Run Upload Upload
online annual Quarterly Annual Quarterly Dashboard fo complete
assessment Nelolah Assessment Nelelth fhe process.
Dashboard

Attest to Attest to
Annual Annuadl \| S
Assessment Assessment

% American Express PCI Compliance Program *All merchants are required to submit an Annual Assessment. Depending on your payment environment you may also need fo submit Scans.





SecureTrust Portal

Process to report your PClI Compliance status to American Express

Login

AcCcess
Portal
Business Guide Me
Profile Method
Complete Set up / Run
online annual
assessment
Dashboard

Attest fo
Annuadl
Assessment

@ American Express PCl Compliance Program
®

Quarterly

Upload
Method

Securelrust
isnow VIKIngCLOUDm

Your existing username will work.
If this is the first time logging in to
the new portal, you will need to
creafte a new password

Choose how to report to us, then
answer a series of questions to
set up the Dashboard so you
can complete the process.

Assessment

Atffest to

Assessment

Use the ‘widgets’ on the

e Dashboard to complete

terl
nggér?kry the process.

NJ

<00

*All merchants are required to submit an Annual Assessment. Depending on your payment environment you may also need to submit Scans.





Securelrust
snow \JIKINGCLOUD"

Demonstration

Guide Me method

=== American Express PCl Compliance Program






Securelrust % . *
=evyIKINGCLOUD” e G @ & O

Pick an assessment method

@ Guide Me - Choose this option to receive step-by-step guidance throughout the compliance validation process. Next series of questions will help determine

your PC| scope. Your PCl scope is used to ensure the right PCl requirements for your business type are covered.

O Expert - Choose this option to be able to select from a list of available PCI SAQ forms to complete without step-by-step guidance. Next series of questions

will help recommend a SAQ form.

O Upload - Choose this option if you are already certified with another provider and need to upload your compliance documents to this account

NEXT

Last Login Date: Jun 28, 2023, 1:28:12 PM

Terms & Conditions





Securelrust
isnow VIKIngCLOUDm

How to access SecureTlrust portal

The URL is; https://portal.securetrust.com

Enter your username. If you need to create a new password, you can do that from the login
screen. NOTE: Wait for the password update confirmation email before you attempt to log in
to the porial.

SecureTrust Support email address: americanexpresscompliance@securetrust.com

AMEX PCI Compliance Program email address: axppcicomplianceprogram@aexp.com

If you would like an individual demonstration or have additional questions not covered
today, contact your American Express Account Manager who will make the arrangements
for a personal demonstration.

NS

Be—= American Express PCI Compliance Program




https://portal.securetrust.com/

mailto:americanexpresscompliance@securetrust.com

mailto:axppcicomplianceprogram@aexp.com



Securelrust
snow IKINGCLOUD”

Bes’r Practice for conToc’rmg SecureTrus’r

Send an email to SecureTrust at
americanexpresscompliance@SecureTrust.com

2. Provide your American Express Merchant Number (MID) and the
name of your company.

3. Include a brief reason you need assistance.

Receive automated SecureTrust response, with “Ticket Number”

Call SecureTrust at the number shown below for your country and
provide ticket number

SecureTrust will authenticate you and proceed, without additional
ri ion

+800-9000-1140

France Norway
Canada = = Germany Poland Czech Republic 11-312-267-3208

United States ot >0 1N Iceland , Sweden Bulgaria Lithuania

.’ﬂ% _lIreland  United Kingdom Croatia Malta
pat Cyprus Portugal
Denmark Romania

Estonia Russia
Greece Slovakia
Hungary Slovenia

Latvia Spain

K\-‘
1-888-900-0114 > .
Mexico
Caribbean

+800-9000-1140
Argentina

+800-9000-1140

)-9000-
e BT

Hong Kong
New Zealand q
S| \
ingapore

@ American Express PCl Compliance Program

americanexpresscompliance@securetrust.com
+1-312-267-3208



mailto:AmericanExpressCompliance@Trustwave.com

mailto:americanexpresscompliance@trustwave.com
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“'25':52:5 American Express PCI Compliance Program
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Securelrust
is now VIKIngCLOU Dm

Reporting your PCI status

How to report your PCI Status to American Express using the Upload method in the
SecureTrust portal

% American Express PClI Compliance Program
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SecureTrust Portal

Process to report your PClI Compliance status to American Express

Your existing username will work.

Access Login If this is the first time logging in to
Portal the new portal, you will need to
create a new password
I
. Choose how to report fo us, then
Business Guide Me Upload answer a series of questions to
Profile Method Method set up the Dashboard so you
can complete the process.
Use the ‘widgets’ on the
Complete Set up / Run Upload Upload
online annual Quarterly Annual Quarterly Dashboard fo complete
assessment Nelolah Assessment Nelelth fhe process.
Dashboard

Attest to Attest to
Annuadl Annual
Assessment Assessment

% American Express PCI Compliance Program *All merchants are required to submit an Annual Assessment. Depending on your payment environment you may also need fo submit Scans. N\





Securelrust
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SecureTrust Portal

Process to report your PClI Compliance status to American Express

Your existing username will work.

Access Loat If this is the first time logging in to
Portal s the new portal, you will need to
create a new password
I |
. Choose how to report fo us, then
Business Guide Me Upload answer a series of questions to
Profile Method Method set up the Dashboard so you
can complete the process.
I I
Use the ‘widgets’ on the
Up . Upload Upload
online annual Quarterly Annual Quarterly Dashboard fo complete
assessment Nelolah Assessment Scehns fhe process.
Dashboard

Annual

Attest fo
Annual

Assessment Assessment

@ American Express PCI Compliance Program *All merchants are required to submit an Annual Assessment. Depending on your payment environment you may also need fo submit Scans. KN
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Demonstration

Upload method
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What's next?

®

@

We will ask you some questions

Mostly around how your business is set up to handle cradit
and debit card payments. Your answers help us to figure
out the level of security risks that your business may have
so we only ask you questions relevant to your business.

We will help you protect your business

To help you understand the areas of your business that
might be at risk, you will be brought through your security
assessment and any scanning if needs be.

Confirm your business is secure

You will be asked to confirm and validate your responses
and any scanning tasks that you were required to
undertake. PCI DSS refer 1o this as your Attestation of
Compliance (AoC).

>

Getting Started

with PClI Data Security Standard

(START BUSINESS PROF]LE)
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How to access SecureTlrust portal

The URL is; https://portal.securetrust.com

Enter your username. If you need to create a new password, you can do that from the login
screen. NOTE: Wait for the password update confirmation email before you attempt to log in
to the porial.

SecureTrust Support email address: americanexpresscompliance@securetrust.com

AMEX PCI Compliance Program email address: axppcicomplianceprogram@aexp.com

If you would like an individual demonstration or have additional questions not covered
today, contact your American Express Account Manager who will make the arrangements
for a personal demonstration.

W= American Express PCl Compliance Program N \
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Bes’r Practice for conToc’rmg SecureTrus’r

Send an email to SecureTrust at Receive automated SecureTrust response, with “Ticket Number”
americanexpresscompliance@SecureTrust.com

5. Call SecureTrust at the number shown below for your country and
2. Provide your American Express Merchant Number (MID) and the provide ticket number

hame of your company. 6. SecureTrust will authenticate you and proceed, without additional
3. Include a brief reason you need assistance. ri ion

Canada P '-:"- -
United States .'. el

+800-9000-1140

France Norway +800-144-316
. Germaﬂy Poland CzeCh RepL‘Ibl‘C +1‘312‘267‘3208

lceland Sweden

et U TR , : Bulgaria Lithuania
ﬂ% _Ireland  United Kingdom Croatia Malta
S Cyprus Portugal
Denmark Romania
Estonia Russia
Greece Slovakia
Hungary Slovenia
Latvia Spain
K\."
1-888-900-0114 da
Mexico
Caribbean

. e +800-9000-1140
. mlmdia Australia

Hong Kong

. . " New Zealand
+300-9000-1140 Singapore
Argentina . .
americanexpresscompliance@securetrust.com
% American Express PCI Compliance Program ulileseors 2t Y
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Reporting your PCI status

How to set up and run your External Network Vulnerability Scans using the SecureTrust portal

% American Express PClI Compliance Program
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SecureTrust Portal

Process to report your PClI Compliance status to American Express

Your existing username will work.

Access Login If this is the first time logging in to
Portal the new portal, you will need to
create a new password
I
. Choose how to report fo us, then
Business Guide Me Upload answer a series of questions to
Profile Method Method set up the Dashboard so you
can complete the process.
Use the ‘widgets’ on the
Complete Set up / Run Upload Upload
online annual Quarterly Annual Quarterly Dashboard fo complete
assessment Nelolah Assessment Nelelth fhe process.
Dashboard

Attest to Attest to
Annual Annuadl \| S
Assessment Assessment

% American Express PCI Compliance Program *All merchants are required to submit an Annual Assessment. Depending on your payment environment you may also need fo submit Scans.
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SecureTrust Portal

Process to report your PClI Compliance status to American Express

Your existing username will work.

AcCcess Login If this is the first time logging in to
Portal the new portal, you will need to
create a new password
I
: Choose how to report to us, then
Business Guide Me Upload answer a series of questions to
Profile Method Method set up the Dashboard so you
can complete the process.
Use the ‘widgets’ on the
Complete Set up / Run Upload Upload
online annual Quarterly Annual Quarterly Dashboard to complete
assessment Scans* Assessment elelth fhe process.
Dashboard

Atfest to Atffest to
Annual Annual ‘
Assessment Assessment

<00

@ American Express PCI Compliance Program *All merchants are required to submit an Annual Assessment. Depending on your payment environment you may also need fo submit Scans.
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Demonstration

Setting up and running External Network Vulnerability Scans

% American Express PClI Compliance Program
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[

YOUR MEXT STEP

Schedule your scan and be scan compliant ‘

As you have one or more devices connected via the internet you have scanning
tasks to do.

You're not compliant To maintain your compliance you will need to run an external vulnerability scan

ning compliance every three months. \, ’ {

Please complete your re
tasks

BEGIN STEP
VIEW SUMMARY

.

Here are your available compliance tools

5 kg

Your business profile Document Repository Be scan compliant
Complete Contains 0 documents Run PCI DSS External Vulnerability Scan
SAQ type B-IP

(MORE INFO) (MANAGE) ( UPLOAD ) (VIEW DOCUMENTS) (MDRE INFU) (MANAGE)

W

Complete security assessment

I ast attected
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How to access SecureTlrust portal

The URL is; https://portal.securetrust.com

Enter your username. If you need to create a new password, you can do that from the login
screen. NOTE: Wait for the password update confirmation email before you attempt to log in
to the porial.

SecureTrust Support email address: americanexpresscompliance@securetrust.com

AMEX PCI Compliance Program email address: axppcicomplianceprogram@aexp.com

If you would like an individual demonstration or have additional questions not covered
today, contact your American Express Account Manager who will make the arrangements
for a personal demonstration.

NS

Be—= American Express PCI Compliance Program
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Bes’r Practice for conToc’rmg SecureTrus’r

Send an email to SecureTrust at
americanexpresscompliance@SecureTrust.com

2. Provide your American Express Merchant Number (MID) and the
name of your company.

3. Include a brief reason you need assistance.

Receive automated SecureTrust response, with “Ticket Number”

Call SecureTrust at the number shown below for your country and
provide ticket number

SecureTrust will authenticate you and proceed, without additional
ri ion

+800-9000-1140

France Norway
Canada = = Germany Poland Czech Republic 11-312-267-3208

United States ot >0 1N Iceland , Sweden Bulgaria Lithuania

.’ﬂ% _lIreland  United Kingdom Croatia Malta
pat Cyprus Portugal
Denmark Romania

Estonia Russia
Greece Slovakia
Hungary Slovenia

Latvia Spain

K\-‘
1-888-900-0114 > .
Mexico
Caribbean

+800-9000-1140
Argentina

+800-9000-1140

)-9000-
e BT

Hong Kong
New Zealand q
S| \
ingapore

@ American Express PCl Compliance Program

americanexpresscompliance@securetrust.com
+1-312-267-3208
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